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Additional Resources for Teachers

The answer keys to the lab manual activities in this book are provided along with resources for teachers
using Mike Meyers’ CompTIA Network+ Guide to Managing and Troubleshooting Networks, Third Edition (Exam N10-005).
The answer keys are available on the McGraw-Hill Connect Online Learning Center that supports the
textbook and the lab manual. Please visit: www.meyersnetplus.com.

McGraw-Hill Connect, a Web-based learning platform, connects instructors with their support
materials. The Connect Online Learning Center provides resources for teachers in a format that follows
the organization of the textbook.

This site includes the following:
e  Answer keys to the Mike Meyers’ Lab Manual activities

Instructors who have adopted the Mike Meyers’ CompTIA Network+ Guide to Managing and Troubleshooting
Networks, Third Edition (Exam N10-005) textbook (available separately) can also access:

e  Answer keys to the end-of-chapter activities in the textbook

° Instructor’s Manual that contains learning objectives, classroom preparation notes, instructor
tips, and a lecture outline for each chapter

®  Access to test bank files and software that allows you to generate a wide array of paper- or
network-based tests, and that features automatic grading. The test bank includes:

e  Hundreds of practice questions and a wide variety of question types categorized by exam
objective, enabling you to customize each test to maximize student progress

e  Test bank files available on EZ Test Online and as downloads from the Online Learning
Center in these formats: Blackboard, Web CT, EZ Test, and Word

e  Engaging PowerPoint slides on the lecture topics that include full-color artwork from the book

Please contact your McGraw-Hill sales representative for details.


http://www.meyersnetplus.com
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Chapter 1: CompTIA Network+ in a Nutshell

COngratulations! You have decided to tackle the prestigious CompTIA Network-+
certification. Whether you are a seasoned network engineer pursuing certifica-
tion to further your career, or a relative novice building your fundamental skills
in networking, you're in the right place. The fact that you've got the Mike Meyers’
CompTIA Network+® Guide to Managing and Troubleshooting Networks textbook and this
Lab Manual in your hands shows that you're serious about earning that certifica-
tion. That's a smart move!

As discussed in the textbook, the term networking describes a vast field of study,
far too large for any single certification book, training course, or for that matter,
lab manual to cover. However, armed with the textbook and this Lab Manual, you
have the tools not only to pass the certification exam, but also to exercise the
skills you will need to develop and grow as a networking professional. Ask any
veteran network tech, and they will tell you that the key to being a good tech is
working through the installation, configuration, management, and troubleshoot-
ing of network devices, cabling, protocols, and applications. That's where this lab
manual is invaluable. It will take you through hands-on exercises with cabling,
switches, routers, and servers. You'll configure protocols and services such as
TCP/IP, DNS, DHCP, QoS, VPNs, and many more. If some of these abbreviations

are new to you, don’t worry; you will learn them all!

Another skill required by network techs is the ability to find information
regarding network devices, protocols, and applications and their interoperability
quickly and efficiently. Many times when you run into problems, it's not neces-
sarily a failure of one specific device, protocol, or application but a combination
of the configuration parameters and interaction between those devices, protocols,
and applications. Many of the labs will have you practice the art of researching
information on these devices, protocols, and services as if your job depended on
it. It just might!

To help you grasp these networking concepts, the following scenario is used
throughout this Lab Manual. You are a newly hired desktop support specialist in
a mid-sized IT consulting firm, ITCF. ITCF has clients of all sizes scattered all over
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the country. Client networks can be as small as a single insurance office with

15 computers to a financial institution with 1500 computers and dozens of servers.

You are CompTIA A+ certified, but are immediately encouraged to pursue the
CompTIA Network+ certification. Maggie, one of the network technicians in the
department, offers to mentor you. She believes that achieving the CompTIA Net-
work+ certification will strengthen your fundamental understanding of network-
ing and will really help when communicating with both customers and your new
boss, CJ. You respect her advice and dive right in to a CompTIA Network+ training
course—this course!

This chapter will show you how to prepare for the Network+ exam, while the
labs will take you through the steps needed to start studying for it. First, you'll
make certain that you understand the important details of the certification itself.
Next, you'll look at how Network+ applies toward other IT industry certifications.
Then you'll formulate a study plan. Finally, you'll schedule your Network+ exam.

Ladies and gentlemen, start your engines!

b 45 MINUTES

Lab Exercise 1.01: Exploring the Network+
Requirements

The CompTIA Network+ certification is an industry-wide, vendor-neutral certification qualifying a
tech’s basic skills in supporting networks, and knowledge of networking concepts. Network+ is to net-
work techs what A+ is to PC techs: a valuable credential assuring clients and employers that you possess
the aptitude and specific technical skills to implement and maintain computer networks on a variety of
hardware and software platforms. To achieve this certification, you must pass the Network+ exam at an
approved exam administration center. The CompTIA Network+ certification requires just a single exam,
unlike the CompTIA A+ certification, which requires you to pass two exams: the CompTIA A+ Essentials
exam (currently 220—701) and the Practical Application exam (currently 220—702). The Network+ (N1o-005)
certification exam is defined by a documented list of exam objectives separated into domains. Each
domain counts toward a percentage of the exam's total scoring. These domains are organized into five
categories: Network Technologies, Network Installation and Configuration, Network Media and Topologies,
Network Management, and Network Security.

3



Chapter 1: CompTIA Network+ in a Nutshell

The domains are divided fairly evenly with Network Technologies weighted at 21 percent; Network
Installation and Configuration weighted at 23 percent (the highest percentage); Network Media and
Topologies weighted at 17 percent; Network Management weighted at 20 percent; and Network Security
comes in at 19 percent, to add up to 100 percent. It's important to understand what'’s required to pass
the Network+ exam, so you should become familiar with the exam objectives. Detailed Network+ objec-
tives may be downloaded from the CompTIA Web site.

Learning Objectives
In this lab, you will visit the CompTIA Web site to download the latest Network+ exam objectives. By the

end of this lab, you will be able to

e  Define the objectives being tested on the Network+ exam

Lab Materials and Setup

The only requirements for this lab are a PC, Internet access, a pencil or pen, and some paper.

Getting Down to Business

Many techs pursue certifications to validate their current skill set or to advance their careers. The Net-
work+ certification not only meets these criteria; it also provides the candidate (you) with an excellent
foundation in networking and serves as a stepping-stone to more specialized certifications.

To develop your understanding of the Network+ exam requirements, domains, and objectives, com-
plete the following steps:

Step 1 Launch your Web browser and head over to the CompTIA Web site, www.comptia.org. Follow
the links (currently Certifications & Exams | CompTIA Certifications | CompTIA Network+ | Training &
Testing | Exam Objectives) to download the Network+ objectives as a PDF file. Web sites change often, so
you may have to enter different information than at the time of this writing. Currently you must enter
your name, e-mail address, and country before you can download the Network+ objectives.

Step 2 Summarize the Network+ exam objective domain 1.0, Network Technologies.

Step 3 Summarize the Network+ exam objective domain 2.0, Network Installation and Configuration.
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Step 4 Summarize the Network+ exam objective domain 3.0, Network Media and Topologies.

Step 5 Summarize the Network+ exam objective domain 4.0, Network Management.

Step 6 Summarize the Network+ exam objective domain 5.0, Network Security.

b 30 MINUTES

Lab Exercise 1.02: The Next Step: Related
Certifications

In addition to the value of the Network+ certification itself, the IT industry recognizes that the skill
sets defined by the Network+ objective domains provide an excellent foundation for the pursuit of other
established IT certifications. The Network+ certification can be a great foundation, leading to some of
the certifications offered by Microsoft and Cisco.

Because of the broad base of networking skills that it covers, the Network+ certification will also
give you a leg up on other IT certifications in the areas of network administration, server management,
and cyber security.

Learning Objectives

In this lab, you'll explore the benefits of Network+ certification as it applies toward further IT industry
certifications.

At the end of this lab, you will
e  List the IT certifications toward which CompTIA Network+ provides an excellent foundation.

e  Map out your own certification path beyond Network+.

5
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Lab Materials and Setup

The only requirements for this lab are a PC, Internet access, a pencil or pen, and some paper.

Getting Down to Business

The CompTIA Network+ certification is vendor-neutral. This means that the broad skill base encom-
passed by Network+ can be used to launch further, specialized certifications with IT vendors such as
Microsoft and Cisco.

Step 1 Navigate over to the CompTIA certification roadmap and Career Pathways Web site at http://
certification.comptia.org/certroadmap.aspx. CompTIA has done a nice job with the active controls on
this tool, allowing you to display or hide the various CompTIA and vendor-specific certifications that fill
in the roadmap. Which other IT certifications build off the CompTIA Network+ certification? What are
some of the career directions you could apply the CompTIA Network+ certification toward?

Step 2 While at the CompTIA certification site, click on the Get Certified tab in the upper left-hand
corner and explore some of the other certifications offered by CompTIA. Which of these do you think
might build on some of the skills you develop while preparing for the CompTIA Network+ certification?

Step 3  Visit Microsoft’s certification Web site at www.microsoft.com/learning/en/us/certification/
cert-overview.aspx and explore the requirements for the various Microsoft certifications. How do you
think the Network+ certification will benefit an IT tech pursuing these certifications?

Step 4 Now explore some of the organizations offering certifications on Linux at http://gocertify.com/
faq/linuxfaq.shtml. How do you think the Network+ certification might benefit an IT tech pursuing
these certifications?



http://certification.comptia.org/certroadmap.aspx
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Lab Exercise 1.03: Study Preparation

Step 5 Next, surf over to Cisco certifications at www.cisco.com/web/learning/le3/learning career_
certifications_and_learning paths_home.html and explore the various paths to become a Cisco certified
professional. How do you think the Network+ certification might benefit an IT tech pursuing these cer-

tifications?

Step 6 Now that you've seen the more common certifications that relate to Network+, what do you
think will be a natural certification progression for you?

0 25 MINUTES

Lab Exercise 1.03: Study Preparation

If you take a look at the certification blogs, I'm sure you will find candidates claiming to have passed
some certification exam or other with little or no preparation. Though everybody is different, even
seasoned network techs have to spend some time on areas that they are less familiar with to be success-
ful on the Network+ exam. The CompTIA Network+ exam is a thorough test of your understanding of

a broad range of networking topics and concepts. As such, it can be very challenging. No matter how
much networking experience and skill you possess, it is highly recommended that you develop a strong
preparation plan to maximize your chance of passing the exam the first time.

With that in mind, your next step is to come up with a plan of attack for the Network+ exam. Prepa-
ration is the key, so start by identifying what you need to study and how to go about studying.

Learning Objectives

In this lab, you will develop your plan of action for preparing for the Network+ exam. To do this you
need to deal with two issues: determining which topics you need to study the most and checking your
study habits.

At the end of this lab, you will
e Identify the Network+ topics you need to spend the most time on

e  Develop a study plan


http://www.cisco.com/web/learning/le3/learning_career_certifications_and_learning_paths_home.html
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Chapter 1: CompTIA Network+ in a Nutshell

Lab Materials and Setup

The only requirements needed for this lab are a PC, Internet access, a pencil or pen, and some paper.

Getting Down to Business

The instructors of Total Seminars have taught the Network+ certification for years and have helped thou-
sands of techs achieve their CompTIA Network+ certification. Incorporating this experience, we have
developed a handy template to give students some idea of what they need to study and how much time
they need to devote to preparing for the Network+ exam. This template is essentially the same one that
appears in the Mike Meyers’ CompTIA Network+® Guide to Managing and Troubleshooting Networks textbook, except
that here we have added an extra step to help you determine which topics you need to study.

Step 1 Look at each of the listed skills and circle the corresponding number of study hours for that
skill based on the amount of experience you have. Either you have no experience with it, or you have
performed that skill once or twice, a few times, or quite a bit.

Amount of Experience
Type of Experience None Once or Twice A Few Times Quite a Bit
Installing a SOHO wireless network 4 2 I I
Installing an advanced wireless network 2 2 I I
(such as 802.1x, RADIUS)
Installing structured cabling 3 2 I I
Configuring a home router 5 3 2 I
Configuring a Cisco router 4 2 I I
Configuring a software firewall 3 2 I I
Configuring a hardware firewall 2 2 I I
Configuring an IPvg client 8 4 2 I
Configuring an IPv6 client 3 3 2 I
Working with SOHO WAN connection 2 2 I o
(DSL, cable)
Working with advanced WAN connection 3 3 2 2
(Tx, OCx, ATM)
Configuring a DNS server 2 2 2 I
Configuring a DHCP server 2 I I o
Configuring a Web application server 4 4 2 I
(HTTP, FTP, SSH)
Configuring a VLAN 3 3 2 I
Configuring a VPN 3 3 2 I
Configuring a dynamic routing protocol 2 2 I I




Lab Exercise 1.04: Scheduling the Network+ Exam

Now that you've got a feel for the topics that you need to concentrate on, determine your total study
time. Add up all of the hours you circled in the previous table to get your base study time. Take that
base time and use the following table to calculate the additional hours you'll need to study relative to

your work experience.

Months of Direct, Professional Experience... To Your Study Time...
o Add 60 hrs

Uptob6 Add 30 hrs

6tog Add 10 hrs

Over ¢ Add o hrs

What is the estimate for the total number of hours you will need to study for the CompTIA Network+
certification exam?

Step 2 Now that you know what topics are important to you and how much time they will take, you
need to develop your study plan. First of all, take the amount of time you've set aside and determine
how many days you will need to prepare. Consider work, holidays, weekends—anything that will affect
your study time. (1f you're in an instructor-led course, this is easy. Just use the duration of the course.)
Then break down your textbook into manageable chunks. (Again, if you're in a course, your instructor
will certainly already have done this for you.) You now have your deadline—the day that you will say
you're ready to take the test!

What is your deadline for taking the Network+ exam?

b 15 MINUTES

Lab Exercise 1.04: Scheduling the Network+ Exam

Schedule your exam with one of the approved exam administration centers, Prometric or Pearson VUE.
Don't put this off—do it now! Get it out of the way so that you'll feel you're working toward a deadline.

Learning Objectives

In this lab, you'll learn how to schedule your Network+ exam with an approved exam administration
center.

At the end of this lab, you will be able to

e  Schedule your Network+ exam with an approved test administration center

9
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Lab Materials and Setup

The materials you need for this lab are
e A PCwith Internet access, or a telephone

e  Payment method (credit card or voucher number)

Getting Down to Business

There are a lot of very qualified, yet uncertified, techs out there in the IT world. Many of them have even
gone through the training courses to get certified, only to postpone (sometimes permanently) taking the
certification exam. To paraphrase Steve Jobs, real techs certify. Sure, some people scoff and say that
certifications are just pieces of paper, but even competent, seasoned techs will tell you that certifications
have only helped their careers.

Take the plunge! Schedule your exam for the CompTIA Network+ exam right now.

Step 1 You can register online for Prometric exams at www.register.prometric.com/menu.asp. Pearson
VUE's online exam registration is at www.vue.com/comptia/. You can also register the old-fashioned
way by calling them on the telephone. In the United States and Canada, call Prometric at (888) 8956116
or Pearson VUE at (877) 551-7587 to locate the nearest testing center and schedule the exam. You'll also
find toll-free numbers for test centers on the respective testing organizations’ Web sites. Prometric’s
phone numbers are at www.prometric.com/CompTIA/default.htm. Pearson VUE's toll-free telephone
numbers are at www.vue.com/contact/vuephone/. Make sure you have a method of payment (credit card
or voucher number) and some form of identification (driver's license).

Here's some great news: You don't have to pay full price for your Network+ exam! Virtually every
organization that provides Network+ training and testing also offers discount vouchers. In a nutshell,
you pay a CompTIA member a discounted price, and in return you get a unique number that you provide
instead of a credit card number when you schedule your exam. One provider of Network+ vouchers is
Total Seminars. You can call Total Seminars toll-free from the United States or Canada at (800) 446-6004,
or check the Web site: www.totalsem.com. If you don’t buy your voucher from us, for goodness’ sake,
buy one from some other organization.

When are you scheduled to sit for the CompTIA Network+ exam?

¥ Cross-Reference

For details on taking the Network+ test, go to the CompTIA Web site (www.comptia.org).


http://www.register.prometric.com/menu.asp
http://www.vue.com/comptia/
http://www.prometric.com/CompTIA/default.htm
http://www.vue.com/contact/vuephone/
http://www.totalsem.com
http://www.comptia.org

Lab Analysis

Lab Analysis

1.

You are interviewing for a network support position at a large business organization. The human
resources officer isnt familiar with the CompTIA Network+ certification. Can you briefly summa-
rize the value of the Network+ certification for her?

Preparing for and passing the Network+ certification exam demonstrates that you have built a
strong foundation in networking concepts and technologies. What might you list as your next step
in certification?

The TCP/IP suite has become the de facto standard for networking protocols. Joshua is studying
with you and while exploring the CompTIA Network+ domain Network Technologies, he notices a
long list of networking protocols. What are some of the protocols included in the TCP/IP suite?

Megan is also studying with you and has been reviewing the CompTIA Network+ Certification Exam
Objectives. She recognizes some of the network topologies that were covered on the CompTIA A+
Certification Exam. What are some of the network topologies you should be familiar with?

Matthew notices that under the domain 4.0 Network Management, various network appliances are
mentioned. What is a network appliance?

11
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Key Term Quiz

Use the vocabulary terms from the list below to complete the sentences that follow. Not all of the terms
will be used.

approved exam administration center MCSE

CCENT MCTS

Cisco Microsoft

CompTIA Network+

CompTIA Network+ objective domains

CompTIA Security+ Pearson VUE

MCP Prometric

MCSA

1. is the organization that offers the Network+ certification.

2. The Network+ certification has a total of five , including Network Technologies,

Network Installation and Configuration, Network Media and Topologies, Network Management,
and Network Security.

3. After achieving the Network+ certification, you might consider working toward
and advanced certifications.

4. Your Network+ exam must be taken at a(n)

5. and are the two organizations that administer the

Network+ exam.
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In the early 1970s the Department of Defense (DOD) developed a network model
that the military, government agencies, and large educational organizations could
use to enable their mainframe computers to communicate and share information.
This model, then referred to as the DOD model, now refined and more commonly
referred to as the TCP/IP model, is rising in popularity once again.

Around 1984, the International Organization for Standardization (ISO, derived
from the Greek word isos meaning “equal”) developed the Open Systems Intercon-
nect model (OSI model). That's right, the ISO OSI model! This model provided a
multiprotocol, prescriptive template for network hardware manufacturers and
network software developers to use so that products from different manufacturers
and developers would work together. This template, the OSI seven-layer model, is
still in use today.

As you study to pass the CompTIA Network+ exam and work to be a better
network tech, you should develop an understanding of both the TCP/IP model
and the OSI model.

Delivering data across a network is a process both elegant in its simplicity and
mind-boggling in its complexity. For one thing, data files don’t move across the
network intact. Instead, computers break any kind of data transfer into smaller
chunks, and then package, address, and send those chunks across the network.
This applies to any kind of data, whether you browse the Web, copy files to a
co-worker’s computer, or stream music across the Internet (legally, of course).
Computers on the receiving end reassemble all the pieces upon receipt. Every
computer network— regardless of the operating system, protocols, or network

media—works this way.

To appreciate the process and define the process using the TCP/IP and 0SI
models, you have to understand a few important things. First, you should under-
stand what kind of hardware and software a computer needs to connect to a

network. You also need to know how a computer sends and retrieves data using



Lab Exercise 2.01: Exploring Network Hardware

a network. Finally, you need to understand the rules that govern the structure
of Ethernet networks and how data moves across these networks. In this lab, I'll
talk about these concepts, applying examples of the activity taking place at the
various layers of the TCP/IP and OSI models, to help you develop a greater under-
standing of the big networking picture.

There’s no time like the present to get started!

b 15 MINUTES

Lab Exercise 2.01: Exploring Network Hardware

In the OSI model, the Physical, Data Link, and Network layers define the operation of network hardware.
Cabling and hubs work at the Physical layer. The Data Link layer, split into the sublayers of Logical

Link Control (LLC) and Media Access Control (MAC), is where the physical address comes into play. The
various devices that utilize the physical address, such as network interface cards (NICs) and switches,
function at this layer, Layer 2. Ethernet defines all Layer 1 and 2 aspects of wired networks today. The
Network layer handles logical addressing and routing. Routers work at Layer 3.

The Link layer in the TCP/IP model encompasses the technologies at Layers 1 and 2 in the 0SI model.
(The Link layer is also called the Network Interface layer.) The Internet layer in the TCP/IP model compares to
0SI Layer 3. Figure 2-1 maps the OSI model layers to the TCP/IP model layers.

OSI Model TCP/IP Model
Network Internet
Data Link

Link (Network Interface)
Physical

Ficure 2-1 Mapping of 0SI model layers 1, 2, 3 to TCP/IP model layers 1 and 2

Network connectivity starts with the network connection—the physical link between the PC and
the network media. A good network tech can quickly locate and identify the network cabling and network
hardware installed on a PC and determine the PC’s state of connectivity. The tech should also be able to
identify the protocols used by the PC to communicate on the network, as well as the PC's unique network
identification and address. You're about to take a look at the steps accomplishing these goals.

15
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Learning Objectives

In this lab exercise, you'll explore the hardware and software components of a networked PC. At the end
of this exercise, you'll be able to

e  Identify the network interface, network cabling, and network connectors
e  Determine which protocols the PC uses

®  Record the PC's MAC and network addresses

Lab Materials and Setup

The materials you need for this lab are
e A Windows XP, Windows Vista, or Windows 7 PC with a network interface card (NIC)
® A network cable
e A network hub (optional)
e A network switch (optional)

e A network router (optional)

Getting Down to Business

Your employer, ITCF, has three locations in the tri-state area. All of the offices have multiple computers,
servers, and printers, all connected via the local area network (LAN) in each office. The offices can com-
municate with each other and the outside world via the Internet.

When you speak with Maggie, she recommends that you start your study by examining the home
office’s network connections, devices, and addressing. She asks if you have learned about the OSI or
TCP/IP models yet and adds that you might want to define at which layers the various devices, proto-
cols, and addresses belong.

Step 1 Locate the network interface of your computer. On newer machines, this interface will prob-
ably be integrated into the motherboard. Older machines may have a physical network interface card
(NIC) installed in a PCI or PCI Express slot. What type of network interface does your PC have? At what
layer of the OSI model does the NIC operate? At what layer of the TCP/IP model does the NIC operate?
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Step 2 Identify the type of network cabling and network connector that plugs into the network inter-
face. At what layer of the OSI model do cabling and connectors operate? At what layer of the TCP/IP

model do cabling and connectors operate?

Step 3 Identify the network protocols installed on the PC. Open your Local Area Connection Proper-
ties dialog box. On a Windows 7 system, click the network status icon in the system tray (notification
area), now click the Open Network and Sharing Center, and then click Change Adapter Settings.
Lastly, right-click the Local Area Connection icon and select the Properties menu item. You should see

a screen similar to Figure 2-2.

' ™y
@ Local Area Connection Properties u
- .- -

Networking | Sharing

Connect using:
| &P Reattek PCle GBE Family Cortraller ‘

This connection uses the following tams:

Client for Microsaft Netwarks

gDe{en'ninistic Metwork Enhancer
g‘u’lrtuall?m( Bridged Metworking Driver
I 81 (305 Packet Scheduler

Q File and Printer Sharing for Microsoft Networks
& Intemet Protocol Version & (TCP/IPvE) I
. |ntemet Protocol Version 4 (TCF/IPv4) -
< m ]

3

m

[ Install.. ] [ Uninstall ] | Properties |

Description i
Allows your computer to access resources on a Microsoft
networle.

ok J[ Cored |

L. 4

Ficure 2-2 Windows 7 Local Area Connections properties sheet

What items are listed in the This connection uses the following items: section on the General

properties sheet?
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Step 4 Highlight the Internet Protocol Version 4 (TCP/IPvg4) item and click the Properties button.

See Figure 2-3.

General | alternake Configuration

Internet Protocol Wersion 4 (TCP/IPw4) Properties ,'")'E"

‘ol can get IP sektings assigned automatically if your network supports
this capability, Otherwise, vou need to ask wour nebwork administrator

fFor the appropriate IP settings.

(@ Obtain an IP address automatically
() Use the following IF address:

IP address:
Subniet mask:

Default gakewan:

Preferred DMS server;

Alternate DS server:

() Use the Following DMS server addresses:

[o]4

] [ Cancel

]

Ficure 2-3 Windows 7 Internet Protocol Version 4 (TCP/IPv4) properties sheet

How is the protocol assigned to receive an address?

Step 5 If the PC is configured to obtain an IP address automatically, you will need to determine the

IP address using a different utility. Click Start, and then in the Search programs and files dialog box,
type CMD and press the ENTER key. This will bring up a command prompt. Type the IPCONFIG /ALL com-
mand at the command prompt and press ENTER. Note the following: the Ethernet adapter Description,
Physical Address (MAC address), and IPv4 Address. My system's information is shown in Figure 2-4.



Lab Exercise 2.01: Exploring Network Hardware 19

B8 Adrministrator: Comrmand Prormpt _|EI|£|
Ethernet adapter Local Area Connection: ;I
Connection— specific DNHS Suffix : cetech.com
Description . . § o G g8 gm gw : Broadcom 448x 18/1808 Integrated Controller
Physical fddress. . . z = BA-19-B9-79-47-2F
DHCP Enahbled. . T : Yes
Hutoconflguratlon Enabled . - = Yes =
Link-local IPu6 Address . . . = FeB@::595c:3c??:cIabre?f B (Preferred)
IPv4 Address. . . . . % i : 172.16.258. 21 (Preferred)
Subnet Mask . . = 5 : 255.255.8.89
Lease Ohtained. & : : Thursday, February 19, 28879 2:56:87 PHM
Lease Expires . = T = Friday, Febhruary 27. 20089 2:56:87 PM
Default Gateway . i = - 172.16.252.254
DHCP Server . . s 5 : 172.16.188.254
DHCPw6 IAID . . 2 : R = 201333177
DNS Servers . . = T : 172.16.188.254
172.16.188.253
NetBIOS over Tcpip. - . . . . = Enabled
-
4| o 4

FiGure 2-4 Partial results of running the IPCONFIG /ALL utility

What layers of the OSI model are these components associated with? How about the TCP/IP model?

Step 6 Optionally, determine how the PCs on your network connect to each other. If a hub is used, at
what layer of the 0SI model and the TCP/IP model does it operate?

If a switch is used, at what layer of the OSI model and the TCP/IP model does it operate?

Step 7 Optionally, how does your network connect to the outside world? If a router is used, at what
layer of the OSI model and the TCP/IP model does it operate?
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0 30 MINUTES

Lab Exercise 2.02: Understanding the Data
Delivery Process

Often the network tech's role as installer and administrator takes a back seat to the tech'’s role as edu-
cator. Many clients, and certainly your bosses, want to know what you're doing when they see you
stringing cables from hither to yon or when you're gazing at some obscure-looking string of numbers in
a command-line window. The good network tech is able to explain not just practical, nuts-and-bolts con-
figuration tasks but also the “fuzzier” conceptual topics that describe the functions of a network.

Learning Objectives

In this lab, you'll examine the process of data delivery on a network. You will also identify the compo-
nents involved in transferring data between two computers on a network. At the end of this lab, you
will be able to

e Identify the parts of a frame
e  Examine the process of packet delivery

e  List the number of active sessions on a computer

Lab Materials and Setup

e  Pencil and paper

e A Windows XP, Windows Vista, or Windows 7 PC with network access

Getting Down to Business

You've examined your office and determined that most of the PCs and physical offices are fairly up

to date. Most of the devices are connected through 1ooBaseT or 10ooBaseT interfaces over CAT se UTP
cabling and 3Com 1000BaseT switches. The top-level manager of your IT department, CJ, noticing that
you have spent most of your lunch hour inspecting the office connections, asks you to provide a quick
explanation of how data moves from one PC to another on the network.

Step 1 List and define the parts of a generic data frame.
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Step 2 Briefly describe the process of data delivery from one networked PC to another. Use the concept
of data frames, the 0SI model, and the NIC's functionality to formulate your answer. (See Figure 2-5.)

Source Computer Transmitting Target Computer Receiving
i
Application Application
Presentation Presentation
Session Session
Transport Transport
Network Network
Data Link Data Link
Physical Physical

Voo

Ficure 2-5 Diagram of a data frame traveling from one networked PC to another

Step 3 (] is impressed with your response and introduces you to a utility that enables you to explore
the connections between networked computers. To generate some network traffic, he has you launch
your browser and access the CompTIA Web site. He then has you bring up a command prompt and type

the following line:

netstat -a
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The output should be similar to Figure 2-6.

B8 Administrator: Comrmand Prormpt =10 ﬂ
fActive Connections j
Proto Local Address Foreign Address State
ICP A.8.8.8:13% dennis—PC:8 LISTENING
ICP A.A.A_A:-49152 denniz—-PC:@ LISTENING
ICP a.8.a. dennis—PC:@ LISTENING
TCP a.8.8. dennis—PC:A LISTENING
TCP a.8.a. dennis—PC:@ LISTENING
ICP a.8.a. dennis—PC:@ LISTENING
ICP a.8.a. dennis—PC:A LISTENING
ICP 127.8. dennis—PC:8 LISTENING
ICP 127.8. dennis—-PC:51766 ESTABLISHED
ICP 127.8.8 dennis—PC:51768 ESTABLISHED
TCP 127.8.8.1:13128 dennis—PC:A LISTENING
ICP 127.8.8.1:18880 dennis—PC:@ LISTENING
ICP 127.8.8.1:51766 dennis—PC:1888Q ESTABLISHED
ICP 127.8.8.1:51768 dennis—PC:1088Q ESTABLISHED
ICP 172.16.250.21:139 dennis—PC:8 LISTENING
ICP 172 .16.250.21:51767 DATASERVERLIAA:http ESTABLISHED
ICP 172.16.258.21:51769 DATASERVERLAA:http ESTABLISHED
TCP [=:1:135 dennis—PC:A LISTENING
TCP [=:1:445 dennis—PC:@ LISTENING
ICP [-:1:5357 dennis—PC:@ LISTENING
ICP [::1:49152 dennis—PC:A LISTENING
ICP [=:1:42153 dennis—PC:8 LISTENING
ICP [=:1:49154 denniz—-PC:@ LISTENING
ICP [::1:49155 dennis—PC:@ LISTENING
TCP [::1:42156 dennis—PC:A LISTENING
ICP [=:1:49157 dennis—PC:8 LISTENING
upp A.8.8.8:123 *z
upp A.8.A.8:508 *Iw
upDp A.8.8.8:4%88 *o
upp A.A.8._A:53760 *z
upp 127.8.8.1:1988 *D 3%
upDp 127.8.8.1:51756 *7
upp 127.8.8.1:58165 3L
upp 127.8.8.1:63328 *z
upp 127.8.8.1:65265 *ow
upDp 172.16.250.21:137 bt
upp 172.16.258.21:138 *z
upp 172.16.258.21:12688 *I 3%
upp 192.168.1.182:1988 *7
upp 3 *13
upp EH
upp *1
UDp E L)
upp [fe8@:=ffff=ffff:Ffifexl1@]:1908 x:x
upp 95c:3c?9:c3abie?f9x81:1900 -
uDp [feBA::eB81f:a27f:9952:deeax1:1988 x:=
-
| >

Ficure 2-6 Output of running the netstat-a command

Don't worry about all of the data you see, but take notice of your computer name (host name) and

the number of connections. How many connections are there?

With which layer of the OSI model are these components associated? To what layer of the TCP/IP

model do you think this corresponds?
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0 30 MINUTES

Lab Exercise 2.03: Examining the Layers of the OSI
Seven-Layer Model vs. the TCP/IP Model

Given that the OSI seven-layer model’s functions are largely hidden from our eyes, it’s sometimes dif-
ficult to appreciate how each discrete level performs a necessary step of the data delivery process. None-
theless, it's important for you to understand just how the OSI seven-layer model operates. Every modern
network technology conforms to the OSI seven-layer model, so understanding OSI is one of the keys to

understanding modern networking technology.

In addition to the OSI seven-layer model, there is the more compact TCP/IP model. This model
handles the same technologies and defines the data delivery process, but maps perfectly to the TCP/IP
suite of protocols.

Learning Objectives

In this lab, you'll examine the layers of the OSI seven-layer model and the TCP/IP model, and then
diagram how the two models compare. When you've completed the lab, you will be able to

e Identify and define the seven layers of the OSI seven-layer model
e Identify and define the four layers of the TCP/IP model

®  Recognize the functions of each layer in the OSI seven-layer model
®  Recognize the functions of each layer in the TCP/IP model

e  Map the layers of the OSI model to the TCP/IP model

Lab Materials and Setup

®  The Mike Meyers’ CompTIA Network+® Guide to Managing and Troubleshooting Networks textbook

e  Pencil and paper

Getting Down to Business

Using the Mike Meyers’ CompTIA Network+® Guide to Managing and Troubleshooting Networks textbook and the
prior labs, work through the following steps to further examine the details of network data delivery
using the OSI seven-layer model.
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Step 1 Label the OSI network model layers listed here and arrange them in their proper order from

top to bottom:

Data Link

Application

Physical

Session

Presentation

Network

Transport

v/ Hint

Remember that the OSI model is usually diagrammed with the seventh layer at the top and the

first layer at the bottom. As noted in the textbook, many students will develop mnemonics to

remember the layers and their order. Two popular mnemonics are: From the top down, all people

seem to need data processing. From the bottom up, please do not throw sausage pizza away.

Step 2 Unlike the OSI model, the TCP/IP model does not really number the layers. Rearrange the TCP/IP

model layers listed here in their proper order from top to bottom:

Link

Transport

Application

Internet

Step 3 Read the following descriptions and fill in the appropriate OSI network model layer:

Description

0SI Network Model Layer

The topmost layer; in this layer, programs access network services.

This layer enables computers to establish, use, and close connections.

This layer breaks up data into individual containers (also referred to as

segments or datagrams) and assigns each a sequence number.

This layer determines the data format used for computers to exchange data.

This layer is divided into two sublayers: the Logical Link Control layer
and the Media Access Control layer.
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This layer converts the digital signal into a form compatible

with the network media and sends it out.

This layer adds routable addresses to segments or datagrams and

creates packets.

Step 4 Read the following descriptions and fill in the appropriate TCP/IP model layer:

Description TCP/IP Model Layer

The topmost layer; this layer essentially correlates to the Application,

Presentation, and Session layers of the OSI seven-layer model.

This layer contains most of the physical devices associated with networking,

cables, NICs, hubs and switches; even physical addresses reside here.

This layer provides reliable, end-to-end, connection-oriented communication.

This layer ensures that IP packets have a valid IP address and are routed to the

proper destination.

Step 5 Often it will be important to be able to compare where a function operates in both network
models. For instance, you may know that the Hypertext Transfer Protocol with Secure Sockets layer
(HTTPS) functions in the Application layer of the TCP/IP model. Since HTTPS establishes the secure
connection and transmission of data from your Web browser, it actually functions in the Application,

Presentation, and Session layers of the 0SI model.

Based on your understanding of the two models, use the following space to sketch a quick diagram
mapping out the correlation between the layers of the OSI seven-layer model and the TCP/IP model.

b 1 HOUR

Lab Exercise 2.04: Preparing a Presentation
of the OSI Seven-Layer Model

As discussed in Lab Exercise 2.02, sometimes the network tech’s role as installer and administrator
takes a back seat to the tech’s role as educator. There is a second benefit to the latter role. One of the
best ways to learn the concepts of networking is to teach the concepts of networking to others. This
helps you review the concepts and reinforce them in your memory. CJ knows that you have just finished
learning about the ISO OSI seven-layer model and asks you to prepare a brief presentation for the other
desktop support technicians.
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You should plan on preparing enough material for a 15- to 20-minute presentation and leave about
10 minutes for a question and answer session. If things keep going this well at work, you may have that

new pay grade in conjunction with your CompTIA Network+ certification.

Learning Objectives

In this lab, you'll research the OSI model and develop a Microsoft PowerPoint presentation to teach the
concepts and layers of the OSI model. Finally, you will teach this information to your peers. At the con-
clusion of this lab, you will be able to

e Introduce the ISO OSI model
e  Define the layers of the OSI model
e  Teach the concepts and functions of networking based on the 0SI model

®  Prepare and deliver a professional presentation

Lab Materials and Setup
e  The Mike Meyers’ CompTIA Network+® Guide to Managing and Troubleshooting Networks textbook

e A Windows PC with Microsoft PowerPoint (or similar presentation software)

e  Optionally, an LCD projector or large display to facilitate the presentation

Getting Down to Business

A good presentation begins with an introduction of what you plan to present. The body of the presenta-
tion will cover the actual material, in this case, the OSI seven-layer model. For a strong finish, the con-
clusion to the presentation should include a review of what you just presented. The following lab steps

will walk you through setting up an informative presentation on the 0SI seven-layer model.

=>» Note

If you are in an instructor-led class, you may be assigned to a group and instructed to focus on
only one or two of the layers for your presentation. Given this situation, work with your team
members to develop a comprehensive introduction and concise summary review of the entire OSI

model. You may then spend the remaining time to develop the details of your assigned layers.

Step 1 Using the textbook and prior labs, review the OSI seven-layer model.

Step 2 Using Microsoft PowerPoint, or comparable presentation software, begin your presentation by
developing an outline of the number of slides and subject of each slide. About 1 to 2 slides per component

should be plenty, so plan on your presentation being 9 to 16 slides.

Step 3 Develop an introduction based on the overview of the OSI model.



Lab Analysis

Step 4 For each of the layers, include details on the function, protocols, and addressing, and where
applicable, the hardware associated with the layer. Building the model from either the bottom up or the
top down is acceptable as long as you remain consistent. You may want to integrate a block diagram of
the model as it unfolds.

Step 5 Conclude the presentation with a summary review of the 0SI seven-layer model.

Step 6 Deliver the presentation to an audience of your peers.

Lab Analysis

1. Jonathan asks you why the function of the NIC is defined in the Data Link layer as opposed to the
Physical layer of the OSI seven-layer model. How would you explain this?

2. Seth keeps hearing the term “frames” when discussing networking with fellow techs. What are the
basic components of a frame?

3. Janelle and Dana are working on a small network with 10 PCs. Janelle's PC sends a frame to Dana’s PC.
Which PC’s NIC on the network reads the frame? Which PC’'s NIC on the network processes the frame?

4. Draw a block diagram of the OSI seven-layer model in the proper sequence and label the numbers
of the layers. Can you add any sublayer information?

5. Skyler is still trying to memorize the correlation between the OSI seven-layer model and the TCP/IP
model. Draw a block diagram mapping the OSI model to the TCP/IP model. Can you add some of the
TCP/IP protocols that are defined by each of the layers?
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Key Term Quiz
Use the vocabulary terms from the list below to complete the sentences that follow. Not all of the terms

will be used.

application program interface (API) network interface card (NIC)

broadcast address network protocol

frame 0SI seven-layer model

frame check sequence (FCS) router

IPCONFIG /ALL TCP/IP

MAC address TCP/IP model

1. A(n) is a container for data chunks moving across a network.

2. Running the command on a Windows computer will display the MAC address

of the computer’s network interface card.

3. The is the portion of a frame that a NIC uses to determine whether data in

the received frame is valid.

4. A networked computer discovers another computer’s MAC address by sending a request via the

5. A physical address is another name for the of a NIC.
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Most of ITCF clients’ users never give a moment’s thought to the mechanics

of how their particular workstation ties into their corporate network. They just
want to know that their data gets where it’s supposed to go when they click the
Send button in their e-mail program or that they can get to important sites on
the Internet. As a network technician, you're the one who has to make sure that
your network users’ data can get from here to there, and vice versa. In the last
couple of lessons, you learned about the concepts and models that serve as a basis
for modern networks. Now it’s time to look at the base hardware that makes a

network—a network.

First, you will explore the network’s physical and logical layout—the topology.
Next, you'll examine the needs of a new building project and recommend the
different types of physical network media, or cabling. You'll then explore a number
of the governing bodies that handle the management and configuration of the
networking standards. You have already met the ISO organization; now meet
ANSI, TIA/EIA, and IEEE. Lastly, you will further explore the IEEE specifications
that define the different network standards.

b 15 MINUTES

Lab Exercise 3.01: Identifying Network Topologies

A network’s physical topology defines the physical layout of network cabling, hubs, switches, routers,
patch panels, and other hardware that carries the network’s data. Some network topologies define how
wireless networking devices such as wireless network adapters and wireless access points transfer data
between computers. In this lab, you'll explore network topologies.

If you're setting up a network from scratch, start with your topology design. You won't always have
this luxury, of course. If you're walking into a situation where a network is already in place, for example,
evaluating the topology design is a top priority. Identifying the current network topology is the key
to determining the type of network cabling and hardware or wireless communication technology that

you'll be using.

Good network techs document everything about their network, listing the location of every network
cable (usually called a cable run or drop) and all wireless access points. They make sure to describe the
type of cabling used, and give details about the associated network hardware (brand and model of each
network hub, switch, router, and so on). Unfortunately, not all network techs take the time to create
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this documentation or update it when they make changes, so you may wind up having to gather this
information on your own. This is where your knowledge of the different network topologies, network

cabling, and network hardware pays off.

¥ Cross-Reference

When network techs or, more importantly, professional cable installers plan a new network
installation or upgrade existing network installations, they will utilize much more formal tech-
niques to organize and document the install. These techniques include a formal site survey in
which the installer will identify and document the location of Demarcation points (Demarcs),
Main Distribution Frames (MDFs), Intermediate Distribution Frames (IDFs), and punchdown
blocks. You will further explore these components in Chapter 6 of the Mike Meyers’ CompTIA
Network+ Guide to Managing and Troubleshooting Networks textbook as well as the Lab Exercises in

Chapter 6 of this manual.

Learning Objectives

In this lab, you'll examine several network topologies. When you've completed the lab, you will be able to
e  Identify and describe the different standard network physical topologies
®  Identify the advantages and disadvantages of selected topologies

®  Suggest an appropriate topology solution

Lab Materials and Setup

The materials you'll need for this lab are
e  The Mike Meyers’ CompTIA Network+ Guide to Managing and Troubleshooting Networks textbook

e  Pencil and paper

Getting Down to Business

You are studying network topologies at the end of the day, when your friend Maggie stops by. You explain
to her that you have a handle on the old network topologies like bus and ring, but you are trying to better
understand the more current network topologies such as hybrid star-bus, mesh, and point-to-multipoint.
Making a little bit of time in her busy schedule (one of ITCF's clients is rolling out new Internet cafés at

rest stops along the freeways), she offers to help.

Maggie comes up with the excellent idea of describing various network installations she has been
involved with. She will detail cabling, hardware components, and where applicable, wireless components
and technologies. Using this information, she asks you to define the network topology employed in the

scenario.
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¥ Cross-Reference

To review the various network topologies, refer to the “Topology” section of Chapter 3 of the

Mike Meyers’ CompTIA Network+ Guide to Managing and Troubleshooting Networks textbook.

Step 1 Maggie starts you off with a story of an after-work, impromptu LAN party at one of your
co-worker’s houses. Everybody brought their laptops, and rather than set up everybody on his wireless
access point (he is using MAC address filtering), Brandon configures an ad-hoc SSID of CrisisLAN. The
whole crew joins the network and the members start gaming against each other. When a number of
computers are using an ad-hoc network, what type of network topology does this emulate?

Step 2 Maggie is really excited about this new project: equipping freeway rest stops with wireless
Internet connectivity. Each location will have a high-speed Internet connection with a wireless access
point. When travelers visit, they can sign on to the network using devices with wireless network adapters.
What does this tell you?

Step 3 To finish up, Maggie recommends that you take a look at the network installation in your own
office. You begin by examining the computer in your cubicle. A CAT se, unshielded twisted pair (UTP)
cable runs from the back of your computer to a wall jack. It appears to use RJ-45 connectors. You then
walk down the hall to the wiring closet, observing a mass of cables (also UTP) terminating in a number
of patch panels. Patch cables are then connected from the patch panel to an equal number of gigabit
switches. What topology do you think this depicts?

Step 4 When analyzing the various topologies, what conclusions can you draw concerning the most
prevalent wired network topologies, and the most prevalent wireless network topologies?
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Step 5 When discussing topologies, the concept of a logical topology versus a physical topology is often
confusing. Using the hybrid star-bus topology as an example, define a logical topology versus a physical
topology; see Figure 3-1.

Ficure 3-1 Diagram of the internal workings of a hybrid star-bus hub or switch

0 30 MINUTES

Lab Exercise 3.02: Determining Network
Cabling Requirements

One of ITCF's larger clients, the Department of Transportation, is building a new regional Department
of Motor Vehicles (DMV) complex consisting of two physical buildings. One building will house all of the
administrative departments (licensing, title, tags, and registration). The other building, located approx-
imately goo feet away from the administrative building, will be a large, garage-like structure, where
the physical inspection of the automobiles will be conducted. Along with designing the overall network
infrastructure, ITCF has been asked to make recommendations regarding the physical cabling for the
two buildings, as well as the connection between the two buildings. You have been invited to work with
the team to make these cabling recommendations. Professional installers will be hired, so you may even

get to review some of the proposals.
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You have two choices when it comes to network cabling: glass-cored fiber optics or good old-fashioned
copper wire. UTP copper cable is currently used in most network installations from small to gigantic.
UTP cabling is differentiated by characteristics such as cost, bandwidth, and fire ratings. Fiber-optic
cable provides high speed, the ability to travel long distances, and a high degree of security. To make
informed decisions about what kind of network cabling best suits a given network installation, you have to
examine the features, functions, and limitations of different network cabling media as applied to various

networking applications.

Learning Objectives

In this lab, you'll practice researching the characteristics, typical application, and overall cost of net-
work cables. When you've completed this lab, you will be able to

®  Identify the various network cabling options
e  Recommend specific cabling based on application
e  Compare the function, speed, and maximum data transfer distance of each cable

®  Suggest the cabling solutions with the best price/performance ratio

Lab Materials and Setup

The materials you'll need for this lab are
e  The Mike Meyers’ CompTIA Network+ Guide to Managing and Troubleshooting Networks textbook
e A computer with Internet access

e  Pencil and paper

Getting Down to Business

When you're designing a new building plan, one of the major expenses can be the network infrastruc-
ture, and a portion of that is the physical cabling. It is imperative that the design implemented meet

a price/performance balance along with future-proofing for technological improvements. The cabling
installation can be broken down into two distinct applications. Cabling will need to be purchased for the
two buildings, the main administrative building and the inspection garage, and the backbone between
the two buildings.

Step 1 You'll start the cabling layout with the administrative building and the inspection garage.
The team determines that approximately 11,500 feet of cabling will be required. The cabling will have
to meet the strict fire codes for office buildings and should meet the specifications allowing for future

technology improvements.
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What grade of cable would you recommend to meet the city’s building codes?

What category cable would you recommend to future-proof this cable installation?

Step 2 Now launch your browser and navigate to www.cablestogo.com. Select the Bulk Cable menu
item and record the bulk cost of 1000 feet of the following categories and grades of cable.

Category se, Solid Core PVC cable: Us$
Category 5e, Plenum-Grade cable: UssS
Category 6, Solid Core PVC cable: Uss$
Category 6, Plenum-Grade cable: Us$

Based on your recommendations, what are the final specifications and total cost for the 11,500 feet
of internal cabling for the two buildings?

Step 3 The run between the two buildings, as stated previously, is approximately goo feet. You'll want
to select cabling that will handle the distance in one run, require the least amount of maintenance, and
provide for future technological improvements. It will probably be buried, so it will be very difficult
and expensive to upgrade in the future.

What type of cable would you recommend for the run between the two buildings?

Step 4 Fire up your browser again and visit www.l-com.com. Select Fiber Optic from the menu items
on the left, then navigate to bulk fiber-optic cables and locate the various types of cable. Use the infor-
mation to calculate the bulk costs of 1000 feet of the following fiber-optic cabling:

Multimode duplex 2-fiber-optic cable: Us$

Single-mode 6-fiber-optic cable: Uss$

Single-mode 12-fiber-optic cable: Uss

35
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Based on your recommendations, what are the final specifications and total cost of the cabling for
the run between the two buildings? Remember, you want the cable to provide for improvements for

years to come, so you'll want to select the highest-performance cable you can purchase today.

Step 5 In the following chart, list the currently recognized categories of UTP cabling. For each category,
list the maximum frequency and the maximum bandwidth.

CAT Rating Maximum Frequency Maximum Bandwidth

Step 6 After working with the team on the prior cabling project, CJ informs you that a number of the
remote offices of the Department of Transportation are scheduled for network upgrades. The offices are
currently using CAT 5 UTP, and the office space is roughly 2000 square feet. There are approximately

15 computers and two servers at each office.

Based on this information, he asks what type of network cabling you would recommend for this

network upgrade. List your reasons.

é 20 MINUTES

Lab Exercise 3.03: The Governing Bodies

One of the amazing aspects of networking in general is that thousands of hardware manufacturers and
software developers can create devices and applications that allow computers to communicate with each
other, and it all works! Part of the reason that it works is that there are established organizations that set

the standards for development and manufacturing of these components and devices. These organizations
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define the international standards so that when you try to access a Web site in Japan from a computer
in the United States, you connect.

You have already encountered the International Organization for Standardization (ISO), but there
are others that are just as important to the successful communication of digital data. You're going to
research a little about each of these organizations, starting with the groups that work with cabling,
devices, and technologies like Ethernet. In later labs, after you have traveled further up the OSI model,
you'll explore some of the organizations that handle TCP/IP, the Internet, and the World Wide Web.

Learning Objectives
In this lab, you'll explore various organizations that are responsible for the development and manage-

ment of international standards. By the end of this lab, you will be able to

®  Describe the purpose and detail some of the features of the governing bodies, the organizations
that define the standards for networking, and much more.

Lab Materials and Setup

The materials you need for this lab are
e A PCwith Internet access

e  Pencil and paper

Getting Down to Business

If you have ever been a member of a World of Warcraft guild, you have probably teamed up with people
from all over the world. When your avatar and theirs are on the same quest, have you ever thought
about the fact that their computer is connected to some hub, switch, or router in some distant country,
yet here they are virtually, standing next to you. Thank goodness for standards!

Step 1 You're going to start with the granddaddy of all the organizations, the International Organiza-
tion for Standardization (ISO). Launch your Web browser and enter this URL: www.iso.org/iso/about.htm.
Now just take a few notes on who IS0 is, where they are located, how long have they been around, and
what is their general purpose.

Step 2 Next, navigate to this Web site, Www.ansi.org/about_ansi/overview/overview.aspx?menuid=1.
This is the American National Standards Institute (ANSI), who is both the official U.S. representative
of ISO and a major international player. View the page and capture some of the information as you did
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in Step 1. ANSI checks the standards and accredits other groups, such as the Telecommunications Industry
Association (TIA) and the Electronic Industries Alliance (EIA).

Step 3 ANSI also has the responsibility to check the standards and accredit other groups, such as the
Telecommunications Industry Association (TIA) and the Electronic Industries Alliance (EIA). Check these
two organizations out on the Web at www.tiaonline.org/about/ and www.ecaus.org/eia/site/index.html.

What are their credentials?

Step 4 As a precursor to the last lab exercise, check out the Institute of Electrical and Electronics
Engineers (IEEE), often pronounced as I-triple-E. The URL is www.ieee.org/about/index.html. What perti-

nent information can you find about the IEEE?

b 20 MINUTES

Lab Exercise 3.04: Industry Standards

You have just learned about various organizations that drive the standards for just about every technological
industry. One of these organizations, the IEEE, formed a committee known as the 802 committee. The 802
committee sets the standards that all modern networking hardware must meet in order to function with
other networking hardware. The 802 committee is divided into a number of subcommittees, each respon-
sible for defining the standards and methods by which different networking devices are governed. Among
these are the subcommittees that have established the 802.2, 802.3, and 802.11 networking standards.

Before wrapping up this chapter, you'll review these important IEEE standards and definitions.
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Learning Objectives

In this lab, you'll identify the function of each of the important IEEE 802 subcommittees. By the end of
this lab, you will be able to

®  Describe the IEEE subcommittee responsible for defining the standards of the most popular
network technology implementations

Lab Materials and Setup

The materials you need for this lab are
e  The Mike Meyers’ CompTIA Network+ Guide to Managing and Troubleshooting Networks textbook

®  Pencil and paper

Getting Down to Business

Having studied network topologies and the physical cabling that is usually employed to realize them, you
wonder how all of these components are designed to be compatible with each other. You'll soon determine
that all modern networking equipment conforms to the same standards, and therefore compatibility is not

an issue.

Step 1 Utilizing the textbook, fill in the function of each of the most common IEEE 802 subcommittees
listed.

Subcommittee Designation Description

802.18

8o2.1w

802.1x

802.3

802.11

802.15

802.16

Step 2 Explain why compliance with these IEEE standards is important.
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Lab Analysis

1. Diagram a mesh topology configured with five computers. What is the total number of separate con-
nections that are needed to complete the design? Eavan asks you, what is the formula?

2. Explain the physical design of a star-bus topology and the advantage of this topology.

3. When designing a cable installation, what is the primary grade of cabling that should be used for
horizontal runs in the ceilings and walls? Why?

4. What are the most common categories and speeds of UTP cabling?

5. Which IEEE 802 subcommittee represents the Ethernet standard?




Key Term Quiz

Key Term Quiz

Using the vocabulary terms from the list below, complete the sentences that follow. Not all of the terms
will be used.

ANSI mesh topology

bus topology plenum-grade

CAT 5e UTP polyvinyl chloride (PVC)

CAT 6 UTP ring topology

coaxial RJ-11 connector

Ethernet RJ-45 connector

fiber-optic SC connector

hybrid star-bus topology star topology

hybrid star-ring topology ST connector

IEEE 802 committee UTP (unshielded twisted pair)

LC connector

1. When you're planning a new local area network infrastructure, the most common type of network
cable implemented would be either or cable.

2. describes a network in which all the computers connect to a central wiring
point, or hub. The hub creates a logical bus topology.

3. The TIA, EIA, and IEEE are all standards organizations that are accredited by

4. cables transmit light for distances up to ten kilometers.

5. When you're working with fiber optic cabling, there are three prominent connector types used:
the , the , and the
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Ethernet is, by far, the most widely used type of networking technology in the
IT world today. For this reason, it's important for network techs to understand
Ethernet’s functions and features as defined by the IEEE 802.3 standard. These
include such things as how Ethernet network nodes build data frames, how they
access the network media, and how they send and receive data.

Even though Ethernet speeds have increased exponentially over the years—
primarily by increasing the bandwidth of the media (cables) and hardware (NICs
and switches)—the core technology remains the same. Network nodes identify
each other by MAC address, data is transferred between machines using Ethernet
frames, and devices negotiate when they can send data using the CSMA/CD access
method. The basics you explore here still apply to the higher-speed implementa-
tions you will explore in later chapters.

In these labs, you'll examine the IEEE 802.3 (Ethernet) committee, review the
bits and pieces of Ethernet data frame construction and media access methods, look
at the physical characteristics of Ethernet networks using unshielded twisted pair
cabling, talk about how you enhance the performance of Ethernet, and define the
Spanning Tree Protocol.

On your marks, get set, GO!

b 10 MINUTES

Lab Exercise 4.01: Meet the IEEE 802.3
(Ethernet) Committee

In the early 1970s, Xerox developed a set of standards to facilitate the exchange of data between computers.
These standards, Ethernet, have gone on to become the dominant industry standard. Over the years, the
control of these standards has changed hands a few times. In the late 1970s, Xerox joined forces with Digital
Equipment Corporation (DEC) and Intel to propagate the standard. Today, the Institute of Electrical and
Electronics Engineers (IEEE) has the responsibility of controlling and updating the Ethernet standards.
The IEEE formed a special committee to manage these standards—the 802.3 (Ethernet) committee.

As a competent network technician, you should have a basic understanding of how Ethernet operates.
Visiting the IEEE 802.3 (Ethernet) committee is a great place to start.
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Learning Objectives
At the completion of this lab, you will be able to

e  Utilize Internet resources for research

e Identify and record key components of the Ethernet standard

Lab Materials and Setup

The materials you'll need for this lab exercise are
e A working computer with Internet access
e The Mike Meyers’ CompTIA Network+ Guide to Managing and Troubleshooting Networks textbook

e  Pencil and paper

Getting Down to Business

The IEEE 802 committee defines and manages the standards for network communication and hardware.
The IEEE 802.3 committee specifically manages the standards for Ethernet. You're going to visit the IEEE
Web site, download specific Ethernet standards, and then answer some questions based on the informa-

tion contained within these documents.

Step 1 Open your favorite browser and navigate over to www.ieee802.0org. What are the stated objectives
of the IEEE 802 committee?

Step 2 Select the hyperlink to the standards download page. Now click on the 802 committee you are
interested in, currently the IEEE 802.3™: CSMA/CD Access Method. Follow the directions to download
Section 1 of this document. What is the title of this standards document?

=>» Note

Due to the dynamic nature of the content available on the Internet, Web sites, pages, and
hyperlinks change often. If one of the sites, pages, or links referenced in the lab steps is no lon-
ger available, with a little investigation, you should be able to find the appropriate information.
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Step 3 Within the introduction, scroll down to the paragraphs defining the contents of each section.

What are some of the key points covered in Section 1?

What are some of the key points covered in Section 37?

Step 4 Locate Clause 3.1.1 packet format. Note the diagram of the Ethernet frame. How does this diagram
compare to the diagram of the Ethernet frame in Figure 4-2 of the textbook? List the main fields of the
MAC Frame.

b 20 MINUTES

Lab Exercise 4.02: Accessing Ethernet Networks

Pop quiz! How many PCs can transmit data on a given network segment at the same time? Is it four?
Eight? Sixty—four? Or is it one? As amazing as it seems, only a single PC can access any given network
segment at a time. This is true no matter how many network nodes populate the network segment.
When two PCs try to send data on the network at the same time, the data frames collide, causing both

frames to become corrupted.

Since it's only possible for one PC to tap out its data onto the wire at a time, the designers of Ethernet
had to devise a method for the network nodes to access the network media without stepping on each
other’s frames. This network access method is called Carrier Sense, Multiple Access/Collision Detection, or
CSMA/CD. The CSMA part of CSMA/CD defines the method by which network nodes monitor the network
media to determine if any other nodes are currently transmitting data. The CD part defines how the
network nodes deal with collisions when they occur. In this lab, you’ll discuss how the CSMA/CD

mechanism functions.



Lab Exercise 4.02: Accessing Ethernet Networks

Learning Objectives

In this lab, you'll review the Carrier Sense, Multiple Access/Collision Detection function of Ethernet.
At the end of this lab, you will be able to

e  Define the function of CSMA/CD

Lab Materials and Setup

The materials you'll need for this lab exercise are
®  The Mike Meyers’ CompTIA Network+ Guide to Managing and Troubleshooting Networks textbook
®  Pencil and paper

e  An Ethernet hub (optional)

Getting Down to Business

It has been some time since Maggie has studied for (and passed) the CompTIA Network+ exam. She
knows that it is pretty amazing how multiple PCs can be on the same network at the same time without
interrupting each other’s network sessions. She also knows it's important to understand this for the
Network+ exam, and she asks you to explain how the method that Ethernet uses, CSMA/CD, functions
to enable the sharing of network media.

Step 1 In the following space, describe how the Ethernet Carrier Sense function enables network nodes
to determine if the network media is in use.

Step 2 Describe how the Ethernet Multiple Access rules govern which network node gets precedence
with regard to network media access.

Step 3 Explain how Ethernet’s Collision Detection function enables network nodes to recover from

data collisions.
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Step 4 Maggie asks if there is a way to configure the network so that no data collisions occur. What do
you tell her?

Step 5 If you have access to an old Ethernet hub with a collision detection indicator, monitor and
make note of the collision rate on your network for a short time period (ten minutes or so). What are

your results?

b 30-60 MINUTES

Lab Exercise 4.03: Building an Ethernet Patch Cable

In Chapter 3, you learned that CAT se and CAT 6 UTP cabling are now the dominant cabling media for
wired networks. This is due to the fact that Ethernet has become the dominant networking technology,
and Ethernet uses UTP cabling to electrically transmit the data frames. To ensure that these data frames
are transmitted and received correctly requires that these UTP cables are wired to exacting specifica-
tions. The Telecommunications Industry Association/Electronics Industries Alliance (TIA/EIA) defines
the industry standard for wiring Ethernet UTP cables.

Installing the cabling infrastructure when a facility is being built or upgrading the cabling infra-
structure of an existing building is largely left to professional cable installers (though you will assemble
a small structured cabling installation in the Lab Exercises for Chapter 6). However, when it comes to
connecting devices, computers, and printers to the network jack in the wall, or patching the switches
in a wiring closet, this job falls squarely on the shoulders (or in the hands) of the network tech. The
common patch cable is a length of UTP cable with RJ-45 connectors on each end wired to the specifications
of the TIA/EIA 568A or 568B standards.

Typical IT departments will have several lengths of premade patch cables on hand to be used as needed.
Nonetheless, a well-versed network tech should have a good command of assembling and testing UTP
patch cables. Some folks refer to building UTP patch cables as an "art." It requires stripping the insulation,
arranging the wires to meet the TIA/EIA standards, and crimping RJ-45 connectors onto the ends of

the wire.



Lab Exercise 4.03: Building an Ethernet Patch Cable

Learning Objectives
In this lab, you'll assemble a TIA/EIA 568B patch cable. When you've completed this lab, you will be able to

Identify proper orientation of RJ-45 connectors

Identify the wire pairs of a UTP patch cable according to the specification of the TIA/EIA 568A
and 568B standards

Successfully crimp an RJ-45 connector to the end of a UTP cable

Verify proper wiring of a completed patch cable using a commercial cable tester

Lab Materials and Setup

The materials you'll need for this lab exercise are

e A working computer with Internet access
e  Alength of CAT 5, CAT se, or CAT 6 UTP cable
=» Note

Though CAT 6 UTP cable is the current choice for high performance, it can prove much more difficult

to use when making cables. CAT 6 cable has a plastic spine that must be trimmed before inserting

it into the RJ-45 connectors. There are many variations on the RJ-45 connectors for CAT 6 cable,

and special crimping tools may be required.

RJ-45 connectors

Wire strippers

Wire snips

Crimping tool

TIA/EIA 568B color codes

Cable tester

Getting Down to Business

The TIA/EIA 568A and 568B standards define the arrangement of 4-pair UTP cabling into RJ-45 connectors.
In purchasing commercial, premade cables, the emerging default standard is the TIA/EIA 568B. For the
purposes of this lab, you will adhere to the default industry standard of TIA/EIA 568B.

You'll find that once you develop some technique, you will enjoy making patch cables. As mentioned

earlier, in the eyes of some, this is an “art,” and any skill that you become better at with practice holds
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an attractive quality for many. I want to caution you against spending too much time making cables,
and therefore, spending too much time completing this lab exercise. The skill you develop will not be
tested on the CompTIA Network+ examination, and even in the field, making cables will not be the

prime example of your skills as a network tech.
That said, you will want to spend enough time to know the basics so that you will not look like a
novice when it comes to whipping up a few patch cables.

Step 1 You'll begin with a cut length of UTP cable. Your instructor may define the lengths based on
actual implementation. Shorter, 2- to 5-foot cables may be made to patch in a new switch or router,
and medium lengths of 14 to 25 feet may be used to connect computers and printers to wall jacks. What

lengths of cable will you be using?

Step 2 Using the Internet, conduct a search for TIA/EIA 568A and 568B wiring diagrams. There are

many sites that offer color-coded diagrams of the standards for wiring both straight-through and cross-
over patch cables. I found a nice diagram on the Alberta, Canada Internet provider Web site “The Inter-
net Centre” at www.incentre.net/content/view/75/2/. I have also included the wiring diagram from the

Mike Meyers’ CompTIA Network+ Guide to Managing and Troubleshooting Networks textbook (see Figure 4-1).

¥ Cross-Reference

The textbook is now in FULL COLOR! Take a look at Figures 4.8 through 4.12 in the “Early
Ethernet Networks” section of Chapter 4 of Mike Meyers’ CompTIA Network+ Guide to Managing and

Troubleshooting Networks.
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Ficure 4-1 The TIA/EIA 568A and 568B standards
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Using either the previous diagram, or one of the diagrams you have found, record the proper color
wire for each of the pins of the RJ-45 modular connector when assembled using the TIA/EIA 568B standard.

PIN 1:

PIN 2:

PIN 3:
PIN 4:

PIN s5:

PIN 6:

PIN 7:

PIN 8:

Step 3 Using wire strippers (often the crimping tool has wire strippers and snips built in), carefully
remove approximately o.5 inches of the outer insulating jacket of each end of the UTP cable.

=» Note

After removing the outer insulating sheathing, look for any damaged or cut wires. This is a very
delicate procedure, so finesse is required. If any of the eight wires have been damaged, use the

wire snips to cut off the entire end (all eight wires and insulation) and repeat Step 3.

Step 4 Separate each pair of wires and align them in the correct sequence according to the TIA/EIA
568B standards defined in Step 2. The next step where you insert the wires into the RJ-45 connector will
go more smoothly if you take your time during this procedure. Once the sequence is correct, grasp the
wires firmly between your thumb and forefinger, and carefully snip the edges of the wires to make them
even as in Figure 4-2.

Ficure 4-2 Aligning the wires and evening the ends
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Step 5 With the pins of the RJ-45 connector facing up and away from you, slide the wires all the way
into the connector. The outer insulating sheath should be just past the first crimping point in the con-
nector, and you should be able to see the copper of all eight wires if you look at the head of the RJ-45
connector.

Ficure 4-3 Head of an RJ-45 connector showing all eight wires firmly inserted

Step 6 Place the RJ-45 connector into the crimping tool. Firmly squeeze the handle of the tool until
the wires are crimped into place. The crimp should bind each of the wires tightly, and the connector
should bind the outer jacket. If any of the wires can be pulled from the connector with a gentle tug, the
connection is incorrect. Snip the RJ-45 connector off and return to Step 3.

Step 7 To complete the assembly of the patch cable, repeat Steps 3—6 to add a connector to the other
end of the cable.

Step 8 Now you will verify the construction of the UTP patch cable using a commercial cable tester.
Most testers come with a remote end and a master module. Plug each of the RJ-45 plugs into the jacks on
the cable tester. Following the directions provided with the cable tester, verify the performance of the
UTP patch cable. Record your results in the following table:

TIA/EIA 568 Pair Connection Results (Good/Bad)

Wire Pair 1 Pin 5to Pin g

Pin 4 to Pin 4

Wire Pair 2 Pinrto Pin1

Pin 2 to Pin 2

Wire Pair 3 Pin 3 to Pin 3

Pin 6 to Pin 6

Wire Pair 4 Pin7to Piny

Pin 8 to Pin 8




Lab Exercise 4.03: Building an Ethernet Patch Cable

LAB EXERcISE 4.03A: ALTERNATE ENDING: BUILDING AN ETHERNET CROSSOVER CABLE

Sometimes when troubleshooting a networking problem, it is a timesaver to be able to just connect
two computers directly together. This bypasses any complications from the horizontal cabling or hubs/
switches of the structured network. To accomplish this, all you need to do is construct a crossover cable

to connect directly between the two machines.

To build a crossover cable, simply follow the instructions in Lab Exercise 4.03: Building an Ethernet
Patch Cable above. Perform Steps 1-6 just as instructed, discarding and re-performing steps if you make

mistakes.

In Step 7, instead of completing the cable with a TIA/EIA 568B termination, substitute a TIA/EIA
568A termination. This will create a cable with a 568B termination on one end of the cable and a 568A
termination on the other end of the cable. From one end of the cable to the other, the White-Orange/
Orange and White-Green/Green pairs will swap, creating the Ethernet crossover cable.

When you perform Step 8 and test the crossover cable, depending on your cable tester, you should
be able to confirm that all of the four pairs are properly connected. Most cable testers will indicate that
there are crossed connections, though some may not indicate that the proper pairs are crossed. Use the
following table to verify the crossover cable.

TIA/EIA 568 Pair Connection Results (Good/Bad)

Wire Pair 1 Pin 5to Pin g5

Pin 4 to Pin 4

Wire Pair 2 Pin1to Pin 3

Pin 2 to Pin 6

Wire Pair 3 Pin 3to Pin1

Pin 6 to Pin 2

Wire Pair 4 Pin 7 to Pin 7
Pin 8 to Pin 8

You can perform a quick check of the crossover cable simply by inserting it directly between the
NICs of two working, networked computers. You may have to alter some of the network configuration
settings to allow the machines to communicate with each other, but you should be able to share a folder
or copy a file.
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0 20 MINUTES

Lab Exercise 4.04: Enhancing the Performance
of Ethernet Networks

The specifications for Ethernet, such as the number of supported network nodes and the length of
network cable runs, require some thought on the part of the network tech when physically designing
the network. How can you stretch the network cabling beyond the stated distance limits? How do you
configure a network to support more network nodes? How do you achieve bandwidth at close to rated
speeds as the number of network nodes grows?

As you learned in Chapter 3, the dominant network topology is the hybrid star-bus topology. Even
the early 10-Mbps networks implemented this topology using UTP cable and a central device to facilitate
communication between network nodes. Originally, multiport repeaters known as Ethernet hubs were the
primary central devices. Later, Ethernet switches were incorporated to improve bandwidth utilization.

In this lab, you'll explore the basic functions of hubs and switches. You'll configure a simple multihub-
based network and a multiswitch-based network, and then compare how hubs and switches affect the
performance capabilities of Ethernet networks.

Learning Objectives

Upon the completion of this lab, you will be able to
e  Define the configuration and characteristics of a multihub Ethernet network
®  Define the configuration and characteristics of a multiswitch Ethernet network

e  Recommend a hardware solution to achieve optimal bandwidth performance

Lab Materials and Setup

The materials you'll need for this lab exercise are
®  The Mike Meyers’ CompTIA Network+ Guide to Managing and Troubleshooting Networks textbook
e  Pencil and paper
e  Three Ethernet hubs
e  Three Ethernet switches
e  Two working computers with Ethernet NICs
®  Five UTP patch cables

e  Two UTP crossover cables



Lab Exercise 4.04: Enhancing the Performance of Ethernet Networks

Getting Down to Business

Using the lab materials, you will build a simple multihub-based network and a simple multiswitch-based
network. You will then review the characteristics of hubs and switches, summarizing the basic features
and limitations of each, and recommend the solution that will provide the highest performance.

¥ Cross-Reference

To refresh your understanding of the function of Ethernet hubs and switches, refer to the
“Extending and Enhancing Ethernet Networks” section of Chapter 4 of Mike Meyers’ CompTIA
Network+ Guide to Managing and Troubleshooting Networks.

Step 1 Using either the uplink ports or crossover cables, daisy-chain the three hubs together. Connect
one of the computers to the hub at one end of the chain. Then connect the second computer to the hub
at the other end of the chain and establish connectivity between the two machines. Document your
configuration.

Step 2 In the space that follows, describe the function of a hub.

Step 3 Disassemble the hub-based network, and locate the Ethernet switches. Using the switches,
configure a switched network with a central switch and two subswitches. Connect one of the computers
to one of the subswitches, and the other to the other subswitch. Confirm connectivity between the two
machines. Document your configuration.

Step 4 In the space that follows, describe the function of a switch.
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Step 5 You have been asked to design a simple 30-node Ethernet network for a classroom. Describe
how you would configure this network. Would you use Ethernet hubs or Ethernet switches in your
design? Why?

b 10 MINUTES

Lab Exercise 4.05: Exploring the Spanning Tree
Protocol

As you finish up your study of Ethernet switches (at least for now), it would be a good time to discuss

a situation that sometimes happens when you are interconnecting multiple switches. Whether by design
or by accident, if you connect a number of switches so that one or more can connect back into themselves,
you will create what is known as a bridging loop. Left unchecked, this can cause a packet storm, basically
flooding the network with damaged packets and bringing the network to a crawl.

Enter the Spanning Tree Protocol (STP), designed to detect and blocok bridging loops. This protocol was
developed in the early 1980s by DEC but is now defined by the IEEE 802.1D standards.

Learning Objectives
At the completion of this lab, you will be able to

e  Utilize Internet resources for research

e  Summarize the Spanning Tree Protocol

Lab Materials and Setup

The materials you'll need for this lab exercise are
e A working computer with Internet access

®  Pencil and paper
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Getting Down to Business

As you have already learned, the IEEE 802 committee defines and manages the standards for network
communication and hardware. The IEEE 802.1D committee specifically manages the standards for MAC
bridges. An independent vendor, Cisco, is renowned for its implementation of switches and routers.
You're going to visit both the IEEE 802 Web site and the Cisco Web site to gather some information and
summarize the Spanning Tree Protocol.

Step 1 Open your favorite browser and navigate over to standards.ieee.org/about/get. Now click on
the 802 committee you are interested in, currently IEEE 802.1™: Bridging and Management. Follow the
directions to download the IEEE 802.1D-2004 standards. Navigate to clause 17 of this document. What is
the title of this clause?

=> Note

Due to the dynamic nature of the content available on the Internet, Web sites, pages, and hyper-
links change often. If one of the sites, pages, or links referenced in the lab steps is no longer

available, with a little investigation, you should be able to find the appropriate information.

Step 2 Now pop over to the Cisco Web site and search for information on the Spanning Tree Protocol.
Your instructor can help with the search if you get stuck. Document one or two of the URLs that the
search directs you toward.

Step 3 Given the information from the textbook, the IEEE 802 standards, and the Cisco implementation,
write a short summary of the Spanning Tree Protocol.
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Lab Analysis

1. How does an Ethernet switch improve the overall performance of a network?

2. What is the basic function of the Frame Check Sequence (FCS) in an Ethernet frame? How does the
FCS compare to the Cyclic Redundancy Check (CRC) used by other technologies?

3. Brittney creates an Ethernet crossover cable. What pins are connected to each other on the RJ-45
connector? How does this facilitate communication between two PCs without a hub or a switch as a

central interface?

4. What is the purpose of including the destination address and source address fields in an Ethernet

frame? What is the common name for these addresses?

5. Mitchell is throwing a LAN party this weekend and needs to whip up a few extra Ethernet patch
cables for his guests. He already has the cable and the connectors. What tools would you recommend
he use to build and test the cables?
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Key Term Quiz

Use the vocabulary terms from the list below to complete the sentences that follow. Not all of the terms
will be used.

attenuation frame

baseband IEEE 802.1D

BNC connector IEEE 802.3 committee

bridge packet

broadband reflection

crossover cable repeater

CSMA/CD RJ-45

DIX connector Spanning Tree Protocol (STP)
Ethernet hub TIA/EIA 568A

Ethernet switch TIA/EIA 568B

1. The symptom of a signal losing strength as it travels over a cable is known as

2. The prevents switches that have been mistakenly connected back into them-

selves, forming a bridge loop, from flooding the network with damaged packets.

3. A(n) is created when you construct a UTP cable using the
standard for one end of the cable, and the standard for the other end of the
cable.

4. The Ethernet standard developed by Xerox was eventually handed over to the

who continue to manage the standard today.

5. Ethernet uses a method called to determine which computers can use a

shared cable at any given time to send data.
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Ethernet has gone through a number of evolutionary changes to bring us to
where we are today. Modern Ethernet networks are based on the same technologies
and standards that you learned about in the previous chapter. The newer versions
continue to improve the bandwidth, but use the same frame types, access methods,
and so on—even the connectors, NICs, and switches have relatively the same
form factor. Modern Ethernet enables network techs to build larger, faster, more
reliable networks!

In this lab, you'll examine the specifications and hardware that make up
1000BaseT, 10ooBaseSX, and 10ooBaseLX Ethernet; look at design aspects to keep
in mind when planning a modern switched Ethernet network; and then explore
the Ethernet developments that take us beyond Gigabit Ethernet.

b 30 MINUTES

Lab Exercise 5.01: Modern Ethernet: 1000BaseT,
1000BaseSX, and 1000BaselLX

Ethernet networks have evolved over the last 20 years or so from the early 10-Mbps implementations
to today’s speeds of 100 Mbps, 1 Gbps, and even 10 Gbps. Wired networks utilize either copper wire or
fiber-optic cabling to physically transmit the Ethernet frames from device to device. You explored the
basics of Ethernet in Chapter 4, “Ethernet,” learning that no matter what speed Ethernet performs at,
the fundamentals of the technology remain the same.

100BaseTX (copper wire) and 10oBaseFX (fiber-optic cabling) Ethernet provide 100-Mbps performance.
Both technologies have a large installed base, utilizing hybrid star-bus topology with central hubs or
switches. You'll still need to familiarize yourself with their characteristics to provide quality network
support for existing installations. However, the current trend when installing or upgrading wired
networks is 1oooBaseT utilizing CAT se or better UTP copper cabling and gigabit NICs and switches. In
addition, many backbones are implementing either r1oooBaseSX multimode fiber or 1oooBaseLX single-mode
fiber, depending on distance.

With this in mind, you're going to spend some time exploring the characteristics of Gigabit Ethernet
and gather some information on Gigabit Ethernet NICs. In the next lab exercise, you will examine Gigabit
Ethernet switches.



Lab Exercise 5.01: Modern Ethernet: 1000BaseT, 1000BaseSX, and 1000BaseLX

Learning Objectives

In this lab, you'll examine the standards and technology of 1000BaseT, 1000BaseSX, and 1oooBaseLX
Ethernet. When you have completed this lab, you will be able to

° Define the 1000BaseT Ethernet specifications, requirements, and limitations
e  Define the 10ooBaseSX and 1oooBaseLX Ethernet specifications, requirements, and limitations
e  Recommend Gigabit Ethernet NICs

e  Determine appropriate use of fiber-optic Ethernet based on application

Lab Materials and Setup

The materials you'll need for this lab are
®  The Mike Meyers’ CompTIA Network+ Guide to Managing and Troubleshooting Networks textbook
e A computer with Internet access

®  Pencil and paper

Getting Down to Business

Recalling the cabling scenario from Chapter 3, your client, the Department of Transportation, is building
a new regional Department of Motor Vehicles (DMV) complex consisting of two physical buildings. One
building will house all of the administrative departments (licensing, title, tags, and registration). The
other building, located approximately goo feet away from the administrative building, will be a large,
garage-like structure where the physical inspection of the automobiles will be conducted. The professional
installers have submitted a proposal that has been accepted, outlining the following parameters:

e  The proposed cabling for the internal office space of the administrative building is Category
6 UTP. The administrative network will need to support 75 to 100 devices (servers, computers,

and printers).

e  The proposed cabling for the internal area of the inspection building is Category 6 UTP. The
network in the inspection building will need to support 25 to 40 devices (computers and

printers).
®  For the backbone between the two buildings, the proposal is single-mode 12-fiber optic cabling.

Using this general information, follow Steps 1 through 4 to develop an implementation plan for the
new site. The design should take advantage of the Gigabit Ethernet technology.

Step 1 Utilizing the textbook and online resources, research and document the following information

for 1000BaseT Ethernet:

Speed:

Distance:
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Cabling:

Connectors:

Step 2 Utilizing online resources, research and document the following information for roooBaseTX
Ethernet:

Speed:

Distance:

Cabling:

Connectors:

Step 3 Utilizing the textbook and online resources, research and document the following information

for 10ooBaseSX Ethernet:

Speed:

Distance:

Cabling:

Connectors:

Step 4 Utilizing the textbook and online resources, research and document the following information

for 1oooBaseLX Ethernet:

Speed:

Distance:

Cabling:

Connectors:

Step 5 Utilizing online resources, research and document the following information for roooBaseZX
Ethernet:

Speed:

Distance:

Cabling:

Connectors:

Step 6 As discussed in the scenario, the new facility will have approximately 100 to 140 network
devices (computers and printers). In order to implement Gigabit Ethernet throughout the organization,
each device will need a gigabit NIC. Launch your browser and research the current pricing for Gigabit
Ethernet NICs. Document your findings in the following space:



Lab Exercise 5.02: Ethernet Network Design: Implementing Switches

=» Note

Most commercial computer vendors (Dell, Gateway, Hewlett-Packard, and so on) will provide
Gigabit Ethernet NICs on the ATX motherboards of new machines. For the purposes of this lab

step, assume that you are purchasing network interface cards for 100 new computers.

Step 7 Ethernet networks using 1oooBaseSX and 1oooBaseLX fiber-optic hardware and cabling share
most of the qualities of 1000BaseT networks, but are considerably more expensive to implement. What
are the circumstances under which roooBaseSX or 1oooBaseLX would be preferable to 10ooBaseT?

Which technology would you recommend for the goo-foot backbone run between the administrative

building and the inspection building?

0 30 MINUTES

Lab Exercise 5.02: Ethernet Network Design:
Implementing Switches

Continuing with the installation of the Department of Transportation regional DMV complex, you have
determined that the administrative building will need to support 75 to 100 network devices, and the
inspection building will need to support 25 to 40 network devices. The professional cable installers will

calculate the horizontal runs and cable drops needed from the telecommunications room(s) to each node.

Now it is your turn! You will need to research Gigabit Ethernet switching technology to provide

recommendations regarding make and model, quantity, and specific solutions based on application.
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Learning Objectives
In this lab, you'll explore Ethernet switch technology.

By the end of this lab, you will be able to

e  Research and recommend Ethernet switches to meet specific applications
e  Define solutions to implement high-speed backbone ports

®  Design a simple network using Gigabit Ethernet switches

e  Define full-duplex operation

Lab Materials and Setup

The materials you'll need for this lab are
®  The Mike Meyers’ CompTIA Network+ Guide to Managing and Troubleshooting Networks textbook
e A computer with Internet access

®  Pencil and paper

Getting Down to Business

The physical layout of the buildings and proposed location of telecommunications rooms, cubicles, com-
puters, and printers is complete. The cable installers have provided 100 drops in the correct locations
throughout the administrative building, and 40 drops in the inspection garage. The design of the network
will have to meet the following criteria:

e A total of 82 network devices will be installed in Phase 1 of the administrative building.
e A total of 30 network devices will be installed during Phase 1 in the inspection garage.

e In the administrative building, there are two areas where clusters of computers will outnumber
the wall jacks in close physical proximity. It has been recommended that desktop switches be
employed in these two areas.

e  The cable installers have qualified the single-mode fiber-optic backbone and have terminated a
pair of the cables with LC connectors on each end. Each termination is fed into the telecommu-
nications room of both the administrative building and the inspection garage.

In the following steps, you will research and select the switches to meet the design specifications of
the campus and define the quantity and location of each switch. You'll also explore some of the modular
interface options to connect local area network and wide area network backbones. Better get to work!

Step 1 With the current layout of the facilities and total number of network nodes (devices), you will
need to provide anywhere from 100 to 140 network connections throughout the two physical buildings.
Each NIC ultimately connects to a port on a switch.
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Depending on the application of the switch, you may have to make some decisions, such as whether
to install economical, desktop switches or enterprise, fully-managed switches, and whether you will pro-
vide power to downstream devices through the Ethernet cabling known as Power over Ethernet (PoE).
You'll also want to plan on having one switch in each physical building that will provide fiber-optic
ports to tie in the backbone between the two buildings.

¥ Cross-Reference

You will study and perform other exercises with Ethernet switches later in Chapter 6, “Struc-
tured Cabling,” and Chapter 12, “Advanced Networking Devices.” If you would like to familiarize
yourself with managed and unmanaged switches or multilayer switches, you can jump ahead
and read the sections “VLAN” and “Multilayer Switches” in Chapter 12. You do not need detailed
understanding of these switching technologies to complete this lab exercise step, but you will
want to understand these technologies before taking the CompTIA Network+ Certification Exam.

Using the Internet, explore the various gigabit switches available today, and price out a configuration
to meet the needs of this facility. You should document the following varieties at various price points:

v/ Hint

You can learn a lot about switches and switching technology from the manufacturers’ product

descriptions. Take some time while you are researching the following models to explore the vari-
ous applications and options presented in the online documentation. You will also find that you
may have to visit multiple Web sites of manufacturers and resellers to uncover aspects of specifi-

cations, options, and pricing.

Here are some keywords to help you in your search: Gigabit Ethernet switch, Cisco, 3Com,
D-Link, NETGEAR, Linksys, SFP LC, GBIC, and 1oooBaseLX SFP transceivers.

a. Economical, desktop switches:

b. Managed switch supporting PoE:
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To implement the fiber-optic backbone, almost every mid- to high-end switch offers some type
of Small Form Factor (SFF) port. Most manufacturers are offering a modular design with either
Small Form-factor Pluggable (SFP) or gigabit interface converter (GBIC) transceivers to support
multiple technologies and connections without replacing the switch. Explore the offerings for
10oo0BaseLX SFP transceivers to enable these switches for the single-mode fiber-optic backbone
connection between the buildings:

Step 2

Now it is time to configure the telecommunications rooms and workgroups to enable the network.

Using the information you have gathered in Step 1, describe the switch configuration you will be using

to support the regional DMV.

a.

The administrative building will initially implement 82 of the 100 cable drops available through-
out the building. Remember that you will need to configure the interface for the fiber-optic
connection between the two buildings. What quantity and configuration of switches do you
recommend to meet the requirements of the network design?

There will be two workgroups located in areas that will not support the total number of network
devices that the workgroups will be using (only one or two drops in these areas). What is your
recommendation to accommodate the additional network devices?

The inspection garage will initially implement 30 of the 40 cable drops available throughout the
building. Remember that you will need to configure the interface for the fiber-optic connection
between the two buildings. What quantity and configuration of switches do you recommend to
meet the requirements of the network design?
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Step 3 Describe the advantages and requirements of using full-duplex Ethernet over half-duplex
Ethernet.

¥ Cross-Reference

To refresh your understanding of half-duplex versus full-duplex, refer to the “Full Duplex Ethernet”
section of Chapter 5 in the Mike Meyers’ CompTIA Network+ Guide to Managing and Troubleshooting Networks
textbook.

b 30 MINUTES

Lab Exercise 5.03: Beyond Gigabit:
10 Gigabit Ethernet

Gigabit Ethernet is becoming the standard for new installs right to the desktop! In other words, 1000-Mbps
NICs and switches are reaching a price point where they can be implemented cost-effectively throughout
an organization. As you learned in previous labs, many gigabit NICs and switches are available to comple-
ment the design of modern organizational networks.

10 Gigabit Ethernet (10 GbE) is currently the reigning champion of speed for computer networks pro-
viding 10 gigabits of data per second over copper or fiber-optic connections. 10 GbE is still comparatively
pricy and therefore relegated to high-demand, high-speed applications: high-demand servers, campus
backbones, and WAN communications. In this lab, you'll explore some of the aspects of 10 GbE.

Learning Objectives

In this lab, you will examine 10 GbE options for modern network environments. When you've completed
this lab, you will be able to

®  Describe the 10GBaseT, 10GBaseSR/SW, 10GBaseLR/LW, and 1oGBaseER/EW Ethernet specifications,
requirements, and limitations

e Examine 10 GbE NICs

®  Determine appropriate switching interfaces to implement 10 GbE backbones
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Lab Materials and Setup

The materials you'll need for this lab are
®  The Mike Meyers’ CompTIA Network+ Guide to Managing and Troubleshooting Networks textbook
e A computer with Internet access

®  Pencil and paper

Getting Down to Business

One of the benefits of the network design the team has implemented for the regional DMV is known as
future-proofing. Throughout the design and install, the highest-performance cabling has been used (Cate-
gory 6 UTP, 10 GbE single-mode fiber-optic), and switches in the telecommunications room utilize modu-
lar SFP interfaces that can be upgraded as well. Running 10 GbE to the desktop is still cost-prohibitive,
but implementing 10 GbE for the communication on the high-traffic servers and the backbone between
the administrative building and the inspection garage may be feasible.

CJ asks Maggie to research 1o GbE solutions and to prepare a presentation of her findings, including
interfaces and pricing, to the network design team. Maggie asks if it would be okay to have you assist, so
the two of you set off to prepare your report.

Step 1 10 GbE is still in its infancy stages, so the specifications of the various media and interfaces are
still in development. Using various resources such as the textbook and the Internet, research and docu-
ment the following implementations of 10 GbE:

a. 10GBaseT

Cabling:

Cable Details:

Connectors:

Length:

b. 10GBaseSR/SW

Cabling:

Cable Details:

Connectors:

Length:

c. 10GBaseLR/LW

Cabling:

Cable Details:

Connectors:

Length:
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d. 10GBaseER/EW

Cabling:

Cable Details:

Connectors:

Length:

Step 2 The high-traffic servers are located in the telecommunications room, so copper or fiber-optic
solutions are feasible. Research the current availability of network interface cards supporting 10 GbE
technology. Document some of the makes and models, characteristics, and pricing:

What do you recommend: copper or fiber-optic technology? Why?

Step 3 Using online manufacturers’ and resellers’ Web sites, explore the various SFF 10 GbE interfaces
available. Document the make, model, characteristics, and pricing as if you are shopping for the modular
transceivers for the switches to implement the link between the administrative building and the inspec-

tion garage:

=>» Note

In keeping with the scenario presented, the fiber-optic cabling you chose between the admin-
istrative building and the inspection garage may be specified to support 10 gigabit multimode
fiber (MMF) (10GBase-SR). However, the total distance recommended for 10GBase-SR is only
26-300 meters (about 85-980 feet), so the distance of goo feet could push the specifications for
10 GbE performance. In this case, higher-performance single-mode cable would be the better
choice to implement 1o GbE. For the purposes of this lab exercise, provide the results of both
10GBase-SR and 10GBase-LR.

You will also have to be careful when physically implementing 1o GbE transceivers due to the
various form factors of both the modular interfaces and the cable interfaces. Currently there
are SFP+, XENPAK, X2, and XFP modules available, utilizing SC, LC, and various other fiber-optic

cable terminations.
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v’ Hint

Here is a cool Cisco page that covers all of the versions of modular transceiver they currently
support. Cisco 10 Gigabit Ethernet Transceiver Modules Compatibility Matrix: www.cisco.com/

en/US/docs/interfaces_modules/transceiver_modules/compatibility/matrix/OL_6974.html

Lab Analysis

1.

Zilong has decided to install CAT 6 UTP cabling in a small office so that they may upgrade to 10GBaseT
in the future without having to “pull” cable again. Are there any concerns you would voice with
Zilong before he installs the CAT 6 cable?

Jeremy has been studying the requirements to implement 10 GbE and has discovered that the tech-
nology requires all interfaces to operate in full-duplex mode. What are the operational differences

between half-duplex and full-duplex communication?

Katelyn is going to implement Gigabit Ethernet for a small office, home office (SOHO) campus. What
kind of network cabling is necessary to implement Gigabit Ethernet?

Nate is studying fiber-optic technology and asks what the major differences are between 1oGBaseSR
and 1oGBaseLR. Can you explain the difference?



http://www.cisco.com/en/US/docs/interfaces_modules/transceiver_modules/compatibility/matrix/OL_6974.html
http://www.cisco.com/en/US/docs/interfaces_modules/transceiver_modules/compatibility/matrix/OL_6974.html

Key Term Quiz

5. Howard understands that high data-throughput speeds and longer throughput distances are two
advantages of fiber-optic cabling over copper cabling. He doesn’t understand why the cable install-
ers are recommending the use of fiber-optic cable for the machine shop of a local high school. Can
you describe two other advantages that fiber-optic cabling offers over copper wire that would help
him understand?

Key Term Quiz

Use the vocabulary terms from the list below to complete the sentences that follow. Not all of the terms
will be used.

100BaseT full-duplex

100BaseFX Gigabit Ethernet

1000BaseT Gigabit Interface Converter (GBIC)
1000BaseCX half-duplex

1000BaseSX modular transceivers

1000BaseLX Small Form-factor Pluggable (SFP)
10GBaseSR/SW SFP+

10GBaseLR/LW X2

10GBaseER/EW XENPAK

auto-sensing XFP

Fast Ethernet

1. The specification for 10-gigabit technology that uses 850 nm lasers over 50 and 62.5 multimode
fiber (MMF) cable is

2. The IEEE 802.3ae committee developed a multisource agreement (MSA) to define the 10 GbE
modular transceiver. These specs are now incorporated into the revisions of the IEEE 802.3-2008.
There are four versions of 10 GbE modular transceivers. The

, and the are all vying for market share.

3. A(n) device is one that can send and receive data simultaneously.
4. To implement , CAT 5e or higher UTP cabling must be installed.
5. Many Gigabit Ethernet switches support to allow support of the ever-

increasing speeds. The two dominant forms of these switches are and
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Now that you're familiar with the major network types, topologies, and technol-
ogies that network techs have at their disposal, it’s time to dive into the physical
aspects of network implementation. These include installing the network media
and network hardware that tie your network together, installing the switches
that form the central communication point of the physical network, configuring
the network adapters that connect your network nodes (PC workstations, servers,
printers, and so on) to the network, testing network connections, and trouble-

shooting any ensuing network errors.

As discussed in the textbook and defined in the CompTIA Network+ Certification
Exam Objectives, you are not expected to be as knowledgeable as a professional net-
work designer or cable installer when it comes to the actual implementation of
the physical network. However, you will need to be familiar with the concepts!
Working with the cable, hardware, devices, installation tools, and troubleshooting
tools is a great way to learn the concepts, so this is a good place to start practicing.

b 20 MINUTES

Lab Exercise 6.01: Examining Structured
Network Cabling

One of the proposals that your client received for the installation of the Department of Motor Vehicles
(DMV) complex was from an inexperienced firm. The professional cable installers calculated the hori-
zontal runs and cable drops needed from the telecommunications room to each node, the methods to
install the cable runs in the inspection garage, the type of UTP cabling to implement, and the outfitting
of the telecommunications room. CJ asks for your assistance to double-check the proposal.

Learning Objectives

In this lab, you will examine the principles that lead to a successful structured network cabling installa-
tion. When you have completed this lab, you will be able to

e  Understand the proper planning issues that go into a network deployment

e Make informed recommendations for a network installation
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Lab Materials and Setup

The materials you'll need for this lab are
®  The Mike Meyers’ CompTIA Network+ Guide to Managing and Troubleshooting Networks textbook
e A small length of CAT se or CAT 6 plenum grade, solid-core cable
e A small length of CAT se or CAT 6 stranded copper patch cable

e  Pencil and paper

Getting Down to Business

When planning a building project these days, almost all designs will take into account the design of the
network infrastructure. The professional network designers will work hand in hand with the architects
to include telecommunications room(s) right from the initial design. If it is a new build, as the DMV
project is, network cable will be strung along with electrical and telephone cabling during the building
process, saving the cable installers from the tedious task of “pulling cable” after the building is in place.

Examine the following steps as if they were components of the proposal from the professional cable

installers and network infrastructure design team.

¥ Cross-Reference

You may want to review the “Understanding Structured Cabling” section of Chapter 6 in the
Mike Meyers’ CompTIA Network+ Guide to Managing and Troubleshooting Networks textbook. Also review
the specifics of CompTIA Network+ Exam Objectives, Domain 3.6—Given a scenario, troubleshoot
common physical connectivity problems, and Domain 4.2—Given a scenario, use appropriate
hardware tools to troubleshoot connectivity issues.

Step 1 The administration building will have 100 cable runs. You are examining the network cabling
installation proposal that was submitted by the inexperienced professional cable installers. The follow-
ing is a sample of some of the runs, shortest to longest, that the proposal calls out:

Location Distance

MDF Telecommunications Room Patch Panel to Network Node A 48 meters (157 feet)
MDF Telecommunications Room Patch Panel to Network Node B 55 meters (180 feet)
MDF Telecommunications Room Patch Panel to Network Node C 60 meters (197 feet)
MDF Telecommunications Room Patch Panel to Network Node D 68 meters (223 feet)
MDF Telecommunications Room Patch Panel to Network Node E 75 meters (246 feet)
MDF Telecommunications Room Patch Panel to Network Node F 84 meters (275 feet)




78 Chapter 6: Installing a Physical Network

Location Distance

MDF Telecommunications Room Patch Panel to Network Node G o1 meters (300 feet)

MDF Telecommunications Room Patch Panel to Network Node H 102 meters (334 feet)
MDF Telecommunications Room Patch Panel to Network Node I 113 meters (371 feet)

MDF Telecommunications Room Patch Panel to Network Node J 122 meters (400 feet)
MDF Telecommunications Room Patch Panel to Network Node K 125 meters (410 feet)

The proposal calls for using CAT 6 UTP network cabling. Which, if any, of the network cabling runs
are outside the limits for that type of cabling? Does your answer change if you are running 1o GbE
equipment? What solutions can you offer to overcome any limit violations?

Step 2 Many of the runs in the inspection garage will be terminated at inspection stations right on
the garage floor. These stations will be unfinished areas of the garage (no office walls or cubicles). The
walls of this area are concrete. What is the best way to install the network cable drops in this area?

Step 3 As you have learned, the horizontal cable runs will most likely be snaking through walls and
ceilings of public offices. As such, the proper type of cabling should be used for the horizontal runs.
Closely examine a small length of UTP cable recommended for horizontal use. Look for information
printed right on the outer insulation of the cable and then strip a length off one end and examine the

copper wires. Document some of the features of the cable.

There will also be patch cables between the wall jack and the network devices as well as the patch
panels and switches. Closely examine a small length of UTP patch cable. Look for information printed
right on the outer insulation of the cable and then strip a length off one end and examine the copper

wires. Document some of the features of the cable.




Lab Exercise 6.02: Implementing a Small Network Infrastructure

Step 4 List at least four requirements for the telecommunications room(s) that will house rack-
mounted patch panels, a stack of switches, and at least one file server.

0 1 HOUR

Lab Exercise 6.02: Implementing a Small
Network Infrastructure

Installing the cabling that carries data frames from one network node to another (affectionately called
“pulling cable”) is the most physically demanding task in a network installation and is typically left to
professional cable installers. Believe me, once you've got your network cabling installed, you don’t want
to have to go back into the walls and pull it out again! Tasks include planning the installation, pulling
the cabling, connecting network access jacks, and finally testing the connections to ensure that your
installation is successful.

Though full-blown corporate cable installs are left to the professionals, many network techs have
been called upon to wire a room, upgrade a floor, or punch down a new patch panel. You'll want to
be familiar with the basic skills of pulling cable through a ceiling, punching down a patch panel, and
connecting the wall jack (also known as a keystone). This will not only help you in the field; it will also
clarify key concepts you will see on the CompTIA Network+ exam.

Learning Objectives

In this lab, you'll practice the art of installing network cabling, hardware, and devices.
When you have completed this lab, you will be able to
e  Pull alength of cable through a ceiling (or raceway)
®  Use a punchdown tool and terminate UTP cabling into a rackmounted patch panel
e  Drop a cable through a wall and terminate the cable drop with an RJ-45 keystone
e  Mount a wall plate

e  Verify the run using a cable tester
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Lab Materials and Setup

=>» Note

It would really help to have an actual wall and equipment rack to perform this lab. There are

commercial practice walls that are sold just for this purpose. However, over the years I have

actually built my own practice wall with a handful of drywall screws, a number of 2X4 studs,

and a couple of sheets of drywall (see Figure 6-1). It doesn't have to be pretty, just functional.

You can even get some cable trays to form a false ceiling for the cables to run over. Worst case,

just get the cable, hardware, and devices and complete all of the punchdowns on a lab bench.

You should still be able to demonstrate connectivity.

Figure 6-1 Do-it-yourself wall

The materials you'll need for this lab are

Bulk UTP cabling (CAT se or better)

Nylon pull rope

24- to 48-port rackmount patch panel

RJ-45 wall jack keystone (quantity 2 to 4)

Low-voltage mounting bracket and faceplate (quantity 2 to 4)
Drywall saw

Wire snips

mo-punchdown tool

Cable tester

Label maker
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Getting Down to Business

Installing structured network cabling begins with planning. You should physically survey the site and
examine the site’s floor plan for any hazards that you may not be able to spot visually. Then you can
examine the logistics of your planned installation, such as the methods that you will use to deploy and
install the horizontal cabling, network outlet drop locations, and so on. You also need to select the most
appropriate type of cabling for the job, making sure to comply with any applicable codes and regulations.
Then you should document your plans and note any discrepancies during installation. Remember to label
your runs and outlets while you're at it. Finally, you need to test your network cabling for continuity
and troubleshoot any problems that arise. These are the basic steps that apply to any network cabling
installation, from the small office/home office (SOHO) environment with only a few workstations to the
large enterprise with thousands of clients.

In the following steps, you will “pull cable,” drop it through a small practice wall, punch down one
end to a rackmount patch panel, punch down the other end to an RJ-45 keystone, and then fix the RJ-45
keystone into a wall-mounted faceplate. You will repeat this a second time, providing two cable drops.
Later, in Lab Exercise 6.03, you will install and verify the configuration of a couple of NICs, add a switch,
connect the two computers, and then voila, you have a small network! You have a lot of work to do, so get

going!
Step 1 Start with the placement of the wall jack. Using a pencil and tape measure, choose the location
along the wall for the wall jack and mark the wall 18 inches off the floor. Depending on the style of

low-voltage mounting bracket you are using, use the drywall saw to cut an appropriate size hole to mount
the bracket. See Figures 6-2 and 6-3 for an example of cutting the drywall and mounting a bracket.

FiGure 6-2 Cutting a hole Ficure 6-3 Installing a low-voltage mounting bracket
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¥ Cross-Reference

Consult the “Installing Structured Cabling” section of Chapter 6 in the Mike Meyers’ CompTIA Network+
Guide to Managing and Troubleshooting Networks textbook.

Step 2 Now using the tape measure, measure the lateral distance between the proposed cable drop and
the telecommunications room. This will be the basis for the length of cable you will need for this run.
Remember, you will typically be “pulling” this cable through the drop ceiling and either using cable
hangers or trays to keep it suspended off the ceiling tiles. You will want to include the distance for the
height of the ceiling and the cable hangers or trays to the wall outlet and the patch panel to the total
length of cable that you will cut.

=> Note

Professional cable installers will typically pull one or more cables at a time from the telecom-
munications room through the walls and ceilings to the cable drop location. They will leave the
cable on the spool as they pull it through the ceiling and walls, rolling out the amount needed
plus some slack before snipping the cable from the spool. Since you are most likely using a

smaller practice wall, you may not follow this exact technique.

What is the total length of cable that you have calculated?

Step 3 Starting at the telecommunications room (where you have located your equipment rack and
patch panel), attach a nylon pull rope to the UTP cable and begin to pull the cable through the cable
hangers or cable trays until you reach the cable drop location. Be careful to ease the cable through any
snags or twists as you do not want to break the internal cables, rendering the run useless.

At the point of the cable drop, fasten a small weight to the end of the nylon pull rope, and using
some finesse, drop the pull rope through the wall to the hole created for the wall jack (see Figure 6-4).
The cable should be long enough that you have six inches to a foot of spare cable at each end. One end
will be terminated to the patch panel; the other will be terminated to the RJ-45 keystone.
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Ficure 6-4 Dropping the cable

Step 4 While located at the equipment rack, strip approximately one inch of the outer insulation
from the UTP cable, and slightly untwist the four pairs. Following the labeling or color code guide on
the patch panel, use the mo-punchdown tool to fasten the cables to the block for port 1 of the patch

panel (see Figure 6-5).

Ficure 6-5 Punching down the patch panel

Step 5 While you're at the wall jack, feed the cable through the low-voltage mounting bracket and fas-
ten the bracket to the wall. Strip approximately one inch of the outer insulation from the UTP cable and
slightly untwist the 4-pairs. Following the labeling or color code guide on the RJ-45 keystone, use the
1o-punchdown tool to fasten the cables to the block (see Figure 6-6).

=>» Note

RJ-45 keystones come in many styles, incorporating different methods to connect the wires to
the pins of the RJ-45 jack. Most use a small 1ro-punchdown block to facilitate this connection.

Follow the instructions for the style of RJ-45 keystone you are working with.
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Ficure 6-6 Punching down the RJ-45 keystone

Step 6 Insert the keystone into the faceplate, and fasten the faceplate to the low-voltage mounting
bracket (see Figure 6-7).

Ficure 6-7 Fitting the keystone into the faceplate

Step 7 Verify the cable run using a commercial cable tester.

=> Note

Professional cable installers will use much more complex, and expensive, cable certifiers to
verify not only connectivity but attenuation, near-end crosstalk (NEXT), and far-end crosstalk
(FEXT) of the cable run. For the purposes of this lab exercise, only the connectivity of the cable
run will be verified. If you have access to a high-end cable certifier, by all means, examine the

attenuation, NEXT, and FEXT.
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Most testers come with a remote end and a master module. Using a known-good patch cable, connect
the master module to port 1 of the patch panel. Using a second known-good patch cable, connect the remote
end to the RJ-45 connector in the wall jack. Following the directions provided with the cable tester, verify
the connectivity of the cable run. Record your results in the following table:

TIA/EIA 568 Pair Connection Results (Good/Bad)

Wire Pair 1 Pin 5 to Pin g

Pin 4 to Pin 4

Wire Pair 2 Pin1to Pin1

Pin 2 to Pin 2

Wire Pair 3 Pin 3 to Pin 3
Pin 6 to Pin 6

Wire Pair 4 Pin 7to Pin 7
Pin 8 to Pin 8

Step 8 Don't forget to label both the patch panel and the wall jack (see Figures 6-8 and 6-9). After all
of the runs are in place, you will save hours of troubleshooting time with properly labeled patch panels
and wall jacks!

A3L0 ATEL ATEL A

e 38 39 40 42 43 44

AdO] AdOY

Ficure 6-8 A labeled patch panel
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FiGure 6-9 Properly labeled wall jack

Step 9 Create a second run and drop, following Steps 1 through 8. In Step 4, use the second port of the
patch panel.

b 30 MINUTES

Lab Exercise 6.03: Installing Switches, Network
Adapters, and PCs

In the prior exercise, you completed the installation of the physical wiring of the network, and verified
that you had connectivity from the patch panel to the wall jack. Now you are going to explore and install
the devices that allow PCs to use that physical network to communicate: Ethernet switches and network
interface cards.

Switches form the central meeting point for all of the cable runs and provide smooth communication
between all of the devices attached to those cable runs. The telecommunications room is the gathering
place for patch panels and switches. Each run that is terminated at the patch panel will be “patched”
into the switch to provide connectivity to all the other devices on the network.

Your PC’s physical link to the network is the network adapter. You're probably used to hearing this
piece of equipment referred to simply as a network interface card (NIC), because historically, this device
was only available as an add-on peripheral card. With the worldwide application of networking, most
notably the Internet, modern PC manufacturers have adopted the practice of integrating the network
adapter (electronics and connector) right on the motherboard. Newer machines are incorporating 1- to
2-Gbps Ethernet interfaces using RJ-45 jacks.
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=» Note

NICs haven't gone away; they are just utilized slightly differently these days. Often, an older
machine can be upgraded with higher-speed copper, fiber-optic, or wireless adapters. Sometimes
USB adapters are used to facilitate connectivity (especially for wireless and Bluetooth). You will
still see PC Card (PCMCIA) network adapters being used on laptops, but even laptop manufac-
tures are incorporating wired and wireless interfaces into the onboard electronics. Installing
and configuring switches, network adapters, and PCs is a task that many network techs do so
often it becomes second nature. In later chapters you will study more complex configuration
components and practices for both switches and network interfaces. Currently, I want you to
focus on the physical aspects of the installation and configuration; that is, connecting and com-

municating from one PC to another over your physical installation.

Learning Objectives

You'll begin this lab by installing and patching the Ethernet switch into the rack. You will then install
and/or configure a network interface. This may include an integrated network interface, or an add-on

device such as an internal NIC or USB network adapter, on your PC. You'll finish up by verifying proper
operation through the device and configuration tools included with the operating system and establish-
ing connectivity between two machines. By the end of this lab, you will be able to

e Install a rackmount switch and correctly cable it to a patch panel
®  Properly install and configure a network interface

e  Verify connectivity between two PCs

Lab Materials and Setup

The materials you'll need for this lab are
e A rackmount Ethernet switch
e  Minimum four (4) CAT 5 or better straight-through patch cables
e  Two PCs with either integrated network interfaces or expansion card NICs (PCI, PCle, and the like)
e  Windows XP, Vista, or Windows 7 operating systems installed

e A Phillips-head screwdriver

Getting Down to Business

With the fine art of pulling cable, terminating connections, and verifying continuity of the structured
cabling complete, its time to get the telecommunications room and the work area up to par. This is where
the network tech is responsible for the connectivity! The network tech must be able to connect and
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verify switches, servers, and wide area network devices in the telecommunications room, and guarantee
that all of the PCs can communicate with the servers and the outside world.

Using the mock wall from the previous exercise, you are now going to install a rackmount switch,
and two PCs (with network interfaces) to complete a small working office network.

Step 1 Starting in the telecommunications room (the equipment rack between your two mock walls),
mount the Ethernet switch.

Step 2 Using two of the straight-through patch cables, connect ports one and two of the patch panel

to two of the open ports on the switch.

Step 3 Now moving to the work area (the two PCs you are going to use near the two wall j acks),
examine the physical PCs and determine if there are integrated network interfaces. If the systems are
equipped with on-board interfaces, you may skip to Step 8. If a NIC needs to be installed in either of the
machines, use the following guidelines (Steps 4 through 7) to install the NIC.

Step 4 To install a network interface card in a Windows XP-based machine, choose Start | Shut
Down, and then select Shut down and click the OK button to turn the PC off. Once the PC is completely
powered down, unplug all cables, including the power cable, from the power supply.

=>» Note

As recommended by CompTIA A+ certified techs the world over, be sure to follow all proper
anti-static procedures when working inside your PC case. Use an anti-static mat and anti-static
wrist strap if you have them. If you lack these components, the next best thing is to discharge
any static electricity in your body by touching a grounded metal component on the PC case
(such as the power supply casing). Before you start poking around inside the PC case, remove

any rings, bracelets, watches, or any other items that may snag on exposed components.

Step 5 Place the PC case on an anti-static mat and attach your anti-static wrist strap (a.k.a. nerd
bracelet), and then remove the PC case cover to expose the interior.

Step 6 Using the NICs provided by your instructor (PCI, PCle), locate an available expansion bus slot.
Remove the slot cover, and then insert the NIC into the slot. Be sure to handle the NIC only by its edges,
and firmly press the card straight down into the slot. Once the NIC is properly seated in the slot, make
sure it is secure by applying whichever locking mechanism the expansion card uses.

Step 7 Replace the PC case cover and reattach all cables to the PC, including the power cable, then
start the PC and log on when the desktop appears. Windows XP, Vista, and Windows 7 have built-in sup-
port for many NICs, so assuming you're running Windows XP, Vista, or Windows 7, Plug-and-Play kicks
in, detects the card, installs Windows’ built-in drivers, and alerts you that the NIC is ready to use, as
shown in Figure 6-10. In most cases, the Windows NIC driver works fine, but it’s usually a good idea to
use the latest driver provided by the NIC manufacturer.
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1) New network device installed *

‘Windows has detected the installation of a new networking
device, If you want ko set up a network, click here to run the
Metwork Setup Wizard,

FiGurRE 6-10 The Windows XP Professional New Network Device Installed alert

Step 8 Open the Windows Device Manager and expand the list of installed NICs. Double-click the NIC's
icon to open its Properties dialog box, as shown in Figure 6-11. Record the make and model of the NIC.
Is the NIC functional? What are the details of the driver that is installed?

2]

General | Advanced | Diiver | Detals | Resources | Power Management |

515 900-B azed PCI Fast Ethernet Adapter

Device ype: Metwark adapters

Manufacturer: Si5

Location: PCl bug 0, device 4, function 0
Device status

This device iz working properly.

If yaw are having problems with this device, click Troubleshoot ta
start the troubleshooter.

Device uzage:

i Uze thiz device [enable] ]I

Ficure 6-11 The NIC Properties dialog box

Step 9 Once the systems have been verified to have working network interfaces, place each system in
proximity of each wall jack. Using the patch cables, connect each machine to the respective wall jack.

v/ Hint

At this point in your studies, you are not expected to perform the configuration of the network
operating system and protocols. The next two steps will go much more smoothly if the com-
puters have been preconfigured for network connectivity. If any of the results seem incorrect,

please consult with your instructor to troubleshoot and diagnose the connectivity issues.
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Step 10  Power up the Ethernet switch and the two PCs. With a little effort, you should be able to
determine if the network has basic connectivity. Are there any visual indicators that the systems are
connected to the switch?

Step 11 Log on to the systems and experiment with Explorer to see if you can see each system from the
other. Can you share or copy files from machine to machine? Are there any additional visual clues that
the systems are communicating over the network?

b 30 MINUTES

Lab Exercise 6.04: Diagnostics and Troubleshooting

Network connectivity issues come in many shapes and sizes. Just like networks themselves, these issues

can range from the simple to the complex. In this exercise, you'll walk through some simple diagnostic and
troubleshooting steps to ensure that the physical network is in tip-top shape. Network adapter hardware is
fairly foolproof, assuming that it has been installed and configured correctly. A couple of quick tests confirm
whether a lack of network connectivity lies with the network adapter hardware or somewhere else.

Once installed, network cabling doesn’t suffer from a lot of wear and tear—after all, there are no
moving parts, and the voltage carried is very low. Nonetheless, network cabling is subject to physical
damage and interference, so it’s important for you to be able to diagnose and repair this type of failure.
Locating breaks in the cable is particularly frustrating, so having a time domain reflectometer (TDR)
really comes in handy.

Even well-meaning, organized network techs can have a telecommunications room become a night-
mare of snaked, unlabeled patch cables and runs. A toner is invaluable in this situation and will allow
the network tech to get organized!

Basic Ethernet switches are fairly robust and normally provide for auto-sensing multispeed commu-
nications. It is not uncommon to have legacy devices on a gigabit network operating at 100 Mbps or even
10 Mbps. It is important that you be able to quickly verify that the switch is indeed communicating with

legacy devices.

Learning Objectives

In this lab, you will go through some basic network connectivity troubleshooting scenarios, so by the
time you complete this lab, you'll be able to

e  Troubleshoot simple, physical network connectivity issues
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Lab Materials and Setup

The materials you'll need for this lab are
e  The two networked Windows PCs from the previous exercise
e  Alength of patch cable that can be cut in half
® A 10/100/1000 Ethernet switch
e A time domain reflectometer (TDR)
® A toner unit

®  Access to the telecommunications room and patch panel from the previous exercise

Getting Down to Business

The first symptom of a network connectivity issue usually manifests itself as a loud screeching noise!

0ddly enough, the noise is not coming from the network hardware or fancy test equipment, but from

the frustrated user. Typically, this noise will be accompanied by a vocal error message, such as “I can't
ypically p y 8

get on the Internet!” or “I can’t get my e-mail!” “Great, the network is down!” is also pretty common.

In most cases, network connectivity problems are simple in nature. Accordingly, you should begin your

diagnosis and troubleshooting with simple solutions.

Assume for a moment that one of your network users is unable to access network resources. In the
following steps, you'll go through a simple diagnostic and troubleshooting scenario.

¥ Cross-Reference

Additional information may be found in the “Testing the Cable Runs,” “Link Lights,” and “Diag-
nostics and Repair of Physical Cabling” sections of Chapter 6 in the Mike Meyers’ CompTIA Network+
Guide to Managing and Troubleshooting Networks textbook.

Step 1 Your first step is to determine whether or not the PC has a network connection, and then deter-
mine the state of the connection. The obvious place to start is with the physical connection. Locate the
PC’'s network adapter. Is the RJ-45 connector of the Ethernet cable plugged into the network adapter?

If so, check the status lights. What is the result?

Step 2 If you have physical connectivity, your next step is to determine if the operating system recognizes
the connection. Windows provides a couple of methods to determine the network connection state quickly.
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First, look in the System Tray/Notification area of the taskbar. Is there a Local Area Connection Status
icon? If so, click Open Network and Sharing Center. (See Figure 6-12.) Now click on Connections:
Local Area Connection to bring up the Local Area Connection Status dialog box as shown in Figure 6-13.

@v@ <« Metwork and Internet » MNetwork and Sharing Center - | 3 | | Search Control Panel pel |
Control Panel Home " . . . . 0 N
View your basic network information and set up connections
Change adapter settings @' ﬁ,j 0 See full map
i > ca,
Change advanced sharing !
settings @INSTRUCTMACHINE Multiple networks Internet
(This computer)
View your active networks Connect or disconnect
Network Access type: Internet
Work network Connections: @ Local Area Connection
Access type: Mo network access
Connections: @ VirtualBox Host-Only
% Unidentified network ¢ P 8
2 lware Metwor apter
Public network VMnetl
@ VMware Metwork Adapter
See also VMnetd
HomeGroup
Internet Options Change your networking settings
Windows Firewall . Set up a new connection or network
* Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or -

Ficure 6-12 Windows 7 Network and Sharing Center

General

Connection
IPwd Conneckivity:
IPwé Conneckivity:

Internet

Mo network access

Media State: Enabled

Curation: 00:05:56

Speed: 100.0 Mbps
Ackiviby

Sent — & ——  Received

Bytes: 296,548 | 5,038,279

[@Eroperties H @Qisable ][ Diagnose ]

Ficure 6-13 Windows 7 Local Area Connection Status
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Fill in the following information. If no icon is visible, skip to Step 3.

IPv4 Connectivity:

IPv6 Connectivity:

Media State:

Duration:

Speed:
Step 3 An alternate path to the Status window in Windows 7 is as follows: Choose Start | Control Panel,

select the Network and Sharing Center icon (if you're in the icon view), and then click Change adapter

settings on the side menu.

Right-click the Local Area Connection icon and select Status from the pop-up menu to bring up the
network connection'’s status dialog box. Are the reported results for the IPv4 Connectivity, IPv6 Connec-

tivity, Media State, Duration, and Speed the same as in the previous Status report?

v/ Hint

Within Windows 7, it is possible to configure the Local Area Connection Status icon so that it is
visible or hidden in the System Tray/Notification area. Open Control Panel, select Notification
Area Icons (in the icon view), then select Network Icon Behaviors and choose to show or hide

icons and notifications as shown in Figure 6-14.
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®'|E <« All Cantrol Panel Iterns » Motification &rea [cons - | 5 | | Search Control Panel 2 |

Select which icons and notifications appear on the taskbar

If you choose to hide icons and notifications, you won't be notified about changes or updates. To view hidden
icons at any time, click the arrow next to the notification area on the taskbar.

| »

Icons Behaviors

Action Center 7 Sp—

Solve PC isswes: 2 messages Showe icon and notifications ]
T Metwork

Unidentifisd network Mo network oo,
(}5 T s Hide icon and notifications

Mo speakers or headphones are plug.. Onty show notifications
6 Microsoft Security Client User Interface -

Cormputer status - Protected [Only ghownotfications ]
@’ Windows Update .

Windows installsd new vpdotes [Only shgu nofifications v]
k Windows host process (Rundll32) [Only show notifications V]
k Windons Bxplorer [Only show notifications v]

Eafely Remove Hardware and Eject M., | 4

4

Turn system icens on or off
Restore default icon behaviors

Always show all icons and notifications on the taskbar

Ficure 6-14 Windows 7 Notification Area Icons

Step 4 Disconnect the PC's network cable from the network adapter. What are the results?

Step 5 Using a loose patch cable, possibly with a partial slice or a missing RJ-45 connector, connect the
cable to a TDR. What are the results?

Step 6 Using the mock wall with the equipment rack and the patch panel, attach the tone generator unit
from a network toner to an active network drop wall outlet. Then go to the patch panel and use the tone
probe unit to locate the patch panel cable that corresponds to the network outlet. What are the results?
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Step 7 Most gigabit switches support auto-sensing, multispeed performance enabling 10-Mbps, 100-Mbps,
and 1000-Mbps devices to connect and communicate through the same switch. Often, these switches will
even have status lights (LEDs) that indicate the operating speed of the attached device.

Using a 10/100/1000 Ethernet switch, configure a small network with devices using a mixture of
1ooBaseT NICs and 1oooBaseT NICs. Include a device with a 1oBaseT NIC, if one is available, just to see
what happens. Document the results of the status lights on the switch. Can all of the devices communi-

cate with each other?

=>» Note

A simple five-port or eight-port workgroup 10/100/1000 Ethernet switch will work fine for this
exercise. Different switches may or may not support status indicator lights for multispeed oper-
ation, so the only confirmation of the operation of the switch with different speed NICs will be
successful communication.

You may also need to work with the network configuration of the devices (computers or printers)

to implement network communication. Please consult with your instructor for further directions.

0 OrPEN

Lab Exercise 6.05: Field Trip: A Visit with
the IT Department

You have spent the first third of this class studying the physical components of computer network-
ing. Classroom exercises involving topologies, technologies, the OSI model, Ethernet, and devices have
strengthened your understanding of these components. Now it is time to go see these components in a

real-world environment!

Just about every organization has some collection of information technology, and often, the IT
department is more than happy to show off their implementation of the technology to meet their users’
needs. If you are attending a CompTIA Network+ class, the facility or the school where you are taking
the class is a great place to request a tour of the IT department and the telecommunications room(s).
Talk with your instructor, make a few inquiries, and set up a visit with the IT department of an organi-

zation in your community.
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Learning Objectives

This lab is actually more of a recommended activity. When you have completed this lab, you will be able to
e  Explore the real-world implementation of the physical network

®  Establish communication with local IT department personnel

Lab Materials and Setup

The materials you'll need for this lab are
e  Pencil and paper

®  An invite to tour an organization'’s facilities and telecommunications room(s)

Getting Down to Business

It is important to establish a rapport with the personnel that you will be spending time with. Obviously,
it is not their primary responsibility to be ushering around a small class of students through their facil-
ities and discussing their physical network with you. However, you will find that if you are courteous,
many network techs enjoy talking about their network infrastructure solutions.

If you are in an instructor-led class, you will most likely be invited to visit a location of the instruc-
tor’s choosing. This can be very informative as the instructor usually will have established a rapport
with the techs prior to your visit, which means they will probably be very agreeable to entertaining

your questions. Plan on asking a bunch!

Step 1 When visiting a physical location, it would be beneficial if you could examine a copy of the floor
plans. However, with the need for heightened security at every level, viewing the floor plans will probably
not be an option. Work through the following scenario even if your answers do not pertain to an actual
physical location. The steps will still reinforce your understanding of the physical layout of a network.

The blueprints will offer a visual indication of all of the important areas of the facility including
the Main Distribution Frame (MDF), any Intermediate Distribution Frames (IDFs), the Demarc, and all
of the cable drops to wall outlets. Study the floor plan and prepare a detailed description of the facility,
including the following points:

a. Identify and note the approximate location of the MDF.

b. Identify the IDF(s). How many are implemented in this facility? What is the approximate location
of each compared to the MDF?

c. Is the Demarc identified in the floor plans? Is it located in the MDF or is it located in a com-
pletely isolated part of the building?
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d. What is the approximate total number of drops (wall outlets) for this facility? The network
administrator may be able to help you with this one, as opposed to your counting all of the
cable drops in the floor plan!

Step 2 Ask if it is possible to get a tour of the facilities. One area of interest would be the MDF tele-

communications room. Most likely this is where the foundation of the network infrastructure has been

established. You might use some of the following questions as openers for further discussion about the

facilities:

a.

Are there any special conditions that have been set up in the telecommunications room (that is,
air conditioning, electrical service, and so on)?

b. Is most of the equipment (UPSes, switches, patch panels, and servers) rackmounted? What are
the approximate quantities of equipment (racks, patch panels, switches, servers, and so on)?
c. Note the labeling technique. Are most of the important components and runs labeled?
d. What category of cable is used throughout the facility?
e. What are the common speeds of switches and NICs?
f.  Are there any fiber-optic technologies implemented in this facility?
Step 3 What complement of test equipment do the network techs employ to verify the connectivity of

the network?

cable tester

time domain reflectometer

cable certifier

toner
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Lab Analysis

1.

James complains that he cannot get on your corporate network. You discover that he moved his
desk and PC to another part of his office, and in doing so forcibly pulled the CAT se patch cable out
of its wall outlet. A quick visual inspection doesn’t reveal any obvious damage to the patch cable.
How do you determine if the patch cable is damaged?

Nick has been asked to patch in a new install. What specialized equipment will he use to connect
the endpoint of a cable run to a patch panel?

The cable installers have been working all day and have now completed the internal wiring for 48 wall
outlets. Mitch asks if he can use the leftover cabling to create the patch cables for some of the
workstations. You explain to Mitch that this would not be a good idea. Why?

Cynthia was talking with Maggie, and asked why you would always defer to professional cable
installers to guarantee cable runs, and why the higher-bandwidth cabling and connections needed
more precise placement and termination when installed. How do you think Maggie responded to
these questions?

Joseph has upgraded a small 25-node network with cabling and switches to operate at 1oooBase-T.
He has a few old HP LaserJet 4100n printers with 1ooBase-T JetDirect cards. He is concerned that
they will have to be upgraded as well. What do you recommend he do?




Key Term Quiz

Key Term Quiz

Use the vocabulary terms from the list below to complete the sentences that follow. Not all of the terms

will be used.

ro-punchdown

activity light

ANSI/TIA

auto-sensing

building entrance

cable certifier

cable drop

cable tester

Demarc

horizontal cabling
Intermediate Distribution Frame (IDF)
link light

Main Distribution Frame (MDF)
mounting rack

multispeed

network

network interface card (NIC)
patch cable

patch panel

plenum

punchdown tool

PVC (polyvinyl chloride)

run

solid core

stranded core

structured cable
telecommunications room
time domain reflectometer (TDR)
tone generator

tone probe

units (U)

work area

1. Chase has determined that his connectivity problem is between the patch panel and the wall

outlet. He uses a(n)

2. Use a(n) and

to pinpoint the exact location of the cable break.

to trace network cabling between a wall

outlet and a patch panel.

3. In a facility, the point where responsibility of the physical cabling shifts from the ISP to the

organization is known as the

4. Practically all modern Ethernet switches and NICs are and

5. The simplest test of network connectivity is to check the NIC's
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The Transmission Control Protocol/Internet Protocol (TCP/IP) suite can trace its
beginnings all the way back to the late 1960s, when the first four network nodes
were connected to the Advanced Research Project Agency Network (ARPANET).
This enabled communication between host computers at UCLA, Stanford Research
Center, UC Santa Barbara, and the University of Utah. Over the next decade, a
group of scholars and engineers contributed specifications for the initial protocols
that make up the TCP/IP suite, which was officially “launched” on January 1, 1983.

While other networking protocols have come and gone, TCP/IP has stood the
test of time, and is the most popular protocol in use today. Many factors have
contributed to this popularity, including the fact that TCP/IP is the protocol suite
of the Internet. If you send or receive an e-mail, research information, or play an
online role-playing game with thousands of people from around the world, you're
using the TCP/IP suite to communicate! Also, the TCP/IP suite was placed in the
public domain, ensuring that companies could design network software using the
protocol suite. All of the major operating systems—Windows, Linux, UNIX, and
0S X—provide network communication via TCP/IP. Another important contribu-
tion to TCP/IP’s popularity is that it is built on a set of dynamic specifications
that are constantly modified and updated through a process known as Request for
Comments (RFCs). RFCs ensure that TCP/IP is relevant to the networking technolo-
gies and methodologies now and in the future. You may peruse the
thousands of RFCs at www.ietf.org/rfc.html.

In this chapter, you'll explore and configure the basics of IPv4 addressing and
subnet masks. You'll examine how a network node—or, as they're usually called
when discussing TCP/IP, a network host—determines whether an IP address is
local or remote, and you'll set up the parameters that will enable your system to
communicate with hosts on remote networks. This chapter will focus on IPv4.
Later, in Chapter 13, you will dive into IPv6.

Wireshark, a freeware network protocol analyzer, will enable you to view
the contents of Ethernet frames. You'll use this to examine how IP addresses
(the logical addresses) are resolved to MAC addresses (the physical addresses).
Remember, Ethernet ultimately uses the MAC addresses to get the frames from
machine to machine. You'll configure both static and dynamic IP addressing,
then finish with a review of Automatic Private IP Addressing (APIPA).


http://www.ietf.org/rfc.html

Lab Exercise 7.01: Diagramming the IP Address and Subnet Mask

As you develop the skill sets required of a network technician, and study to
pass the CompTIA Network+ certification exam, it is imperative that you compre-
hend the finer details of the TCP/IP suite. There is a lot to cover in this chapter,
and at times it will be pretty intense, but I know you have what it takes to see it
through. Mike suggests taking a break midway through with World of Warcraft or
Counter-Strike. Me; I think I'll just go rock some Aerosmith in Guitar Hero!

b 45 MINUTES

Lab Exercise 7.01: Diagramming the IP Address
and Subnet Mask

There are two key components to all IP addresses: the IP address itself and the corresponding subnet

mask. The IP host addresses follow defined rules that specify whether they are valid IP addresses, which
network they belong to, and their unique computer address on that network. These are configured using
the IP address and the subnet mask. You should appreciate that a network host’s IP address and subnet
mask, both displayed in dotted decimal notation, are simply numeric representations of the binary values.
It's these binary values that identify each node on the TCP/IP network. Finally, you should recognize that
there are defined IP address classes, and that each of those classes comes with its own default subnet mask.

Valid IP addresses must follow a specific format. Knowing the rules for valid IP addresses is par-
ticularly important when you must manually configure a network node’s IP address. Configuring an IP
address in the wrong format means that your PC won't communicate on the network.

There’s a T-shirt available from thinkgeek.com that reads, “There are only 10 types of people in the
world: Those who understand binary, and those who don’t.” It's good for a laugh to anyone who under-
stands the basics of IP addressing. You don’t have to speak binary as fluently as Sheldon from The Big
Bang Theory to be a good network tech, but you should be able to perform simple decimal-to-binary and
binary-to-decimal conversions without much trouble.

You also need to understand the default IP address class ranges specified by the Internet Assigned
Numbers Authority (IANA), and the corresponding subnet masks that define them.

Learning Objectives

In this lab, you will review the basic rules of IP addressing. When you've completed this lab, you will be
able to

e  Convert IP addresses and subnet masks from dotted decimal notation to binary values

e  Identify IP address class ranges
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e  Name default subnet masks
® Define network IDs and host IDs

e  Validate IP addresses and subnet masks for a given network

Lab Materials and Setup

The materials you will need for this lab are
e  Pencil and paper
e A working, networked computer with Windows

e  C(Calculator with scientific or programmer view (the Windows calculator will do just fine!)

Getting Down to Business

CJ has appropriated some funds to set up a small networking lab in one of the spare offices at ITCF. It
will consist of six Windows machines (Windows 7), four Linux machines (Ubuntu), and a server run-
ning Windows Server 2008. For the time being, he has provided a couple of simple eight-port workgroup
switches and a Linksys router.

Maggie recommends that you head up the group to assemble and configure the network. Before
working with the hardware, you'll work through the basic configuration of IP addressing. Follow these
steps to strengthen your prowess in IP addressing.

Step 1 Maggie explains that every TCP/IP network must have a valid network ID and that each device
(host) on the network must have a unique host ID on that network. She starts you off with a Class C net-
work and provides the following network ID and subnet mask.

Network ID 192. 168. 5. o

Subnet Mask 255. 255. 255. o

You'll start this exercise by converting the network ID and subnet mask to their binary equivalents.
The built-in Windows calculator is an invaluable tool for configuring and converting network IDs, IP
addressess, and subnet masks into their rudimentary binary format. As with many of the Windows tools,
there are a number of ways to launch the Windows calculator. In Windows 7, click the Start button,
type calc in the Start | Search programs and files dialog box, and press ENTER. Once the calculator is up
and running, select View from the menu bar and click Programmer to change the view to programmer
mode, as shown in Figure 7-1.
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Ficure 7-1 The Windows 7 calculator in programmer view mode

Note the radio buttons that enable you to convert between hexadecimal, decimal, octal, and binary
values. By default, the decimal number system is selected. To convert a value from decimal to binary,
simply enter the value and then select the binary (Bin) radio button. For example, the decimal value for
the IP address of the Microsoft Web site, 207.46.131.43, converts to ITOOIIII.0O0IOIITO0.I00000II.00O0IIIII in
binary. In the following Lab Exercise, use the Windows calculator to convert the provided network ID

and subnet mask into their binary values.

v/ Hint

For accurate results, convert each decimal value one octet at a time rather than entering the
entire string of the IP address’s digits all at once. Note also that smaller decimal values will gen-
erate fewer than eight digits when converted to binary. This is simply the Windows calculator
leaving off the leading zeroes of the binary octet. When this happens, simply “pad” the binary
value with enough leading zeroes to bring the total number of digits to eight. For example, the
decimal value 46, converted to binary in the Windows calculator, displays a six-digit binary
value of 1o1110. To bring this value “up to code,” add two zeroes at the beginning for a result of

001011I0.

Network ID Dotted Decimal Notation 192. 168. 5. o
Binary Equivalent

Subnet Mask Dotted Decimal Notation 255. 255. 255. o
Binary Equivalent
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Step 2

Now close the Windows calculator and use the following chart to convert the following network

IDs and subnet masks into binary values the “old-fashioned” way.

27

2 25 24 23 2

128

64 32 16 8 4 2 I

v/ Hint

The binary system, also referred to as the “base 2 numbering system,” is based on powers of two,
just as the decimal system is based on powers of 10. Each digit in this conversion table can be
turned “on,” represented by a value of 1, or “off,” represented by a value of o, to complete the

eight digits contained in a binary octet.

To convert a decimal value to binary using this table, start with 128 and work your way to the
right, marking a 1 in each position where your decimal value “fits” and subtracting that value
from the decimal total. Then move to the next position, and the next position, until you arrive
at o. For example, take the decimal value 155 and match it to the chart. Can 128 fit into 155? Yes,
so mark a 1 in that position. That leaves 27. Can 64 fit into 27? No, it cannot, so mark a o in that
position. Same for 32, it does not fit into 27, so mark a o in that position. Since 16 fits into 27,
mark a 1 in that position. This leaves 11. And 8 fits into 11, so mark a 1 in that position. You now
have a 3 left. The 4 position gets a o since it’s too large to fit into 3. However, 2 does fit into 3, so
mark a 1 in that position. This leaves you with 1, which can be subtracted from 1. This finalizes

the conversion with a 1 in the last position and a remainder of o.

128 64 32 16 8 4 2
I o o I I o I

Network ID Dotted Decimal Notation 10. o.
Binary Equivalent

Subnet Mask Dotted Decimal Notation 255. o.
Binary Equivalent

Network ID Dotted Decimal Notation 172. 16.
Binary Equivalent

Subnet Mask Dotted Decimal Notation 255, 255,
Binary Equivalent
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Step 3 Maggie wants you to define the different IP address classes. Using your favorite search engine,
research the IP address ranges defined by each of the default address classes. In the following table, fill
in the appropriate address ranges for each IP address class and identify the private address reserved for

that class.

® Cross-Reference

Additional information may be found in the “IP Addresses” and “Class IDs” sections of Chapter 7
in the Mike Meyers’ CompTIA Network+ Guide to Managing and Troubleshooting Networks textbook.

IP Address Class Beginning IP Address Ending IP Address Private IP Address
Class A

Class B
Class C

Class D

Class E

Step 4 The IP address classes skip the entire 127.0.0.1 — 127.255.255.254 range. This is a special range
reserved for testing the configuration of TCP/IP on the local machine. It is referred to as the loopback
address. Open a command prompt and type ping 127.0.0.1. What are the results?

Step 5 Before closing the command prompt, type ipconfig /all. What is your PC’s IP address and
subnet mask? What IP address class is it?

Step 6 Define the function of an IP address’s subnet mask.
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Step 7 In the following table, fill in the appropriate default subnet mask for each IP address class:

IP Address Class Default Subnet Mask

Class A

Class B

Class C

Step 8 Based on the default subnet masks for the preceding classes, identify the class, network IDs,
and host IDs for the following IP address examples:

IP Address IP Address Class Network ID Host ID

I31.104.192.3

45.200.49.20I

194.39.110.183

208.154.191.9

126.9.54.172

Step 9 Explain what is meant by using the Classless Inter-Domain Routing (CIDR) notation (for exam-
ple, /24) following an IP address. For example, what does the value 201.23.45.123/24 represent?

Step 10 Now that you have explored IP addresses and subnet masks, Maggie asks you to take a look at
some of the network IDs she has configured for the lab network.

The network ID is 192.168.5.0/24.

She asks you to determine if they are valid addresses, and if not, to explain why.

IP Address Valid/Invalid

192.168.5.10/24

192.168.6.10/24

192.168.5.10/24

192.168.5.11/26

192.168.7.12/24

192.168.5.13/24

192.168.5.255/24

172.16.5.15/16
10.168.5.16/8

192.168.5.0/24
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0 30 MINUTES

Lab Exercise 7.02: Configuring IP Addresses
and Subnet Masks

Having now spent some time working through the concepts of IP addresses and subnet masks, it is time
to build and configure the lab network. The addressing scheme will vary from one network administrator to
another, but all will have some logic to the class range and assignment that they use. Maggie has already
provided the Class C network ID of 192.168.5.0/24. Now it is up to you to choose how to assign individual
host addresses. You will work through planning the address scheme, connecting the hardware, and then
configuring each machine’s TCP/IP properties to communicate on the network.

Learning Objectives

In this lab, you will configure the IP addresses and subnet masks for a small lab network. When you've
completed this lab, you will be able to

e  Assemble the hardware (computers, cabling, and switches) in a small network environment
®  Determine an addressing scheme for the 192.168.5.0/24 network you have been provided

e  Configure the static IP addresses and subnet masks on both Windows-based machines and
Linux-based machines

e  Confirm connectivity between machines on the specified network

Lab Materials and Setup

The materials you will need for this lab are
e  Pencil and paper
e  (alculator with scientific or programmer view (the Windows calculator will do just fine!)
®  An Ethernet switch and eight UTP patch cables
e  Two or more Windows PCs

e  Optionally, at least one computer configured with Linux

=>» Note

For the purposes of this Lab Exercise, students may build a lab setup similar to the lab setup
described in the ITCF scenario or apply the steps to the classroom lab setup as directed by the
instructor. The speed of the switches and NICs as well as the category of UTP cabling is not criti-
cal as long as connectivity can be established. 10-Mbps, 100-Mbps, and 1000-Mbps switches and
NICs along with CAT s, se, or 6 cabling are all acceptable. The Lab Exercise steps were performed

on Windows XP, Vista, and Windows 7 machines as well as Ubuntu and Knoppix Linux machines.
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Getting Down to Business

You will begin this exercise with the assembly of a small lab network using a switch, four Windows
computers, and two Linux computers. You will then calculate the range of host addresses that you will
assign to the computers.

When network administrators plan out their network addressing scheme, they always work to have
expansion planned into the design. Typically, a range of addresses will be set aside for network rout-
ers, servers, and network printers. Over the years, depending on the overall population of the network,
I have used a methodology in which the first 10 addresses are reserved for routers, the last 20 to 50
addresses for servers, and 10 to 20 addresses below the servers for network printers.

For example, the Class C network of 192.168.1.0/24 might be distributed as follows:
Routers: 192.168.1.1 — 192.168.1.10

Clients: 192.168.1.11 — 192.168.1.212

Printers:  192.168.1.213 — 192.168.1.232

Servers: 192.168.1.233 — 192.168.1.254

After planning the network addressing scheme, you'll configure each machine with an appropriate
static address and subnet mask, and then test the connectivity between the computers.

Step 1  Utilizing the lab hardware provided by your instructor, assemble the computers into a small
network connected via UTP patch cables to the Ethernet switch. Ideally, you would work with four
Windows machines and two Linux machines; however, one of each will suffice. Alternatively, the
instructor may have students utilize the existing classroom computers and network to facilitate the
Lab Exercises.

Step 2 Now calculate the IP addresses and subnet masks for each of the host computers on this network.
The lead network administrator has reserved the addresses from 192.168.5.1/24 through 192.168.5.10/24
for network routers, 192.168.5.220/24 through 192.168.5.229/24 for network printers, and 192.168.5.230/24
through 192.168.5.254/24 for servers.

Pay careful attention to these reserved addresses, and avoid assigning duplicate addresses as they
will create TCP/IP conflicts on the network.

Host Computer IP Address Subnet Mask

Windows Computer A

Windows Computer B

Windows Computer C

Windows Computer D

Linux Computer A

Linux Computer B
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Step 3 With your documentation in hand, log on to Windows Computer A and open the Network and
Sharing Center. On the left-hand side of the window, click on Change adapter settings to open the Net-
work Connections applet. Right-click the Local Area Connection icon and select Properties. Scroll down
to the Internet Protocol Version 4 (TCP/IPv4) menu item and select Properties. Select the Use the
following IP address radio button and enter the IP address and subnet mask for Windows Computer A (see
Figure 7-2).

r ™y
Internet Protocol Wersion 4 (TCP/IPv4) Properties &u

General

‘You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
@ Usze the following IP address:

IF address: 192,168, 5 . 11
Subnet mask: 255.255. 0 . 0
Default gateway:

Obtain DMS server address automatically
@ Use the following DNS server addresses:
Preferred DNS server:

Alternate DNS server:

Validate settings upon exit

\ )

Ficure 7-2 The Windows Internet Protocol version 4 (TCP/IPv4) Properties window

Step 4 Repeat the configuration steps with each of the Windows computers (B-D).

Step 5 Now log on to Linux Computer A and open the Network Configuration utility. Just as in Win-
dows, there are a number of ways that you can navigate to the Network Configuration utility in Ubuntu
Linux. One of the more formal methods begins by clicking the power icon and selecting System Set-
tings from the drop-down menu. This opens the Control Center where you can select Network Con-
nections. Select the wired adapter (Auto ethi) and click the Edit button.

Select the IPv4 Settings tab. Click on Method: and then click on Manual from the drop-down
menu. Click the Add button and enter the IP address and Netmask (as the number of masked bits; for
example, a Class C address has a Netmask of 24) for Linux Computer A (see Figure 7-3).
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Editing Auto etho

Connection name: |Auto etho |

& Connect automatically

wired | 802.1x Security | 1Pv4 Settings | IPv6 Settings

Method: | Manual =

Addresses

Address Netmask Gateway

192.168.5.15 24 ——
! ! Delete |

DNS servers: [ ]

Search domains: [ ]

DHCP client ID:
& Require IPv4 addressing for this connection to complete

| Routes... |

& Available to all users [ Cancel ][ Save... ]

Ficure 7-3 Ubuntu’s Network Configuration utility
Step 6 Repeat the configuration steps with Linux Computer B.

Step 7 Your small six-node network should now be configured for communication. Test to see if you
can view other machines on the network. This is an excellent opportunity to reintroduce you to the
ping command-line utility. Open a command prompt on one of the newly configured machines and
type the following command: ping 127.0.0.1, and then press ENTER. What are the results?

Ping the IP address of the current machine you are working on. What are the results?

Now ping the IP address of one of the other machines on the network. What are the results?
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v Tech Tip

The ping utility uses a built-in function of the TCP/IP protocol to send a series of small “echo”
data packets (using TCP/IP’s Internet Control Message Protocol, or ICMP, which you will explore
further in Chapter 9) to a named network PC. When you're troubleshooting network connectivity

issues, ping is a network tech’s best friend!

To finish up this exercise, try sharing some Word files between the Windows and Linux computers.
After all, when you are testing the connectivity of machines, what better way than using the network to
share resources?

é 45 MINUTES

Lab Exercise 7.03: Configuring Subnetting

As you learned in Lab Exercise 7.01, when it comes to IP addressing, the IP address is only half the story.
The other component is the subnet mask. Network hosts need both an IP address and a matching subnet
mask in order to communicate on a network.

Up to now, you have only explored IP addresses and subnet masks that conform to standard configu-
rations for each major IP address class. Network techs can also use custom configurations that extend
the network ID portion of the subnet mask into the host ID portion of the subnet mask, creating what
are affectionately known as subnets. Classless Inter-Domain Routing (CIDR) is the method of further sub-
netting a Class A, B, or C address to provide multiple network IDs from one assigned address.

Depending on your particular IP network needs, especially if you're working with an Internet ser-
vice provider (ISP), you will need to become familiar with the task of identifying and configuring CIDR
addresses and subnet masks. To develop a deeper understanding of CIDR, you'll practice configuring CIDR
addresses and subnet masks, creating additional networks from one Class A, B, or C address.

Learning Objectives
In this lab, you will explore CIDR. When you've completed this lab, you will be able to

e  Define a custom subnet mask

e  (alculate variable-length subnet masks and the total number of network IDs and host IDs they
define for each IP address class

®  Define a CIDR address to provide a specific number of networks for future lab exercises

Lab Materials and Setup

The materials you will need for this lab are
e  Pencil and paper

e  (alculator with scientific or programmer view
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Getting Down to Business

While working on the configuration of the lab machines in the previous exercise, you may have noticed
that all of the addresses are on the same network. You know that in the near future, you would like to
expand to additional networks, separated by routers, but Maggie has provided only the Class C network ID

of 192.168.5.0/24.

She would like you to explore using CIDR to create multiple networks from the one Class C address,

dividing the lab network into several subnets.

¥ Cross-Reference

To prepare for the following lab steps, review the “CIDR and Subnetting” section of the Mike Meyers’
Network+ Guide to Managing and Troubleshooting Networks textbook. This will further strengthen your
understanding of the concepts and calculations involved when configuring the subnets and hosts

defined using Classless Inter-Domain Routing.

Step 1 What is the motivation behind using a custom subnet mask versus a default subnet mask?

Step 2 To get you started with some calculations, Maggie presents you with the Class B network ID of

165.1.0.0/16. How many hosts can this network support?

v/ Hint

To determine the number of hosts supported by a network (or subnet), convert the 32-bit subnet
value to binary, and separate the network portion from the host portion. Count the number of
bits in the o (“off”) position in the host portion of the subnet mask. Then use the formula 2* - 2,
with x being the number of bits. Using a default Class C subnet mask as an example, note that

8

there are 8 bits in the o position in the host portion, so 2° — 2 = 254 possible hosts.

Step 3 Using the same address of 165.1.0.0/16, subdivide the network into at least five subnets. You
need to configure the subnet mask to create an extension of the network ID, allowing for additional
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subnets. How many bits of the host portion of the subnet mask do you need to “borrow”? What will the
resultant subnet mask be in decimal value? How many hosts will each subnet support?

v’ Hint

To determine the number of bits to borrow from the host portion of the subnet mask, first con-
vert the subnet mask into binary. Then separate the network portion from the host portion.
Using the formula 2 = number of subnets, calculate the number of bits you will have to borrow
from the host portion in order to support the number of subnets that are needed.

For example, to define at least 12 subnets for a Class C network using the default subnet mask
of 255.255.255.0, convert the subnet mask to binary: IIIIIIr.IrmI.IIIIIIII.00000000. Separate
the network portion (rrrrrrrr.rrrmr.ma) from the host portion (oooooooo). Now calculate
the number of bits to borrow. Using the formula 2%, plug in successive number of bits until you

arrive at the number that provides 12 or more subnets. Using 24, you will arrive at 16 subnets.

The host portion of the subnet mask is now 11rroooo in binary. To determine the decimal value
of the subnet mask, add together the numeric value of each borrowed binary bit. With the first
four bits of the host portion of the subnet mask borrowed, add 128 + 64 + 32 + 16 for a decimal

value of 240. Append the default subnet mask with this value (that is, 255.255.255.240).

Step 4 Using the techniques practiced in the preceding steps, create a table of the variable-length sub-
net masks. Include the appropriate values for both the binary and decimal representations, number of
subnets, and the number of Class A, Class B, and Class C hosts for each subnet mask. Maggie has calcu-
lated the first two subnets as an example:

Subnet Mask Binary and Decimal # Class A # Class B # Class C
Host Portion with: Value of Subnet # Subnets Hosts Hosts Hosts

No bits .0 I 16,777,214 65,534 254
borrowed (00000000) (2°) (224 -2) (21® - 2) (28 -2)
One bit 128 2 8,388,606 32,766 126
borrowed (10000000) (21) (23 - 2) (25 - 2) (27 = 2)
Two bits

borrowed
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Subnet Mask Binary and Decimal # Class A # Class B # Class C
Host Portion with: Value of Subnet # Subnets | Hosts Hosts Hosts

Three bits

borrowed

Four bits

borrowed

Five bits

borrowed

Six bits

borrowed

Seven bits

borrowed

Eight bits

borrowed

Step 5 Take the original network ID of 192.168.5.0/24 and calculate the variable-length subnet mask to

produce at least five subnets for the lab network.

Document the total number of bits “masked” for the network ID and record the subnet mask for this

variable-length subnet mask.

v/ Hint

To define the network ID, host address range, and broadcast address for each subnet, you first
must determine the “multiplier” (interval of the furthermost right one bit). This defines

the spacing between each subnet. Begin with the original network ID (for this example,
192.168.1.0/26) and convert the subnet mask into binary as follows:

Dotted Decimal Notation 255. 255. 255. 192

Binary Equivalent IIIIIIII. IIIIIIII. IIIIIIII. II00000000
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Now identify the furthermost right one bit and convert it to its decimal equivalent, in this case

64. This is the number you will use to increment each network. Including the subnet zero and

the all-ones subnet produces the following table of subnets:

Subnet Beginning Address Ending Address Broadcast Address
192.168.1.0/27 192.168.1.1 192.168.1.62 192.168.1.63
192.168.1.64/27 192.168.1.65 192.168.1.126 192.168.1.127

192.168.1.128/27

192.168.1.129

192.168.1.190

192.168.1.191

192.168.1.192/27

192.168.1.193

192.168.1.254

192.168.1.255

Now take the network ID you defined above to produce at least five subnets. Using the method just
described, define the subnet, host address range, and broadcast address of each subnet and record it in
the following table:

Subnet Beginning Address Ending Address Broadcast Address

I.

~
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Lab Exercise 7.04: Local vs. Remote IP Addresses:
The Function of the Default Gateway

So far, so good! You just finished configuring six computers in a small LAN and validated that all of the
machines can at least communicate using IP addresses. Now it is time to expand your horizons, so to
speak, and facilitate communication beyond the LAN. Wise network techs, after plowing through the
“bits” and pieces of configuring IP addresses and subnet masks, inevitably ask themselves, “Why am I
doing this again?” It's a valid question, because when your brain is overheating from converting deci-
mal to binary and calculating subnet network IDs and host IDs, it's easy to lose sight of the real purpose
behind all of these mathematical gymnastics. The answer is deceptively simple: to distinguish between
local and remote network addresses!
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That's right. The whole point of all the previous ciphering and decimal-to-binary flip-flopping is to
tell the network host how to distinguish between data packets meant for the LAN and those meant to go
beyond the LAN. In the following exercises, you'll review how a network host uses the IP address and
subnet mask to determine if a data packet is meant for the local or remote network, and how data packets
that are meant for remote networks get there. Then, with the help of your instructor, you'll add a router to
your lab network and configure PCs on both sides to enable communication between the network segments.

Learning Objectives

In this lab, you will examine how computers communicate beyond the local area network and configure
a router to implement that communication. When you've completed this lab, you will be able to

®  Define how a network host distinguishes between local and remote addresses
®  Describe the function of a default gateway

e  Configure PCs on different networks to communicate through a router

Lab Materials and Setup

The materials you will need for this lab are
e  Pencil and paper
e  (alculator with scientific or programmer view
e A router such as Linksys WRT54GL
e A second Ethernet switch and six UTP patch cables
e  Two or more additional Windows PCs

e  Optionally, at least one additional computer configured with Linux

¥ Cross-Reference

To complete the steps contained in this lab, students may expand on the lab setup from Lab
Exercise 7.02 or apply the steps to the classroom lab setup as directed by the instructor. The
router can be a simple wireless router from Linksys or NETGEAR (currently, you'll only be using
the wired interfaces on the router), or a full-function Cisco Systems or Juniper Networks router.
The router may be configured by the instructor, or you may want to jump ahead to Lab Exercise

8.o1, where you will practice the configuration of routers.

Getting Down to Business

It's time to expand your lab’s local area network beyond one local area network with the introduction
of a router and a remote network. Before you assemble the hardware, cabling, and additional machines,
you'll calculate how computers on one network know whether data is for them or for a different network.
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You will then explore how computers on different networks send data to each other. Finally, you'll set
up CIDR IP addresses for both the local and remote networks, install the router and machines, then
configure the default gateways and confirm data delivery.

Step 1 Describe the process that a network host uses to determine whether a data packet is local or
remote. Provide an example using the following IP addresses:

e  Host IP address 188.254.200.13/28

e  Data packet destination IP address 188.254.157.9/28

v/ Hint

To determine if an IP address is local or remote, you must first convert the IP addresses and sub-
net masks to their binary values. You then perform the Boolean logic operation of AND on the IP
addresses and subnet masks for each of the nodes and compare the results. If the results are the
same (all 1s and os match), the hosts are on the same network. If the results do not match, the

hosts are on different networks.

The actual ANDing operation to determine if a destination host is local or remote is performed
internally in the sending host. It is a complex process involving ANDing the destination host’s
IP address against entries in the sending host’s routing table. This example is a extremely sim-

plified method and is included for educational purposes only.

In Boolean logic, o AND o =0, 1 AND o = 0, 0 AND 1 = 0, and 1 AND 1 = 1. For example:

Host IP Address (192.168.5.98) 1II000000.I0I0I000.00000I0I.0II000I0
Host Subnet Mask (255.255.255.224) IITIIIII.ITIIIIIL. ITTIIIIT.IITIO0000

ANDed Result 1I1000000.10I0I000.00000I0I.0II00000
Data Packet Destination IP Address (192.168.5.131 ) 1II000000.I0I0I000.00000I0I.I00000II
Host Subnet Mask (255.255.255.224) IIITIIIL. IITIIIIL. IITIITIT. III00000

ANDed Result II000000.I0I0I000.00000I0I.I0000000
Host ANDed Result I1000000.I10I0I000.00000I0I.0TI00000
Destination ANDed Result II000000.I0I0I000.00000I01.I0000000
Result Results do not match = remote address
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Step 2 Compare the following IP addresses and determine whether they are local or remote:

Host IP Address Host Subnet Mask Destination IP Address Local or Remote?
a) 210.145.149.123 255.255.255.0 210.145.253.199
b) 192.168.4.18¢ 255.255.255.224 192.168.1.107
c) 10.154.187.89 255.102.0.0 10.152.179.88
d) 132.100.45.5 255.255.252.0 132.100.45.45
e) 151.251.100.101 255.255.0.0 166.200.110.10
v Hint

A good online subnet calculator is available here:

www.subnetonline.com/pages/subnet-calculators/ip-subnet-calculator.php

Step 3 When a network host determines that a data packet is intended for a remote network, what
does it do with the packet?

Step 4 Name two ways that a network host determines the IP address of its default gateway.

Step 5 What is the function of the default gateway?

Step 6 Now, using the additional lab hardware provided by your instructor, assemble the computers into
Network 2 connected via the UTP patch cables to the second Ethernet switch. Ideally, you will install
two Windows machines and two Linux machines; however, one of each will suffice. Using the router,


http://www.subnetonline.com/pages/subnet-calculators/ip-subnet-calculator.php
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connect one port of the switch on Network 1 to one of the LAN ports on the router. Then connect one of
the ports of the switch on Network 2 to the WAN port of the router.

Step 7 Maggie has established the following IP network IDs for each network:

Network 1 (LAN): 192.168.5.32/27
Network 2 (WAN): 192.168.5.96/27

She has also reserved the first address in each range for the IP address of each interface. The Net-
work 1 (LAN) interface is 192.168.5.33/27, and the Network 2 (WAN) interface is 192.168.5.97/27. Now she
would like you to configure each of the machines on both networks with appropriate IP addresses, sub-
net masks, and default gateways.

As in Lab Exercise 7.02, pay careful attention to reserved addresses (such as the router interfaces)
and avoid assigning duplicate addresses, as they will create TCP/IP conflicts on the network.

Step 8 The two-subnet, 10-node network should now be configured for communication. Ping various
IP addresses of the other machines on the network. Ping both of the IP addresses for the router. Ping
between machines from Network 1 to machines on Network 2 and vice versa. What are the results?

Test to see if you can view other machines on the network. What are the results?

Step 9 On one of the Windows machines, open a command prompt and type ipconfig /all. What
is the IP address of your PC's default gateway? Do the same on one of the Linux machines by opening
Terminal and typing the command route -n. The Gateway of Last Resort (0.0.0.0) should display the
default gateway.
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Lab Exercise 7.05: IP Addressing, MAC Addressing,
and Ethernet: Working Together

The most basic unit of data transmission on an Ethernet network is the frame. Back in Chapter 2, you
learned how data travels down through the 0SI model. Transmission Control Protocol (TCP) segments
or User Datagram Protocol (UDP) datagrams come down from the Transport layer and are encapsulated
with a header and trailer. The header, data, and trailer comprise an IP packet. The IP packets come
down from the Network layer and are encapsulated with another header and trailer. The header, data
(packet), and trailer comprise the frame.

Data frames include the MAC address of both the sending and receiving computer, an error-checking
value called the frame check sequence (FCS), and, of course, the data itself. When the TCP/IP protocol is
utilized, other important values that are included are IP addresses, TCP and UDP ports, and protocols
from the TCP/IP suite.

Because the data frame process is hidden from us, it’s sometimes hard to get a real grasp of the
mechanics involved. Luckily, network techs have tools available to help make these concepts a bit more
tangible. The tool of choice for this purpose is a protocol analyzer, usually called a packet sniffer. This isn't
just a clever moniker; packet sniffers “sniff” network traffic and Sniffer Technologies was the real name
of a company that made protocol analyzer devices. The name is apropos for the whole category of tools.

Packet sniffers are available as hardware-based devices and as software applications, but they all
enable you to do the same thing: pull data frames off the network and cache them for offline analysis.
Using a packet sniffer, you can view each of the components that make up the data segments, data-
grams, packets, and frames.

Beyond the “because it’s cool” factor, are there practical reasons for examining data frames? Plenty
of them! Packet sniffers are some of the best tools for optimizing network performance. Using packet
sniffers, you can determine the type of network traffic that is tying up a busy network. A network
switch that is connected to itself or a malfunctioning NIC, for example, will send excessive (and usually
incomplete) data frames—network techs call this jabbering. Either of these conditions (and others) can

be detected using a packet sniffer.

In this lab, you'll use a packet sniffer application to capture data frames from your network and
view the captured data to explore the Address Resolution Protocol (ARP), which resolves IP addresses to
MAC addresses.

v Tech Tip

The terms data frame and data packet are often used interchangeably. However, this is incorrect.
The most common frames are Ethernet frames and the most common packets are IP packets. You

should try to use the proper terms!
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Learning Objectives

In this lab, you'll install and run the Wireshark packet sniffer application, use it to capture data from
your network, and examine the captured data. When you've completed this lab, you will be able to

e  Perform a data frame capture from a network

e  Examine the captured data to view each data frame’s contents specifically focusing on ARP frames

Lab Materials and Setup

The materials you'll need for this lab are
e  Setup file for the Wireshark packet sniffer application

e Two or more networked Windows PCs

Getting Down to Business

In the previous chapters, you learned that Ethernet is the dominant networking technology using the
hybrid star-bus topology. When devices communicate over Ethernet, they use a unique, 48-bit hexadeci-
mal media access control (MAC) address to identify each machine on the network. You are now studying
TCP/IP and have learned that each device on a TCP/IP network must have a unique IP address. Each IP
address uses a subnet mask to establish both the network ID and the host ID from the 32-bit address,
both of which are displayed in dotted decimal notation. TCP/IP is the most prominent network protocol
primarily running over the most prominent technology, Ethernet.

When one computer wants to establish communication with another computer, it will send a mes-
sage out to the network to determine who has the IP address to which the computer would like to send
the data. As mentioned, Ethernet uses MAC addressing, so inevitably, the IP address will need to be
resolved to the MAC address for communication to take place. The Address Resolution Protocol (ARP) is
used to resolve IP addresses to MAC addresses, allowing devices to communicate over TCP/IP-Ethernet
networks. In this Lab Exercise, you will explore the mechanics of the ARP and dissect individual frames
to clarify further the relationship between IP addresses and MAC addresses.

To make a detailed analysis of network traffic, you must install Wireshark on one of the networked

PCs and confirm that it operates satisfactorily.

Step 1 The steps for this exercise and other exercises in this chapter and subsequent chapters call for
using a packet sniffer to capture segments, datagrams, packets, and frames from your network. Wire-
shark is an excellent software-based packet sniffer that runs on just about any platform. Wireshark has
many compelling features that put it on par with other packet sniffer applications, and best of all, it is
free and open source. Follow these steps to download and install Wireshark:

1. Go to www.wireshark.org and click on the Download Wireshark Get Started Now button.

2. On the Get Wireshark page, click the link for the Windows Installer (32-bit or 64-bit depending
on your machine).


http://www.wireshark.org
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3. Download the Wireshark executable installation file (the current version at the time of this
writing is 1.6.1) to your Windows desktop or downloaded files folder.

4. Double-click the Wireshark installation file to start the installation wizard, and follow the
prompts to complete the installation.

Step 2 Start the Wireshark packet sniffer, shown in Figure 7-4, by clicking Start | All Programs |
Wireshark and selecting the Wireshark program icon.

i. The Wireshark Nm

File Edit View Go Capture Analyze Statistics Telephonx Tools Internals  Help
BudeN CExXZE AernT eIEE aaq

Fille|:| Izl Expression.. Clear Apply

WERx G
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Version 1.6.1 (SVN Re 6 from /ftrunk-1.6)
Capture L Files _Q __ oOnline
Interface List Open Website
= Ope =
= Live ist of the capture interfaces Open a previously captured file Visit the project’s website

{counts incoming packets)

Open Recent: " .
| Start capture on interface: @ User's Guide

The User's Guide {local version, if installed)

2] Microsoft @ Sample Captures
E Microsoft = . N

A rich zssortment of example capture files on the wiki Security
E Microsoft g

[#] Realtek PCIe GBE Family Controller Miork mihWsshosk = Samy s hestle
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I Capture Options

Start a capture with detailed options

,

@ How to Capture

Step by step to & successful capture setup

Network Media

g Specific information for capruring en:
Ethernet, WLAN, _

Ol Ready to load or capture | Mo Packets Profile: Default

Ficure 7-4 The Wireshark packet sniffer application
Wireshark has a nice splash page giving you options to start a capture, open an existing file, or get
further information online right from the opening page.

Step 3 You can now start a data frame capture by selecting Capture Options right from the welcome
screen menu. This brings up the Wireshark: Capture Options dialog box, shown in Figure 7-5.
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Ficure 7-5 The Wireshark: Capture Options dialog box

List some of the default settings here:

Step 4 Start by selecting the interface from the drop-down menu. Deselect the Capture packets in
promiscuous mode check box to reduce some of the traffic that will be “picked up” by the network
interface. Start capturing data frames that are sent or received by this machine by clicking the Start
button at the bottom right of the window. Depending on the network you are attached to, you may or
may not observe any capture activity until you generate network communication.

Notice the Wireshark display is divided into three panes. The top section is the Packet List pane,
which lists a summary of each frame captured. The middle section is the Tree View pane, which displays
details of each captured frame. The bottom section is the Data View pane, which shows hexadecimal val-
ues of captured data. The right side of the bottom section will show the ASCII values for the hex values,
even if it's not meant to be translated into ASCII. When you see a dot, it means that there is no ASCII
equivalent. Other times you'll see ASCII translations that make no sense, because they weren’t meant to
be translated.
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Step 5 Computers and devices generate a large amount of network traffic just establishing communica-
tions. To clear away some of these packets from the view of your capture, you are going to apply a filter.
In the Filter: dialog box on the toolbar, enter the following string: ARP or ICMP and click the Apply
button. This will filter out all other traffic except ARP frames or ICMP packets from the displayed traffic,
although Wireshark will continue to capture all packets and frames.

Step 6 Now, to see a concrete example of a data capture, run the ping command on your network.
Open a command-line window, type ping, followed by a space, and the host name or IP address of a
remote PC on your network. To ping a PC with the host name WindowsComputerB, for example, type
ping windowscomputerb and press the ENTER key. The following text shows sample output from the ping
command.

C:\>ping windowscomputerb
Pinging windowscomputerb [192.168.5.13] wcith 32 bytes of data:
Reply from 192.168.5.13: bytes=32 time=110ms TTL=48
Reply from 192.168.5.13: bytes=32 time=115ms TTL=48
Reply from 192.168.5.13: bytes=32 time=107ms TTL=48
Reply from 192.168.5.13: bytes=32 time=111lms TTL=48
Ping statistics for 192.168.5.13:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss)
Approximate round trip times in milli-seconds:
Minimum = 107ms, Maximum = 115ms, Average = 110ms

What are the results of your ping operation?

Step 7 Close the command-line window by typing exit at the prompt. In Wireshark, click the Stop
button to stop the data capture. Now it’s time to analyze the captured data for the ping operation you
just ran. Again, depending on the traffic on your network, you should have 10 to 12 frames of data dis-
played in the Wireshark viewer.

Step 8 Packet sniffers can capture hundreds of data frames in just a matter of seconds, especially if
left in promiscuous mode, so applying the ARP or ICMP filter should help you to easily identify the 10

to 12 packets of data you want to analyze. The important information you are interested in for this Lab
Exercise are the frames concerning the address resolution protocol (ARP). There should be two lines of
ARP frames displaying IP addresses and the MAC addresses to which they resolve, followed by eight lines
of ICMP packets showing the results of the ping (see Figure 7-6). What are the results?
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Ficure 7-6 Two lines of ARP frames and eight lines of ICMP packets

Hint

If, when you display the capture information, there are no ARP frames displayed, it may be
caused by one of two situations. First, if you have used the ping command, or have been sharing
files back and forth with the target computer prior to collecting the capture data, there may be
entries in the ARP cache. Open a command prompt and run the following command:

C:\>arp -a

If the following information (or similar with the IP address of your target machine) is displayed,
you have an entry in the ARP cache.

Interface: 192.168.5.12 --- 0x3
Internet Address Physical Address
192.168.5.12 00-0e-28-92-ac-b7

Once two machines have communicated, they will place entries into the ARP cache to avoid
generating broadcast traffic. The entries can remain anywhere from 2 to 20 minutes depending on
the operating system. In this Lab Exercise, you want to create ARP broadcast traffic to capture,
so you'll want to clear the ARP cache. To clear the ARP cache entries, use the following command.
You may need to run the command prompt in elevated mode (as administrator). When opening
the command prompt, right-click cmd.exe and select Run as administrator from the drop-down

menu.

C:\>netsh interface ip delete arpcache
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The above routine to clear the ARP cache is somewhat overkill when you could use the command
arp -d. However, the CompTIA Network+ exam will expect you to have some experience using
the netsh command, so consider this practice.

To verify the ARP cache is cleared, type arp -a once again. Your results should match the
following output:

C:\>arp -a
No ARP Entries Found

The second situation could be an incorrectly entered filter setting in Wireshark. Open Wireshark
and examine both the Capture and Display filters. Confirm that the “ARP or ICMP” filters have
been selected in the Display filter and that the “No ARP” filter has not been selected in either
the Capture or Display filters.

Now perform Steps 3 through 7 again to capture ARP frames in Wireshark.

Step 9 In the Packet List summary pane, select the first ARP data frame listed and fill in the informa-
tion displayed in the following column fields: Number, Time, Source, Destination, Protocol, and Info.

Step 10 In the Tree View pane, you'll see a wealth of information relating to the data frame, includ-
ing frame information, Ethernet information, protocol information, and data payload information.
Clicking the small plus sign (+) at the beginning of each line expands it into a tree view showing details.
Expand the Frame, Ethernet II, and Address Resolution Protocol (request) tree listings to determine
the answers to the following questions:

e  What is the total size in bytes of the data frame?
e  What is the sender MAC address?

e  What is the sender IP address listed in the frame?
e  What is the target MAC address?

e  What is the target IP address listed in the frame?
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Step 11 In the Packet List summary pane, select the very next ARP data frame listed (this should be a
reply to the ARP request) and fill in the information displayed in the following column fields: Number,
Time, Source, Destination, Protocol, and Info.

Step 12 In the Tree View pane, expand the Frame, Ethernet II, and Address Resolution Protocol
(reply) tree listings to determine the answers to the following questions:

e  What is the total size in bytes of the data frame?
e  What is the sender MAC address?

e  What is the sender IP address listed in the frame?
e  What is the target MAC address?

e  What is the target IP address listed in the frame?

Step 13 Now you are going to repeat Steps 3 through 11; however, this time you will use the address of
a computer on the remote network. Record your results and compare them to the data you captured for
the machine on the local network. What are the results?

=» Note

If your network is not currently set up to resolve host names to IP addresses using DNS, the
ping of a computer on the remote network may fail. To complete the Lab Exercise, just ping the

IP address of the remote computer. You will study DNS in Chapter ro.

¥ Cross-Reference

To clarify the relationship between IP addresses and MAC addresses and ARP, reread the “Subnet
Masks” section of Chapter 7 in the Mike Meyers’ CompTIA Network+ Guide to Managing and Troubleshooting
Networks textbook.
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Step 14 Before you wrap up this dissection of data frames, take a minute to examine the information
displayed in the Data View pane of Wireshark. The pairs of alphanumeric characters you see listed in
the Data View pane represent the hexadecimal values of each byte of the captured data frame. You may
recall from working with MAC addresses (which are displayed in hexadecimal) that the hexadecimal
numbering system is a shorthand way of representing binary. Each hexadecimal digit represents four
bits, so a byte can be represented with two hexadecimal digits. For example:

AF hex = 10101111 bin

You explored the details of the binary numbering system in Lab Exercise 7.o1, but for now, concentrate
on knowing how to find the hexadecimal value for each piece of the captured data frame information.
Wireshark automatically highlights the hexadecimal portion shown in the Data View pane of any data
selected in the Tree View pane. As an example, while the Target IP address line is selected in the Tree
View pane, note that the hexadecimal value of that IP address is now highlighted in the Data View pane.

What is the hexadecimal value for the selected IP address?

Wireshark is a fantastic tool for displaying the actual nuts-and-bolts data that you have examined
conceptually. You'll see more of this tool as you complete steps in the next lab exercise and later exer-
cises in this book. Move on to the next lab to examine the sequence of events involved in obtaining an

IP address automatically.

=>» Note

Hexadecimal is a numbering system commonly used to represent binary values. Remember that
everything is binary to a computer, so hexadecimal is simply a method to display long strings of
binary numbers in a shorter format. Each hexadecimal digit represents four binary digits, so a
MAC address of 1a:2b:3c:4d:5e:6f is a bit easier for people to understand than the binary equiva-
lent of ooorroro:oororo1r:00111100:01001101:01011110:0110111I. You will be working with the hexa-

decimal number system again in Chapter 13.

b 45 MINUTES

Lab Exercise 7.06: Static IP Addressing vs.
Dynamic IP Addressing

One of the reasons that TCP/IP is so widely adopted is that it’s extremely flexible. The TCP/IP protocol
suite not only works on any number of computer platforms and applications, but it also interfaces with
a variety of advanced network services. One of these important services is the Dynamic Host Configuration



Lab Exercise 7.06: Static IP Addressing vs. Dynamic IP Addressing 131

Protocol (DHCP) IP addressing service. DHCP provides valuable functions that make your job as a network
tech easier. In this Lab Exercise, you will take a look at what DHCP does, how you configure your host to
use DHCP, and how DHCP actually works. You will then examine what happens if the DHCP server goes

down or becomes unavailable.

Learning Objectives

In this lab, you will explore and configure the various components of the DHCP client. When you have

completed this lab, you will be able to
e  Describe the functions of the DHCP service
e  Configure PCs to use DHCP
e  Diagram how DHCP requests work between a DHCP client and DHCP server
e  (Customize a Windows client to use DHCP and static IP information for unique situations

®  Recognize some typical DHCP problems and know how to deal with them

Lab Materials and Setup

The materials you will need for this lab are
e  Pencil and paper

® A DHCP server (either the service on the router or a Windows or Linux server).

¥ Cross-Reference

These steps again utilize the lab setup from Lab Exercise 7.02. As before, you may perform these
steps on the classroom network as directed by the instructor. The DHCP server services may be
enabled on the router or a server may be added to the network (for example, Windows Server
2003 or Windows Server 2008 supports DHCP server services). For the purposes of this lab, DHCP
need only be enabled on the LAN network. The instructor should configure the DHCP server for

proper operation.

Getting Down to Business

Up to now, you have configured all of the IP addresses, subnet masks, and default gateways manually.
This is known as static IP addressing. Imagine though, if instead of ten computers on a two-subnet network,
you were responsible for managing thousands of devices (computers, servers, printers, and so on) on
hundreds of networks. The documentation alone would be staggering! DHCP to the rescue!

CJ stops by to see how the network lab is shaping up just as you are setting up for some DHCP exercises.
He conveys to you that the inspection facilities are actually experiencing problems that seem to be
related to DHCP. Some of the systems are intermittently receiving Automatic Private IP Addressing (APIPA)
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addresses, signifying no connection to a DHCP server. He also states that some of the systems are being
assigned IP addresses with the wrong network ID! CJ compliments you on the progress with the network
lab and asks you to run a few tests to see if you can re-create the problems over at the inspection facilities.

Step 1 Describe the function of the DHCP service on a TCP/IP network.

Step 2 With the assistance of your instructor, enable the DHCP server on the router. Optionally, you
may add a Windows or Linux server and enable the DHCP services on the physical server. If both are
available, you can have the instructor configure an improper scope on one of the DHCP servers and actu-

ally see the results discussed in Step 14.

Step 3 Log on to one of the Windows computers on network 1. Open the Network Connections applet.
Right-click the Local Area Connection icon and select Properties. Scroll down to the Internet Protocol
version 4 (TCP/IPv4) menu item and select Properties. Select the Obtain an IP address automati-
cally radio button and the Obtain DNS server address automatically radio button, and then click the
OK button. Click the Close button to save your changes and exit the Local Area Connection Properties.

Repeat these configuration steps with the other Windows computers.

Step 4 Now log on to one of the Linux computers and open the Network Configuration utility. Select
the IPv4 tab, then select the DHCP option from the drop-down menu. Perform this configuration on the
second Linux machine.

Step 5 To view your PC’'s TCP/IP configuration, including advanced settings such as the DHCP informa-
tion, type ipconfig /all at the command prompt. What are the results?

=>» Note

Don't concern yourself with the IPv6 information at this time. You will be exploring the charac-
teristics and configuration of IPv6 in the Lab Exercises for Chapter 13.

Step 6 Network techs sometimes must manually refresh a network host’s DHCP lease, such as when

a major change has been made to the network’s configuration. To release and renew a network host’s
DHCP lease manually, you must execute two commands. The first of these commands is ipconfig
/release, which, when typed at the command prompt, releases the IP address back into the pool of
addresses. The second command is ipconfig /renew. When you type this at the command prompt,

it causes the host to obtain a new DHCP lease. You will now use Wireshark to capture data frames while
you obtain an IP address from a DHCP server.
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Step 7 Run Wireshark on one of the DHCP client systems, but do not start capturing frames. Open

a command prompt and run ipconfig /release. Go back to Wireshark and start capturing frames. As
in the previous Lab Exercise, you are going to use a filter to isolate DHCP traffic. In the Filter: Toolbar
dialog box, type bootp and click the Apply button. Return to your command prompt and run ipconfig
/renew. When the renewal is successful, stop capturing frames.

v Tech Tip

In the preceding step, you added a filter by the name of bootp. The bootstrap protocol (bootp) was
the predecessor to DHCP. You may explore the original RFC 951 at www.ietf.org/rfc/rfcosr.txt.

Step 8 You should find four frames labeled as DHCP under the Protocol column, as shown in Figure 7-7.
Note that there are four distinct UDP frames: DHCP Discover, DHCP Offer, DHCP Request, and DHCP ACK.
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Ficure 7-7 Wireshark capture of a DHCP request

Step 9 Examine the first frame of the exchange, the DHCP Discover. What is the Source Address? Is the
Destination Address 255.255.255.255? What do you think is the significance of this destination address?
Go into the bootstrap protocol details of this frame. Did your system request a particular IP address? If
so, why do you think it did so?
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Step 10 The second frame is DHCP Offer. What IP address did this come from? Go into the frame's
details. What is the IP address the DHCP server is offering? What other IP information is being offered
by the DHCP server?

Step 11 The third frame is DHCP Request. This frame is almost identical to DHCP Discover. This step
is not intuitive. Why should the DHCP client make a second request if the DHCP server has already
responded with all the information it needs?

Step 12 The final frame is DHCP ACK. This is the step where the client confirms the IP information.
The DHCP server will not start the DHCP lease until it gets this ACK command from the client. Based
on this fact, speculate why this frame is sent to the broadcast address instead of the DHCP server’s IP
address.

Step 13 Now disable the DHCP server. Open up the command prompt once again and type ipconfig
/release. After a moment, type ipconfig /renew. What are the results?

Step 14 Going back to the situation with the inspection facilities, why do you think that some of the
systems have completely different IP addresses than the ones the DHCP server is designed to lease to
clients? The different addresses do not start with 169.254. What could be the problem? How could you use
Wireshark to test your conclusions?
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Lab Analysis

1. Tegan works for an ISP and has been asked to set up the IP addressing scheme for a new region of
the city they are providing with Internet service. She is provided the Class B address of 141.27.0.0/16
as a starting point and needs at least 25 subnets. What is the CIDR subnet mask, how many net-
works does this allow for, and how many hosts will be available on each subnet?

2. Describe the function of private IP addresses, and list the private IP address ranges for Class A, B,
and C TCP/IP networks.

3.  Alexis has arrived at work this morning, logged on to her Windows 7 machine, and found that she
has no Internet access. You respond to her network support call. All of the obvious hardware and
configuration settings check out, so you run ipconfig /all. The IP address is 169.254.113.97/16.
What do you think the problem could be? What might you check next?

4. Ian is troubleshooting a network connectivity problem. He tries pinging 127.0.0.1, but the command
is unsuccessful. What might this indicate?

5. Matthew is trying to determine if he needs an Ethernet switch or a router to connect Workstation
A to Workstation B. Workstation A has an IP address of 172.16.33.1/20 and Workstation B has an IP
address of 172.16.45.254/20. Which device should he choose?
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Key Term Quiz

Use the IP addresses and vocabulary terms from the list below to complete the sentences that follow.
Not all of the terms will be used.

10.0.0.0/8 host ID

169.254.0.0/16 Internet Assigned Numbers Authority (IANA)
172.16.0.0/16 Internet Protocol version 4 (IPv4)
192.168.0.0/24 ifconfig

Address Resolution Protocol (ARP) ipconfig

arp -a ipconfig /all

Automatic Private IP Addressing (APIPA) ipconfig /release

Classless Inter-Domain Routing (CIDR) ipconfig /renew

default gateway network 1D

DHCP ACK packet sniffer

DHCP Discover ping

DHCP Offer subnet mask

DHCP Request Wireshark

Dynamic Host Configuration Protocol (DHCP)

1. There are many utilities available, both software-based and hardware-based, that enable you
to capture data frames and analyze the contents. The generic name for these utilities is a(n)
, and an excellent free and open source version is

2. When a PC communicates with another PC over a TCP/IP network, the IP address must be
resolved to the MAC address in order for the communication to take place. After the communi-
cation is established, the system stores the resolved address in cache. The command to view this
cache is

3. To determine the IP address, subnet mask, and default gateway on a Windows XP, Vista, or

Windows 7 PC, type at a command prompt. To display even more information,
such as Physical Address, DHCP Server, and DHCP Lease information, type

4. The is the IP address of a router that passes data packets outside of your
LAN.

5. When a client is negotiating with a DHCP server to obtain an address, the sequence of trans-

missions is as follows: The client will broadcast a(n) to all of the DHCP
servers. All of the DHCP servers will respond with a(n) . The client will
select one DHCP server and then send a formal informing all of the DHCP

servers that an address has been obtained. Finally, The DHCP server selected will send a(n)

confirming the address to the client.
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As you learned in the last chapter, TCP/IP is built on a set of dynamic speci-
fications that are constantly modified and updated through a process known as
Request for Comments (RFCs). There is an RFC for every component of the TCP/
IP protocol suite, so you can imagine how many are associated with routing. As

a precursor to working with routers, you will explore the organizations that deal
with the TCP/IP protocol suite, including RFCs.

Taking communications off the LAN and moving them out to other networks
and ultimately the Internet requires a re-examination of a number of concepts,
components, and software you have already worked with. For example, you've
configured client computers to communicate with other computers on the local
network as well as computers on remote networks using the default gateway. Now
you need to look at routing from the perspective of the router itself to learn how to
configure the routers to make those connections beyond the local network possible.

In addition, you will work with some important components that really enhance
IP routing, in particular Network Address Translation (NAT) and dynamic routing.
These two technologies are critical for communication over the Internet and the
protection of any private network you want to connect to the Internet. In this
chapter, you'll explore some additional organizations and then you'll install and
configure routers, NAT, and dynamic routing protocols to see how they work in
the real world.

b 20 MINUTES

Lab Exercise 8.01: Governing Bodies, Part 2

The TCP/IP suite is so important to modern networking that both the textbook and Lab Manual devote
multiple chapters to the various components of TCP/IP. These chapters cover in detail IPv4 and IPv6
addressing, IP routing, DNS and DHCP, VPNs, and VLANs. In almost every chapter, you will work with
various TCP/IP utilities.

Just as there are organizations that handle the specifications and management of Ethernet and cabling,
so too are there organizations that handle the specifications and management of the TCP/IP protocol suite.
Before starting your journey through the wonderful world of routing, it is a good time to introduce you to
some of these organizations.
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Learning Objectives

In this lab, you'll explore various organizations that are responsible for the development and management
of standards for TCP/IP, the Internet, and the World Wide Web. By the end of this lab, you will be able to

®  Describe the purpose and detail some of the features of the organizations responsible for the
TCP/IP standards, Internet addressing, and domain naming

®  Research and report on some of the paramount RFCs

Lab Materials and Setup

The materials you need for this lab are
e A PCwith Internet access

e  Pencil and paper

Getting Down to Business

Imagine for a moment you are working for a large company that wants to have their own pool of public
IP addresses. Or you have decided to launch your own Web site discussing, trading, and selling vintage
guitars, and you want a great domain name like www.vintageguitars.com, also known as a Uniform
Resource Locator (URL). Who knows, you might decide to write the next all-encompassing dynamic
routing protocol. All of these situations are administered by official organizations that help to manage
the TCP/IP protocol suite. In the next few steps you will explore these organizations and document some
of the information you uncover.

Step 1 Similar to the International Organization for Standardization (ISO), the Internet Corporation
for Assigned Names and Numbers (ICANN) owns and operates some of the other key organizations
responsible for TCP/IP and the Internet. Open your Web browser and enter this URL: www.icann.org/
en/about. Record who ICANN is, how long they have been around, and their mission statement.

Step 2 Navigate to this Web site, www.iana.org/about/. This is the Internet Assigned Numbers Authority
(IANA). Write a short summary of who they are, when they were founded, and what their main respon-
sibilities are.
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Step 3 The IANA works closely with the Internet Society (ISOC). Record some of the facts you learn
about ISOC at www.isoc.org/isoc.

Step 4 There are numerous organizations responsible for steering the Internet. Yet another of these
organizations is the Internet Engineering Task Force (IETF). What are some of the characteristics of the
IETF? Check them out at www.ietf.org/about.

Step 5 One of the most important contributions of the IETF is the stewardship of the Request for
Comment (RFC) database. The RFCs are the open-source recommendations and standards for the Internet
(more specifically, TCP/IP is defined by RFCs). The main repository for the RFCs is the RFC Editor at
www.rfc-editor.org. Once there, click on Search for an RFC and its meta-data, and then search for the
following RFCs and document some of the information pertaining to the standard.

REC 2131

RFC 792

RFC 826

REC 2616

RFC 2460

RFC 2453

As you progress through the rest of the Lab Exercises in this Lab Manual, you may find it interesting
and beneficial to consult the RFCs as you learn about the application of the protocols of the TCP/IP pro-
tocol suite. For example, in the next chapter you will be working with the Simple Mail Transfer Protocol
(SMTP), Post Office Protocol, version 3 (POP3), and Internet Message Access Protocol version 4 (IMAP4).
Can you find the RFCs that define these protocols?
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0 45 MINUTES

Lab Exercise 8.02: Installing and Configuring Routers

In the previous chapter, you learned that in order to move TCP/IP packets from a machine on the local

network (LAN) to a machine on a remote network, like the Internet (WAN), you needed to use a router.
Until now, you have only been responsible for configuring a PC to use the default gateway to send pack-
ets destined for remote networks to the near port of the router. The router then handles the delivery of
these packets from the local network to the remote network.

Now it is time to explore the fine details of installing and configuring routers. You will begin with this
Lab Exercise, where you will install and configure one router, creating two networks. In Lab Exercise 8.03,
you will add additional routers (creating additional networks) emulating the router configuration and
management that an enterprise network technician would be responsible for.

v Tech Tip

The following routing labs were designed to utilize the excellent capabilities of inexpensive
Linksys wireless routers. Linksys, a division of Cisco Systems, Inc., offers many models such as
the WRT54G, WRT54GL, WRT160N, E2000, E3000, and others. For the lab exercises in this chapter,
I used the WRT54GL wireless router, although other Linksys models—in fact, other manufac-
turers’ wireless routers—can be used with similar results. Using just the wired interfaces, the
WRT54GL will route packets between two networks, enable the configuration of NAT and Port

Forwarding, and create dynamic routing tables via the Routing Information Protocol (RIP).

Interested students (and instructors) may even expand the capabilities of the WRT series (as
well as other manufacturers’ routers) by upgrading to third-party firmware provided by DD-WRT
or Sveasoft. You may explore these upgrades at www.dd-wrt.com and www.sveasoft.com, and
will even have the opportunity to upgrade using dd-wrt in Chapter 12, “Advanced Networking
Devices.” Please understand that flashing the routers with third-party firmware can sometimes
damage the router and voids all warranties from Linksys. This procedure should not be performed

on critical routers.

If you have access to Cisco or Juniper routers such as the Cisco 2600 series routers, or the Juniper
J-series routers, they will obviously meet the requirements of the following labs. The full con-
figuration of these routers is beyond the scope of these Lab Exercises (as well as the objectives

for the CompTIA Network+ exam).
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Learning Objectives

When you have completed this lab exercise, you will be able to

®  Design and implement a routed, two-network, network infrastructure

e  Physically install router hardware
e  Configure multiple interfaces on Ethernet routers
[ ]

Implement static routes in routers

Lab Materials and Setup

Preferably, you will have access to the small “Network Lab” you assembled in the previous chapter’s

exercises. The materials you'll need for this lab are
e  Pencil and paper
® Two or more PCs
e  One router (Linksys WRT54GL or similar wireless routers will work fine)
®  Two eight-port Ethernet switches (Simple NETGEAR or Linksys Workgroup switches are acceptable)

e  Appropriate UTP cabling

Getting Down to Business

Maggie stops by the Networking Lab to see how you are progressing to find that not only do you have
the small network up and running, but you have configured both static and dynamic IP addressing. You
demonstrate the communication between the two networks over the router using the ping utility. Pack-
ets are successfully sent to one of the machines on the remote network, which successfully replies to

one of the machines on the local network.

She is duly impressed and asks if you are up for experimenting with the configuration of the router.
You respond with “You bet!” and begin to disassemble the network lab. Maggie stops you and says you
won't need to disassemble the physical setup, but she is going to give you new network IDs that you'll
need to configure.

Network 1 (LAN):  192.168.10.0/24

Network 2 (WAN): 192.168.20.0/24
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Step 1 Based on these network IDs for the two networks, complete the following table, filling in the
appropriate IP addresses for each router interface and each computer. Remember, as you learned in the
last chapter, to plan out your network addressing scheme. Typically, a range of addresses will be set
aside for network routers, servers, and network printers.

Network 1 IP Address Subnet Mask Default Gateway

Router Interface (LAN)

Computer A

Computer B

Network 2 IP Address Subnet Mask Default Gateway
Router Interface (WAN)

Computer A

Computer B

Step 2 Verify the configuration of the physical setup as follows using Figure 8-1.

R AT
Network | Network 2

mmmmm

Ficure 8-1 Physical layout of the network for Lab Exercise 8.o1

Step 3 Armed with your addresses for the LAN and WAN interfaces, launch your browser and open
the router configuration utility. On the Linksys WRT54GL routers used in our lab, the default address is
192.168.1.1 with a default user name “admin” and default password “admin.” Consult the user’s manual
or the Internet to determine the correct information for the specific model you are using. You should

arrive at the main setup screen, similar to Figure 8-2.
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Ficure 8-2 Title page of the WRT54GL configuration utility

Step 4 You will begin by configuring the IP addresses of the WAN interface and the LAN interface.
Start with the WAN interface and select Static IP from the drop-down menu. Configure the IP Address,
Subnet Mask, and Default Gateway for the WAN interface. For the default gateway, enter an IP address
for the second router interface on the same network (in our Network Lab, this is 192.168.20.2). Next, con-
figure the LAN interface IP Address and Subnet Mask. Disable DHCP. Select Save Settings at the bot-
tom of the page to commit all of the configuration changes that you made.

v’ Hint

Since you have just changed the IP address of the router’s WAN and LAN interfaces, you have
effectively changed the IP address for the Setup Web page. In order to re-enter the router setup
utility, you will need to configure the computer from which you are accessing it to be on the
correct network and use the new IP address for the router. If the IP addresses were improperly
configured, you would have to reset the router. There is a small recessed button on the back

of most Linksys routers. Pressing the reset button for 20 seconds or so will reset the router to
default values. Use the default values to once again enter the setup page and reconfigure the Lab

Exercise settings.
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Step 5 Next, select the Advanced Routing tab and select Router instead of Gateway from the drop-down
menu. This procedure disables Network Address Translation (NAT) and allows properly routed packets to
travel freely between the two networks. Select Save Settings at the bottom of the page to commit all of

the configuration changes that you made.

While you are working in the Advanced Routing tab, select Show Routing Table. This is a simple
static routing table that is created when you configure the LAN and WAN interfaces. Note the destination
network, subnet mask, gateway, hop count (metric), and interfaces for each entry. See Figure 8-3.

| ) httpif132.165.10.RouteTable asp -

Routing Table Entry List [ Refresh |
192.162.20.0 2552552550 0.0.0.0 WAN (Internet)
192.162.10.0 2552552550 0000 LAM & Wireless
nono 0000 192168202 1 WAN (Intetnet)

Done & Intemet | Pratected Mode: On 0% v

Ficure 8-3 Routing table for the router in the Network Lab

Destination LAN IP Subnet Mask Gateway Hop Count Interface

® Cross-Reference

Review the “Routing Tables” section of Chapter 8 in the Mike Meyers’ CompTIA Network+ Guide to
Managing and Troubleshooting Networks textbook. This will help you better understand the details of
the specific entries in the preceding table.

Step 6 Select the Security tab and disable the firewall. You would probably not do this if you were
using the router to access the Internet, but these two segments are private LANs and will be isolated
from the Internet. Select Save Settings at the bottom of the page to commit all of the configuration
changes that you made.

Step 7 Now configure each of the computers on both Network 1 and Network 2. Remember to use the
router’s IP address for the network you are configuring as the default gateway for each of the systems
on that network. You will also want to disable the Windows firewall on each machine in the Security

Configuration applet.
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Step 8 On one of the computers on Network 2 (WAN), open a command prompt, and using the ping
utility, record the results of testing the communication with the following interfaces:

Interface IP Address Result

Loopback address

This computer

Another computer on Network 2

The “Near” router interface (router interface for Network 2)

The “Far” router interface (router interface for Network 1)

One of the computers on Network 1

If any or all of the prior communication tests fail, try to isolate the problem (individual computer,
router, or switch). Depending on your findings, check the cabling, review the configurations of the PCs,
or review the configuration of the router. If everything checks out, congratulations! You have a routed
internetwork.

b 45 MINUTES

Lab Exercise 8.03: Exploring NAT

Network Address Translation (NAT) is a powerful technology that enables many network clients on a
TCP/IP network to share a single Internet connection. This provides an extremely important function:
the conservation of the increasingly scarce, public IPv4 addresses distributed by the IANA. Most popular
Internet gateway routers and home network routers on the market have built-in NAT functionality.

Since, by design, NAT blocks access from computers on the public network to computers on the
private network, nobody can connect to and use any services on your computer. Normally, this is a
good thing; it is difficult for a malicious program to attack your computer based solely on IP address.
But what if you want to host a game or a Web site? Nobody would be able to access your computer with
NAT enabled. NAT uses logical ports to translate the packets from the private IP address to the public IP
address and vice versa, so you can authorize packets to be forwarded through logical ports for specific
applications to the specific computer hosting that application.

The competent network tech (you) should be well versed with the concepts of NAT. You should be
able to identify the various versions of NAT and provide their functional definitions. You need to prac-
tice enabling NAT on both “Small Office, Home Office” (SOHO) routers and commercial routers until mas-
tered. Lastly, to ensure unhindered communication when necessary, you will configure port forwarding.
When machines on the private network must be accessed from the outside world (such as Web servers,
mail servers, terminal servers), port forwarding is the way to go!

In this lab, you will explore Network Address Translation.
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Learning Objectives
In this lab, you will explain the function of NAT. When you have completed this lab, you will be able to

e  Define the versions of NAT
e Implement NAT on a SOHO router

e  Configure port forwarding to allow applications to pass through the router from the outside
world

Lab Materials and Setup

The materials you need for this lab are
®  Pencil and paper
®  The Mike Meyers’ CompTIA Network+ Guide to Managing and Troubleshooting Networks textbook
e A computer with Internet access

e  The basic one-router, two-switch, four-computer lab network from the prior Lab Exercise

Getting Down to Business

Network techs, administrators, and engineers often find themselves working beyond the traditional
workday of 9:00 A.M. to 5:00 P.M. that other business professionals enjoy. Often they continue to work
utilizing personal computers in the privacy of their own homes, only to find when they return to the
office the following day that they could really use an item of information that they left on their home
computer. There are many tools that allow you to connect to a remote computer to share files and fold-
ers or even run programs as if you were on the actual machine. Windows provides one such tool in the
Remote Desktop utility.

Until now, you have been treating the routers you are working with as internal-only routers, so they
are “wide open” to communication from both the local segment and the remote segment. Since it is not
unusual for IT personnel at ITCF to access their home computers from the office using Remote Desktop,
Maggie asks you to research how to configure the home systems to allow this communication. She reminds
you that the SOHO routers will inevitably have NAT enabled to allow one external IP address to service
multiple internal computers, as well as to protect those computers from unwanted access from the Internet.

You'll need to explore the types of NAT, configure the computers on your lab network for Remote
Desktop, and then enable routers to simulate the SOHO routers utilizing NAT. You'll want to try Remote
Desktop after NAT is enabled, and then configure port forwarding to allow Remote Desktop to access
machines on the local segment from machines on the remote segment.
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Step 1 Using the section on “NAT” from Chapter 8 in the Mike Meyers’ CompTIA Network+ Guide to Managing
and Troubleshooting Networks textbook, and resources from the Internet, complete the following table out-

lining the various flavors of NAT.

Acronym Description Function
NAT

SNAT

DNAT

PAT

Step 2 Now using the Network Lab setup, log on to one of the machines on Network 2 (WAN) and use
the Remote Desktop Connection to connect to one of the machines on Network 1 (LAN).

v Tech Tip

A quick refresher on Remote Desktop:

1.  First, make sure that both systems have been enabled to use the Remote Desktop Connection. In
Windows 7, click Start | Control Panel | System and Security | System | Remote settings. Under
the Remote Desktop settings, enable Allow connections from computers running any version of

Remote Desktop (less secure) as in Figure 8-4.

[ Computer Name | Hardware | Advanced | System Protection | Remcte |

Remote Assistance

What happens when | enable Remote Assistance?

'

Remote Desktop
Click an option, and then specify who can connect, f needed.
() Dont allow connections to this computer

@ Allow connections from computers running any version of
Remote Desktop (ess secure)

() Mllow connections enty from computers running Remote
Desktop with Metwork Level Authentication {more secure)

Help me choose Select Users... "

Lok [ Concd J[ sov |

— ]

Ficure 8-4 Windows 7 Professional System Properties Remote tab
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Next, click Start | All Programs | Accessories | Remote Desktop Connection.
Enter the IP address of the remote machine.
You will then be prompted for a User name and Password.

If you entered the proper credentials, you should now have control of the remote computer.

You will explore the Remote Desktop utility in much greater detail in Chapter 14, “Remote

Connections,” Lab Exercise 14.03 Using Remote Desktop Connection (RDC).

What are the results?

Step 3 Now enter the router configuration utility (remember to use the new IP address since the

router no longer has the default settings). Select the Advanced Routing tab and select Gateway from

the drop-down menu. This procedure enables Network Address Translation (NAT), hiding all of the

addresses on Network 1 from systems on Network 2. Select Save Settings at the bottom of the page to

commit all of the configuration changes that you made.

Step 4 Log on to one of the machines on Network 2 (WAN) and use the Remote Desktop Connection

to connect to one of the machines on Network 1 (LAN). What are the results? Can you ping any of the

computers on Network 1 from the computers on Network 2? How about the opposite direction, Network 2

from Network 1? Why can or can’t you communicate anymore?

Step 5 Once again, enter the router configuration utility and select the Applications and Gaming tab

(Figure 8-5). You are going to configure the router to pass the Remote Desktop Protocol (RDP) by enabling

the proper port that the RDP uses, 3389, and link it with the specific IP address of the machine that

you want to establish a Remote Desktop Connection with. This procedure enables port forwarding from

systems on Network 2 that want to establish Remote Desktop connections with the specific machine on

Network 1. Select Save Settings at the bottom of the page to commit all of the configuration changes

that you made.
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Ficure 8-5 Configuring port range forwarding on a Linksys WRT54GL

v/ Hint

Although you have been working from the same initial network IDs that are shown in the
figure, you may be using a different computer with a different IP address for the Remote
Desktop connection. Make sure that you include your address when configuring and enabling

port forwarding.

Step 6 Once again, log on to one of the machines on Network 2 (WAN) and launch the Remote Desktop
Connection applet. To connect to the computer on Network 1 (LAN), you will have to use the IP address
of the router. Your request will then be forwarded to the computer matching the IP address you config-
ured to receive packets through the port number for the RDP. What are the results? Can you ping any
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of the computers on Network 1 from the computers on Network 2? How about the opposite direction,
Network 2 from Network 1? Why can or can’t you communicate anymore?

¥ Cross-Reference

Overloaded NAT (Port Address Translation) uses the logical ports assigned to services to transmit
the packets destined for that service on a specific computer. You will be working with logical
ports in the Lab Exercises in Chapter 9, “TCP/IP Applications.” If you would like to review ports,
check out the “Adding Ports to the Mix” section of Chapter 8 in the Mike Meyers’ CompTIA Network+
Guide to Managing and Troubleshooting Networks textbook.

b 1 HOUR

Lab Exercise 8.04: Configuring Multiple Routers and
Implementing Dynamic Routing

Routing tables provide TCP/IP nodes and routers with the ability to move data successfully from one
node or network to another as efficiently as possible. Every TCP/IP host system has some form of rout-
ing table. Client systems have relatively simple routing tables, while routers may or may not have
complex routing tables. Whatever the size of the tables, being comfortable reading and understanding
routing tables is the key to understanding exactly how IP packets move around large networks, includ-
ing the Internet.

In this exercise, you'll explore the various dynamic routing protocols, configure a small, routed,
four-network network, enable the Router Information Protocol (RIP), confirm connectivity, and document
your findings. From this information, you'll develop an understanding of how routing tables and dynamic
routing protocols operate from the simplest to the most complex networks.

151
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Learning Objectives

In this lab, you will examine the basic characteristics of routing tables and dynamic routing protocols.

When you have completed this lab, you will be able to

Define the individual components of a generic routing table
Implement a dynamic routing protocol

Diagnose and correct routing issues

Lab Materials and Setup

Preferably, you will have access to the small “Network Lab” you assembled in the previous chapter’s

exercises. The materials you'll need for this lab are

Pencil and paper

The Mike Meyers’ CompTIA Network+ Guide to Managing and Troubleshooting Networks textbook
A computer with Internet access

Four or more PCs

Three routers (Linksys WRT54GL or similar wireless routers will work fine)

Four eight-port Ethernet switches (Simple NETGEAR or Linksys Workgroup switches are
acceptable)

Appropriate UTP cabling

Getting Down to Business

Maggie has one last set of experiments she would like you to conduct with the routing lab. Maggie leaves
the room and returns with a few more switches and two additional routers. She requests that you con-

figure a four-network network using the multiple switches and routers that are now available to you.

As before, she provides you with the network IDs for each of the networks, but leaves the addressing

scheme up to you. The diagram in Figure 8-6 defines the basic setup.
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I
- &

192.168.20/24

Ficure 8-6 Four networks interconnected by three routers

Step 1 Using the assembled hardware, build and configure the physical network based on the network
diagram in Figure 8-6. Document the IP address configuration for the computers and router interfaces
on each network:

v/ Hint

On each of the three routers, remember to disable DHCP, NAT, and the firewall to allow packets
to move freely from both the LAN interface to the WAN interface and vice versa.

Network 1

192.168.10.0/24 IP Address Subnet Mask Default Gateway
Router A interface (LAN)

Windows Computer A

Network 2
192.168.20.0/24 IP Address Subnet Mask Default Gateway
Router A interface (WAN)

Router B interface (LAN)

Windows Computer B




154 Chapter 8: The Wonderful World of Routing

Network 3
192.168.30.0/24 IP Address Subnet Mask Default Gateway

Router B interface (WAN)

Router C interface (LAN)

Windows Computer C

Network 4
192.168.40.0/24 IP Address Subnet Mask Default Gateway

Router C interface (WAN)

Windows Computer D

Step 2 After completing the configuration in Step 1, log on to a computer on Network 1. Use the ping
utility to verify connectivity with the following addresses:

Interface IP Address Result

Loopback address

Computer A

The “Near” interface for Router A on Network 1 (192.168.10.0/24)

The “Far” interface for Router A on Network 2 (192.168.20.0/24)

Computer B

The “Near” interface for Router B on Network 2 (192.168.20.0/24)

The “Far” interface for Router B on Network 3 (192.168.30.0/24)

Computer C

The “Near” interface for Router C on Network 3 (192.168.30.0/24)

The “Far” interface for Router C on Network 4 (192.168.40.0/24)

Computer D

=» Try This!

Since you may be using Linksys SOHO wireless routers for the Lab Exercise, the Internet (WAN)
interface actually has an entry that configures the gateway address for that segment. If your
configuration uses the preceding table where each LAN interface is the “Near” interface and
each WAN interface is the “Far” interface, this effectively creates a routing table entry for this
interface. When you ping from a computer on Network 1, the partial routing table on each of

the routers may allow packets to complete additional hops.

To fully test connectivity, log on to a computer on Network 4 (maybe Computer D), open a command

prompt, and ping Computer A. What are the results?
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Step 3 In Step 2, what do you think contributed to some of the connections not being able to communicate?

Step 4 In the following steps you will enable one of the dynamic routing protocols (RIP) to automati-
cally configure the routing tables on each router. This will facilitate the communication of computers
on all four networks. First, you should familiarize yourself with the various dynamic routing protocols,
types, and features, completing the following table:

® Cross-Reference

To further study dynamic routing protocols, launch your favorite Web browser, and conduct a
search on any of the protocols in the following table. You will find a wealth of information,
much of it beyond the scope of the CompTIA Network+ requirements, but good to know for a
competent network tech.

Excellent additional information regarding the various dynamic routing protocols may also be
found in the “Dynamic Routing” section in Chapter 8 of the Mike Meyers’ CompTIA Network+ Guide to
Managing and Troubleshooting Networks textbook.

Dynamic Routing Protocol Description Type IGP/BGP Features
RIPv1

RIPv2

BGP4
OSPF

IS-IS
EIGRP

Step 5 Starting with Router A, launch the setup utility and tab over to the Advanced Routing tab.
Before you change any of the settings, click the Show Routing Table button. Refer back to Figure 8-3
in Lab Exercise 8.02 for an example of a default static routing table. Record the results in the following
table:

Destination LAN IP Subnet Mask Gateway Hop Count Interface




156 Chapter 8: The Wonderful World of Routing

You may notice that the table has only information on networks 1 and 2. There is no information on

how packets travel to network 3 or 4. How can this situation be remedied?

Step 6 Now close the Routing Table information and enable Dynamic Routing (RIP). Select Save

Settings at the bottom of the page to commit all of the configuration changes that you made. Repeat

this step on both Router B and Router C.

Wait a minute or so to allow convergence of the routing tables, and then on Router A, launch the

setup utility once again. Tab over to the Advanced Routing tab and click the Show Routing Table button.

See Figure 8-7.

¥ iy PO, o a—

| ] httpif132.165.10.RouteTable asp

Routing Table Entry List

192.163.200 255.255.255.0 0.000 1 WAN (ntesmet)
192.162.30.0 255.255.255.0 192.162.20.2 2 WA (Taternet)
192.168.10.0 255.255.255.0 0.000 1 LAN & Wireless
192.163.40.0 255.255.255.0 192.168.20.2 3 WA (Intetnet)

0000 0.0.00 192.168.20.2 1 WAN (Intesmet)

Done & Intemet | Pratected Mode: On H00% v
Ficure 8-7 Routing table for Router A after implementing RIP
Record the results in the following table:
Destination LAN IP Subnet Mask Gateway Hop Count Interface
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Step 7 Logon to Computer A on Network 1. Use the ping utility to verify connectivity with the follow-

ing addresses:

Interface IP Address Result
Loopback Address

Computer A

The “Near” interface for Router A on Network 1 (192.168.10.0/24)

The “Far” interface for Router A on Network 2 (192.168.20.0/24)

Computer B

The “Near” interface for Router B on Network 2 (192.168.20.0/24)

The “Far” interface for Router B on Network 3 (192.168.30.0/24)

Computer C

The “Near” interface for Router C on Network 3 (192.168.30.0/24)

The “Far” interface for Router C on Network 4 (192.168.40.0/24)

Computer D

To fully test connectivity, log on to a computer on Network 4 (maybe Computer D), open a command
prompt, and ping Computer A. What are the results?

Step 8 You're going to finish up this Lab Exercise with another TCP/IP utility known as traceroute
(tracert). Tracert will allow you to record the number of “hops” or routers a packet has to pass through
to get from a source computer to a destination computer (usually on a far-removed remote network).

Log on to Computer A and open a command prompt. At the command prompt, type tracert
192.168.40.XX where XX is the address of your computer on Network 4. See Figure 8-8. Record the
results in the following space:
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o] x|
sWindowsssystem32 >tracert 192_168.40.104 ;ﬂ
racing route to CETECH-27BSFLDD [192.168.48.1841
ver a maximum of 38 hops:
1 <1 ms <1 ms <1 ms 192.168.10.1
2 1 ms <1 ms <1 ms 192.168.28.2
3 2 ms 1 ms 1ms 192.168.30.3
4 1 ms 1 ms 1 ms CETECH-27BSF5DD [192.168.48.1841
race complete.
sUWindowsssystem32>
-
< d

Ficure 8-8 Trace Route (tracert) command from Computer A to Computer D

Lab Analysis

1. Trevor has just manually edited the routing table on an internal Cisco 2610 router. He knows that
these routes will remain fairly constant but wants to understand how you would configure routers
on the Internet where routes change all the time. Explain to Trevor the concept of dynamic routing

and why it is so important for the Internet.

2. Theresa has been working with some routers and she keeps hearing the term “overloaded NAT.” She
is concerned that this may be something that could restrict network bandwidth or even damage the
router. What can you tell Theresa about overloaded NAT that will ease her concerns?
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3. Bryan has just installed two new internal routers to configure separate networks for the marketing
department and the sales department of his organization. Now the sales team is having trouble
reaching the Internet. Using ping, what troubleshooting sequence should Bryan follow to determine

where the connectivity issues are located?

4. Max would like to see an example of a routing table but currently does not have access to a router.
Show Max how to use the route print command on any Windows computer and record some of

the entries listed in the routing table.

5. Sandra has heard you mention the terms “distance vector” and “link state” when you were discussing
dynamic routing protocols. She would like you to explain the difference between these two types of

dynamic routing protocols in more detail.
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Key Term Quiz

Use the vocabulary terms from the list below to complete the sentences that follow. Not all of the terms

will be used.

Border Gateway Protocol version 4 (BGP4) Port Address Translation (PAT) Router
convergence Router Information Protocol version 1 (RIPvI)
Dynamic Network Address Translation (DNAT) Router Information Protocol version 2 (RIPv2)
dynamic routing routing table
Enhanced Interior Gateway Routing Protocol Static Network Address Translation (SNAT)
(EIGRP) .

static route
Network Address Translation (NAT)

tracert
Open Shortest Path First (OSPF)
1. enables the use of one public address for a network of private addresses that

connect to the Internet. This version is often referred to as overloaded NAT.

2. The version of RIP that added support for VLSM, authentication, and random update intervals

is

3. The dynamic routing protocol uses “Hello” messages.

4. The command-line utility that allows you to follow the path that a packet takes as it travels

over networks and through routers is

5. is the point when all of the routers have used a dynamic protocol and all of

the routing tables on all of the routers are up to date.
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Obviously, one of the reasons you are spending all of this time and effort study-
ing the minute details of the network infrastructure is to better provide network-
ing services to users. The most popular applications—World Wide Web, e-mail,
streaming audio and video, file transfers, Voice over IP, and so on—all require
the configuration of specific components of the TCP/IP suite of protocols.

The two important protocols that operate at the Transport layer of the OSI
model and the TCP/IP model are the Transmission Control Protocol (TCP) and User
Datagram Protocol (UDP). There are also uncomplicated, specialized protocols that
are associated with the Network layer of the OSI model and the Internet layer of
the TCP/IP model, the Internet Control Message Protocol (ICMP), and the Inter-
net Group Management Protocol (IGMP). TCP/IP applications use either a unique
service port number or a combination of specific service port numbers over one
of the Transport layer protocols. For instance, when you open your browser and navi-
gate over to your favorite Web site, you are using some random registered port to
connect with a Web server listening on TCP port 8o to transfer packets between
the correct applications, for example, Internet Information Services (IIS) or an
Apache Web server, and your browser.

To effectively perform the management of even the smallest network, admin-
istrators must develop a strong command of the network applications and the
mechanisms they use to communicate over TCP/IP.

b 30 MINUTES

Lab Exercise 9.01: Transport Layer and
Network Layer Protocols

All of the upper-layer data communications that take place over the TCP/IP protocol suite (HTTP, FTP, SMTP,
and so on) will be segmented at the Transport layer into either TCP segments or UDP datagrams. At the
Network layer, two specialized protocols, ICMP and IGMP, provide for low-level messaging and management
communication. In this Lab Exercise, you will explore the TCP, UDP, ICMP, and IGMP protocols.
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Learning Objectives

In this lab, you will research and define the important characteristics of the Transport and Network
layer protocols. By the end of this lab, you will be able to

e  Define the Transmission Control Protocol
e  Define the User Datagram Protocol
®  Define the Internet Control Message Protocol

e  Define the Internet Group Management Protocol

Lab Materials and Setup

The materials you will need for this lab are
e  Pencil and paper
e  The Mike Meyers’ CompTIA Network+ Guide to Managing and Troubleshooting Networks textbook

° Internet access

Getting Down to Business

Maggie notices that you have been aggressively studying the configuration of IP addressing and routing.
After some discussion, she agrees that you are really getting a handle on the IP component of the TCP/IP
protocol suite. She thinks it would be an excellent time to delve into the other protocols that enable the

TCP/IP protocol suite to successfully deliver packets between hosts.

You agree, fire up your favorite browser, and dive into some research on the protocols that work hand

in hand with IP to communicate information from one machine to another over the network.

® Cross-Reference

For further information on TCP, UDP, ICMP, and IGMP, review the “TCP,” “UDP,” “ICMP,” and
“IGMP” sections in Chapter g of the Mike Meyers’ CompTIA Network+ Guide to Managing and Troubleshooting
Networks textbook.

Step 1 Research the Transmission Control Protocol (TCP) and provide a short summary of its features.
Make sure to include discussion regarding the OSI model and TCP/IP model layer or layers it occupies.
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Define the communication method used (such as connection-oriented or connectionless, reliable or unre-
liable), and some of the Application layer protocols that require it for their functionality.

Step 2 Research the User Datagram Protocol (UDP) and provide a short summary of its features. Make
sure to include discussion regarding the OSI model and TCP/IP model layer or layers it occupies. Define
the communication method used (such as connection-oriented or connectionless, reliable or unreliable),

and some of the Application layer protocols that require it for their functionality.

Step 3 Research the Internet Control Message Protocol (ICMP) and provide a short summary of its
features. Make sure to include discussion regarding the OSI model and TCP/IP model layer or layers it
occupies. Define the communication method used (such as connection-oriented or connectionless, reliable

or unreliable), and some of the applications that take advantage of its functionality.

v/ Hint

Refer to Chapter 7, “TCP/IP Basics,” and review Lab Exercise 7.02: Configuring IP Addresses and
Subnet Masks, and Lab Exercise 7.05: IP Addressing, MAC Addressing, and Ethernet: Working
Together, to see ICMP in action. Pay special attention to the Tech Tips and the output of the

Wireshark utility.



Lab Exercise 9.02: Analyzing TCP/IP Ports and Associations

Step 4 Research the Internet Group Management Protocol (IGMP) and provide a short summary of its
features. Make sure to include discussion regarding the OSI model and TCP/IP model layer or layers it
occupies. Define the communication method used (such as connection-oriented or connectionless, reliable
or unreliable), and some of the applications that take advantage of its functionality.

030 MINUTES

Lab Exercise 9.02: Analyzing TCP/IP Ports and
Associations

By this point, you should appreciate the complexity of the TCP/IP suite’s many network functions. To
the novice technician, it might seem as if these many capabilities could spill over into one another, but
TCP/IP does a great job of keeping its different functions separate. It does this by using port associations.

Learning Objectives

In this lab, you will define the function of TCP/IP port associations and review the common port number
assignments. You'll also use several utilities that will allow you to explore and analyze protocols, ports,

and processes. When you have completed this lab, you will be able to
e  Define the function of TCP/IP port associations
e  List some of the well-known port number assignments

®  Explore the various protocols, ports, and processes employed in a typical network communication

165
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Lab Materials and Setup

The materials you will need for this lab are
e  Pencil and paper
° PC running Windows XP, Windows Vista, or Windows 7

° Internet access

Getting Down to Business

After exploring the higher-layer transport protocols, you would like to know how TCP/IP keeps track of

all the different sessions on a typical networked PC. You decide to examine the protocols, ports, and pro-

cesses involved in the typical browsing of a Web site.

Step 1 Start with a description of the function of a TCP or UDP port.

Step 2 Match the following port numbers to the appropriate protocols.

Port 20 Port 21 Port 22 Port 23 Port 25 Port 69
Port 8o Port 110 Port 137 Port 138 Port 143 Port 443
=> Note

Some protocols use more than one port number.

Application Port
SMTP

TETP

FTP

HTTP

HTTPS

POP3

IMAP4
SSH

Telnet
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v’ Hint

Windows lists all of the well-known ports and protocol services that are associated with them in
a document named “services.” Access this list in Windows 7 by opening Notepad (Start | All Pro-
grams | Accessories | Notepad) and navigating to c:\windows\system32\drivers\etc. Change the
view from “Text Documents (*.txt)” to “All Documents (¥.*)” to view and open the services doc-
ument. Other network operating systems maintain an equivalent document of port-to-service

mappings. Linux, for example, also uses a file named “services” located in the /etc directory.

Step 3 The services document is a static list of well-known ports on a Windows PC. You will seldom if
ever see all of these endpoint ports open or active at one time. You can view a static listing of the active
ports using the netstat command-line utility. netstat has a number of switches to customize the out-
put of the list. Run the netstat /? command and provide a description of the following switches:

netstat -a

netstat -b

netstat -n

netstat -o

=>» Note

You'll be making heavy use of the help functions of commands throughout the rest of the Lab
Manual in order to use some of these more advanced functions! When in doubt, type the command

and add a space and /? to the end of the command! For example: ping /?
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® Cross-Reference

For further information on the configuration and usage of the netstat, TCPView, and Process
Explorer utilities, consult the “Connection Status” section in Chapter g of the Mike Meyers’ Comp-
TIA Network+ Guide to Managing and Troubleshooting Networks textbook. You will also find excellent fig-

ures of netstat, TCPView, and Process Explorer in action!

Step 4 Maggie calls you over to see a system that she suspects may have a Trojan horse. Before run-
ning your company’s standard antivirus program, she wants you to run netstat. Why would she want

you to do this?

On your lab system, run netstat without any switches. Are there any established connections? See
Figure o-1.

=10] x|
=
»UWindowsssystem32>netstat
ctive Gonnections
Proto Local Address Foreign Address State -l

“UWindowsssystem32>

<

Ficure 9-1 Output of the netstat utility with no established connections

Now launch a Web browser, navigate to www.microsoft.com, then run netstat with the -ano
switches. Record some of the connections in the following space:



http://www.microsoft.com

Lab Exercise 9.02: Analyzing TCP/IP Ports and Associations

Step 5 While running netstat with the -n switch, you see connections to foreign systems using these
ports. Use the Internet (check out www.iana.org/assignments/port-numbers) to determine what program
is using these port numbers, and fill in the following table.

Port Number Application Using This Port Number
8o

123

445

1214

1863

3389
3689

Step 6 After waiting for a few moments, if you run netstat -ano once again, you will find that the
status of some of the connections will change and/or disappear. netstat is a static utility; however,

a gentleman named Mark Russinovich has written a number of wonderful Microsoft utilities that are
available for free. One of these, TCPView, is a dynamic, graphical endpoint tool.

Launch your browser and search for TCPView (the current version, v3.05, is available at http://technet
.microsoft.com/en-us/sysinternals/bb897437.aspx). Download the ZIP file and extract the TCPView executable.
Close all Internet connections and launch TCPView. In the Options menu, select Always On Top.

Now open your browser and load www.microsoft.com, observing the activity in TCPView. Record some
of the features of TCPView.

Step 7 When you ran netstat with the -o switch, it added a column that displayed the process ID of
each of the applications that were using the endpoint connections to communicate. Another of Mark
Russinovich's tools, Process Explorer, is an excellent, dynamic process ID tool.

Fire up your Internet browser one more time and search for Process Explorer (the current version,
v15.03, is available at http://technet.microsoft.com/en-us/sysinternals/bb896653.aspx). Download the ZIP
file and extract the procexp.exe executable file. Close all Internet connections and launch Process Explorer.

You should see a number of running processes, many of which are local programs that are running.
Launch a Web site, such as www.microsoft.com, and observe if any new processes launch. Record the
results in the following space.
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0 1 HOUR

Lab Exercise 9.03: Installing and Configuring
a Web Server

In essence, most people mistakenly equate the World Wide Web with the Internet! In reality, the Inter-
net is the infrastructure, while the World Wide Web is the multimedia content with hyperlinks. They
probably make this mistake because the World Wide Web, using the Hypertext Transfer Protocol (HTTP),
is the most widely used TCP/IP application. That said, one of the best ways to develop and practice the
skills needed to support TCP/IP applications is to install and configure a server to support an Internet or
intranet Web server.

There are really two important components associated with hosting a Web site. The first, and the one
that you will be concerned with the most as a network support technician, is the installation, configu-
ration, and management of the Web server itself. A close second would be the development and layout
of the actual content (the actual Web pages), as a Web designer. To configure the Web server, you will
probably work with one of the two most popular Web server engines, Microsoft Internet Information
Services (IIS) or the UNIX/Linux Apache HTTP Server.

Learning Objectives

In this lab, you will install and configure Internet Information Services (IIS). When you have completed
this lab, you will be able to

e Install and configure server-side and client-side networking applications
e  Configure TCP/IP addressing and service ports

e  Troubleshoot TCP/IP applications

Lab Materials and Setup

The materials you will need for this lab are
e  Pencil and paper
®  Microsoft Windows Server 2008 including Internet Information Services version seven (11S7)
®  Microsoft Windows XP, Windows Vista, or Windows 7 client computer

e  The Linksys WRT54GL (or similar) router that was configured in Lab Exercise 8.o1 and appropriate
cabling to connect the small network
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Getting Down to Business

CJ has decided to upgrade the Helpdesk and Desktop Support trouble-reporting system to a new intranet
Web-based application. ITCF has already been using a Web-based program, but this new application has
some really nice features that will help streamline the trouble-ticket process.

Before launching the new system, CJ asks you to use the resources in the Networking Lab to set up
the Microsoft Windows Server 2008 machine with Internet Information Services version seven (11S7)
and load and run the Helpdesk application. You will run the application through its paces for a few
weeks before going “live.”

v Tech Tip

For the purpose of this Lab Exercise (and subsequent Lab Exercises in Chapters 10 and 11), it is

recommended that you standardize the network configuration as follows:

1. Use Router # 1 that was previously configured in Lab Exercise 8.o1. Confirm that the LAN configu-
ration of the Linksys WRT54GL router (or similar) has an IP address of 192.168.10.1/24 and that
DHCP is disabled. Use the LAN side of the wireless router as the switch for the server and client

machines.

2. The Windows Server 2008 machine should be configured minimally prior to installing IIS. Disable
IPv6 and configure the server with the host name netlabserver, an IP address 192.168.10.254/24, and
a default gateway of 192.168.10.1. The server should not perform as a domain controller or be part of
a domain. Dynamic Host Configuration Protocol (DHCP) should not be installed or enabled. Domain
Name Services (DNS) should not be installed or enabled. You will install and configure DNS in the
Lab Exercises in Chapter 10, “Network Naming.”

3. On the client machine, disable IPv6 and configure an IP address of 192.168.10.11/24 with a default
gateway of 192.168.10.1.

4. After configuring the simple Lab Network, verify that the Server 2008 network type is Private Net-
work in the Network and Sharing Center applet. If using a Windows Vista or Windows 7 machine
as the client system, verify that the network type is Work Network in the Network and Sharing
Center.

Step 1 Starting with a basic installation of Windows Server 2008, install IIS by selecting Start |
Administrative Tools | Server Manager. Select Roles from the left-hand pane and then click Add roles.
Check the box next to Web Server (ISS) and click Next. Choose all of the default role services and features
and click Next. Review the Confirm Installation Selections window, as shown in Figure 9-2, and click
Install. Click Close to finalize the installation and exit the wizard. Close the Server Manager window.
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Add Roles Wizard ) x|
5:5 Confirm Installation Selections
Before You Begin
To install the following roles, role services, or features, dick Install.
Server Roles @
2informational me es below
Web Server (I15) e
Role Services ® This server might need to be restarted after the installation completes,

Confirmation (‘:‘} Web Server (IIS)
Progress (D Find out more about Windows System Resource Manager (WSRM) and how it can help optimize CPU
Results e

Web Server

Common HTTF Features
Static Content
Default Document
Directory Browsing
HTTF Errors

Health and Diagnostics
HTTP Logging
Request Monitar

Security
Request Filtering

Performance
Static Content Compression

Management Tools
115 Management Console

Print, e-mail, or save this information

< Previous | Next > | Install I Cancel

Ficure 9-2 Configure Your Server Wizard summary of selections

Step 2 Now select Start | Administrative Tools | Internet Information Services (IIS) Manager and
configure the following components:

a. Expand Local Computer | Sites | Default Web Site. Right-click Default Web Site and select
Edit Bindings from the drop-down menu.

b. Highlight the first line, Type HTTP, and notice the default port 8o for HTTP. Click Edit and
change the TCP port to 8080 for the intranet site and click OK. TCP port 8080 is HTTP-Alternate
and is common to use as an alternate to well-known port 8o for intranet sites and proxy servers.
It was adopted for this use since it is outside the range of the restricted well-known service
ports (1-1023).

c.  Click Basic Settings and verify that the Physical path is %SystemDrive%\inetpub\wwwroot
where %SystemDrive% is the variable for the primary hard drive, usually C:\.

d. Double-click the Default Document in the Default Web Site Home and verify that the file
default.htm is at the top of the list.

e.  Click the Black X in the upper right-hand corner to close Internet Information Services
(IIS) Manager.
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You have now confirmed that the Web site will use a default Web page, which you will create in the
next step. You have also configured your Web site to use the alternate registered TCP port of 8080 (HTTP
— Alternate) instead of the well-known TCP port of 8o (HTTP).

Step 3 To create a default Web page, use Microsoft Word to create a simple document such as “Trouble-
Ticket ITCF” and click Save as Web Page to create a Hypertext Markup Language (HTML) document.
Save the document to the C:\inetpub\wwwroot folder with the name default.htm. This is a very simple
Web page, but it will allow you to test the TCP/IP application and TCP port assignments.

v’ Hint

Obviously, you could easily spend an entire course studying HTML and Web design. However, the
focus of this lab is to learn about the TCP/IP application and the installation, configuration, and
management of a Web server. If you would like to explore Web design further, there are many
applications such as Microsoft Expression Studio 4 Web Professional and Active Server Pages,
Adobe Dreamweaver and Flash, PHP, or just good old HTML coding. Many IT professionals have
some experience with Web design.

Step 4 Log on to your client machine and open your Internet browser (I'm using a Windows 7 machine
with Internet Explorer 8). Enter the IP address of your Web server and press ENTER. What are the
results? Are they similar to Figure 9-3? Why do you think this happened?

%- | ) hitp://192.168.10.254/ ~[ 43| x | [P Bing o

7.7 Favorites | i @] Suggested Sites v @ Web Slice Gallery »

ngntemetﬁcplorel cannot display the webpage ﬁ = = @ * Page~w Safety~ Tools~ 0'

Q Internet Explorer cannot display the webpage

What you can try:

[ Diagnose Connection Problems ]

= More information

< mn | »
Done & Internet | Protected Mode: On 3 - ®i0% ~ h

Ficure 9-3 Entering the IP address for the Web server in Internet Explorer 8
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Step 5 Now enter the IP address for the Web server; however, this time use the alternate TCP port
8080. For example, enter http://192.168.10.254:8080 as shown in Figure 9-4, substituting your own Web
server's IP address. What are the results?

52 |§| http://192.168.10.254:3080/ v| 4 | 4,| X | |P Bing P '|

7. Favorites | 9is @) Suggested Sites » &1 Web Slice Gallery ~
Ercr [] f@-8 -3 & - Puge~ Sy~ Took~ @~

ITCF |
TROUBLE-TICKET

Done & Internet | Protected Mode: On 4~ Hiu0n ~ b

Ficure 9-4 Entering the IP address and TCP port for the Web server in Internet Explorer 8

b 30 MINUTES

Lab Exercise 9.04: Configuring Windows Live Mail
and Gmail

When it comes to TCP/IP applications, you would be hard pressed to choose which of the two applica-
tions, the World Wide Web or e-mail, is the most important for communication and information shar-
ing. The World Wide Web is primarily reliant on the Hypertext Transport Protocol (HTTP) and Gmail is
a Web application, so it also uses HTTP. E-mail client applications such as Microsoft Outlook, Windows
Live Mail, or Mozilla Thunderbird utilize the Simple Mail Transfer Protocol (SMTP), Post Office Protocol
version 3 (POP3), and Internet Message Access Protocol version 4 (IMAP4). You worked with HTTP in Lab
Exercise 9.03. Now it is time to explore e-mail and SMTP, POP3, and IMAP4.


http://192.168.10.254:8080

Lab Exercise 9.04: Configuring Windows Live Mail and Gmail

Gmail, Google's Internet e-mail application, has gained considerable market share in the arena of
free e-mail hosts. Gmail offers considerable storage space and a good Web interface to send, receive,
and manage e-mail. With the introduction of Microsoft Windows Vista and continuing with Windows 7,
Microsoft has discontinued the support for Outlook Express. However, you can use Windows Live Mail,
a free program that is part of Windows Live Essentials.

These days, users often have more than one e-mail address, so it would be convenient if you could
access multiple e-mail servers from one program, say Microsoft Windows Live Mail, to send, receive, and
manage all of your e-mail accounts. With the simple configuration of a few of the TCP/IP applications,
you'll be managing multiple e-mail accounts from one comprehensive e-mail client application.

Learning Objectives

In this lab, you will configure Windows Live Mail as your e-mail interface. When you have completed
this lab, you will be able to

e  Configure Windows Live Mail as your e-mail client for Internet e-mail accounts
e  Discuss various TCP port associations associated with e-mail

e Send, receive, and manage e-mail

Lab Materials and Setup

The materials you need for this lab are
e A computer running Windows Vista or Windows 7
®  Microsoft Windows Live Mail (included with the install of Windows 7)
e  Avalid Internet e-mail account

o Internet access

Getting Down to Business

Many of the clients of ITCF use multiple e-mail addresses for both work and personal communication.
Brandon, one of your long-term clients, comes to you asking if there is any way to configure his personal
e-mail (on his home system) so that he can send, receive, and manage messages the same way he does at
work. In other words, he wants to use an e-mail client application to manage his e-mail.

You recommend using Windows Live Mail since it is already included with Windows 7, and agree to
set it up as Brandon's e-mail client (after work hours as a favor to a good customer).

Step 1 First and foremost, you need to have a valid e-mail address. Many organizations, such as MSN
Hotmail, Yahoo!, and AOL, offer free e-mail addresses. I chose to use Google's Gmail for the steps in this
exercise. With a little research, you should be able to use the steps in this lab to configure Windows Live
Mail as your e-mail client with any e-mail service provider. Alternatively, create a Gmail account to follow
the steps exactly.
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Step 2 Using Internet Explorer or Mozilla Firefox, log on to your e-mail account and view your messages.
Notice the interface provided by the browser service. Each e-mail service offers a different look and feel
and you have to log on to each of them individually.

v/ Hint

While on the e-mail service provider’s Web site, you should be able to find detailed instructions
on configuring an e-mail client to send, receive, and manage your messages. If you are using an
e-mail service other than Gmail, download the specific instructions for your e-mail service pro-
vider. You can then follow along with the lab steps and substitute your e-mail service provider’s
instructions at the appropriate points in the lab.

Step 3 Begin by logging on to your Gmail account and clicking the gear icon in the upper-right corner
and select the Mail Settings hyperlink. Select Forwarding and POP/IMAP from the Settings tab. Con-
figure both POP Download and IMAP Access to be enabled as shown in Figure 9-5. Sign out and close
your Web browser.

Settings
General Labels Accountsand Import Filters Forwarding and POP/IMAP Chat Web Clips Labs Inbox

Offline Themes Buzz

Forwarding: Add a forwarding address

Tip: You can also forward only some of your mail by creating a filter!

POP Download: 1. Status: POP is enabled for all mail that has arrived since 5/12/09
Learn more @ Enable POP for all mail (even mail that's already been downloaded)
© Enable POP for mail that arrives from now on
© Disable POP
2. When messages are accessed with POP keep Gmail's copy in the Inbox -

3. Configure your email client (e.g. Outlook, Eudora, Netscape Mail)
Configuration instructions

IMAP Access: Status: IMAP is enabled
(acoess Gmail from other clients @ Enable IMAP

using IMAF) © Disable IMAP

Learn more

When | mark a message in IMAP as deleted:
© Auto-Expunge on - Immediately update the server. (default)
© Auto-Expunge off - Wait for the client to update the server.

Ficure 9-5 Forwarding and POP/IMAP settings

Step 4 Use the following steps to configure Microsoft’s Windows Live Mail as the Gmail client:
a.  Click Start and type Windows Live Mail in the Search programs and files dialog box.

b. Open Windows Live Mail and select the Accounts tab.
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c. (lick the @+Email icon to add a new e-mail account.

d. Configure the Email Address, Password, and Display name for the new e-mail account. See
Figure ¢-6.

e. Click Next and then Finish to complete the process.

e ™y
(5 Windows Live Mail =50

Add your email accounts

If you have a Windows Live ID, sign in now. If not, you can create one later.
Sign in to Windows Live

Email address: Most email accounts work with Windows Live Mail
|joeuser@gmai|.com | including
Get a Windows Live email address Hotmall
Grnail
Password: and many others.

Remember this password

Display name for your sent messages:

|Joe UserI

| To receive your e-mail messages, you should enable
IMAP for this account. For more information, go to
Grail Help.

[[] Manually configure server settings
After you enable IMAP, click Next.

Cancel |[  Net |

L8 S

Ficure 9-6 Add your email accounts

The configuration of Windows Live Mail as your e-mail client/server is so automated that you
should now see your entire Gmail inbox. In order to explore “under the hood,” you will now open the
properties and record some of the TCP/IP components that you observe.

Step 5 To examine some of the details of the configuration, select the @‘/Properties icon and use the
following steps to view and record the additional settings:

a. Inthe General tab of the Properties window, what is the name for the Mail Account that you
have configured?

b. In the Servers tab, record the configuration settings for My incoming mail server is a
server, Incoming mail, and Outgoing mail.
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c. Lastly, in the Advanced tab, observe and record the settings for This server requires a secure
connection (SSL) and the Server Port Numbers for both the Outgoing mail (SMTP) and the
Incoming mail server (IMAP) servers. Your settings should be similar to those shown in

Figure 9-7.

(.{. Gmail (JoeUser) Properties
———

S50

| General | Servers | Security | Advanced |iMaP

Server Port Numbers

This server reguires a secure connection (S5L)

Incoming mail (IMAF): 993
This server requires a secure connection (S51)

Outgaing mail (SMTF): Use Defaults

Server Timeouts

Shot I f——— Long 1 minute

Sending

[ Ereak apart messages larger than KB

Lok J[ Concd J[ sov |

L8

oy

Ficure 9-7 Gmail (JoeUser) Properties, Advanced tab settings

Since the e-mail client and server are using a secured connection, the TCP ports are not the standard

for IMAP4 or SMTP. What are the default well-known port numbers for IMAP4 and SMTP?

Step 6

¥ Cross-Reference

You will explore secure communications in much greater detail when working through the Lab

Exercises in Chapter 11, “Securing TCP/IP.”

At this point you should be able to use Windows Live Mail to manage your e-mail accounts.
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Lab Analysis

1. One of your co-workers, Shannon, asks you to explain the main operational difference between TCP
and UDP. How does this difference affect which services use TCP or UDP?

2. Theresa has configured Microsoft Internet Information Services (IIS) to host an equipment sign-out
application. Students who use the university video cameras and accessories to complete assignments
in their film class will complete the online form. She has configured the server to use the alternate
port of 8080 as opposed to the well-known port of 8o for the HTTP service. Why would Theresa
choose to configure the application in this manner?

3. Noah notices that while setting up e-mail, he is instructed to use TCP port 995 for POP3, port 993
for IMAP4, and port 465 or port 587 for SMTP. Why would you use these port numbers instead of the
well-known port numbers of 110 for POP3, 143 for IMAP4, and 25 for SMTP?

4. While Brianna is configuring Windows Live Mail to be the e-mail client for her Yahoo! account, she
notices that the Internet Message Access Protocol v4 (IMAP4) is configured automatically instead of
the Post Office Protocol v3 (POP3). What are the similarities and differences between POP3 protocol
and IMAP4 protocol? Why do you think IMAP4 would be the preferred protocol?

5. Tymere is working with the Wireshark utility, and while capturing packets, she pings one of the
other computers on her network. She examines the output of the capture and finds the section
relating to the ping activity. What is the underlying protocol you would expect Tymere to observe?
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Key Term Quiz

Use the vocabulary terms from the following list to complete the sentences that follow. Not all of the
terms will be used.

Apache HTTP server netstat -n
File Transfer Protocol (ETP) netstat -o
Hypertext Transfer Protocol (HTTP) Post Office Protocol v3 (POP3)
Internet Control Message Protocol (ICMP) Process Explorer
Internet Explorer 8 (IE8) Simple Mail Transfer Protocol (SMTP)
Internet Group Management Protocol (IGMP) Simple Network Management Protocol
SNMP
Internet Information Services (IIS) ( )
TCPView
Internet Message Access Protocol v4 (IMAP4)
Telnet

Mozilla Firefox

Transmission Control Protocol (TCP)
netstat -a

Trivial File Transfer Protocol (TFTP)
netstat -b

User Datagram Protocol (UDP)

1. A command-line utility that will allow you to explore all of the current connections and the
associated program executable is

2. The and the are defined in the Transport layer of the OSI
model, whereas the and the are defined in the Network
layer of the OSI model.

3. When working with e-mail, the is associated with sending e-mail and the
and the are associated with receiving e-mail.
4. The UNIX/Linux-based and the Microsoft product are

two of the most popular Web servers in use today.

5. When working with the , the most common well-known port used is 8o.

However, when implementing an intranet, many administrators will use the alternate port
of 8080.
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As demonstrated in the last few chapters, you can cable some systems together
and manually configure their IP addresses, subnet masks, and default gateways
to create a very basic TCP/IP network. Over this network, users can send infor-
mation to, and receive information from, each other. You can even add a Web
server to this small network and host some information for the clients to access.
However, without the addition of some sort of naming convention and resolution,
you'll soon find that the use and management of this network becomes fairly
tedious.

If you use only the basic configuration, you'll be stuck using IP addresses for
everything. Instead of typing something like www.totalsem.com into your Web
browser, you'll need to enter the IP address of the totalsem.com Web server. The
answer to resolving this issue is the powerful TCP/IP application, Domain Name
System (DNS). Microsoft fully adopted host names and DNS, instead of their
proprietary NetBIOS names and Windows Internet Name Service (WINS), as the
default naming convention with the introduction of Windows 2000. You will
still work with NetBIOS names from time to time, and you should be aware that
WINS existed, though it is seldom used today. DNS resolves fully qualified domain
names (FQDNs) to IP addresses and WINS resolves NetBIOS names to IP addresses.

Several of the following labs build on the Web server you created in the Chapter g
Lab Exercises, and deal with the real-world situations that involve DNS. You will
configure, diagnose, and repair typical problems relating to name resolution.

This chapter also presents a great opportunity to introduce you to the server
side of the Dynamic Host Configuration Protocol (DHCP). In the last Lab Exercise
of this chapter, you will download a free DHCP server. You will then install and
configure the server, scopes, and additional information allowing clients to obtain
their addresses automatically.
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v Tech Tip

In order to simplify the troubleshooting labs and overall DNS structure, where noted in the
Lab Materials and Setup sections, it is recommended that you continue to use the Network Lab
setup (one Microsoft Server 2008 system, and multiple clients in a closed local area network).
This will allow you to keep the entire configuration to a basic level, which will be more demon-

strative when conducting the lab exercises.

Currently, the Server 2008 system is configured as a stand-alone server and is hosting the
Trouble Ticket Web server. DHCP should not be configured on the Network Lab systems to force
manual configuration of all servers and clients. This will help reinforce the underlying process
of DNS configuration on client machines. As mentioned earlier, you will explore DHCP in Lab

Exercise 10.08.

0 30 MINUTES

Lab Exercise 10.01: TCP/IP Network Naming Services:
DNS and WINS

To begin your journey in the study of network naming, you will explore two of the advanced TCP/

IP services: the dominant Domain Name System (DNS) and the retired Microsoft Windows Internet
Naming Service (WINS). Each of these services enables the user to enter a much easier-to-remember,
human-readable name, such as www.microsoft.com or netlabserver, as opposed to an IP address such as
192.168.10.254.

As a network tech, and in subsequent Lab Exercises, you will utilize and configure DNS to resolve
host names to IP addresses. You will also briefly examine WINS to support legacy Windows systems. For
now, you'll take a look at what these services do, and explore the settings that enable your TCP/IP network
hosts to use them.

Learning Objectives

In this lab, you will define the DNS and WINS network services and explore the configuration settings
a TCP/IP host needs to use them. When you have completed this lab, you will be able to

®  Describe the functions of the DNS and WINS advanced network services

®  Detail the common client configuration settings of DNS and WINS

183
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Lab Materials and Setup

The materials you will need for this lab are
e  Pencil and paper
¢  Windows XP, Windows Vista, or Windows 7 system with Internet access

®  The Mike Meyers’ CompTIA Network+ Guide to Managing and Troubleshooting Networks textbook

Getting Down to Business

Having just finished the chapter on network naming in the Mike Meyers’ CompTIA Network+ Guide to Managing
and Troubleshooting Networks textbook, you know that you are going to have to implement DNS on the
network lab’s systems. You want to get a jump on the setup, so you set out to define DNS and WINS and
examine how they are configured on the client machines in use at the home office of ITCF.

Step 1 Describe the function of the DNS service on a TCP/IP network.

Step 2 Local PCs cache any addresses resolved by DNS on the hard disk. To view a display of resolved
addresses cached on your PC, you will use the command-line utility ipconfig /displaydns. Open a com-
mand prompt and type ipconfig /displaydns. You should see a list of results similar to what's shown
in Figure 10-1. What are your results?

B Adrministrator: Comrnand Prormpt _ o] x|

Microsoft Windows [Uersion 6.0.68011 a
Copyright <{c? 2886 Microsoft GCorporation. A1l rights reserved.

C-sWindowsssystem32 >ipeconfig ~displaydns
indows IP Configuration

wvuww.cheese.com

Record Hame . . . . . : www.cheese.com
Record Type . . . . . = 1

Time To Live . . . . : 786

Data Length . . . . . = 4

Section . . . . . . . : Ansuer

A (Host) Record . . . : 195.149_84_89%

wuy . google.com

Record Hame . . . . . :© www.google.com
Record Type . . . . . = &
Time To Live . . . . & 27
Data Length . . . . . = 4
Section . . . . . . . * Answer
CNAME Record . . . . : www.l.google.com
< | v 4

Ficure 10-1 Section of output from the command ipconfig /displaydns
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v’ Hint

Many anti-malware programs such as Spybot Search & Destroy utilize the hosts file to map mali-
cious Web site redirections to the loopback address of 127.0.0.1. When your browser is instructed
to go to www.antivirus-2009-pro.com, a known malware site, it resolves to the local machine

and never gets off the ground.

If you are using a system with anti-malware programs running, you may receive an extremely
full output when you run ipconfig /displaydns because the hosts file is copied into the DNS
cache automatically. To narrow down the content of the DNS cache, temporarily disable the

hosts file by navigating to c:\windows\system32\drivers\etc\hosts and renaming the hosts file
to hosts.lab. (See Lab Exercise 10.02 for additional information on working with the hosts file.)

Step 3 Describe the function of the WINS service on a TCP/IP network.

Step 4 WINS is pretty much a legacy service, so there is a good chance that your network is not running
a WINS server. However, NetBIOS names are still fairly common, so you can explore NetBIOS names with
the nbtstat utility. Start by opening a command-line window, and then run nbtstat -A [IP Address]
where the IP address is a valid address of a Windows machine on your network. This will return a list of
the system’s NetBIOS name table and generate a cache entry of the system’s NetBIOS name (in the exam-
ple shown in Figure 10-2, the NetBIOS name of the system is LANDMARQ).

=> Note

Like other command-line utilities you have explored, the nbtstat command has a number of
switches allowing you to modify the output of the command. As with the other commands, you
can type nbtstat /? to return a list of valid switches. Note the switch in the preceding Lab
Step is a capital -A, displaying output based on the IP address of the remote machine, rather

than a lowercase —a, which would display output based on the name of the remote machine.
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C:sUWindows“system32>nbtstat —A 192.168.1.4

Local Area Connection:
Hode IpAddress: [B.8.8.81 Scope Id: [1]

Host not found.

ireless Metwork Connection:
Mode IpAddress: [192.168.1.31 Scope Id: [1

NetBIOS Remote Machine Mame Tahle

Mame Type Status
LANDMARG {@a> UNIQUE Registered
THEPIT <{@@> GROUP Registered
LANDMARG {2@8> UNIQUE Registered
THEPIT <1E> GROUP Registered
THEPIT <1D> UNIQUE Registered
..__MSBROUWSE__.<#@1> GROUP Registered
MAC Address = BA-48-CA-44-81-6F EI

FiGure 10-2 Result of the nbtstat -A [IP Address] command

Windows machines cache any addresses resolved by WINS (or by broadcast) on the hard disk. To view
a display of resolved addresses cached on your PC, type nbtstat -c in the command-line window. You
should see an entry for the machine you just connected with, as shown in Figure 10-3. What are your
results?

C-wWindowsssystem3Z >nbtstat —c

Local Area Connection:
Mode IpAddress: [B.8.8.81 Scope Id: [1

Mo names in cache

ireless Metwork Connection:
Hode IpAddress: [192.168.1.31 Scope Id: [1

NetBIOE Remote Cache Name Table
Hame Type Host fAddress Life [secl
LANDMARG <28> UNIQUE 192.168.1.4 462

Ficure 10-3 Result of the nbtstat -c command

Step 5 To view your PC's TCP/IP configuration, including advanced settings such as the DNS, WINS,
or DHCP servers, type ipconfig /all at a command prompt. What are your results?
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Step 6 To further explore the DNS process, run the Wireshark program on your client system and start
to capture frames. Open your Web browser and access a Uniform Resource Locator (URL) for a Web site
you've never visited—for example, go to the www.cheese.com Web site. After the Web page appears, stop
the capture. Look for two lines in the capture file (they should look similar to Figure 10-4). The first line
is the initial query from your system, while the second line is the response. You'll have plenty of other
lines in your capture file—Ilook for the ones labeled DNS under the Protocol column.

¥ Cross-Reference

As you learned while using Wireshark in Lab Exercise 7.05, you may apply a filter to limit the
frames that the Wireshark capture displays. In this case, apply a DNS filter after capturing the

frames.

B dns packets.peap - Wireshark [ollE ==

Eile Edit Wiew Go Capture Analyze Statistics Help

B NE SEXEE AeswTL ([EE QAR #BB%| B

Filker: | |~ Expression.. Clear Apply
Ma, . Tirne Source Destination Protocol  Info i
28 20.608374 1582.168.1.1 230,255,255, 250 SSDP NOTIFY ¥ HTTR/L. el
29 20.717379 L5 e dL dL 239.255.255.250 SSDP MOTIFY * HTTR/L.
30 22.223587 HonHaipr_38:h9:6a Broadcast ARP who has 192.168.1.17
{o]o] i RESTi 55 i [s=H:E ARP 1 1 s &
= i S O
493306 68.87.75.194
34 22.405018 1582.168.1.102 1585.140.84. 80 TCP 50618 > http [Syn] Seq=0 win=8152 Len=0 MSS=14¢
35 22.582616 155.149.84.89 182.168.1.102 TCP http > 50618 [SvM, ACK] Seg=0 Ack=1 wWin=16384 |
36 22.582728 192.168.1.102 155.140.84. 8% TCR 50618 > http [ACK] Seq=1 Ack=1 win=17408 Len=0
37 22.582969 192.168.1.102 155.149.84. 89 HTTR GET / HTTR/1.1
38 22.717296 195.149.84.89 192.168.1.102 TCP [TCP segment of a reassembled Pou]
2637 TITER1T 1GE 140 =4 RO 167 1A 1 187 o Frro cammanr of 3 rasccamhlad ool b
< 1 | 3

5 g _38:h9: :19:7e:38:h%:6a), Dst: Cisco-Li_Af:75:595 (00:23:69:1F:75:55)
Internet Protocol, src: 192.168.1.102 (1%2.168.1.1020, Dst: 68.87.75.194 (68.87.75.194)
= User Datagram Protocol, Src Port: 54259 (542590, Dst Port: domain (530
Source port: 54259 (54259)
pestination port: domain (530
Length: 40
Checksum: 0x1208 [correct] o

m

Frame (frame), T4 bytes [ Packets: 393 Displayed: 333 Marked: 0

Ficure 10-4 Wireshark capture showing a DNS query and response

Click the initial query line in Wireshark and look in the lower pane. This is a detailed breakdown
of the frame. Expand the User Datagram Protocol in the details pane of the Wireshark utility. Referring
back to the OSI model, DNS is in the UDP datagram at Layer 4. The data is then encapsulated by a Layer 3
IP packet. Finally, the IP packet is encapsulated by a Layer 2 frame. Why would the designers of DNS use
UDP instead of TCP?
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Step 7 Go through both the query and response frames in detail and answer the following questions.
What port does DNS use? What port will the response to the DNS query use? What is the IP address for
www.cheese.com? What are the IP addresses for the name servers?

Step 8 C(Close Wireshark and run the ipconfig /displaydns command. Can you find the listing for
www.cheese.com? Record some of the information that is displayed.

b 30 MINUTES

Lab Exercise 10.02: Exploring hosts and Imhosts

When the Internet was in its early stages, the engineers created a text file named hosts. This text file
had a listing of every valid IP address on the Internet along with a corresponding host name. The hosts
file is still included on most modern operating systems and is actually consulted first (before DNS) when
a system is attempting to resolve a host name to an IP address. Later, Microsoft created its own naming
convention called NetBIOS and developed their own resolution text file called Imhosts. The lmhosts file
resolves NetBIOS names to IP addresses, used, for example, when you don't want to take the trouble to
set up a WINS server.

You are going to continue your exploration of network naming with a quick review of the hosts and
Imhosts files. Normally, you would be working with a network that already has a configured DNS server
and these files would not be necessary; however, you will want to be aware of them for the CompTIA
Network+ exam.

In an actual production network, you would almost always be using DHCP to fill in all of the critical
TCP/IP settings. However, in your network lab, the TCP/IP configuration is manual, to encourage you to
explore the critical settings that are often automated.

Learning Objectives

In this lab, you will explore the early name resolution process of hosts and Imhosts files. When you have
completed this lab, you'll be able to

e  Examine and configure entries in a hosts file

e Identify entries in an lmhosts file
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Lab Materials and Setup

The materials you'll need for this lab are
e  Pencil and paper
e  Windows XP, Windows Vista, or Windows 7 client system
e  Windows Server 2008 that was configured in the previous chapter’s Lab Exercises

®  The Linksys WRT54GL (or similar) router that was configured in Lab Exercise 10.03 and appro-
priate cabling to connect the small network

v/ Hint

For this and subsequent Lab Exercises in this chapter, it will make the labs run much smoother

if you configure the client machines and server as follows:

1. Standardize the IP addressing scheme for the network. I used the network ID of 192.168.10.0/24
for all of the systems and used the “best practice” of placing the router in the lower ranges of the
available network addresses (192.168.10.1), the server in the upper ranges of the available network
addresses (192.168.10.254), and the clients starting at 192.168.10.11. It will also keep the output from
some of the command-line utilities less cluttered if you disable IPv6. In Windows Server 2008 and
Windows 7, disable IPv6 by selecting Start | Control Panel | Network and Sharing Center | Change
adapter settings. Right-click Local Area Connection and select Properties. Uncheck the box for
Internet Protocol Version 6 (TCP/IPv6), and click OK.

2. To remove some of the complexity while performing the following Lab Exercises, open the IIS Man-
ager by selecting Start | Administrative Tools | Internet Information Services (IIS) Manager.
Expand Local Computer | Sites | Default Web Site, right-click Default Web Site, and select Edit
Bindings from the drop-down menu. Highlight the first line Type HTTP and configure the Port as
8o instead of TCP port 8080 as configured for the previous chapter’s labs.

3. In Windows Vista and Windows 7, the process of editing the hosts and Imhosts files will require
you to utilize User Account Control (UAC) to open Notepad as administrator of the client system. To
launch Notepad with administrative privileges, click Start | All Programs | Accessories. Right-click
Notepad and select Run as Administrator from the drop-down menu.

4. You will also want to enable the viewing of hidden files, file extensions (¥*.txt), and protected oper-
ating system files. In Windows Vista or Windows 7, select Start | Control Panel | Appearance and
Personalization | Folder Options and then the View tab. Select Show hidden files, folders, and
drives; uncheck Hide extensions for known file types; and uncheck Hide protected operating
system files as shown in Figure 10-5.
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Folder Options

General | View | Search

s

Folder views

2

Apply to Folders

Advanced settings:

You can apply the view (such as Details or lcons) that
you are using for this folder to all folders of this type.

I, Files and Folders

[£] Always show menus
Display file icon on thumbnails

[ Digplay the full path in the title
Hidden files and folders

[ Hide extensions for known file

[ Always show icons, never thumbnails

Display file size information in folder tips

(@) Dont show hidden files, folders, or drives
(@ Show hidden files, folders,
[ Hide empty drives in the Computer folder

[ Hide protected operating system files (Recommended)

m

bar (Classic theme only)

and drives

types

Restore Defaults

[ ok

J [ cancel ][ sopy

Ficure 10-5 Folder Options window

Getting Down to Bus

Having just finished the configuration of the intranet Web site www.troubleticket.local on the Network
Lab setup, you are pleased with the results of the test communications. CJ stops by to see how the project

is progressing and, after heari

Ticket application by typing in the fully qualified domain name (FQDN). To his surprise, it returns an

error message: “The address is

CJ recommends that you study and implement name resolution on the Network Lab network and
contact him when you have resolved (no pun intended) the issue. You set out on your quest and delve
into hosts and Imhosts as a precursor to implementing DNS.

=>» Note

If you can re-create this scenario in class—great! If not, go through the exercise anyway. Use

the differences between your classroom setup and the one described here to compare and con-

trast results!

iness

ng that you are very happy with the results, attempts to access the Trouble

not valid.”
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Step 1 Log on to one of the client machines, open a browser, and type the URL www.troubleticket.local
to see what happens. What are the results?

What test could you run to determine whether this is a DNS problem? What are the results?

Step 2 To verify the results, you open a command prompt and type ipconfig /displaydns. What is
the initial output from running this command?

Step 3 Now you are going to use the hosts file to create an entry to allow you to use the fully qualified
domain name (FQDN) of www.troubleticket.local to access the intranet Web site. To open the hosts file,
open Notepad with elevated privileges, navigate to c:\windows\system32\drivers\etc, and open the
hosts file. Enter the following line of text:

192.168.10.254 www.troubleticket.local

where www.troubleticket.local is the FQDN of your intranet Web site and 192.168.10.254 is the IP address
of your Web server. Now select File | Save As and select All Files (¥.*) from the drop-down menu. High-
light the hosts file in the file pane and select Yes when prompted if you would like to replace this file.

Step 4 Open your Web browser and enter www.troubleticket.local. What are the results?

Step 5 Once again, open your command prompt and type ipconfig /displaydns. You should see a
response similar to the one in Figure 10-6.
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C:sMindows~system32>ipconfig ~sdisplavydns -

indows IP Configuration El
254.18.168.192 . in—addr.arpa
Record Name . . . . . : 254.18.168_.1%2.in—addr_.arpa.
Record Type . s & o= 12
Time To Live - - * 86408
Data Length . . . . . : 4
Section . . . . - . & Ansuer
PTR Record . - = ¢ www.troubleticket.local

wuut.troubleticket.local

Record Name . . . . : www.troubhleticket.local
Record Type . = H

Time To Live - : Bo4B8
Data Length . . . . : 4

Section .

e e e . : Ansuer
A {Host> Record . : 192.168.1A.254

wuw.troubleticket.local

Record data for type AAAA could not bhe displayed.

Ficure 10-6 Output of the ipconfig /displaydns command

Record the results in the following space.

Step 6 Now navigate back to the c:\windows\system32\drivers\etc folder and open the hosts file with
Notepad. Remove the entry for www.troubleticket.local. This will return the hosts file to its default status.

Step 7 Navigate to the c:\windows\system32\drivers\etc folder and open the Imhosts.sam file with
Notepad. This is a sample Imhosts file. Examine the contents and define the following components:

#PRE

#DOM: <domain>

Write the line you would include, adding the netlabserver to an Imhosts file and preloading the Net-
BIOS name into the name cache.
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0 30 MINUTES

Lab Exercise 10.03: Installing and Configuring
a DNS Server

If it ended up being your job to configure and maintain a hosts file on every computer that needed to
access Web sites by their URLs, just the sheer number of entries would be astounding! DNS to the rescue!
DNS allows a distributed database of host name-to-IP-address mappings (called zones) to be stored on
dedicated DNS servers and be accessed by clients to resolve those host names to IP addresses.

From the Internet DNS root servers to simple intranet DNS servers, the goal is to make the access to
Web sites as transparent to the end user as possible while keeping administrative overhead to a minimum.
Even entry-level network techs are expected to have some understanding of DNS server configuration and
maintenance.

Learning Objectives

In this lab, you will install a DNS server. When you have completed this lab, you'll be able to
° Install and configure a DNS server on a Microsoft Windows Server 2008 system

e  Configure DNS server entries to resolve host names to IP addresses

Lab Materials and Setup

The materials you'll need for this lab are
e  Pencil and paper
e  Windows XP, Windows Vista, or Windows 7 client machine
e  Windows Server 2008 that was configured in the previous chapter’s Lab Exercises

e  The Linksys WRT54GL (or similar) router that was configured in Lab Exercise 9.03 and appro-
priate cabling to connect the small network

Getting Down to Business

Having played with the hosts file, you realize that even for the intranet Web site, you will not want a
network tech or administrator tied up with configuring hosts files on all of the client systems. You have to
learn about DNS servers anyway, so you dive in and begin configuring the Server 2008 machine to provide
DNS Services. You hope to have this up and running before CJ returns to check on your progress!

Step 1 Log on to your Windows Server 2008 machine as administrator and launch the Manage Your
Server Wizard by clicking Start | Administrative Tools | Server Manager. Select Roles from the left-
hand pane and then click Add roles. Check the box for DNS Server and then click Next>. Click Next
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again to arrive at the Confirm Installation Selection window. Verify the DNS Server in the list of roles

that will be installed and click Install. The installation will go through its paces and then tell you if it

was successful. Verify that the installation was successful, and then select Close.

Once the DNS server is installed, open the DNS management tool by clicking Start | Administrative

Tools | DNS. Launch the New Zone Wizard by clicking Action | New Zone. Follow the steps to configure

the DNS server to provide resolution for the Network Lab network:

a. C(lick Next.

b.  Select Primary zone (click Next).

c. Enter the Zone name: troubleticket.local (click Next).

d. Select Create a new file with this file name (click Next).

e. Select Do not allow dynamic updates (click Next).

f.  Verify the settings in the Completing the New Zone Wizard screen as shown in Figure 10-7, and

click Finish.

Mew Zone Wizard

Completing the New Zone Wizard

You have successfully completed the New Zone Wizard. You
specified the following settings:

MName:  troubleticket.local ;I
Type: Standard Primary
Lookup type: Forward

Mote: You should now add records to the zone or ensure

that records are updated dynamically. You can then verify
name resolution using nslookup.

To dose this wizard and create the new zone, dick Finish.

X

< Back Cancel

Ficure 10-7 Completing the New Zone Wizard

=> Note

During the configuration of the DNS server, the wizard will attempt to find “root hints” for

this DNS server. You may receive an error message stating, “The Configure a DNS Server Wizard

could not configure root hints. To configure the root hints manually or copy them from another

server, in the server properties, select the Root Hints tab.”
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Click Finish to complete the installation of the DNS Zone.

Step 2 Expand the netlabserver and expand the Forward Lookup Zones. Select the troubleticket.local
forward lookup zone and record the records that appear in the Contents pane:

Step 3 Right-click troubleticket.local and select New Host (A or AAAA) from the drop-down menu.
This will open the New Host applet. Enter the name of your Network Lab server (such as netlabserver)
in the Name field, and your Network Lab server’s IP address (such as 192.168.10.254) into the IP address
field. Do not check the box Create associated pointer (PTR) record at this time. What is the FQDN of

the new record?

Click Add Host to add the new record and then Done to close the New Host applet.

Step 4 Lastly, right-click troubleticket.local and select New Alias (CNAME) from the drop-down menu.
This will open the New Resource Record applet. Enter the name of your Network Lab Web site (www) in
the Name field and your FQDN for the target host (netlabserver.troubleticket.local). What is the FQDN

of the new record?

Click OK to add the new record. The fully configured forward lookup zone should be similar to that
shown in Figure 10-8.

aonsmamager P

Eile | Action  View Help

e | rE|XB o= Bl d 85

& DNS Name | Type [ Data
= i METLABSERVER % (same as parent folder) Start of Authority (SOA) [1], netlabserver., hostmas...
BE= F?W\'ﬂl’d Lookup Zones % {same as parent folder) Name Server (NS) netlabserver.
[Eg troubleticket. local & netlabserver Host (4) 192,168, 10,254

':l Reverse Lookup Zones Hwaw alias (CNAME) netlabserver, troubleticket.l...
7] Conditional Forwarders

Global Logs

Ficure 10-8 DNS management screen with records for netlabserver and www.troubleticket.local

Close the DNS Management Utility and log off the Windows Server 2008 machine.
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0 30 MINUTES

Lab Exercise 10.04: Troubleshooting
Network Naming Services

The hiera
domain n

rchical structure of DNS makes it a robust, tolerant, and fast way to resolve fully qualified
ames (FQDNs) to IP addresses. When DNS problems take place, however, you'll want to remem-

ber that the secret to solving DNS issues is twofold. First, remember that DNS is robust and not prone to

error. Many errors that might point to DNS issues are actually something else, such as the configuration

of TCP/IP

settings (both manual and automatic). Second, remember how DNS works. Many times the

best way to diagnose and fix a DNS issue is to think through the process of DNS resolution and then test

potential
you can't

problem areas. Knowing how DNS works will also give you the ability to get around problems
immediately fix—Iike a downed DNS server.

In this Lab Exercise, you'll explore some of the core troubleshooting tools that will help resolve

issues with DNS (you have already seen some of these, like ping and ipconfig /displaydns).

Learning Objectives

In this lab, you will review the DNS name resolution process. When you have completed this lab, you'll

be able to

Define the tools to test DNS settings and servers

Use these tools properly in different troubleshooting scenarios

Lab Materials and Setup

The materials you'll need for this lab are

Pencil and paper

A system with Internet connectivity to facilitate downloading utilities

Windows XP, Windows Vista, or Windows 7 client system

Windows Server 2008 that was configured in the previous chapter’s Lab Exercises

The Linksys WRT54GL (or similar) router that was configured in Lab Exercise 9.03 and appro-
priate cabling to connect the small network

Getting Down to Business

After configuring the Web server in the last chapter and the DNS server in this chapter, you invite a few of

your co-workers in to test the connectivity to the Trouble Ticket intranet Web site www.troubleticket.local.

All complain that they cannot access the Web site. You have an idea what the problem is (the client
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machines have not been configured at this point), and you decide to run a few diagnostic tests to see if
they will provide answers to this riddle and get the network running at optimum performance!

Step 1 To set this Lab Exercise up, log on to one of the client machines and open the Local Area Con-
nection properties. Select Internet Protocol Version 4 (TCP/IPv4) and confirm that there are no
entries for the Preferred DNS Server or the Alternate DNS Server. Select OK to save settings.

Now open a command prompt. At the command prompt, enter ipconfig /displaydns. What are
the results?

If there are any listings in the DNS cache, enter ipconfig /flushdns. What are the results if you
run ipconfig /displaydns again?

Step 2 You now look at the system of one user who has complained that she cannot access the Trouble
Ticket Web site in her Web browser, even though she can access other computers on the local network.
What test could you run to determine whether this is a DNS problem?

v Tech Tip

To successfully perform the next few steps from the client machine, you will prepare the DNS
Server by enabling “Allow Zone Transfers to Any Server” using the DNS management tool.

It must be stressed that you would NEVER enable “Allow zone transfers to any server” on a
production DNS server! This would compromise the entire organization by allowing unscrupu-
lous persons to transfer the entire DNS database. You will enable “Allow zone transfers to any
server” in Step 3 to demonstrate the power of the nslookup and dig commands in Steps 4, 5, 6,

and 7. You will then disable “Allow zone transfers to any server” in Step 8.
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Step 3 Log on to your DNS server (possibly netlabserver) and perform the following sub-steps to enable
“Allow zone transfers to any server”:

a. Open the DNS management tool by clicking Start | Administrative Tools | DNS.

b. Expand netlabserver, Forward Lookup Zones, right-click troubleticket.local, and select Prop-
erties from the drop-down menu. Click the Zone Transfers tab and select Allow zone transfers
and To any server.

c. Click Apply or OK to save your settings and close the troubleticket.local Properties window.

Step 4 You now are certain enough you have a DNS problem that you want to check the DNS server
from the client system. On the client machine, launch a command prompt and type ping www
.troubleticket.local and then press ENTER. Next, type ping 192.168.10.254 and press ENTER
(substitute the IP address of your Web server if it's different from the one in the example). What are the
results? Are they what you expected?

Now type nslookup to enter the nslookup shell. Once in the nslookup shell, enter the IP address of
the DNS server you want to query, that is, 192.168.10.254, by typing the following line at the nslookup
prompt:

>Server 192.168.10.254

You can now verify the records you configured earlier by typing the following line:

>1ls -d troubleticket.local

See Figure 10-9 for examples of these commands and their responses. Using the results from your

own output, or the information in Figure 10-9, write a short description/definition for each of the
important records in the following list:

.Eﬁj' —— § — Zﬂcmdém

C:sWindowsssystem32>ns lookup
#xx Default servers are not available [j
Default Server: UnKnown

Address: 127.68.8.1

> server 192.168.10.254
Default Server: [192.168.18.2541
Address: 192.168.18.254

> 1s —d troubleticket.local
[[192.168.10.25411

troubleticket.local. S0R netlabserver hostmaster. (3 700 600 86400 36082
troubhleticket.local. NS netlabserver

netlabserver ] 192.168.18.254

Wy CNAME netlabserver.troubleticket.local

)trouhleticket.local. s0A netlabserver hostmaster. <3 988 6B0 86488 3688>
exit

C:x\UWindows\system32>

Ficure 10-9 The nslookup commands and their output
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SOA

NS

A

CNAME

® Cross-Reference

To further explore DNS record entries, consult the “DNS Servers” section in Chapter 10 of the
Mike Meyers’ CompTIA Network+ Guide to Managing and Troubleshooting Networks textbook.

Why would you run the nslookup command to confirm that the DNS server is working? Why is
ping a less than optimal choice?

Step 5 If the results of your nslookup were satisfactory, what two items would you want to check on
the client system to make sure the client itself wasn't giving incorrect DNS data? How would you con-
firm that the problem wasn’t with the IP configuration?

Step 6 When you're working in a Microsoft Active Directory Domain environment, one of the features
that has been added to DNS is the dynamic registration of clients in the domain. This service is known
as Dynamic Domain Name Systems (DDNS). One of the typical configuration errors that an administra-
tor can make is to change DNS server information on a client machine but then forget to reboot the sys-
tem. In this instance, the command ipconfig /registerdns can be used to force a dynamic update of
the new DNS server.

Open a command prompt and type ipconfig /? as shown in Figure 10-10. Record the various
switches that can be used to troubleshoot and manage name resolution components.
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[EX Administrator: Command Prompt EI@
E:\Hindows\system32)ipconfig - o

SAGE:
ipconfig [rallcompartments] [-? | ~all |
s/renew [adapter] | /release [adapter] |
srenewt [adapter] | sreleaszeb [adapter] |
Aflushdns 1 sdisplavydns | sregisterdns |
/showclassid adapter |
/setclassid adapter [classidl |
sthowclaseidb adapter |
ssetclassidé adapter [classidl 1

here
adapter Connection name
{wildcard characters = and ? allowed, see examples?

Options:
o7 Display this help message
sall Display full configuration information.
sreleasze Release the IPv4 address for the specified adapter.
sreleaseb Release the IPuvb address for the specified adapter.
SPENEY Renew the IPv4 address for the specified adapter.
sreneuwb Renew the IPv6 address for the specified adapter.
#flushdns Purges the DNE Resoluver cache.
sregisterdns Refreshes all DHGPF leases and re—registers DNS names
sdisplaydns Display the contents of the DNS Resolwver Cache.
szhouc lassid Displays all the dhcp class IDs allowed for adapter.
ssetclassid Modifies the dhcp class id.
sshowclassidb Displays all the IPv6 DHCP class IDs allowed for adapter
sgsetelasside Modifies the IPub DHCP class id.

Ficure 10-10 Output of the ipconfig /? command

Step 7 One last tool you will want to have some experience with is the dig utility. Dig stands for
domain Internet groper and is native in Linux/UNIX systems. The Internet Systems Consortium pro-
vides a number of Linux/UNIX utilities that have been ported to the Windows operating system. You're
going to download and install dig from a site maintained by Nicholas Fong: http://members.shaw.

ca.nicholas.fong/dig/.
a. Download dig-files3.zip and save it to c:\dig
b.  Extract all the files inside dig-files3.zip to c:\dig

c.  You will need to add the c:\dig folder to your PATH. Click Start and type environment
variables in the Search programs and files dialog box. Select Edit environment variables
for your account and choose to edit or add the PATH in the User variables pane.

d.  When you are done, open a command prompt and type c:\path. Your PATH should look similar
to that shown in Figure 1o-11.

B8 Administrator: Cornmand Prarmpt EI@
icrosoft Windows [Uersion 6.1.76881 -
opyright <c> 28A? Microsoft Corporation. All rights reserved. [j

sWindowsssystem32 >path
ATH=C:“Windows~system32;C:\Windows ; C:~Windows~System32:\Wbem;C:“\Mindows\System32
WindowsPowerShellswl . B%;0: dig

sWindowsssystem32 > Y4

Ficure 10-11 Output of the PATH command in a Windows 7 command prompt
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The dig utility is a powerful command-line tool, and similar to nslookup, allows you to explore
and troubleshoot DNS extensively. You are going to use two queries to explore the information about
your DNS server that you explored with nslookup.

a. Open a command prompt as administrator and type the following command:
c:\dig\dig @192.168.10.254 troubleticket.local any

b.  Now type the second command as follows:
c:\dig\dig @192.168.10.254 www.troubleticket.local any

c.  See Figures 10-12 and 1o-13 for examples of these queries and their responses. Using the results
from your own output, or the information from Figures 10-12 and 10-13, capture some of the
details for each of the important records in the following list:

@8 Administrator: C:\Windows\System32\cmd.exe (= O s

-

C:xWindowsssystem32>c:ndighdig B192.168.18.254 troubleticket.local any

5 €<>> DiG 9.3.2 <<>> @192.168.18.254 troubleticket.local any

5 <1 server found>

global options: printcmd Ej
Got answer:

—>>HEADER<{<— opcode: QUERY,. status: MOERROR. id: 353

flags: gr aa »d ra; QUERY: 1. ANSWER: 2, AUTHORITY: @A. ADDITIONAL: @

QUESTION SECTION:

itroubleticket.local. N ANY

55 ANSUER SECTION:

troubleticket.local. 3688 IN NS netlahserver.

troubleticket.local. 3688 IN S0A netlabserver. hostmaster. 3 98080 680 86400 3600

Query time: 2761 msec

SERUER: 192.168.10.254#53(192.168.18.254>
WHEN: Mon Sep 12 14:89:53 2811

MSG SIZE wrcvd: 189

4 i 3

Ficure 10-12 The responses to running dig on troubleticket.local

SOA

NS

@8 Admiristrator, CAWindows\System32\cmd.exe =<

C:sUWindowsssystem32 >c:ndighdig E192.168.18.254 wuyw.troubleticket.local any

€<>>» DiG 9.3.2 <<>> 0192.168.18.254 wuw.troubleticket.local any

{1 server found>

global options: printcmd

Got answer: EI
—>>HEADER<{<- opcode: QUERY,. status: MOERROR. id: 1516

flags: qr aa rd ra; QUERY: 1. ANSWER: 1. AUTHORITY: 6. ADDITIONAL: 1

QUESTION SECTION:

L

wi.troubleticket.local. IN ANY
;5 ANSUER SECTION:
wi.troubleticket.local. 3688 IN CNAME netlabserver.troubleticket.local.

53 ADDITIONAL SECTION:
netlabserver.troubleticket.local. 3688 IN A 192.168.18.254

5 Query time: @ msec

; SERUER: 192.168.10.254#53(192.168.108.254>

;5 WHEN: Mon Sep 12 15:83:17 2811

; MSG SIZE wcud: B4 5
CH| i +

Ficure 10-13 The responses to running dig on www.troubleticket.local
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A

CNAME

Step 8 To disable the Allow zone transfers to any server setting, log on to your DNS server and per-

form the following sub-steps:
a. Open the DNS management tool by clicking Start | Administrative Tools | DNS.

b. Expand netlabserver, Forward Lookup Zones, right-click troubleticket.local, and select
Properties from the drop-down menu. Click the Zone Transfers tab and uncheck Allow zone

transfers.

c. Click Apply or OK to save your settings and close the troubleticket.local Properties window.

b 30 MINUTES

Lab Exercise 10.05: Configuring a DNS Client

DNS servers make Web surfers’ lives much easier since they will not have to enter the IP address of every
Web site they would like to visit. There is one important component to using the service, though; the
client machine must be configured to query the DNS server for the host name—to-IP-address resolution.

Most often, advanced TCP/IP configuration settings such as DNS servers, WINS servers, and routers
(default gateways) are configured by the DHCP server. However, for the purposes of this lab, you will
manually configure the DNS server address to better understand the workings of name resolution.

Learning Objectives

In this lab, you'll configure a client machine to use DNS. When you have completed this lab, you will be
able to

e  Configure the TCP/IP properties with the address of the DNS server

e  Connect to a Web site using the Uniform Resource Locator (URL)

Lab Materials and Setup

The materials you will need for this lab are
®  Pencil and paper
e  Windows XP, Windows Vista, or Windows 7 client system
e  Windows Server 2008 that was configured in the previous chapter’s Lab Exercises

®  The Linksys WRT54GL (or similar) router that was configured in Lab Exercise 9.03 and appropriate
cabling to connect the small network
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Getting Down to Business

So now you have configured a DNS server for your Network Lab network! All that needs to be done to
take advantage of it is to make sure each client machine points to the DNS server to retrieve the map-
ping and connect with the Web server requested. Remember, the next time CJ stops in (unlike the situa-
tion with your co-workers in the last Lab Exercise), you want him to be able to get to the Trouble Ticket
Web application with no hassles.

Step 1 Before you change the configuration of any of the TCP/IP settings, make sure that you can still
access the intranet Web site using the IP address (192.168.10.254). Record the results in the following
space:

Now try to access the Web site using the URL: www.troubleticket.local. What are the results?

Step 2 In Windows 7, open the TCP/IPv4 properties by clicking Start | Control Panel | Network and
Sharing Center. Select Change adapter settings from the side menu, right-click Local Area Connec-
tion, and select Properties from the drop-down menu. Highlight Internet Protocol Version 4 (TCP/
IPv4) and click Properties.

Under the Use the following DNS server addresses radio button, in the Preferred DNS server box,
enter the IP address of your DNS server (192.168.10.254) as shown in Figure 1o-14.

General

‘You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(™) Obtain an IPF address automatically

IF address: 192 . 168 . 10 . 11
Subnet mask: 255,255,255, 0
Default gateway: 192 .168 . 10 . 1

Obtain DMS server address automatically
(@ Use the following DNS server addresses:

Preferred DNS server: 192 . 168 . 10 . 254

Alternate DMS server:

Validate settings upon exit

Ficure 10-14 Internet Protocol Version 4 (TCP/IPv4) properties
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Step 3 Now try to access the Web site once again using the URL: www.troubleticket.local. What are

the results?

Step 4 Can you access the Web site using the NetBIOS name netlabserver? What are the results?

b 30 MINUTES

Lab Exercise 10.06: Exploring Dynamic DNS
on the Web

You briefly interacted with Microsoft’s DDNS in Lab Exercise 10.04 when you explored ipconfig /
registerdns to force an update of Active Directory clients in DNS. There is another form of DDNS,
Dynamic DNS on the Web. When a home user or small office sets up an Internet connection, they will
probably use a consumer Internet Service Provider (ISP) to provide the connectivity. This is a completely
acceptable solution for Internet access, but what happens if the user or business would like to host their
own Web site? Even if the user or business has secured their own domain name, it can be tricky to host
the site on an internal server because the external IP address is likely to change often. Since these ISPs
are providing services to hundreds of thousands of people, they will charge a fairly stiff premium for a
static address for the SOHO.

DDNS on the Web will track the external IP address and dynamically update the DNS service to
resolve the FQDN to the new IP address. There are a number of companies who provide various levels
of DDNS service. It is somewhat beyond the scope of this Lab Manual to have you configure an internal
Web server, obtain a domain name, and host it using a DDNS service. However, you can gain a better
understanding of DDNS by visiting the Web sites of these providers and exploring some of the services
they provide. And that is just what you are going to do in this Lab Exercise!

Learning Objectives

In this lab, you'll explore the Web sites of various DDNS providers. When you have completed this lab,
you will be able to

e  Define DDNS on the Web services

®  Detail some of the characteristics and components needed to implement a DDNS
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Lab Materials and Setup

The materials you will need for this lab are
e  Pencil and paper

e A PC with Internet access

Getting Down to Business

ITCF has a number of clients that are operating SOHO businesses. One of these clients would like to
develop a better Web presence, and they feel that hosting their Web site on their own in-house server
would allow them to be more responsive to customer’s needs. They currently utilize a consumer ISP for
their Internet connection, and they ask you to prepare a proposal for providing a solution using DDNS.

Step 1 To begin your exploration of DDNS on the Web, launch a browser and navigate to www.tzo.com.
What are the three types of dynamic DNS services they offer? What are the options for establishing a
domain name? Record the results in the following space:

Step 2 Next, open the home page of Dyn at dyn.com. They offer both dynamic DNS and e-mail ser-
vices. To check out one of their products, a service called DynDNS Free, click on Get started with DNS
and then navigate to the Additional Products section at the bottom of the page. What are some of the
features of DynDNS Free?

Step 3 A company called no-ip provides yet another managed DDNS service. Visit them at www.no-ip
.com. What are some of the packages/services they offer?

Step 4 Lastly, check out FreeDNS — Free DNS — Dynamic DNS - Static DNS subdomain and domain
hosting at the URL freedns.afraid.org. What are some of the features offered by this DDNS service provider?
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0 30 MINUTES

Lab Exercise 10.07: Utilizing NetBIOS
to Access Resources

For years, back when Windows NT 4.0 Workstation and Server were kings, Microsoft used the NetBIOS
naming convention exclusively. The NetBIOS name of the Network Lab server that you have configured
is netlabserver. With the introduction of Windows 2000 Active Directory domains, the dominance of
TCP/IP, and the Internet, Microsoft has adopted the DNS naming convention, such as netlabserver.trou-
bleticket.local. Where host names are usually displayed as FQDNs or URLs, NetBIOS names are often used
in the familiar Universal Naming Convention (UNC) names, that is, \\servername\sharename. NetBIOS
names, along with some NetBIOS command-line utilities, are still used extensively by network administra-
tors and techs.

The CompTIA Network+ exam expects you to be able to identify and use NetBIOS names, UNCs, and
NetBIOS utilities. In this exercise, you'll explore the methods to access resources using NetBIOS.

Learning Objectives

In this lab, you will demonstrate how to access network resources from the local PC using Microsoft’s
NetBIOS naming convention. When you have completed this lab, you'll be able to

e  Explain and demonstrate the various methods that enable network techs to view and access
resources shared on a Windows network from a local PC

®  Describe the different NetBIOS tools provided in Windows XP, Windows Vista, and Windows 7

Lab Materials and Setup

The materials you'll need for this lab are
e  Pencil and paper
e  Windows XP, Windows Vista, or Windows 7 client system
e  Windows Server 2008 that was configured in the previous chapter’s Lab Exercises

®  The Linksys WRT54GL (or similar) router that was configured in Lab Exercise 9.03 and appropriate
cabling to connect the small network

Getting Down to Business

CJ is very pleased that you had so much success with the Trouble Ticket intranet Web server and that
you can now access the site utilizing the URL www.troubleticket.local. While you're concentrating on
accessing network resources, and since ITCF is basically a Microsoft “house,” he recommends that you
explore the methods to view and access shared resources on a Microsoft network.
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Step 1 To begin the examination of NetBIOS names, Universal Naming Convention (UNC) names, and
the net command, you are going to set up a folder and share it out on the netlabserver.

Follow these steps to add a user, create a folder, and share it using the Sharing and Security applet:

a. Logon to netlabserver as administrator and click Start | Administrative Tools | Server
Manager.

b. Expand Configuration and then expand Local Users and Groups.

c.  Right-click Users and select New User.

d. Create a user account with the username netlabuser and $3cr3+ as the password.

e. Uncheck User must change password at next logon and check Password never expires.

f.  Click Create and then Close to add a user that you can use to connect from your client
machine. This will ensure easy access to shared folders and printers.

g. Create a folder on the C:\ drive named netlabshare.
Right-click the folder and select Share from the drop-down menu.

i.  Add netlabuser as one of the people to share with and select Contributor from the drop-down

menu.
j-  Click Share, then Done.
k. Add a text file named shareddoc.txt to the netlabshare folder and log off netlabserver.

Step 2 Log on to one of the client machines and create a user account that matches the account that
you just created on the netlabserver. Add netlabuser as a member of the Administrators group to ease

any problems with Windows 7 security. Log on as netlabuser and execute Steps 3, 4, 5, and 6 from the
client machine to explore the various net commands.

Step 3 The net utility enables you to view shared network resources and configure network mappings
the old-fashioned way. Open a command-line window and type net view at the prompt. What are the
results?

=>» Note

To view the valid parameters for the net view command, type net view /2.
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Step 4 To view a list of network resources available on a specific system, type net view \\computername
at the command prompt. For example, to view a list of resources shared on netlabserver, type net view
\\netlabserver. What are the results?

Step 5 Using the list of available network resources displayed from the net view command earlier,
create a network mapping via net use by typing net use devicename \\computername\resourcename.
For example, to make a network mapping that uses the local drive L: to map to the shared resource
netlabshare on the netlabserver, type net use 1: \\netlabserver\netlabshare. Optionally, add the
/persistent:yes parameter to make the network mapping available every time you log on. What are
the results?

Step 6 Now use the net use command without any switches to view the mapping you just configured

on netlabserver. See Figure 10-15. What are the results?

B8 Administrator: Command Prompt EI@

sWindowsssystem32 >net use
ew connections will be remembered.

tatus Local Remote Netuwork D

K L: “»netlabserversnetlabshare
Microsoft Windows Network
he command completed successfully.

< n v

Ficure 10-15 Output of the net use command
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0 30 MINUTES

Lab Exercise 10.08: Installing and Configuring
a DHCP Server

As you have progressed through the Lab Exercises, it has been recommended that you disable any DHCP

servers and manually configure all IP addresses, subnet masks, default gateways, and DNS servers (unless
you were using a production system to gain Internet access). The primary objective is that if you manually
configured these settings time and time again, you would gain a mastery of IP addressing and configuration.

As mentioned in Lab Exercise 10.05, IP addresses and subnet masks along with the advanced TCP/IP
configuration settings such as DNS servers, WINS servers, and routers (default gateways) are normally
configured by the DHCP server. Now it’s time to install and configure a DHCP server to provide this
invaluable IP information to client machines automatically.

Learning Objectives

In this lab, you'll install and configure a basic free DHCP server on a Windows 7 machine. When you
have completed this lab, you will be able to

e Install and configure a DHCP server including scopes and advanced components (default gateway
and DNS)

e  Configure a client machine to obtain IP addressing and configurations automatically

e  Test for network connectivity

Lab Materials and Setup

The materials you will need for this lab are
e  Pencil and paper
e Aclient computer connected to the Internet to download source files
e  Two Windows 7 client systems

° Ethernet switch and appropriate cabling to connect the small network

Getting Down to Business

Since you have access to plenty of machines in the ITCF Network Lab, Maggie recommends that you
download a simple but elegant DHCP server known as “DHCP Server for Windows.” She suggests you use
two of your Windows 7 machines (one as the server, one as the client) to run through some of the DHCP
configuration settings.
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=» Note

In the last few Lab Exercises you have used Microsoft Server 2008 to host your Trouble Ticket
intranet Web site and to implement a DNS server to resolve host names to IP addresses on the
internal network. In this Lab Exercise you will explore a free third-party DHCP server that can
be fully integrated into the Network Lab. If you would like to use the Server 2008 machine to

implement the DHCP server, you may follow these steps, although the exact sequence and syntax

will differ.

v/ Hint

In the following steps you will configure a small network (two machines) with fictitious default
gateway and DNS server addresses. If you are performing these Lab Exercise steps in a classroom
with an established network, your instructor may provide different scopes, and actual addresses
for the default gateway, DNS server, and DHCP server.

Step 1 Using the system connected to the Internet, launch your Web browser and navigate to the
following site: www.dhcpserver.de. Follow the instructions on the Web site to download Newest
Version V2.2 (dhcpsrva.2.zip).

Configure two of your Windows 7 machines and the switch in a small network. Copy and extract
the dhcpsrv2.2.zip folder on the machine that will be used as the DHCP server. On the Windows 7 DHCP
server, disable IPv6 and configure IPv4 settings as shown in Figure 10-16.

L
Internet Protocol Version 4 (TCP/IPvd) Properties m

General

‘You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically

@ Usge the following IP address::

||

L e
| IF address: 192 . 163 . 100 . 200
[l = —
\ Subnet mask: 255 .255.255. O

i Default gateway: 192 . 168 . 100 . 1

Obtain DMS server address automatically

(@ Use the following DNS server addresses:

] Preferred DNS server: 192 . 168 . 100 . 200
|
Ll Alternate DNS server:
Validate settings upon exit
I ok J[ caneel |
W )

Ficure 10-16 IPvg settings for Windows DHCP Server
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Step 2 On the Windows 7 client machine, disable IPv6 and configure IPv4 to Obtain an IP address
automatically. Allow a few moments for the settings to take effect. Open a command prompt and type
ipconfig /all. Record the results here:

Step 3 You'll now configure the DHCP server to provide addresses automatically.

a. Open the folder where you extracted the files in dhcpsrv2.2.zip and launch dhcpwiz.exe. This

will launch the configuration wizard.
b.  Click Next and select the network interface you want to install DHCP on.

c.  Click Next. The window will show supported protocols (HTTP, TFTP, and DNS). You will not
add any additional supported protocols at this time.

d. Click Next to advance to the next window. This window is where the key settings are configured.
Configure the IP-Pool with a scope of 192.168.100.11 through 192.168.100.191 as shown in Figure 10-17.

L
Configuring DHCP for Interface

— Network Interface Definition

MName: Local Area Connection

IP Address: 192.168.100.200
r— Corfiguration

P-Pool: | 192 .88 . 100 . 11 - [191

Lease Time: I 1 Day - l

[~ Delete expired leases in intervals of IEﬁi}D seconds

DHCP Options .. | " Advanced ..

Ficure 10-17 DHCP Server IP-Pool (Scope) configuration

e. Now click the Advanced button to enter the Advanced Configuration window. Check the
entries for both the DNS Servers and Gateways. What are these addresses?
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f.  Close the Advanced Configuration window and click Next. Now you will write the .ini file as
shown in Figure 10-18. DHCP Server for Windows runs as a service, which this .ini file config-
ures. Click the Write INI file button.

‘You are now ready to wiite the IMI file. Please hit finish to complete the corfiguration.
After that you can run the dhepsrv exe program to execute the DHCP server.

IMI File: IC:\Usefs\J\dmin\Deslctop\dhcpsr\rZ.Z\dhcpsr\r ini

INI file successfully writt Write [N file |

Ficure 10-18 INI file creation routine and path

g. Click Next to advance to the last window of the DHCP configuration. You will now click the
Admin button to install the service. Start the service and configure the Firewall exceptions as
shown in Figure 10-19.

[ DHCP Server W=NECE
— Service — Firewall exceptions
Install Configure |
Femove Remove |

Start

Stop ™ Firewall enabled

Statuz: [Running Status: IEonfigured
Exit |

Ficure 10-19 DHCP Service Install and Start and Firewall exceptions configuration window

L

h. Click Exit and then Finish to complete the installation and configuration of the DHCP Server
and start running the service in the background.
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Step 4 Now log on to the Windows 7 Client machine. Open a command prompt and type ipconfig

/all. What are your results? Are they similar to those shown in Figure 10-20?

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix

Description . . . . .
Physical Address. . .
DHCP Enabled. . . . . . .
Autoconfiguration Enabled
IPv4 Address. . . . . .
Subnet Mask . . . . .
Lease Obtained. -
Lease Expires . . . .
Default Gateway . . .
DHCP Server . . : =
DHS Servers . . . . .
NetBIOS over Tcpip. -

NUIDIA nForce Hetworking Gontroller
33—33—67—95—EF—7B
es

Yes

192.168.188.11<{Preferred>

255.255.255.8

Thursday,. September BB, 2811 6:22:58 PH
Friday, Septembher B9, 2811 6:22:58 PH
192.168.16808.1

192.168.1008.200

192.168.100.200

Enabled

4

Ficure 10-20 Output of ipconfig /all on Windows 7 client machine

Lab Analysis

1.

Nathan is attempting to access a Web site, but he keeps receiving an error message. Someone told

him that there may be a file on his computer that is keeping him from loading the site. He asks you

to explain the relationship between the hosts file and DNS, and give an example of how they might

conflict.

Chris is setting up a small Windows domain environment and notices that the Domain Controller

(DC) needs a DNS server installed to operate properly. Explain the concept of DNS root servers, and

discuss how a Windows domain environment not connected to the Internet might still need a DNS

root server.
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3. While installing and configuring a DNS server, Jesse observes various identifiers for the DNS record
entries such as Host (A or AAAA), Alias (CNAME), and Mail Exchanger (MX). What are these identi-
fiers?

4. After finally getting a number of systems configured in his SOHO, Willy discovers that one system
cannot access the address www.ibm.com. It was able to access this Web site earlier, but now it just
returns a message, “The address is not valid.” What commands should Willy run, and why would he
run them to diagnose the problem?

5. Now that Ian has finished working through half the Lab Exercises, especially Chapters 2, 7, and this
chapter, Chapter 10, he realizes that he has explored many of the network addressing formats. To
help you study, he asks you to name four popular addressing formats referenced on the Network+
exam.

6. Tim complains that he doesn’t understand why Kerry insists on using manually configured static
IP addresses on the corporate network. He asks for your assistance to explain to Kerry how using
DHCP simplifies client administration for network techs.



http://www.ibm.com
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Key Term Quiz

Use the technical terms from the list below to complete the sentences that follow. Not all of the terms
will be used.

cache nbtstat

DNS server NetBIOS

Domain Name System (DNS) NetBIOS name

Dynamic Domain Name System (DDNS) netstat

forward lookup zone net use

fully qualified domain name (FQDN) net view

host name nslookup

hosts ping

ipconfig /displaydns reverse lookup zone

ipconfig /flushdns Uniform Resource Locator (URL)

ipconfig /registerdns Universal Naming Convention (UNC)

Imhosts Windows Internet Naming Service (WINS)

name resolution WINS server

1. When troubleshooting DNS, you could use the command to query the DNS
server.

2. One of the legacy methods to access resources on a Windows network utilizes the
command along with the to map a drive to a remote

resource.

3. You can run the command with the to test if DNS is con-

figured correctly. If this task returns an error, you can run the command with the IP address to
further clarify if there is a problem with DNS.

4. There are two legacy files that are still included on every Windows machine. The
file resolves host name—to-IP address, whereas the file

resolves NetBIOS name—to-IP address.

5. When working on a system that is a member of a Windows Active Directory domain, you may
have to run the to reestablish a dynamic entry on a DDNS server.
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There are a number of mechanisms, utilities, and tools that make using the
Internet safer for sharing private data and conducting business transactions.

In broad terms, this is accomplished by securing the TCP/IP suite of protocols
following the guidelines of four key components. First, the encryption of data,
guaranteeing that only the intended parties will be able to view the data. Second,
nonrepudiation, the process that guarantees that the data is the same as origi-
nally sent and that it came from the source you think it should have come from.
The third component pertains to authentication; providing credentials such as
username and password to gain access to the secure areas of information. The
fourth component is authorization, the level of access you are granted to the area
or the information you are dealing with.

In the following Lab Exercises you will work to secure communications with
TCP/IP technologies that address all of these issues. You'll explore, install, and
configure the components that handle encryption, nonrepudiation, authentica-

tion, and authorization.

b 45 MINUTES

Lab Exercise 11.01: Evaluating Digital Signatures

Creating and implementing a Public Key Infrastructure (PKI) to secure the transfer of data can be achieved
using various inexpensive encryption and authentication applications (you will actually experiment
with these in Lab Exercises 11.02 and 11.03). This is all well and good, but are you going to trust sending
private information such as credit card numbers or Social Security numbers to an organization that hasn’t
verified its integrity? Even if a Web site has implemented security using PKI, you still want verification
that the organization is a valid, respectable outfit, and that this is really their Web site.

A number of organizations (VeriSign, Thawte, DigiCert, GoDaddy, or Entrust, to name a few), have
established themselves as reputable providers of digitally signed certificates. A company that wants to
do business over the Internet will apply with one of these organizations for a PKI key-pair, and after
passing a background check, will receive a valid key-pair from the organization. This key-pair not only
provides secure communications (encryption and authentication) but also validates the company’s
integrity by providing a digital signature from a reputable Certificate Authority (CA).
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Learning Objectives
In this lab, you will examine the solutions provided by various certificate vendors. When you have completed
this lab, you will be able to

e  Confirm at least three certificate vendors

®  Analyze various product offerings from these vendors

e  Recommend a specific product based on needs

Lab Materials and Setup

The materials you'll need for this lab are
®  Pencil and paper

® A Windows computer with Internet access

Getting Down to Business

ITCF’s client, the Department of Transportation, has decided to add a customer response Web page to

its Web site, where commuters can report traffic concerns road hazards/damage, or make suggestions
for improvements. To keep the spam and prank comments to a minimum, they are going to implement
a members-only site and require commuters to provide some personal data and create a username and
password. To ensure the security of the commuter’s personal data, Maggie is going to secure the site and
assign a PKI certificate to the site.

Maggie would like you to research at least three certificate providers and put together a report on
the costs and benefits of the various products. Due to the public nature of the client, Maggie recommends
that you narrow your research to mid-level and top-of-the-line products.

Step 1 Log on to your Windows machine (I'm using a Windows 7 machine with Internet Explorer 9),
and launch Internet Explorer. To view the default listing of trusted certificate authorities, select the
Gear icon (Tools) and click Internet Options from the drop-down menu. Once in the Internet Options
window, select Content | Certificates | Trusted Root Certification Authorities. This will provide a list

similar to the one shown in Figure 11-1.
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<All=

| Intermediate Certification Authorities | Trusted Root Certification Authorities I Trusted PLHIIIL_

Izsued To Izsued By Expiratio...  Friendly Name &
[5]Class 3 Public Prima... Class 3 Public Primary ... 8/1/2028 WeriSign Class 3 ...
[5)Class 3 Public Prima... Class 3 Public Primary ... 1/7/2004 VeriSign El
@Copwight {c) 1997 ... Copyright (c) 1997 Mi...  12/30/1999 Microsoft Timest...
[SDigiCert Assured ID... DigiCert Assured IDR... 11/9/2031  DigiCert

@Digi(:ert High Assur... DigiCert High Assuran... 11/3/2031  DigiCert

[SEntrust.net Certific... Entrust.net Certificati... 7/24/2025  Entrust (2048)
@Entrust.net Secure ... Entrust.net Secure Se... 5/25/2019  Entrust

[SEquifax Secure Cer... Equifax Secure Certifi...  8/22/2018  GeoTrust

[SJEquifax Secure Glo...  Equifax Secure Global...  6/21/2020  Equifax Secure ... =

[Ln'port.,, ]| Export... || Remove |

Certificate intended purposes

Learn more about certificates

Ficure 11-1 Trusted root certification authorities

Expand the columns and record the specific information for three of the trusted authorities. Include
the information of the certificate’s intended purposes located in the lower portion of the window.

Step 2 Close the Certificates windows and cancel the configuration of the Internet options. Highlight
the address box and enter the URL for VeriSign: www.verisign.com/ssl/buy-ssl-certificates/secure-site-
services/index.html. Record some of the information such as certificate type, price, encryption strength,

extended validation, and Green Address Bar for the mid-level product and the top-of-the-line product.

=» Note

As discussed throughout this Lab Manual, Web site addresses change from time to time. If any of
the listed Web sites are not valid, enter the home address for the company, and then navigate to
the appropriate Web page for Secure Sockets Layer (SSL) certificates.


http://www.verisign.com/ssl/buy-ssl-certificates/secure-site-services/index.html
http://www.verisign.com/ssl/buy-ssl-certificates/secure-site-services/index.html
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Step 3 Next, highlight the address box and enter the URL for DigiCert: http://www.digicert.com/ssl-
certificate-comparison.htm. Record some of the information such as certificate type, price, encryption
strength, extended validation, and Green Address Bar for the mid-level product and the top-of-the-line
product.

Step 4 Highlight the address box and enter the URL for GoDaddy: http://www.godaddy.com/ssl/ssl-
certificates.aspx?ci=9039. Record some of the information such as certificate type, price, encryption
strength, extended validation, and Green Address Bar for the mid-level product and the top-of-the-line

product.

Step 5 Using the information gathered in the research of the three Certificate Authority (CA) vendors,
prepare a brief report on your findings. Compare your findings with those of other students and then
work with your instructor to develop your recommendations to Maggie for the Department of Transpor-

tation customer response site.

b 1 HOUR

Lab Exercise 11.02: Secure File Transfers
with SSH and SFTP

One of the most efficient ways to transfer large files is to utilize the File Transfer Protocol (FTP). In the
early days of remote connectivity, wide area connections were often direct, point-to-point connections,
so there was less demand for secure connections. Telnet and FTP were used extensively to connect

remotely to a distribution server, and transfer large files to the remote machine.

With the advent of the Internet, and the heightened need for security when accessing distribution
servers and transferring files, the need for tools to provide authentication and encryption mechanisms
became imperative! Secure Shell (SSH) and Secure File Transfer Protocol (SFTP) are the tools that have

supplanted the use of Telnet and FTP to guarantee the secure access and delivery of files over the Internet.
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Learning Objectives

In this lab, you will install and configure a secure SFTP server and appropriate secure client application
to take advantage of the secure SFTP server. When you have completed this lab, you will be able to

e Install server-side and client-side secure networking applications
e  Configure SSH and SFTP applications

e  Securely transfer files from a server to a client

Lab Materials and Setup
The materials you will need for this lab are
®  Pencil and paper
e A computer with Internet access or copies of the installation files for freeSSHd and PuTTY
e  Microsoft Windows XP, Windows Vista, or Windows 7 client computer
e  Windows Server 2008 that you configured and expanded on in the Chapter 10 Lab Exercises

®  The Linksys WRT54GL (or similar) router that was configured in Lab Exercise 9.03 and appropriate
cabling to connect the small network

Getting Down to Business

The main focus of this Lab Exercise is to provide secure TCP/IP communications between both server-side
and client-side endpoints. You'll work with freeSSHd to install and configure a secure FTP server using
SSH for the encryption. You will then implement PuTTY as the client-side application to successfully
connect to the secure FTP server and transfer files.

You will also be working with local security on the Windows Server 2008 machine to integrate
authentication (the FTP user will be a local server account). Before transferring files from the server,
the FTP user will have to be assigned the proper access permissions (authorization) to the FTP source
folders. There are a number of sub-steps to this Lab Exercise, so take your time and pay attention to
each of the security components you are configuring in the steps.

Step 1 In the following sub-steps, you are going to create an FTP user account, an FTP distribution
folder, and verify permissions for the FTP user in the distribution folder on the netlabserver.

a. Logon to the netlabserver as Administrator and launch the Local Users and Groups MMC. One
method on Windows Server 2008 systems would be to select Start | Administrative Tools |
Server Manager. Expand Configuration in the left-hand pane, then expand Local Users and
Groups.

b. Right-click Users and select New User from the drop-down menu.

c. Create a user with the name ftpuseror and an easy-to-remember, complex password such as
1LoveBabylOn5!.

d. Select the check box for Password never expires.
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e. Select Create and close the New User utility.

f.  Highlight Users and right-click on ftpuseror in the right-hand pane. Click on Properties and
when the ftpuseror Properties window opens, click on the Member of tab.

g. Verify that ftpuseror is a member of the Users group.
h. Now navigate to the C:\ drive and create a subfolder named FTPDIST.

i.  Verify that the Users group has Read and Execute, List Folder Contents, and Read permissions
to the FTPDIST folder.

j-  Copy some text or image files into the directory (such as c:\windows\web\wallpaper\server.jpg
or c:\inetpub\wwwroot\welcome.png).

Step 2 Using the system connected to the Internet, navigate to the Web site www.freesshd.com, down-
load the freeSSHd executable, and copy it to the Windows Server 2008 machine. Complete the following
sub-steps to configure the freeSSHd SFTP Server:

a. Launch freeSSHd and follow the instructions provided by the Setup Wizard.
i.  Accept the default destination location.
ii.  Select Full Installation.
iii. Accept the default Start menu folder.
iv.  Choose to create a desktop icon.
v.  Review the selections and click Install, then Close.
vi. Create the private keys when prompted.

vii. Run freeSSHd as a system service and click Finish.

=>» Note

If the Windows Server 2008 system is not connected to the Internet, an error message may dis-
play stating “Error connecting to freeSSHd.com.” Click OK to close the error message. The error
should not affect the proper operation of the freeSSHd SSH/SFTP application.

b.  Now right-click the freeSSHd system tray icon and select settings. Complete the following steps
to configure the SFTP server:

i. Click the Server status tab and verify that the SSH server is running.

ii.  Click the SSH tab and review the default settings. Are the RSA and DSA private keys con-
figured? How many bits are the keys?
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=» Note

RSA encryption is named after the developers’ initials: Rivest, Shamir, and Adelman. DSA stands
for Digital Signature Algorithm.

iii. Select the Authentication tab and verify that Password authentication and Public key
authentication are Allowed. What is the default Public key folder?

iv.  Select the Encryption tab and verify that Any ciphers are allowed.
v.  Select the SFTP tab and browse to the FTPDIST folder you created earlier. See Figure 11-2.

¥4 freeSSHd settings

CAFTPDIST 7]

Ficure 11-2 freeSSHd settings with the SFTP home path displayed

vi. Now select the Users tab and click Add. Add the user ftpuseroi, select NT authentication
from the drop-down menu, and select the User can use SFTP checkbox as shown in
Figure 11-3. Click OK to add the user.

vii. Click the Apply button to save the freeSSHd settings.
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e
General |
-
Login: IftpuserD1
Authorization: INT authentication j
Pagsyord: |

Eazsword [again]; |

Lromain: |

Usercanuze: [~ Shell
W EETE
[ Tunneling

ak, I Cancel | Apply

Ficure 11-3 User properties conﬁguration

c.  You have now completed the configuration of the freeSSHd SFTP server. You can now select the
Online users tab to monitor the activity of the user once the client system is configured and
you connect to the SFTP server.

Step 3 Now log on to the system connected to the Internet again and navigate to the Web site www
.putty.org. Follow the link to download the putty-o.61-installer.exe file and copy the file to the client
machine. Complete the following sub-steps to install and launch the PSFTP client:

a. Launch putty-o.61-installer.exe and follow the instructions provided by the Setup Wizard.
i.  Accept the default destination location.
ii.  Accept the default Start menu folder.
iii. Do not select the check box to create a desktop icon.
iv.  Review the selections and click Install.
v.  Select the check box to view the README.txt file.

vi. C(lick Finish.

=» Note

Notice the line in the README file explaining that if you just want to use PSFTP to transfer files,

you should be able to run it from the Start menu.


http://www.putty.org
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¥ Cross-Reference

For additional information on Secure Shell (SSH), PuTTY, and FTP through an SSH Tunnel [also
known as a Secure File Transfer Protocol (SFTP)], review the “Encryption Standards” section in

Chapter 11 of the Mike Meyers’ CompTIA Network+ Guide to Managing and Troubleshooting Networks textbook.

Step 4 You will now create a folder on the client’s C:\ drive to use as the working directory for the
PSFTP client. When you download files, this is the folder where they will be deposited.

a. On a Windows 7 machine, log on with an administrative account and click Start | Computer |
Local Disk (C:) to open the C:\ drive.

b. Click New Folder in the menu bar and enter the name FTPREC to create the working directory
for the PSFTP application.

c. Click the X (in the red box) to close the window.

Step 5 Launch PSFTP by clicking Start | All Programs | PuTTY | PSFTP (on a Windows 7 system) and
then follow the sub-steps to retrieve a file from the FTP server.

a. At the PSFTP> prompt, type help and press ENTER. This will provide a list of commands and
their functions. You will be using a number of these commands in the next few steps.

b. Type open <hostname> where <hostname> is the name of your server, such as netlabserver,
and press ENTER. You may choose to store the key in cache if you connect successfully to the
SFTP server.

c. Login as ftpuseror and press ENTER.

d. Now enter the password 1LoveBabyl0n5 !or whatever password you created on the Windows
Server 2008 machine. Press ENTER. If the SFTP connection is successful, you will receive confir-
mation that the “Remote working directory is /” as shown in Figure 11-4.

5. PSFTP = 5|

psftp: no hostname specified; use “open host.name' to connect
psftp> open netlabserver

The server’s host key is not cached in the registry. You

have no guarantee that the server is the computer you

think it is.

The server’'s rsa2 key fingerprint is:

ssh—-rsa 1024 64:49:ff:9a:01:49:26:28:17:63:4d:4e:05:76:c%:ec
If you trust this host. enter "y" to add the key to

PuTT¥'s cache and carry on connecting.

If vou want to carry on connecting just once, without

adding the key to the cache. enter "n'.

If you do not trust this host. press Return to abandon the
connection.

tore key in cache? {(y-/n> vy

login as:- ftpuserdl

tpuserBlEnetlabserver’'s password:

emote working directory is ~

sftp> 5

=l

Ficure 11-4 Successful login to SFTP server using PSFTP
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e.  You can view the current local working directory by entering the command 1pwd and pressing
ENTER. What is your current working directory?

f.  Change your local working directory to the C:\FTPREC folder by typing 1ed C:\FTPREC, and

press ENTER.
g. Type dir and press ENTER. This will provide a list of the files available on the SFTP site.

To retrieve a file from the SFTP distribution site, type get <filename.ext> where filename.ext
is one of the files available on the distribution site as listed by the dir command in Step se.
On my server, I retrieved the file welcome.png, as shown in Figure 11-5. This file will be placed
in the working directory, currently the C:\FTPREC folder.

sftp> dir -

izsting directory ~/

PU—PU—PY 1 root root B Sep 12 19:29 . [j
PU—PU—PW 1 root root A Sep 12 19:29 ..

PU—PU—PW 1 root root 111952 Jan 19 @3:23 server.jpy

PU—PU—PY 1 root root 184946 Sep 18 22:14 welcome.png

sftp? get welcome.png
emote - /welcome.png => local:welcome.png
sftp>

Ficure 11-5 Securely transferring a file with the PSFTP utility

i.  Navigate to the C:\FTPREC folder and verify that the file has been transferred.

j-  In the PSFTP application, type exit to close the application.

b 1 HOUR

Lab Exercise 11.03: Configuring Secure Transactions
over HTTPS

In Lab Exercise 9.03, you configured a Web server to host the intranet Web site www.troubleticket.local.
One of the popular uses of Internet and intranet Web sites is hosting specific material that requires
secure connections between the client and the Web site. This secure connection is implemented through
the Hypertext Transfer Protocol Secure (HTTPS) protocol utilizing Secure Sockets Layer (SSL) encryption.
Through the use of certificates, the data transferred between the Web client’s browser and the target
Web site is encrypted and is only viewable by the two parties. This method is used extensively with
business transactions where usernames, passwords, Social Security numbers, credit card information,

or bank account information is being shared.
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There are a number of additional steps required to implement a secure Web site, starting with

obtaining a certificate from a valid provider. As you learned in Lab Exercise 11.01, there are a number

of agencies, such as VeriSign, that provide commercial, valid certificates. You then have to install the
certificate on the Web site, and associate the Web pages that you want to be secured. To facilitate this
Lab Exercise, you will be using the Self-Signed Certificate generation tool included in Microsoft Internet
Information Services (IIS 7) Manager (this is also a common practice to secure intranet Web sites). This
would not provide a verified certificate for commercial use but provides a private certificate that you
can trust because you created it, to implement a secure intranet Web site.

Learning Objectives

In this lab, you will install and configure a secure Web site. When you have completed this lab, you will
be able to

e Install and configure an SSL certificate
®  Associate the certificate with a specific Web page

®  Access a secure Web page from a Web client browser

Lab Materials and Setup

The materials you will need for this lab are
®  Pencil and paper
e  Microsoft Windows XP, Windows Vista, or Windows 7 client computer

e  Windows Server 2008 that you configured and expanded on in the Chapter 10 Lab Exercises
(it will really help if IIS and DNS are already installed and operational and still hosting the
www.troubleticket.local Web site)

e  The Linksys WRT54GL (or similar) router that was configured in Lab Exercise 9.03 and appropriate
cabling to connect the small network

Getting Down to Business

Since CJ is having you burn in the Trouble Ticket intranet application in the networking lab, and because
it will need to have security implemented prior to the launch, he asks you to explore the implementation
and configuration of a secure Web site.

You will utilize the Self-Signed Certificate tool that is included with IIS7. You'll then design a second
Web page, add it to the Web site, and create a hyperlink to the page from the default Web page. Lastly,
you will perform the steps to implement the successful access of the second Web page through a secure
connection.
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=» Note

To keep consistency, it is recommended that you continue to use the netlabserver and the Trou-
ble Ticket intranet Web site for the following exercises. If you need to re-create the Network Lab
setup, using a Windows Server 2008 system, perform the steps in Lab Exercise 9.03: Installing

and Configuring a Web Server, and Lab Exercise 10.03: Installing and Configuring a DNS Server.

Step 1 Select Start | Administrative Tools | Internet Information Services (IIS) Manager. Highlight
netlabserver and double-click Server Certificates in the feature pane. In the right-hand pane, click
Create Self-Signed Certificate and complete the following sub-steps:

a. Type netlabcert in the Specify Friendly Name dialog box and click OK.

b.  Now highlight Default Web Site in the left-hand pane. Click on Bindings in the right-hand
pane under Edit Site.

c. In Site Bindings click the Add button and add the site binding of HTTPS as shown in Figure 11-6.

Type: IP address: Port:
Ihttps j I.-'-\II Unassigned j |443
Host name:

|

S5 certificate:

petobet RN
K I Cancel |

Ficure 11-6 Adding the site binding of HTTPS (port 443) and netlabcert certificate

d. Click OK and then Close.

You have now successfully assigned a Self-Signed Certificate to Default Web Site (ID 1). In the next
step you will create a second Web page on which you will assign security.

Step 2 To create a second Web page for the Web site, log on to the Windows Server 2008 machine and
open Word. Use Microsoft Word to create a simple document such as “MY SECURE WEB PAGE” and click
Save as Web Page to create a Hypertext Markup Language (HTML) document. Save the document to the
C:\Inetpub\wwwroot folder with the name secure.htm. This is a very simple Web page, but it will allow
you to test the SSL application and hyperlink assignments.
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Step 3 To modify the default Web page with a hyperlink, you will once again use Microsoft Word to
edit the simple document “ITCF TROUBLE TICKET” that was created in Lab Exercise 9.03.

a. On the Server 2008 machine, open Word and open the c:\Inetpub\wwwroot\default.htm file to

edit the original Web page.

b.  Type a second line such as “MY SECURE WEB PAGE.” Highlight the text, right-click the selec-
tion, and select Hyperlink from the drop-down menu. This should launch the Insert Hyper-

link window.

c. In the address box, type the following URL: https://www.troubleticket.local/secure.htm
as shown in Figure 117 and click OK. This will create the hyperlink to the second Web page,
secure.htm (the text in Word should change to blue and underlined to denote the hyperlink).

d. Select File | Save.

e. Close the Word application.

Insert Hyperlink i e
Link ka: Text to display: IM\" SECURE WEE PAGE ScreenTip. .. |
Laak in: IE] wivaroat j | @l D"'l
Existing File or 7
ifeb Page _3 ~abefault, htm Bookmark. .. |
CF%ILEET I'-_.Jj deFault.htm
[&] iisstart bk Targst Frame. .. |
Place in This Ln pagerror.gif
Docurment Browsed  [¥] secure.htm
Pages
Creake New Recent
Document Files
Address: Ihttps:,l',l'www.troubleticket.Iocal,l'secure.htm| ;I
E-mail Address
Ok I Cancel

Ficure 11-7 The Insert Hyperlink window in Microsoft Word

Step 4 Now select Start | Administrative Tools | Internet Information Services (IIS) Manager and

configure the following components:

a. Expand Local Computer | Sites | Default Web Site. Right-click Default Web Site and click
Switch to Content View. Right-click secure.htm and select Switch to Features View from

the drop-down menu.
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b.  Double-click the SSL Settings icon, select the Require SSL check box, and click Apply in the
right-hand pane. See Figure 11-8.

-F Internet Information Services (I15) Manager & |D|ﬂ
@-@ [ @ » NETLABSERWER P Sites P Default Web Site » secure.him heEA |
File  Wiew Help
YT @ SSL Settings -
- A | . S/ Apply
------ -y Start Page ! ' 5 Cancel
& This page lets you modify the 550
E lﬂ RETLAH=ERER: BT AETHVER settings for the content of a Web site 9 Hel
[} Application Pools or application, P
B-[&] Sites Online Help
: 4 i
B- @ Default Web Site ' Reguire ssL
...... /& secure him ™ require 128-hit 55L
Client certificates:
@ Ignare
o Accept
o Require
Configuration: 'localhost’ applicationHost.config , <location path="Default Web Site fsecure.htm"™= eli:;

Ficure 11-8 Secure Communications configuration window

You have now configured the Web site to use the SSL certificate on the new Web page (secure.htm).
At this point, you should be able to access the Web site from your client browser; however, you may
receive some error messages based on the certificate’s validity. Try it! How do your results compare to

the results in Figure 11-9?
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@ = |@ https://www.troubleticket.local/secure.htm - | “f| X | |P Live Search P v|
{7 Favorites | t{g, E Suggested Sites + E Web Slice Gallery «
J@Cer{iﬁc&te Error: Navigation Blocked & 2 b= @ v Page~v DSafety v Tools+ 0'

-

@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
Server.

We recommend that you close this webpage and do not continue to this website.
@ Click here to close this webpage.

@ Continue to this website (not recommended).

@ More information

< i | 3
Done 0 Internet | Protected Mode: Off 43 v H100% -

FiGure 11-9 Certificate error in Microsoft’s Internet Explorer 8

v Tech Tip

Since this is a Self-Signed Certificate, the certificate issuer (you) is not a trusted authority. In
addition, the Self-Signed Certificate has been issued to your server name netlabserver as opposed
to your FQDN of www.troubleticket.local, causing an address mismatch error. These are the limi-
tations of the Self-Signed Certificate, and therefore, you will not be able to display the Extended
Validation Green Bar.

Step 5  Click the icon that is a white X in a red shield with the text Continue to this website (not
recommended) to continue on to the secure Web page. What are the results?
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0 30 MINUTES

Lab Exercise 11.04: Analyzing Secure TCP/IP Ports

and Associations

In Chapter g you examined the TCP and UDP ports of various TCP/IP applications such as HTTP and FTP.
Now that you have been working with secure TCP/IP applications, you will spend some time analyzing
the connection between secure applications, their port numbers, and the associated function the secure

application provides.

Learning Objectives

In this lab, you will work with various TCP/IP security components. When you have completed this lab,
you will be able to

e  Define the function of the various TCP/IP security components
e  List some of the well-known port number assignments for TCP/IP security protocols

e  Explore the results of utilizing some of the secure protocols used in typical network

communications

Lab Materials and Setup

The materials you will need for this lab are
e  Pencil and paper
e A computer with Internet access
e  Microsoft Windows XP, Windows Vista, or Windows 7 client computer
e  Windows Server 2008 that you configured and expanded on in the Chapter 10 Lab Exercises

e  The Linksys WRT54GL (or similar) router that was configured in Lab Exercise 9.03 and appropriate
cabling to connect the small network

Getting Down to Business

Now that you have completed the implementation of both a secure FTP site and a secure Web site, you
want to explore some of the inner workings of the secure protocols that were instrumental in creating
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the secure connection. While you're at it, go ahead and examine some of the other components that
help keep TCP/IP secure, their function, port numbers, and associations.

Step 1 Start by redefining the four primary security concepts addressed when securing TCP/IP.

® Cross-Reference

To refresh your understanding of the four primary functions implemented when securing TCP/
IP, consult the “Making TCP/IP Secure” section in Chapter 11 of the Mike Meyers’ CompTIA Network+
Guide to Managing and Troubleshooting Networks textbook.

Step 2 Match the following port numbers to the appropriate protocols.

Port 22 Port 49 Port 88 Port 123 Port 143 Port 161
Port 162 Port 443 Port 1812 Port 1813 Port 3389 Port 5190
=> Note

Some of the port numbers will be used more than once as some of the protocols use the same

ports. Also, some of the protocols require more than one port.

Application Port

Kerberos

SFTP
RADIUS

NTP

SSL
SNMP

SCP

SSH

TACACS+
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v’ Hint

Log on to your machine with Internet access and open a Web browser. Search for the associated
port that each of the protocols use. You may find that more than one port is recognized for the
same protocol; many of these are old and have been replaced with updated ports. The listed

ports are the most recent for the protocol.

Step 3 Log on to your Network Lab client system and launch the Web browser. Navigate to the Trouble
Ticket Web site www.troubleticket.local, and then access the secure Web page using the hyperlink. Run
netstat with the -ano switches. You should see results similar to those shown in Figure 11-10. Record

the connections related to the Web pages in the following space:

LISTENING
LISTENING

H.A.A_A:49156
0.0.8.0:49157

8.254:88 ESTABLISHED

B.254:443 ESTABLISHED
LISTENING
LISTENING

192.168.18.11:49378
192.168.18.11:49374 -
[=:1:135 2:2.18

5]
.a.8.8:8
192 .168.168.11:13% -a. a LISTENING
1
1

Figure 11-10 Output of netstat -ano following the navigation to www.troubleticket
Jocal/secure.htm

Step 4 Run the Wireshark packet analyzer on the client system, but do not start capturing frames
until instructed in the next step. On the Server 2008 system, launch the freeSSHd secure SSH server. On
the client system, open the PuTTY PSFTP application and log on to the netlabserver with the username
ftpuser01l and the password 1LoveBabyl0n5!. Change the focus of the local working directory by

running the following command:
lcd c:\ftprec
Now view a listing of the files available for transfer by running the following command:
dir
Step 5 Go back to Wireshark and start capturing frames. Return to the PuTTY PSFTP application and
transfer one of the listed files, for example:

get welcome.jpg

When the file transfer is successful, stop capturing frames.
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Step 6 You should find a number of frames labeled as SSH under the Protocol column, as shown in
Figure 11-11. Note that there are two distinct frames: encrypted request packets and encrypted response

packets.

= —
[l Atheros L1C PCL-E Ethernet Controller [Wireshark1.6.2 (SVN Rew 38931 from /ftrunk-1.6)] [E=n EcB ="
Eile Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

SWAMM SEHX2E A¢s T EE N #DBx B

Filter: | [~ | Bepression... clear Apply

No. Time Source Destination Protocol Length Info

226 6.130332 192.168.10.254 192.168.10.11 S5H 222 Encrypted response packet len=168

228 6.130736 192.168.10.254 192.168.10.11 138 Encrypted response packet len=84

235 6.535104 192.168.10.254 192.168.10.11

237 6.723748 192.168.10.254 192.168.10.11

239 6.724325 192.168.10.254 192.168.10.11 122 Encrypted response packet len=68

Frame 232: 590 bytes on wire (4720 bits), 590 bytes captured (4720 bits)

Ethernet II, Src: Micro-st_3f:6d:f6 (6c:62:6d:3f:6d:f6), Dst: BiostarM_a5:ef:70 (00:30:67:a5:ef:70)
Transmission Control Protocol, Src Port: 49328 (49328), Dst Port: ssh (22), Seq: 7929, ack: 188517, Len: 536
55H Protocol

0000 00 30 67 a5 ef 70 6c 62 6d 3f 6d 6 08 00 45 00 .0g..plb m?m...E. -
0010 02 40 40 4c 40 00 BO 06 00 00 cQ a8 0a Ob c0 a8 .@ELE... ........ =
0020 0Oa fe cO b0 00 16 5a 8e 78 6c 2f 50 38 87 50 18  ...... z. x1/P8.P.

0030 01 00 98 8c 00 00 d8 8c 50 40 b6 2e bb 6f 7b fb  ........ r@. ..o{.

0040 b2 b0 64 4b 6 d9 0a b6 5e a9 61 10 48 02 bc 18  ..dK..., A.a.H... 2
nNEN A1 a1 22 ~c &0 22 0 Eh A0 1N _&h £9@ 52 ho N0 40 2 3 L L_n o

@ | File: "C:\Users\Admin'\AppData\LocahTemp... | Packets: 240 Displayed: 240 Marked: 0 Dropped: 0 [ Profile: Default

Ficure 11-11 Wireshark capture of SSH packets during an SFTP file transfer

Step 7 Examine the first instance of an SSH encrypted request packet. What is the source port? What is
the destination port? Why? Expand the SSH Protocol in the center pane of Wireshark. What is displayed?

Step 8 Now scroll down to the first instance of the SSH encrypted response packet. What is the source
port? What is the destination port? Why? Expand the SSH Protocol in the center pane of Wireshark.
What is displayed?
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Step 9 Now scroll further down until you see clusters of SSH encrypted response packets. What do you

think these clusters represent?

Step 10 To finish up the study of secure TCP/IP applications, you will once again use Mark Russinovich’s
TCPView. Close PSFTP by typing exit at the command prompt and launch TCPView. In the Options menu,
select Always On Top.

Now open PSFTP and open your freeSSHd server (netlabserver in the example shown in Figure 11-12),
observing the activity in TCPView. Record the entry for the process in TCPView.

2 TCPView - Sysinternals: mm.sys"l'\l"hema.cnm

File Options Process View Help

| A =
Process ¢ Protocal Local Address Remaote Addres: State o
57 lsass execddd  TCP SecureClient: 43157 SecureClient:0 LISTENING D

secureclient:

secureclie

SEC

cureE ScureCIient:D

lient: 49155
B services. exer... TCPYE secureclient 43155 secureclient:) LISTENING
[ zponlsv.exe1.. TCP SecureClient: 49156 SecureClient:0 LISTENING ¥
Endpoints: 40 Established: 1 Listening: 23 Time Wait: 0 Close Wait: 0

Ficure 11-12 TCPView showing the established connection between
the secureclient and netlabserver using PSFTP

Lab Analysis
1. While conducting the research to recommend a Certificate Authority to your client, Cathy notices
that most of the providers are now offering Extended Validation and Green Address Bar. Do a little

further investigation and provide a short description of these features.
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2. Theresa is setting up an intranet site with security. She is using the Microsoft self-signed certificate
generator and has completed all of the server-side installation tasks. When she attempts to access
the Web site, she receives the following error message:

“The security certificate presented by this website was not issued by a trusted certificate authority.”
What step does Theresa need to perform to eliminate this error message?

3. Your co-worker, Michael, has been using Wireshark to explore packets while running Secure Shell
(SSH), Secure File Transfer Protocol (SFTP), and Secure Copy Protocol (SCP) applications. He notices
that all of the packets destination ports are 22. What explanation can you provide to Michael regarding
this finding?

4. Martin has heard the term “encryption” used throughout the entire lab session and is still not com-
pletely sure he understands the meaning or methodology behind the term. Write a short definition
of the term “encryption.”

5. Briana has decided to purchase a book from amazon.com. She is going to create an account so that
she can use her credit card to make the purchase. Internet Explorer informs her that she is enter-
ing a secure page, but she is concerned about entering her credit card number. How can Briana be
confident that the amazon.com Web site is the real one, and that she is indeed on a secure channel?
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Use the vocabulary terms from the list below to complete the sentences that follow. Not all of the terms

will be used.

authentication
authorization
Certificate Authority (CA)

digital certificate

private key
public key
Public Key Infrastructure (PKI)

Remote Authentication Dial-In User Service

digital signature (RADIUS)

encryption Secure Copy Protocol (SCP)

Hypertext Transfer Protocol Secure (HTTPS) Secure File Transfer Protocol (SFTP)

Kerberos Secure Shell (SSH)

. Secure Sockets Layer (SSL)
key-pair

Network Time Protocol (NTP) Simple Network Management Protocol (SNMP)
.. Terminal Access Controller Access-Control
nonrepudiation

System Plus (TACACS+)

1. When an organization provides secure services over the Internet, they will obtain a certificate

from a(n) such as VeriSign that verifies the public key is legitimate.

2. Many of the secure TCP/IP applications that you have worked with use the

to provide the actual security mechanism. This method uses both a(n) and
a(n) to form the key-pair.
3. Though not directly related to encryption or authentication, the is used to

provide a valid timestamp on data.

4. When you are required to enter valid credentials such as username and password, this is known
as

5. Both SCP and SFTP utilize to provide the encryption algorithm.
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Working with networks today, you will encounter a number of advanced and
specialized network devices. You will still be responsible for troubleshooting clients,
servers, and cables, but you will also deal with the detailed configuration of switches

and routers.

In this chapter you will explore basic network terms, configure and work with
VPNs and VLANs, play with QoS, and examine the properties of intrusion detection

systems, intrusion prevention systems, and proxy servers.

b 10 MINUTES

Lab Exercise 12.01: Exploring Network Terms

As with any discipline, developing an understanding of the terminology of the discipline is almost as
important as being able to work with the technology. Network technicians must be very comfortable
with their terminology so that they can talk properly with peers, management, and customers about
network-related problems and solutions.

In this Lab Exercise you will develop clear definitions of popular network terms and network
technologies.

Learning Objectives

At the completion of this lab, you will be able to

° Identify advanced networking terms

Lab Materials and Setup

The materials you'll need for this lab are
®  The Mike Meyers’ CompTIA Network+ Guide to Managing and Troubleshooting Networks textbook

° Pencil and paper

Getting Down to Business

Now that you have been with the company for some time, there actually are some techs who have less
experience than you do. One of the junior network technicians is having some trouble understanding
terms such as VLANs, VPNs, and collision domains, to name a few. He asks if you would sit with him
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and help him identify the purpose of each of the mentioned technologies. You decide to help out by

creating definitions of each and ask him to associate the terms with the definitions.

Match the following terms to the appropriate definitions:

A. Layer 3 switch

B. Broadcast domain

C. Collision domain
D. Client/server
E. Peer-to-peer

F. VPN

G. PPTP

H. L2TP

I. VLAN

J. Traffic shaping

K. IDS
L. IPS

b 30 MINUTES

An encrypted tunnel across an unsecured network

A piece of software or a device that detects suspicious activity and logs

the action or sends an alert

A switch that operates at Layer 2 and Layer 3 of the OSI model

A group of computers that receive each other’s broadcast messages
A VPN protocol that uses IPSec for authentication and encryption

A virtual network that allows hosts to belong to the same network ID
even if they are not located on the same network switch

A network that has a dedicated server sharing resources and clients that
connect to that server to access those resources

A piece of software or a device that detects suspicious activity and then

takes corrective action

Controlling the flow of packets into or out from the network according

to the type of packet

A VPN protocol that uses Microsoft Point-to-Point Encryption (MPPE) to

encrypt data
A network in which all systems act as client and server

A group of computers that have the potential to have their data collide

Lab Exercise 12.02: Configuring VPN Connections

One of ITCF's new clients is a small insurance firm with a number of agents who work from their homes.

CJ and Maggie ask you to use the machines in the Network Lab to configure and test a virtual private

network (VPN) solution using the built-in Routing and Remote Access Services (RRAS) role in Windows

Server 2008. You will first create the VPN server, and then you will configure the client systems to access

that server using VPN.

Good luck!
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¥ Cross-Reference

For additional information on VPN technologies, check out the “VPN” section in Chapter 12 of

the Mike Meyers’ CompTIA Network+ Guide to Managing and Troubleshooting Networks textbook.

Learning Objectives
In this lab, you'll configure a Windows VPN server and a Windows VPN client. At the end of this lab,
you will be able to

e  Configure the Routing and Remote Access Services (RRAS) virtual private network (VPN) on a

Windows Server 2008 system

e Implement and test a Windows VPN

Lab Materials and Setup

The materials you'll need for this lab are
e  Pencil and paper
e  Windows XP, Windows Vista, or Windows 7 client machine
e  Windows Server 2008 machine

e A second NIC installed in the Server 2008 machine to facilitate the installation of RRAS and
VPN server

® A desktop switch or the Linksys WRT54GL (or similar) router that was configured in prior Lab
Exercises and appropriate cabling to connect the small network

Getting Down to Business

You have really become quite efficient at managing the resources in the Network Lab and are very
skilled at reconfiguring the machines and the network to test different scenarios. Maggie explains that
you will need to install a second NIC in the Windows Server 2008 machine (and you might want to
rename it NETLABRRAS) to install and configure the RRAS role on the Server 2008 machine.

Every time you configure these Lab Exercises, you learn a little more about networking technologies
and reinforce the concepts you have been studying. In this Lab Exercise you will actually build an RRAS
server to host your VPN server.

v Tech Tip

Microsoft allows you to create a VPN server with Windows Server 2008 using the Routing and
Remote Access Services (RRAS). The RRAS role is installed from the Network Policy and Access
Services under Server Roles. Due to the complexities of creating a VPN in a lab environment
(valid DNS servers, DHCP servers, multiple networks, and Local Remote Access Security policies),

you may or may not be able to access any resources once the VPN is established.
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Step 1 To configure the hardware and network for this Lab Exercise, complete the following sub-steps:
a. Install a second NIC in a Windows Server 2008 system.

b.  On the Server 2008 machine, configure the first NIC (LAN) with the IP address of
192.168.10.253/24. Leave the default gateway and DNS server addresses blank.

c.  On the Server 2008 machine, configure the second NIC (WAN) with the IP address of
192.168.20.253/24. Leave the default gateway and DNS server addresses blank.

d.  On the Windows 7 client machine, configure the IP address of 192.168.20.11/24.

e. Using the switch (or the 4-port switch on the WRT54GL), connect the client machine and the
Server 2008 machine to form the 192.168.20/24 (WAN) network.

f.  On all interfaces, disable IPv6 and firewalls.
Step 2 Now follow the sub-steps to install and configure RRAS and the VPN server.

a. On the Windows Server 2008 system, go to Start | Administrative Tools | Server Manager |
Roles and choose Add to open the Server Roles. Click Network Policy and Access Services
and click Next as shown in Figure 12-1. Click Next and select Routing and Remote Access
Services and click Next one last time. Review the Confirm Installation Selections screen
and click Install. Click Close to close the wizard. Exit Server Manager.

Add Roles Wizard
ﬁ} Select Server Roles
Before You Begin Select one or more roles to install on this server,

Server Roles Roles:

Network Policy and Access Services

|:| Active Directory Certificate Services

Description:

Network Policy and Access Services
provides Network Policy Server (NPS),

Role Services [ Active Directory Domain Services Routing and Remote Access, Health
LTt |:| Active Directory Federation Services Registration Authority (HRA), and
[] Active Directory Lightweight Directory Services Host Credential Authorization Protocol
Progress [] Active Directory Rights Management Services {HCAP), which he_lp safeguard the
Resilts [ Application Server health and security of your network.

] DHCP server
[] DNs server
|:| Fax Server
] File services

MNetwork Policy and Acces:
|:| Print Services
[ Terminal Services
|:| UDDI Services
Web Server (IIS) (Installed)
[ windows Deployment Services

More about server roles

< Previous | Next > I Install Cancel

Ficure 12-1 Network Policy and Access Services Server Role
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b.  Click Start | Administrative Tools | Routing and Remote Access. On the left side of the console,
right-click on your server and choose Configure and Enable Routing and Remote Acceses
from the drop-down menu. When the wizard launches, click Next.

Routing and Remote Access Server Setup Wizard
Configuration
You can enable any of the following combinations of services, or you can
customize this server.

{* Remote access (dial-up or VPN

Allow remote clients to connect to this server through either a dial4up connection or a
secure virtual private network (VPN) Intemet connection.

" Metwork address translation (NAT)
Allow intemal clients to connect to the Intemet using ane public IP address.

" Virtual private network (VPM) access and NAT
Allow remate clients to connect to this server through the Intemet and local clients to
connect to the Intemet using a single public IP address.

™ Secure connection between two private netwarks
Connect this network to a remote network, such as a branch office.

" Custom configuration
Select any combination of the features available in Routing and Remote Access.

For more information

< Back Next = Cancel

FiGure 12-2 Possible configurations of the Routing and Remote
Access Server on a Windows Server 2008 machine

c.  Using the Configuration window (see Figure 12-2), record the types of configurations listed
and a short description of each service.
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d. Choose Remote Access (dial-up or VPN) and then choose Next.
e. Choose VPN to create a VPN server and then choose Next.

f.  Now select the interface that is connected to the “Internet.” This is the WAN interface (and
IP address 192.168.20.253) that remote clients will connect to in order to access the network
using VPN. Choose the appropriate network card and then disable the Enable Security option.
Choose Next.

g. InIP Address Assignment, choose that you want the IP addresses to be assigned Automati-
cally to remote clients, and click Next. If you are not using a DHCP server to assign addresses,
this server will generate APIPA addresses for the VPN connection.

h. You are not using RADIUS, so choose Next and then Finish.

i.  Click OK when a message appears asking you about DHCP Relay. In the Routing and Remote
Access window, the server (as shown in Figure 12-3, the name is NETLABRRAS) should show a
green arrow indicating that it is up and running. Highlight Remote Access Clients. You will
view this window after the last step to verify the client is connected.

—_' Routing and Remote Access !E[
File Action View Help

L A B RENEN 7 les

E Routing and Remote Access Remote Access Clients (0)

St User M Durati Number of Ports Statu
g NETLABRRAS (local) ser Name uration umber of Por H

E Network Interfaces There are na items to show in this view.
B Ports
E Remote Access Clients (0)
a Remote Access Logging &F
B 1pv4
B 1rv6

| | H
| |

Figure 12-3 Routing and Remote Access configured as a VPN server
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Step 3 In these sub-steps, you will create a simple share to be used when testing the VPN.
a. Navigate to the C:\ drive and create a folder named VPNShare.
b.  Verify that the Administrators group has Full Control permissions to the VPNShare folder.

c.  Copy some text or image files into the directory (such as c:\windows\web\wallpaper\server.jpg
or c:\inetpub\wwwroot\welcome.png).

Step 4 Now that you have the VPN server installed, you can configure the VPN client to connect to the
server. Go to your client machine and perform the following sub-steps:

a. On a Windows 7 machine, select the Network icon in the System Tray and select Open Network
and Sharing Center.

b.  Choose Setup a new connection or network in the Change your network settings on the
bottom half of the screen.

c.  Choose Connect to a workplace to create a VPN connection and then click Next.
d. Click Use my Internet connection (VPN).
e. Click I'll set up an Internet connection later.

f.  Enter the Internet address to connect to and the Destination name then click next. (See
Figure 12-4.)

E=%BCR =
@ L:B Connect to a Workplace

Type the Internet address to connect to

Your network administrator can give you this address,
Internet address: 192.168.20.253

Destination name: VPN Connection

[[] Use a smart card

'@J [T] Allow other people to use this connection
This eptien allows anyone with access to this computer to use this connection,

Don't connect now; just set it up so I can connect later

E Next |[ Cancel

Ficure 12-4 Configuring a VPN to connect to a workplace

g. Now type your User name and Password and click Create and Close.
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Step 5 Test your connection by clicking the Network icon in the System Tray, selecting the VPN Con-
nection you just created and clicking Connect. Type the administrator user name and password in the

connection logon screen (see Figure 12-5) and then choose Connect.

User name: administrator

Password: ........|

Domain:

Save this user name and password for the following users:

Me only
@ Anyone who uses this computer

[ Comnect | [ Cancel || Propeties | [ Help

Ficure 12-5 Testing the VPN connection

Step 6 Click Start and in the Search files and programs dialog box, type \\192.168.20.253 and
then press ENTER. Enter the password for the administrator account on NETLABRRAS and press ENTER.

What are the results?

Step 7 On the Server 2008 machine (NETLABRRAS), open Start | Administrative Tools | Routing and

Remote Access and observe the Remote Access Clients as shown in Figure 12-6.
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—_' Routing and Remote Access !El
Eile  Acton View Help

&9 [ Flmlc 2 HE

E Routing and Remote Access Remote Access Clients (1)
Server Status =
|ser Name ~ Number of Ports
A

B b NETLABRRAS (ocal) | e e
B Network Interfaces 5
E Ports
E Remote Access Clients {1)
a Remote Access Logging &F
B Pva
B P

| |

FiGURE 12-6 Remote access clients

b 30 MINUTES

Lab Exercise 12.03: Configuring VLANs on a Switch

Virtual local area networks (VLANs) offer the capability of providing security on your network because
systems in one VLAN cannot communicate with systems in other VLANs unless the administrator allows

routing between the VLANs.

VLANSs also offer the capabilities of creating broadcast domains within the switch. When a system in
a VLAN broadcasts a message, that broadcast message does not go beyond the VLAN.

Learning Objectives

In this lab, you will create two VLANSs on a Cisco multilayer switch. You will then verify that two systems
connected to the switch and placed in different VLANs cannot communicate with one another until you
enable InterVLAN routing. By the end of this lab you should be able to

e  Define the function of a VLAN
e  Configure VLANs

e  Configure InterVLAN routing
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Lab Materials and Setup

The materials you'll need for this lab are
e  Pencil and paper
® A (isco 3560 switch (or similar) or a Cisco simulator
e A console (Yost) cable

®  Two client systems

v Tech Tip

The Cisco 3560 switch is a multilayer switch providing the capability to create VLANs as well as
implement interVLAN routing. There are many manufacturers and models of Layer 3 switches
and multilayer switches. If you have access to different model switches or only have access to a
Layer 2 switch, you may still follow the steps to create two VLANs; however, you will not be able

to configure interVLAN routing without a separate external router.

You will also be working with the Cisco Command-Line Interface (CLI) in the Cisco I0S software.
Only the commands needed to complete the Lab Exercise will be introduced. If you would like
to explore the I0S further, please visit Cisco at www.cisco.com/en/US/docs/ios/preface/usingios.
html.

Many of the commands you will use in this Lab Exercise will be run from the privileged EXEC
mode (Switch#). This mode is normally password protected and if the password is lost or forgot-
ten, it can be difficult to reset the password. To perform a password recovery on a Cisco switch,
navigate to the following Web site: www.cisco.com/en/US/products/sw/iosswrel/psi831/prod-
ucts_tech_noteogi86aoo8o1746e6.shtml. Scroll down to the Index. Here you will find hyperlinks
to the Password Recovery Procedure for many Cisco routers and switches. Follow the hyperlink

for your Cisco switch to get the specific password recovery procedure.

Getting Down to Business

Cathy, one of the network technicians at ITCF, is talking with Maggie and learns that you are working on
your CompTIA Network+ certification. Cathy is working with a customer who is implementing VLANs and
would like to know if you would like to learn how to configure VLANs. As usual, you jump at the chance
to work with a mentor, and you invite Cathy to use a switch and two computers in the Network Lab.

Step 1 To set up the small network, power on the switch and then plug the first computer into port
number 2. Connect the second computer to port number 8 on the switch.

Step 2 On both systems, disable the Windows Firewall. Configure the first computer (Systemr) with an
IP address of 10.0.0.1/8 and the second computer (System2) with an IP address of 10.0.0.2/8.
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Step 3 After configuring the IP addresses, open a command prompt and verify that you can ping from
one computer to the other (see Figure 12-7). Can you successfully ping from computer 1 to computer 2?

R Administrator: C\Windows\System32\cmd.exe EI@
icrosoft Windows [Uersion 6.1.76881 ~
opyright (c)> 2ZB0? Microsoft Corporation. All rights reserved. [j

“UWindowsssystem32>ping 18.8.8.2

inging 18.8.8.2 with 32 bytes of data:

eply from 18.8.8.2: hytes=32 time{ims TTL=128
eply from 18.8.8_2: hytes=32 time{lms TTL=128
eply from 18.8.8_.2: hytes=32 time<{ilms TTL=128
eply from 18.8.8.2: hytes=32 time<{ims TTL=12Z8

ing statistics for 18.8.8.2:

Packets: Sent = 4, Received = 4, Lost = B (Bx loss),
pproximate round trip times in milli-seconds:

Minimum = Bmz, Maximum = Bms. Average = Bms

ssWindowsssystem32 >

4| Tl | }

Ficure 12-7 Results of successfully configured network: System 1
can successfully ping System 2.

Step 4 Connect the console cable to the console port on your switch and then to the serial port on System 1.
On System 1, launch PuTTY (you should have already downloaded PuTTY in Step 3 of Lab Exercise 11.02).
In the Basic options for your PuTTY session, verify that the Serial button is selected. Under the
Category: pane, click the Serial menu item. Under the Options controlling local serial lines verify
the following settings as shown in Figure 12-8:

Serial line to connect to COM1

Speed (baud) 9600
Data bits 8
Stop bits I
Parity None
Flow control None

Click the Open button. You may have to press ENTER in the PuTTY command-line window before you
see a prompt, allowing you to type commands.

Step 5 To display a list of VLANs that currently exist, type show vlan. You should see that there are a
few default VLANs for different network architectures—notice that VLAN 1 is named the default VLAN
(see Figure 12-9). The far right column shows you which ports are part of the VLAN. Record the ports
that are part of the default VLAN:
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ﬁ PuTTY Configuration @

Category:
El- Session Options controliing lacal zerial lines |
H LuLngmg Select a zenal line
=1 Terminal Bl
- Keyboard Serigl line to connect to COM1
.. Bell " o
i Eeap Configure the serial line
= window Speed [baud) 9600
- Appearance :
ke [ ata bits a
- Behaviour
- Tranglation Stop bits 1
- Selection Parit
- Colours Lany

= Connection Flaw contral [ -

- Data
- Prasy
- Telhet
- Rlogin
- 55H

=

Ficure 12-8 PuTTY configuration window with serial
settings to manage the Cisco 3560 switch

EF COMI - PuTTY =5 EoR |5

AGwitchrshow vlan -
VLAN Name Status Ports
1 default active Fal/s1, Fal/szZ, Fal/3, Fal/s4

Fad/5, FalO/f6, Fal/7, Fal/s
Fa0/9, Fal/10, Fal/11l, Fal/1z
FaO/13, Fa0/14, Fad/15, Fad/16
Fa0/17, Fa0/18, Fad/19, Fad/z0
Fal/21, FaD/22, FaD/23, Fal/24
Gi0/1, Gi0/fz

1002 fddi-default act/unsup

1003 token-ring-defaulc act/unsup

1004 fddinet-default act/ unsup Al
1005 trnet-default act/unsup

VLAM Type SA4ID MTUO Parent RingMNo BridgeMNo S3tp BrdgMode Transl Trans2 L
1 enet 100001 1500 - - - - - u] u]

1002 f£ddi 101002 is500 - - - - - u] u]

1003 tr 101003 1500 - - - - - a a —
1004 fdnet 101004 1500 - - - ieee - u] u]

1005 trnet 101005 is00 - - - ibm - u] u]

Ficure 12-9 Looking at the default VLANSs on a Cisco switch
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v’ Hint

If you are using a switch that has been in the lab environment, it may already be in some state of
configuration as opposed to the default out-of-box state. If you had any trouble pinging between the
computers, or there seem to be some VLANs already configured, use the following steps to reset the

switch:

a. Press and hold the Mode button for approximately 15 seconds (when the four LEDs turn solid
green), then release the Mode button. The SYST LED should then blink and the terminal should
indicate Reload Requested.

b. Press ENTER and when prompted Would you like to terminate autoinstall? [Yes/No], type Yes

and press ENTER.

c. When prompted Would you like to enter the initial configuration dialog? [Yes/No], type No

and press ENTER.

d. You should now be at the Switch> prompt. The settings should be the default configuration of
all ports in VLAN 1.

Step 6 To create a VLAN named Acct and one called Marketing, type the following commands, pressing
ENTER after each command. You'll start at the Switch> prompt:

enable

You should now be at the Switch# prompt. Keep going:

conf t

Now the prompt looks like this: Switch (config) #. Keep going:

vlan 2

Now the prompt looks like this: Switch (config-vlan) #. Keep going:
name Acct

You will return to the Switch (config-vlan) # prompt. If you did this correctly, you won't get
any feedback. Keep going:

exit

Now the prompt again looks like this: Switch (config) #. Keep going:
vlan 3

The prompt will change to Switch (config-vlan) #. Keep going:

name Marketing
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You will return to the Switch (config-vlan)# prompt. If you did this correctly, you won't get
any feedback. Keep going:

end

Step 7 At this point, you should be at the prompt Switch#. You might see a log entry appear, saying
that the switch configuration has changed. If so, press ENTER to get back to the prompt.

To view the newly created VLANS, type the following commands. Figure 12-10 shows the results.

show vlan

£2 COML - PuTTY [=]-&]
-
VLAN Nate Status Ports
1 default active Falds1, Fal/s2, Fal/3, Fals4
Fald/s5, Fal/se, Fal/s7, Fal/s
Fal/9, Fal/10, Fad/11, Fal/12
Fal/13, Fad/14, Fal/15, Fad/16
Fal/17, Fad/1d, Fal/19, Fad/z0
FaD/21, Fal/f2z, Fa0/23, Fad/24
Fid/1, Giosz
Z oot active
3 Marketing active
1002 fddi-default act/unsup
1003 token-ring-default act/unsup
1004 fddinet-default act/unsup
1005 trnet-default act/unsup
VLAN Type SALID HTU Parent Ringlo BridgelNo Stp EBrdgMode Transl Trans:
1 enet 100001 is500 - - - - - u] u]
Z enet 100002 1500 - - - - - u] u] A
3 enet 100003 1500 - - - - - u] u] ‘ﬂ
1002 f£ddi 101002 is500 - - - - - u] u]
—-More-—- -

Ficure 12-10 Looking at the

newly created VLANSs

Step 8 To place port 2 in the Acct VLAN, type the following commands, and press the EnTER key after
each one. Note that the prompt dialog will change as you move through the commands.

conf t

interface fa0/2 switchport access vlan 2

exit

Step 9 To place port 8 in the Marketing VLAN, type the following commands:

interface fa0/8switchport access vlan 3

exit
exit

Step 10 To verify that the ports are placed in the appropriate VLANs, use the following command to

display VLANs. Figure 12-11 shows the results.

show vlan
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EF COMI - PuTTY

AGwitchrshow vlan -
VLAN Name Status Ports
1 default active Fald/s1, Fal/3, Fal/s4, Fal/s5

Fad/6, Falf7, Fals9, Fal/s10
FaO/11, FalO/12, Fal/13, Fal/14
Fal/15, FaO/16, Fad/17, Fad/1&
Fa0/19, Fa0/20, Fad/z1, Fad/zz
Fal/23, FaD/24, Gi0/1, GiOD/2

H Aoet active Fal/2

3 Marketing active Fal/5

1002 fddi-default act/unsup -
1003 token-ring-defaultc act/ unsup LJ
1004 fddinet—default act/unsup

1005 trnet-default act/unsup -

Ficure 12-11 Verifying that ports are assigned to the correct VLANs

Step 11 Now that you have the ports that each system is connected to in different VLANs, the two
systems should not be able to ping one another (see Figure 12-12). The reason is that VLANs are security
boundaries, and unless a Layer 3 device is used, only systems within a single VLAN will be able to com-
municate with one another.

B8 Administrator: C\Windows' System32\cmd.exe
opyright <c> 20A? Microsoft Corporation. All rights reserved.

sWindowsssystem32>ping 180.8.6.2

inging 18. B B.2 with 32 hytes of data:-

eply from 18.@.A_1: Destination host unreachable.
eply from 18.8.8.1: Destination host unreachable.
eply from 18.@8.A.1: Destination host unreachahle.
eply from 18.8.8_1: Destination host unreachable.

ing statistics for 18.8.8.2:
Packets: Sent = 4, Received = 4, Lost = B {Bx loss>, i

FiGure 12-12 Once the two systems are in different VLANs, they can no longer
communicate.

Can you ping from System 1 to System 2?

Can you ping from System 2 to System 1?

Step 12 Now you will implement interVLAN routing to allow the two separate VLANs to communicate
with each other. To enable interVLAN routing, you will assign a router address to each VLAN, and
enable routing using the following commands, pressing EnTER after each command. Note that the prompt
will change as you move through the commands.

enable

conf t

interface vlan 2
ip address 10.2.0.1 255.255.0.0



exit
interface vlan 3

ip address 10.3.0.1 255.255.0.0

exit
ip routing
exit
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Step 13 To verify that the IP addresses have been assigned to the appropriate VLANSs, use the following

command to display VLANs and IP addresses. Figure 12-13 shows the results.

show ip interface

EB COML - PuTTY [ ]

Vlan? iz up, line protocol is up -

Internet address is 10.2.0.1/16
Broadoast address iz 255.255.255.255
Address determined by setup comnand

MTU i= 1500 bytes

Helper address is not set

Directed broadcast forwarding is disabled
Cutgoing access list is not set

Inbound access list is not set

Proxy ARP is enabled

Local Proxy ARP i= disabled

Security lewvel is default

Split horizon is enabled

ICHFP redirects are always sent

ICHFP unreachabhles are always sent

ICHMP mask replies are never sent

IF fast switching is disabhled

IF CEF switching is disabled

IF Null turho wvector

IP mwulticast fast switching is disabled
IF multicast distributed fast switching is disahled
IF route-cache flags are Fast

Router Discovery is disabled

IF output packet accounting is disabled
IF access violation accounting is disabled
TCP/IP header compression is disabled
RTP/IP header compression is disabled
Probe proxy nawe replies are disabled
Poliey routing is disabled

MNetwork address translation is dissbled
WCCP Redirect outhound is dissbhled

WCCFPF Redirect inbound is disabled

WCCP Redirect exclude iz disabled

BGP Policy Mapping is disabled

m

Vlani is up, line protocol is up

Internet address is 10.3.0.1/16
Broadoast address is 255.255.255.255 -

Ficure 12-13 Verifying the VLANs and assigned IP addresses

Step 14 Now you must place the computer systems in the correct networks. Configure the first computer

(System 1) with an IP address of 10.2.0.11/16 and a default gateway of 10.2.0.1. Configure the second

computer (System 2) with an IP address of 10.3.0.11/16 and a default gateway of 10.3.0.1.
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Step 15 Now that you have the VLANs routed, the two systems should be able to ping one another (see
Figure 12-14). The Acct VLAN is network 10.2.0.0/16 and the Marketing VLAN is network 10.3.0.0/16.

B Administrator: C:\Windows'\System32\.cml.exe EI

:“Windowsssystem32>ping 18_.3_8.11 -

inging 18.3.8.11 with 32 bytes of data:

eply from 18.3.8.11: bytes=32 time=3ms TTL=127%
eply from 18.3.8.11: bytes=32 time<ims TTL=127
eply from 18.3_8.11: bytes=32 time<{ims TTL=127
eply from 18.3.8.11: bhytes=32 time<ims TTL=127

ing statistics for 18.3.8.11: (
Packets: Sent = 4, Received = 4, Lost = B <Bx loss),.

pproximate round trip times in milli—seconds:
Minimum = Bms. Maximum = 3ms. Average = Bms

FiGure 12-14 Successful ping from System 1 (10.2.0.11/16) with a reply from System 2
(10.3.0.11/16)

Can you ping from System 1 to System 2?

Can you ping from System 2 to System 1?

¥ Cross-Reference

To learn more about advanced switching topics such as VLANs, VLAN Trunking Protocol (VTP),
and interVLAN routing, refer to Chapter 12 of the Mike Meyers’ CompTIA Network+ Guide to Managing
and Troubleshooting Networks textbook.

0 45 MINUTES

Lab Exercise 12.04: Configuring Quality of Service
(Qos)

Quality of Service (QoS) is the practice of providing guaranteed bandwidth to sensitive applications such
as audio or video streaming, Voice over IP, or MMORPG gaming. The goal is to lessen the effects of buff-
ering, dropout, jitter, and latency by limiting the bandwidth on some applications, and guaranteeing
the bandwidth of the sensitive applications. Many SOHO routers offer QoS utilities allowing the user to
prioritize more bandwidth to one or more of the high-demand applications.

One way to demonstrate the concept of QoS is to use a commercial speed-testing Web site such as
Speakeasy (www.speakeasy.net) or Speedtest.net (www.speedtest.net). Run the test first with QoS wide
open to determine your average bandwidth, note your results, and then throttle down the bandwidth of

your router by 50 to go percent of your top speed to demonstrate the power of QoS.


http://www.speakeasy.net
http://www.speedtest.net
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Lastly, there are a number of third-party, open-source, Linux-based operating systems available for
today’s SOHO routers. Firmware with names such as Sveasoft, Tomato, and DD-WRT will allow you to
flash the BIOS of the standard router, adding features like advanced QoS, radio output power, overclock-
ing, and even the ability to use SSH to get in and use the native Linux commands to modify the charac-
teristics of the router. You will learn how to install DD-WRT on a WRT54GL router.

Learning Objectives
When you have completed this lab, you will be able to

° Download DD-WRT, and flash a router with the firmware
e  Perform a speed test on your Internet connection

e  Configure QoS to throttle the bandwidth for demonstration purposes

Lab Materials and Setup

This Lab Exercise should be performed with a non-production router. Optimum conditions would allow
the DD-WRT router to be placed between a lab computer system and an Internet connection. The materials

you'll need for this lab are
e  Pencil and paper
e A PCwith Internet connectivity
e  One router (Linksys WRT54GL or similar wireless routers will work fine)

e  Appropriate UTP cabling

Getting Down to Business

The Networking Lab is really going to get a workout today. You have been concentrating on advanced
networking devices and would like to explore QoS a little more deeply. You have been talking with one
of your coworkers, Tim, who really promotes the benefits of upgrading one of the wireless routers with

an open-source, Linux-based firmware to enhance the capabilities of the router.

You decide to use one of the older routers, download DD-WRT, and flash the BIOS before conducting

some QoS experiments.
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® Caution

The following QoS Lab Exercise can be performed using a standard Linksys or similar wireless
router. For this Lab Exercise, I used the WRT54GL wireless router with the DD-WRT alternative
OpenSource firmware installed. Please understand that flashing the routers with third-party
firmware can sometimes damage the router (known as “bricking”) and voids all warranties from

Linksys. This procedure should not be performed on critical routers.

Even the programmers state “USE AT YOUR OWN RISK.” Please consult with your instructor
before flashing any routers!

Step 1 To upgrade a router with the DD-WRT firmware, begin with a stock router (such as the Linksys
WRT54GL) with the default out-of-the-box settings. Log on to the router using the default IP address of
192.168.1.1, the user name admin and password admin. The default Setup page is shown in Figure 12-15.

-
m ~ [&] hewijis2. 188,11 = [#2) ] [uve sezren [»]-|
W & Basic Setup | | @ - v @ - E}'Eage - @Tz_mls v

-

LiINKSYS®

A Division of Cisco Systems, Inc.
Firmmare Version: v4.30.11

Wireless-G Broadband Router

SetUP Access Applications

Setup Wireless Security Restrictions Jryf— Administration Status

Basic Setup | . e |

Internet Setup

Internet Connection Type |Autumat\c Configuration - GHCP x| Automatic Configuration -
DHCP : This setting is most
commonly used by Cable

Optional Settings I— operators.
{required by some 1SPs) Rkt Neame WRTE4GL
Host Hame: Host Hame : Enter the host
name provided by your ISP,

Comain Name:

B lﬁ Domain Name : Enter the
et Auto s domain name provided by your

. ISP.
Size:

Lol More... =

Network Setup
Router IP Local P Address: (192|168 Il Il Local IP Address : This is the

address of the router.
Subnet Mask: 255.255.255.0 =

Subnet Mask : This is the
subnet mask of the router.

Network Address
5 . i
Server Settings (DHCP) DHCP Server: © Enable © Disable
Starting IP
s 182.165.4]100
it DHCP Server : Allows the
Maximum Number of oo router to manage your IP
DHCP Users:
addresses.

Client | #as= Time [0 mminutan (N mannn ana Aot ;I

|Done ’_ ’_ m mkf Trusted sites | Protected Mode: Off | ® 100% - S

Ficure 12-15 Title page of the WRT54GL configuration utility

Step 2 It is very important that you verify the router’s model number. In Figure 12-15, make note
of the router’s model number WRT54GL in white letters on a black background. You should be able to
verify your router’s model number in a similar fashion. As stated multiple times, it is very important
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to verify the router’s model number when downloading the DD-WRT firmware. Using the wrong firm-
ware on your router will destroy the router (brick the router).

Step 3 Using your computer connected to the Internet, open your browser and navigate to the DD-WRT
Web site at www.dd-wrt.com as shown in Figure 12-16. Click the Router Database button and enter your
router’s model number (in this Lab Exercise example, WRT54GL). The results should produce one response.

[Frr =
[-‘I Google x ]19901WeatherFure:astand Conditia... * ] & VS radar image loop of Compasite .., ] @ www.dd-wrt.com | Unleash Your Rau.. % | + -
(€ )P || @ bty fuwmdd-wrt.com/ste index 77 - e [#8- coogee ENCE

SUS | FAST iz
YOU SPOKE, WE LISTENED

DD-WRT PRIVACY

Regain your internet freedom FULLY DD-WRT SUPPORTED ROUTERS

Professional Support Community Contact

r Dat: Farum

ientation

a Linu
The main empha
nal

Ficure 12-16 Home page of dd-wrt.com open-source, Linux-based router firmware

Step 4 Verify that the listed information is for your specific router model and click to open the
firmware database for this model. Select the most stable build for your router (v24 Build 10020 for the
WRT54GL was the most stable build at the time of this writing) and click on the file named dd-wrt.v24_
mini_generic.bin. See Figure 12-17.

B

Ir'l Gaogle g ]ﬁ 19901 Weather Farecast and Conditio... ] & MWS radar image lap of Compasite .. ] @ Router Database | www.dd-wrt.com

@ bty dd-wrt, com/site fsup portfrouter- database 77 -] [ Googic

Linksys WRT54GL 1.0/1.1

w24 SP1 [Stable] Build 10020 & . |

for initial flash

n

http:f A, dd-wrt.com/routerdb/de/downloady... 4GL,1.0/1.1/dd-wrtw24_mini_generic.bin/284 -

Ficure 12-17 Selecting the DD-WRT mini generic build for the WRT54GL router


http://www.dd-wrt.com
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Step 5 Now from the title page of the Linksys WRT54GL router, select the Administration tab and then
select Firmware Upgrade. Click Browse and navigate to the file dd-wrt.v24_mini_generic.bin. Click

Upgrade.

v/ Hint

Be careful during this step to not interrupt the installation for any reason. An interrupted
install can cause a bricked router, meaning one that’s no longer usable. Getting the error message
in red stating “Upgrade are Failed” means—despite the bad grammar—that the install package
stopped the installation before the router was damaged.

Step 6 You should now see a message stating Upgrade is successful. Click on the Continue button.
The browser should now reconnect to the WRT54GL (or similar) router. Note that the IP address and the
router name are still the default values. Log on to the router using the DD-WRT control panel with the
user name root, and the password admin as shown in Figure 12-18.
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Host Name:
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Jptional Settings 5P, |
Router Name WRTS4GL |
Domain Name: |
Host Name Enter the domain name provid| |
your ISP, |
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MNetwork Setup | Subnet Mask:

2outer IP This is the subnet mask of the
Local IP Address 192. 168. 1. 1 DHCP Server:
Subnet Mask 255. 255, 255, o Allews the router to manage y
addresses.
Gateway 0. 0. 0. o
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Maximum DHCP Users:
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L e, A, samsse emrcbne homde o
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Ficure 12-18 Linksys WRT54GL with dd-wrt.com ...Control Panel
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Step 7 Configure the WAN Connection Type, Optional Settings, Router IP, and Network Address
Server Settings (DHCP) for your network. Click the Apply Settings button. Verify that your computer
can still access the Internet, and then proceed to the next step.

Step 8 Launch the Web site www.speedtest.net and click Begin Test. Note that you can select the loca-
tion where your test connects. Use the default location and let the test run. Record the results in the

following space:

These are the download and upload speeds that your Internet connections are capable of. Note the

speeds of the example shown in Figure 12-19.

[E=5 EOR <)

& hitpy/ . speedtestnet/ P-rBCX | & Speedtest.net - The Global ... o} * {é}

—

6 55
SPEEDTESTNET”

e —
T MY RESULTS SUPPORT

Lowerl atency Now PayL ater Price and Latency Guarantees Global Optimized Platform
Internet > |Pv6+IPv4 Transit For Your Network New Special 1000 Mbps for $90
e Sign Up For Comcast Digital Cable Learn More About Local Offer:

0 DOWNLOAD SPEED @ @ UPLOAD SPEED

20 54 Mbps 534 Mbps
|

4| m

Ficure 12-19 Output of the Speedtest.net speed test showing both download and
upload speeds

Step 9 Now reload the dd-wrt.com ...Control Panel. Click on the NAT/QoS tab and then click on the
QoS tab. See Figure 12-20. Use the following settings to simulate setting QoS. In actuality, you will be
slowing the entire bandwidth. This is strictly for demonstration purposes.

Start QoS: Enable
Port: WAN

Packet Scheduler: HTB
Uplink (kbps): 1000
Downlink (kbps): 1000

Optimize for Gaming: Not Selected


http://www.speedtest.net
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Ficure 12-20 Setting QoS to “throttle” the bandwidth of an Internet connection

Step 10 Now launch the Web site www.speedtest.net again and then click Begin Test. Record the
results in the following space:

This displays the download and upload speeds of your Internet connection with QoS throttling the
bandwidth of the connection to 1 Mbps. Note the speeds of the example shown in Figure 12-21.

Step 11 To return the router to normal operation, reload the dd-wrt.com ...Control Panel. Click on the
NAT/QoS tab and then click on the QoS tab and in the QoS Settings | Start QoS screen, select Disable.
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Ficure 12-21 Output of the Speedtest.net speed test after applying QoS

b 20 MINUTES

Lab Exercise 12.05: Exploring Network Protection

You have installed and configured a VPN, VLAN, and QoS. Now to finish your exploration of advanced

networking devices, you will explore what Mike terms network protection. There are four areas that you
will examine:

e Intrusion detection system/intrusion protection system (IDS/IPS)
®  Port mirroring

®  Proxy serving

L]

Port authentication

Just as there are manufacturers that provide multilayer switches that are capable of providing
VPNs, VLANSs, and QoS, there are manufacturers, developers, and methods that provide network protec-
tion. You're going to explore some of these manufacturers, developers, and methods.

Learning Objectives

In this lab, you'll explore a few of the manufacturers, developers, and methods that offer various net-
work protection solutions. By the end of this lab, you will be able to

®  Define IDS/IPS and profile one or two of the manufacturers
®  Define port mirroring

®  Contrast the two types of proxy serving

[ ]

Detail port authentication
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Lab Materials and Setup

The materials you need for this lab are
e A PCwith Internet access

e  Pencil and paper

Getting Down to Business

As with any network consulting firm, the staff at ITCF work hard to stay informed on the latest network-
ing technologies, especially where network security and protection are concerned! After talking with one
of your co-workers about IDS/IPS, you are intrigued and decide to do some further investigation.

Step 1 Beginning with IDS/IPS devices, provide a brief description of each device. Then conduct a Web
search to profile one or two manufacturers that offer devices fitting those descriptions.

Step 2 See what you can find out about port mirroring. Record your findings in the following space.

Step 3 You have already read about proxy servers. Now compare the features of a physical proxy server
(such as the Blue Coat ProxySG s510) and a public proxy server.

Step 4 Finish with a short discussion about port authentication.
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Lab Analysis

1. Michael has just started using Voice over IP (VoIP) to reduce his phone costs. He is not entirely
happy though, because the phone experiences frequent drop-outs, making conversations very diffi-
cult. What might you recommend to Michael to help with this problem?

2. Jennifer knows that using a VPN allows you to safely connect to computers over the Internet using
an encrypted channel. She would like to know the difference between PPTP encryption and L2TP
encryption. Briefly describe the difference for her.

3. Lee is about to purchase five new switches that he will be using in a VLAN configuration. What is
the benefit of a multilayer switch?

4. Brandon would like to implement the strongest protection available to prevent unwanted access to
the corporate network. What is the difference between an IDS and an IPS? Which device would be
considered the strongest protection?

5. ITCF already implements a robust firewall on their office Internet connection. Why might they
want to install a proxy server as well?
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Key Term Quiz

Use the vocabulary terms from the list below to complete the sentences that follow. Not all of the terms
will be used.

client/server port authentication
content switch port mirroring
host-based IDS proxy server
interVLAN routing traffic shaping
intrusion detection system (IDS) trunk port
load balance tunnel
multilayer switch virtual local area network (VLAN)
network-based IDS virtual private network (VPN)
. A VPN is used to create an encrypted between the VPN client and the VPN
server.

In order to allow VLAN traffic to span multiple switches, you must designate a(n)
on each switch.

In order to distribute large numbers of requests for a service, you can the
workload across multiple servers.

. A(n) will monitor network traffic for suspicious activity.

In order to monitor network traffic on your switch, you will need to configure
on the switch.




Chapter

IPv6

Lab Exercises

13.01
13.02
13.03
13.04
13.05

Governing Bodies, Part 3

Reviewing IPv6 Terminology

Practicing IPv6 Address Notation Shortcuts
IPv6 Configuration and Exploration

Configuring Windows 7 to Use an IPv6 Tunnel Broker




270 Chapter 13: IPv6

Whether you are a seasoned tech, have been in IT for only a few years, or

have just begun your journey toward becoming a networking professional, these
are exciting times! IANA has distributed the last IPv4 addresses to the Regional
Internet Registries (RIRs). Yep, on February 3, 2011, the last of the approximately
4 billion IPv4 addresses were distributed to the five RIRs. In the not-too-distant
future, there will no longer be any IPv4 addresses available for new devices that
need direct Internet connectivity.

Enter IPv6! On June 8, 2011, the Internet Society sponsored the World IPv6 Day
when large Internet entities (Google, Facebook, Yahoo!, Akamai, and Limelight
Networks, to name a few) were asked to implement IPv6 on their sites to test the
connectivity of IPv6. It was a resounding success! As you develop your networking
skills, you will be called on more and more to configure devices using IPv6 for the
network address.

The CompTIA Network+ exam objectives require a network professional to be
familiar with IPv6 addressing concepts and some of the supporting technologies
such as IPv6-in-IPv4 tunneling protocols. The labs in this chapter are designed to
give you an opportunity to practice what you have learned about IPv6 from the
Mike Meyers’ CompTIA Network+ Guide to Managing and Troubleshooting Networks textbook.

First, you will revisit some of the governing bodies that define IPv6. Then
you'll review some of the new IPv6 terminology, practice address notation shortcuts,
and verify your TCP/IP configuration on a Windows 7 system. Finally, you will
experiment with one of the IPv6 tunnel brokers, Hurricane Electric.

b 20 MINUTES

Lab Exercise 13.01: Governing Bodies, Part 3

After exploring the governing bodies that handle the specifications and management of the TCP/IP
protocol suite, you should know the organizations that are directly responsible for IPv6. To begin your
exploration of IPv6, you will examine some of the organizations that specifically relate to IPv6.
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Learning Objectives

In this lab, you'll explore various organizations that are responsible for the development, management,
and distribution of IPv6. By the end of this lab, you will be able to

®  Describe the purposes and features of the organizations responsible for IPv6

®  Research and provide some detail on RFCs associated with IPv6

Lab Materials and Setup

The materials you need for this lab are
e A PC with Internet access

®  Pencil and paper

Getting Down to Business

As you just learned in the introduction to this chapter (or maybe you already knew this information),
the world is running out of IPv4 addresses. Some of the organizations that you have already researched
are directly involved with the implementation and distribution of the IPv6 addressing scheme. Take a
few moments to reexamine these organizations with a focus on IPv6.

Step 1 Start this exploration of IPv6 with a visit to this Web site, www.iana.org. As you learned in
Chapter 8, this is the Internet Assigned Numbers Authority (IANA). Explore the five Regional Internet
Registries (RIRs) and write a short summary of what they are and what their main responsibilities are.

Registry Area Covered Notes

Step 2 You have also explored the Internet Society (ISOC). Visit the World IPv6 Day Web site at www
.worldipv6day.org/ and record some of the facts you learn about the June 8, 2011 event.
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Step 3 Open RFC 2460, which defines the specifications of IPv6, at www.ietf.org/rfc/rfc2460.txt and
record some of the information from the introduction. How many bits long is an IPv6 address compared

to an IPv4 address?

Step 4 While you explore RFCs related to IPv6, you should look at RFC 2373: “IPv6 Addressing Archi-
tecture” (www.ietf.org/rfc/rfc2373.txt). This RFC defines the various addresses available in IPv6, such as
unicast addresses, anycast addresses, and multicast addresses. Take a moment and read the definition of

an anycast address. Summarize the definition in the space provided:

b 15 MINUTES

Lab Exercise 13.02 Reviewing IPv6 Terminology

Half the battle of becoming proficient in the technology is developing an understanding of the termi-
nology. What does Maggie mean when she says that IPv6 routers will receive their IPv6 addresses and
distribute IPv6 addresses to clients based on aggregation? You'll have to learn the terminology in order to

develop the skills to configure the technology.

In this lab you will review the IPv6 terminology.

Learning Objectives

At the completion of this lab, you will be able to

e Identify the key terms associated with Internet Protocol version 6 (IPv6)
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Lab Materials and Setup

The materials you'll need for this lab are
®  The Mike Meyers’ CompTIA Network+ Guide to Managing and Troubleshooting Networks textbook

®  Pencil and paper

Getting Down to Business

Alex, a co-worker of yours at ITCF, has been working with a client to implement IPv6 throughout his
office. He is having some trouble because the protocol is quite different than IPv4. Alex asks you to help
him identify some of the terminology and concepts introduced with the IPv6 protocol. To ensure that
you are familiar with the IPv6 terminology before you take the CompTIA Network+ exam, you agree to
help Alex, knowing this exercise will help you remember the terms!

¥ Cross-Reference

Before attacking this Lab Exercise, you may want to review the concepts of IPv6 covered in

Chapter 13 of the Mike Meyers’ CompTIA Network+ Guide to Managing and Troubleshooting Networks textbook.

Step 1 Using the knowledge of IPv6 that you have learned from reading the Mike Meyers’ CompTIA Network+
Guide to Managing and Troubleshooting Networks textbook, complete the following matching exercise:

A. 1 __ Aunique address used by a system for one-on-one communication
B. Link-local address __ The IPv6 version of a public IP address

C. Extended Unique __ An address type that is assigned to multiple nodes. Any one of the
Identifier nodes could receive data destined to that address — but it is the

node closest to the sending node that will receive the data.

D. Unicast address __ A NAT-traversal IPv6 tunneling protocol

E. Global address __ The IPv6 equivalent of an APIPA address

F. Stateful DHCPv6 __ An address type that is assigned to multiple nodes. All of the nodes
receive data destined to that address.

G. Anycast address __ An IPv6 DHCP server that only assigns additional TCP/IP settings

H. Stateless DHCPv6 __ The IPv6 loopback address

I. Multicast address __ AnIPv6 DHCP server that automatically assigns an IP address,

subnet mask, default gateway, and additional TCP/IP settings

J. Teredo The last 64 bits of an IPv6 address
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0 15 MINUTES

Lab Exercise 13.03: Practicing IPv6 Notation
Shortcuts

As you have learned, the IPv6 address is an 128-bit address displayed as eight groups of four hexadecimal
numbers, such as 2001:0470:B8F9:0001:020C:29FF:FE53:45CA. You probably will not have to manually con-
figure IPv6 addresses as you did IPv4 addresses (except as you will in Lab Exercise 13.04), but it would be
good to learn how to recognize these addresses in both their long and short forms.

In this Lab Exercise you will practice using the notation shortcut method to convert various IPv6
addresses between their long forms and their short forms.

Learning Objectives

In this lab, you'll practice converting IPv6 addresses between long form notation and short form nota-
tion using the shortcuts introduced in the Mike Meyers’ CompTIA Network+ Guide to Managing and Trouble-
shooting Networks textbook. At the end of this lab you will be able to

e  Convert IPv6 addresses from long form notation to short form notation

®  Convert IPv6 addresses from short form notation to long form notation

Lab Materials and Setup

The materials you'll need for this lab are
e  The Mike Meyers’ CompTIA Network+ Guide to Managing and Troubleshooting Networks textbook

e  Pencil and paper

Getting Down to Business

One of the new clients ITCF has taken on is implementing IPv6 exclusively. CJ asks Maggie to explore the
various IPv6 addresses and their notation. As usual, Maggie asks you if you would like to work with her
to gain the experience. You heartily agree and quickly begin to tackle the problems together.

® Cross-Reference

Please use the shortcuts introduced in the “IPv6 Address Notation” section in Chapter 13 of the
Mike Meyers’ CompTIA Network+ Guide to Managing and Troubleshooting Networks textbook.



Step 1

Lab Exercise 13.03: Practicing IPv6 Notation Shortcuts

Using the shortcuts, convert the following IPv6 addresses from their long form notation to

their short form notation:

I.

Step 2

Long Form — 2001:0000:0000:3210:0800:200C:00CF:1234

Short Form —

Long Form - FE80:0000:0000:0000:020C:000F:0000:FE53

Short Form —

Long Form — FF02:0000:0000:0000:0000:0000:0000:0001

Short Form -

Long Form - 2001:0000:0000:0001:0200:000E:FF(8:0010

Short Form —

Long Form - FE80:0000:0000:0000:205(:2194:3F57:FD71

Short Form —

Now using the same shortcuts, convert the following IPv6 addresses from their short form

notation to their long form notation:

I.

Short Form — ::1

Long Form —

Short Form — FE80::A:0:53

Long Form -

Short Form — FFo2::2

Long Form —

Short Form — 2001::6:E00:9:FFC8:11

Long Form —
Short Form — FE80::205(:2194:3F57:FD71

Long Form -

275
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0 40 MINUTES

Lab Exercise 13.04: IPv6 Configuration
and Exploration

All of the major Internet entities have adopted IPv6 as the IPv4 address pool approaches depletion. It is
still not common, however, for an organization to run an IPv6-only enabled network.

In this Lab Exercise you will use the Windows 7 client machine and the Windows Server 2008
machine in the Network Lab to implement an IPv6 network. You will manually configure, verify, and
test the connectivity of IPv6 addresses assigned to the systems. You will also identify the address type of
the IPv6 addresses.

Learning Objectives

In this lab, you'll again work with the TCP/IP settings on your Windows 7 and Windows Server 2008
machines. You will configure and explore your IPv6 address information. At the end of this lab you will
be able to

e  Verify your IPv6 settings
e  Configure IPv6 Unique Local Addresses (ULAs)

e  Test and verify IPv6 connectivity

Lab Materials and Setup

The materials you'll need for this lab are
e  Pencil and paper
®  Asystem with Internet connectivity to facilitate research
e  Windows XP, Windows Vista, or Windows 7 client machine

e  Windows Server 2008 machine (it may be configured as in the previous chapter’s Lab Exercises,
but it is not critical for this Lab Exercise)

e  The Linksys WRT54GL (or similar) router that was configured in prior Lab Exercises and appro-
priate cabling to connect the small network

Getting Down to Business

CJ and Maggie come by the Network Lab and ask how your IPv6 skills are coming along. They have a
concept they would like you to explore, an IPv6-native network. They are not able to free up any of
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the IPv6-capable routers that would enable you to configure your small network with global unicast
addresses. Instead, they have generated a random Unique Local IPv6 Unicast Address range. They ask
you to take the time to configure the netlabclient and netlabserver systems manually to use IPv6 as the
native addressing for TCP/IP.

® Cross-Reference

You can learn more about the different address types by checking out the “IPv6 Basics” section
in Chapter 13 of the Mike Meyers’ CompTIA Network+ Guide to Managing and Troubleshooting Networks textbook.

Step 1 Begin by generating a random Unique Local Address (ULA). You can accomplish this by navi-
gating to the following Web site, www.simpledns.com/private-ipv6.aspx, and randomly generating the
Private IPv6 address range.

v Tech Tip

The parameters for the ULA are set forth in RFC 4193: Unique Local IPv6 Unicast Addresses.
Alternatively, you can assign the following IPv6 address parameters that were already generated
by Simple DNS as detailed here:

Prefix/L: fd

Global ID: bfddigbecc

Subnet ID: de78

Combined/CID: fdbf:ddrg:becc:de78::/64

IPv6 Addresses: fdbf:ddrg:becc:de78: XXX X :XXXX:XXXX:XXXX

The Lab Exercise uses the following addresses for specific devices:
Client System: fdbf:ddig:becc:dey8::11/64

Server System: fdbf:ddrg:becc:dez8::254/64

Router: fdbf:ddig:becc:de78::1/64

Step 2 If you haven’t already done so, disable all Windows firewalls and enable IPv6 on both the client

and server machines.

277
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Step 3 Configure each system with the appropriate IPv6 address, Subnet prefix length, Default
gateway, and Preferred DNS server as shown in Figure 13-1.

General

‘fou can get IPvS settings assigned automatically if your network supports this capability.
Otherwise, you need to ask your network administrator for the appropriate IPvé settings.

(T) Obtain an IPv6 address automatically
(@ Use the following IPve address:

IPv6 address: fdbf:dd19:becc:de?8:: 11
Subnet prefix length: 64
Default gateway: fdbf:dd19:becc:de7a:: 1

Cbtain DMS server address automatically
(@ Use the following DNS server addresses:

Preferred DNS server: fdbfidd 19:becc:de78::254

Alternate DMS server:

Validate settings upon exit Advanced...

Ficure 13-1 Client machine IPv6 properties

Step 4 After you have configured both the client system and the server system, open a command
prompt with administrative privileges and run ipconfig /all. See Figure 13-2. Record the results here:

[Ethernet adapter Local Area Connection: -

Connection—specific DNS Suffix
Description . . . . - . . - .

Physical Address. . . . .
DHCP Enabled. . . . . . .
Autoconfiguration Enabled
IPv6 Address. . . . . . .
Link-local IPv6 Address .
Default Gateway . . - . .

Realtek FPCle GBE Family Controller
A8-26-B?-16-F6—64

No

Yes

fdbf :ddi1?:hecc:de?8::11 (Preferredd
feB@::dB8A:aldab:8d45?:b63dx1B<{Preferred’
fdbf:dd19 :hecc:de?8::1 A
285222585
A8-01-00-01-12-D4-DF-CC-AB-26-B?-16-F6—h4

fdhf :ddi9:hecc:de?8::254
Disabled X

DHCPv6 IAID . . . . . .
DHCPv6 Client DUID. . .

DNS Servers . . . . - . . . . . .
MetBIOS ower Tcpip. - . . - . . .

Ficure 13-2 Output of ipconfig /all on client machine
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As you have learned by reading Chapter 13 of the Mike Meyers’ CompTIA Network+ Guide to Manag-

ing and Troubleshooting Networks textbook, a link-local address is a private address in IPv6 used for

local communication, like APIPA is in IPv4. To get access to the Internet, your system will need

a global address in IPv6.

Step 5 Switch over to the console for the Server 2008 machine. Click Start | Administrative Tools |
DNS. Right-click troubleticket.local and select New Host (A or AAAA). Add a record for netlabserver
with the IPv6 address fdbf:ddig:becc:de78::254. This will create a new AAAA record as shown in

Figure 13-3.

DNS Manager

i DNS
E| & NETLABSERVER
B [ Fonward Lookup Zones

g [zame az parent folder]
g [zame as parent folder]
g netlabserver

] v

H netlabserver

@ [ Reverse Lookup Zones
ﬁ Conditional Fonwarders

Start of Authority [S04]

Mame Server [MS] netlabszerver.
Huost (2] 192.168.1.150
Aliaz [CHAME) netlabzerver. troublaticket. local

IPw6 Host [B484)

[5]. netlabzerver., hostmaster.

fdbf: dd19: becc:de?8:0000:0...

Ficure 13-3 Adding an IPv6 AAAA record in DNS Manager

Step 6 Now launch a command prompt. Ping each of the addresses listed. An example of one of the

responses is shown in Figure 13-4. Record your results in the provided space:

eply from fdbf:dd19:hecc:d time=2ms
eply from fdbf:ddi9:bhecc:de?8::254: time=2m=
eply from fdbf:ddi9:bhecc:de?8::254: time=2m=
eply from fdbf:ddi9:bhecc:de?8::254: time=2ms

ing statistics for fdbf:dd19:becc:de?B::254:

pproximate round trip times in milli-seconds:
Mininmum = 2Zms,. Maximum = 2ms. Average = 2Zms

sWindowsssystem32>ping www.troubleticket.local

inging netlahser;er trouhletlckeg local [fdbf:ddi?:becc:de?8::2541 with 32 hytes of data:

Packets: Sent = 4, Received = 4, Lost = 8 <Bx loss>,

Ficure 13-4 Results of pinging www.troubleticket.local

ping ::1 Results:

ping fdbf:ddrg:becc:dez8::11 Results:

ping fdbf:ddig:becc:de78::254 Results:

ping www.troubleticket.local Results:
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0 20 MINUTES

Lab Exercise 13.05: Configuring Windows 7 to Use
an IPv6 Tunnel Broker

Hurricane Electric Internet Services provides an IPv6 tunnel broker service. Tunnel brokers provide

an IPv6 tunneling protocol, which enables you to access IPv6 resources on the Internet. The reason the
tunneling protocol is needed is that although you have IPv6 installed on your system, and the Internet
resources you are accessing have IPv6 running, the routers on the Internet that are between your system
and the IPv6 resources you are accessing do not. Hurricane Electric provides a 6ing tunneling protocol
that enables IPv6 connectivity through IPv4 devices.

® Cross-Reference

To learn more about tunnels, 6in4, and tunnel brokers, check out the “Moving to IPv6” section in

Chapter 13 of the Mike Meyers’ CompTIA Network+ Guide to Managing and Troubleshooting Networks textbook.

Learning Objectives

In this lab, you will set up a free account with the tunnel broker, Hurricane Electric. You'll then use
netsh, the network shell programming environment, to configure and enable the 6ing tunneling
standard. When you have completed this lab, you will be able to

° Enable and test IPv6 connectivity

° Navigate the netsh programming environment

Lab Materials and Setup

The materials you'll need for this lab are
e A Windows 7 system with Internet connectivity
e A valid e-mail address

e  Pencil and paper

Getting Down to Business

ITCF’s client has finally decided to implement IPv6 office-wide, only to find out that communication
over the Internet with native IPv6 is not fully implemented. Maggie and the client discuss some of the
solutions and decide to use one of the commercial tunnel brokers. After doing some research on the
various organizations (gogoNET, freenet6, SixXS, and Hurricane Electric), they select Hurricane Electric.
Maggie invites you to tag along as she creates an account and configures the tunneling protocol.
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Step 1 In the following space, briefly describe why a 6ing tunneling protocol, provided by tunnel bro-

kers, is needed.

Step 2 Fire up Windows, launch your browser, and enter the URL http://ipv6.google.com in the
address bar. What are the results?

Step 3 Now navigate to Hurricane Electric at www.tunnelbroker.net. The IPv6 tunnel broker home
page is a wealth of information in and of itself. Take a moment and read the introduction. Hurricane
Electric offers a free tunnel broker service, but you will have to register, provide personal information
and an e-mail address, and create an account. Click the Sign up now! button.

=>» Note

If you are performing this Lab Exercise as part of a class in a school or training center, please
follow the instructor’s directions. You may be restricted in creating a tunnel through the school
or company's Internet connection. As with any service that you sign up with on the Internet,
please read the Terms and Services before you provide your personal information. Even if you
decide not to install the tunnel broker, follow along with the Lab Exercise steps. You will learn
about IPv6, tunnel brokers, and even use the netsh programming environment to set up the

interface.

Step 4 When you receive the e-mail containing your password, enter your user name and password in
the Tunnelbroker Login box. Click Create Regular Tunnel and follow the onscreen instructions. You
will have to provide your external IPv4 address that you receive from your ISP (if this is the first tunnel
you are creating, Hurricane Electric will post the address they have for you). Click the Create Tunnel
button. This will create the tunnel and bring you to the summary page. Note the IPv6 tunnel configura-
tion information (Description, IPv6 Tunnel Endpoints, Available DNS Resolvers, and Routed IPv6
Prefixes). Record the information for your IPv6 tunnel endpoints:

Server IPv4 Address

Server I1Pv6 Address

Client IPv4 Address

Client IPv6 Address



http://ipv6.google.com
http://www.tunnelbroker.net
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=» Note

You may enter your actual IP addresses in the spaces in the preceding list, or use fictitious
addresses for the Lab Exercise. To use the tunnel, however, the correct addresses will need to be

used in the next step.

Step 5 Now you will use netsh to configure client-side IPv6 tunnel settings. If you are on the Hur-
ricane Electric Web site, click the Example Configurations tab in the Tunnel Details window. The
addresses shown in the following steps are fictitious; substitute your actual addresses if you are physi-
cally configuring the tunnel. Use the following sub-steps to launch a command prompt with Administra-
tive privileges and run the commands to complete the client-side configuration:

a. (lick Start and type cmd in the Search programs and file dialog box. Right-click cmd.exe
when it appears in the Programs list and select to Run as administrator from the drop-down
menu. Now follow the next steps to configure your client-side settings.

v Tech Tip

In the following steps you will be using the network shell (netsh) utility. The netsh commands

can be entered as one long string of syntax and run from the C:\> prompt. For example:

C:\>netsh interface teredo set state disabled.

You can also drill down to sub-contexts by entering the commands one at a time. For example:
C:\>netsh

netsh>interface

netsh interfacesteredo

netsh interface teredo>set state disabled

Either method will work as long as you pay attention to which context you are working within.

The following Lab Exercise steps use one long string of syntax for each configuration command.

b.  You will begin by disabling the Teredo tunneling protocol by typing the following command:
netsh interface teredo set state disabled
c.  You will now add the IPv4 information for the 6in4 tunnel between the client-side and server-

side endpoints. If you are using a cable modem, FIOS, or a wireless router, you will want to use
the actual address of your client machine, not the external IP address provided by your ISP.

netsh interface ipvé add vév4tunnel IP6Tunnel 192.168.1.101 205.207.124.24
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d.  Now you will configure your IPv6 address for the IPv6 tunnel that you just created:
netsh interface ipvé add address IP6Tunnel 2001:74:2a0c:d0e::2/64

e. Lastly, you will configure the default gateway (router) address for the 6ing tunnel:
netsh interface ipvé add route ::/0 IP6Tunnel 2001:74:2a0c:d0e::1/64
If everything worked as expected, you should have a working IPv6 tunnel and be able to commu-

nicate with IPv6-only sites. Run this last netsh command to verify connectivity. Your results should
resemble those shown in Figure 13-5.

netsh interface ipvé show interfaces

“\UWindows\system32>netsh interface ipv6 show interfaces

Tdx Met MIU State Nanme [
i 58 4294967295 connected Loopback Pseudo—Interface 1

i2 58 1288 disconnected isatap.{D46D4AB1-C1D2-4287-9627-59EDSEABB23D}

14 25 1288 connected ip6tunnel

i8 28 1588 connected Local Area Connection 3%

Ficure 13-5 Connected and disconnected IPv6 interfaces

Step 6 From the command prompt, can you ping ipvé.google.com? Are the results similar to
Figure 13-6?

sWindowsssystem32 >ping ipvb.google.com

inging ipuvb.l.google.com [20B1:4860:808f::93]1 with 32 hytes of data:

eply from 2001 :4860:800f::93: time=131ms

eply from 2001 :4860:800f ::93: time=132ms

eply from 2001 :4860:808f::93: time=130ms E]
eply from 2001 :4860:808f::93: time=132ms

4

Ficure 13-6 Reply from ipv6.google.com
Step 7 Type exit to close the command prompt.

Step 8 Now you will use one of the tools that you worked with in earlier chapters. Follow the sub-steps
to access Google through their IPv6-only Web page and track the packets with Wireshark.

a. Open the Wireshark Packet Sniffer application and configure the program as before. Turn pro-
miscuous mode off and ready the program to capture packets, but do not start the capture yet.

b.  Open your browser and type ipvé6.google.com in the URL address bar. Do not press ENTER
until you start the capture in Wireshark.

283
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c.  Start the Wireshark capture. Navigate back to your Web browser and press ENTER to launch the
ipv6.google.com Web site. Confirm that you have loaded the Google Web page. What are the results?

d. Switch to the Wireshark application and Stop the capture. Examine the capture file. Is it similar
to that shown in Figure 13-7? Note the IPv6 addresses.

| 82566DM-2 Gi T VN Rev N

File Edit View Go Capture Analyze Statistics Telephony Tools Intemals Help

Bweee DEXEE Ae+nTLI([EE QAQAQAOD | @DSW % B

Fiker: | [~ | Bxpression... Clear Agply
No.  Time Source Destination Protocol Length Infa -
[ 12020.187307 192.168.1.4  157.56.51.125  TCP 54 50964 » htrps [ACK] 5eq=990 Ack=5093 win-63744 ten-0 |
| 12170187375 192.168.1.4 _157.56.501.125 ___TCP 54 50964 > Frrtps [FIN, ACK] 5eq=090 Ack=5093 win=63/44 Len0 |
122 20.207145 157.56. 51.125 102.168.1.4 60 https > 50964 [ACK] 5eq-5093 Ack-991 Win-63413 Len—0
123 20.274559 2001:4860:800F : 193 2001 T 04 http > 50959 [ACK] Seq=1 Ack=702 Win=7168 Len=0

g - 94 http > 50960 [ACK] segq=1 Ack=717 Win=7232 Len=0

2001:470:1f0e:elf:: TCP 94 http > 50961 [ACK] Seq=1 Ack=717 win=7232 Len=0
126 20.284317 2001:470:1F0e:elf:: 240 HTTP/1.1 304 Not Modified
127 20.284394 2001:470:1f0e:elf:: 240 HTTP/1.1 304 Not Modified
128 20.284630 2001:470:1fCe:elf::2001:4860:800f::93 HTTP 1169 GET /extern_js/f/Cg11bhICdXMrMEU4ACWIMFO4ACWTMA4ACWTME CAACWIMDWAACWIMFE4ACWT
129 20.287117 2001:4860:800f::93 2001:470:1f0e:elf:: TCP 94 http > 50062 [ACK] Seq=1 Ack=702 Win=7168 Len=0
130 20.289551 2001:470:1f0e: elf: : HTTP 240 HTTP/1.1 304 Not Modified
131 20.294607 B 240 HTTP/1.1 304 Not Modified
132 20.297406 240 HTTP/1.1 304 Not Modified
133 20. 300017 8 R B :470: telfiiH 240 HTTP/1.1 304 Not Modified

124 20.280000 2001:4860:800f::93
125 20.284254 2001:4860:800F:

w

rame 128: 1169 bytes on wire (9352 bits), 1169 bytes captured (9352 bits)
thernet II, src: Dell_9f:de:2b (00:le:4f:9f:de:2b), Dst: Actionte 58:cl:b4 (00:26:b8:58:cl:b4)

[P EY60 00 00 00 04 47 06 80 20 01 04 70 1f O
0e 1T 00 00 00 00 Q0 00 00 02 20 01 48 60 80 Of]

=

@ | Internet Protocol Version 6 (ipv6), 40 bytes | Packets: 201 Displayed: 201 Marked: 0 Dropped: 0 | Profile: Default

Ficure 13-7 Results of the Wireshark capture during navigation to ipv6.google.com

Step 9 If you have completed all of the steps on your home or small business system, you should now
have a IPv6 tunnel broker enabling you to access IPv6-only Web sites. If you would like to test this inter-

face, point your browser at ipv6.test-ipv6.com.

Lab Analysis
1. Jennifer is studying for the CompTIA Network+ exam. While reading about IPv6, she asks, “What is

a link-local address and how can I recognize this address type?”

2. Zach wants to know how a system running IPv6 gets a global unicast address.
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3.  Scott keeps hearing some fellow techs talking about an IPv6 anycast address. Can you explain to
Scott what this is and how it is used?

4. What are the different types of multicast addresses supported by IPv6?

5. Joseph asks you to explain to him some of the rules for the IPv6 address notation. In the space that
follows, give a breakdown of the format of an IPv6 address.

Key Term Quiz

Use the vocabulary terms from the list below to complete the sentences that follow. Not all of the terms
will be used.

6ing stateful

6to4 stateless
anycast Teredo
Extended Unique Identifier tunnel

global unicast address tunnel broker
link-local address unicast address

multicast address

1. To get on the Internet with IPv6, you will need to have a(n)

2. To access the IPv6 Internet resources, you will need to use a(n) protocol.

3. Hurricane Electric is an example of an IPv6-in-IPv4 tunnel protocol provider. Such a provider is
referred to as a(n)

4. When each IPv6 system starts up, it will assign itself a(n)

5. The last 64 bits of an IPv6 address are known as the
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In many of the Lab Exercises you have performed thus far, you have integrated
both local area networks (LANs) and wide area networks (WANs) as you worked
through the Lab Exercise steps. Now, you will delve specifically into the technologies
associated with remote connections. Most networks today have at least one router
connected to a WAN environment. A large organization might connect to the outside
world through a dedicated line, for example. An individual might connect to a
high-speed Internet link.

In these labs, you'll examine the different technologies used for remote connec-
tivity. These labs will include a review of WAN technologies and speeds, a closer look
at the technologies that provide the “last mile” of connectivity, and two methods
to configure a remote desktop to enable someone to administer a system remotely.
You'll finish up by lending a helping hand using Windows Remote Assistant.

Now's the time to jump in and get started!

b 20 MINUTES

Lab Exercise 14.01: Identifying WAN Technologies

Network technicians have the responsibility of configuring, managing, and troubleshooting the various
methods of connecting LANs to WANs. These connections provide Internet access to the clients on the
LAN, and access to the LAN by authorized remote clients from outside the LAN.

As a network technician, you need to understand the terminology used to describe the popular
WAN-related technologies, such as PSTN, T1, SONET, Frame Relay, and ATM, as well as define the various
speeds associated with these WAN technologies.

Learning Objectives

At the completion of this lab, you will be able to
e  Define the speeds of popular WAN technologies

e Identify key WAN-related terms
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Lab Materials and Setup

The materials you'll need for this lab are
e A PC with Internet access
e  The Mike Meyers’ CompTIA Network+ Guide to Managing and Troubleshooting Networks textbook

®  Pencil and paper

Getting Down to Business

CJ and Maggie been very been supportive of your pursuit of the CompTIA Network+ certification. The
Networking Lab continues to be an excellent resource for installing, configuring, and troubleshooting
various networking scenarios. They know that it is sometimes difficult to simulate all of the WAN tech-
nologies that you should be familiar with, so they recommend that you hit the books, so to speak, and
review the different WAN technologies you'll need to understand to pass the CompTIA Network+ exam.
They put together the following mix-and-match exercises to help you review WAN technologies and

their associated speeds.

Step 1 There are basically three transmission media in use today for dedicated point-to-point services:
T-carrier over copper, Optical Carrier over fiber, and Ethernet over copper or fiber. The transmission
methods may vary, but the speed of the media remains fairly constant. For each of the media types in
the table, place the correct letter beside the corresponding definition for the media type and speed.

A. DSo Channel __ A fiber carrier that achieves a speed of 51.85 Mbps

B. DS1 __ Acopper carrier that uses 32 DSo channels providing a speed of 2.048 Mbps
C. Tt Line __ A fiber carrier that achieves a speed of 622.08 Mbps

D. E1 Line __ A fiber carrier that achieves a speed of 9.955 Gbps

E. T3 Line __ The basic digital signaling rate of 64 Kbps

F. E3 Line A fiber carrier that achieves a speed of 39.82 Gbps

G. 0C1 __ Atype of media capable of providing 1000 Mbps — 10 Gbps performance

H. 0C-3 __ A fiber carrier that achieves a speed of 2.488 Gbps

I. 0C-12 __ A copper carrier that uses 24 DSo channels providing a speed of 1.544 Mbps
J. 0C-24 __ Afiber carrier that achieves a speed of 13.22 Gbps

K. 0C-48 A term that is more accurate when describing 24 DSo channels providing a

speed of 1.544 Mbps

L. 0C-192 A copper carrier that uses 672 DSo channels providing a speed of 44.736 (45) Mbps
M. 0C-256 A fiber carrier that achieves a speed of 1.244 Gbps
N. 0C-768 A fiber carrier that achieves a speed of 155.52 Mbps

0. Ethernet A copper carrier that uses 512 DSo channels providing a speed of 34.368 (34) Mbps
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Step 2 Place the correct letter beside the corresponding definition for the following WAN technologies.

A. CSU/DSU A packet-switching standard designed for T-carrier lines such as a T1
B. ATM The European specification for the long-distance, high-speed, fiber-optic trans-

mission defined by the International Telecommunications Union (ITU)
C. DWDM Connects a copper carrier such as a Tr line to your router

D. Frame relay The point in a building where the ISP/telephony company’s responsibility ends

and the organization’s responsibility begins

E. Demarc Label-switching technology that inserts a label between Layer 2 header and the

Layer 3 information.

F. MPLS __ Allows one single-mode fiber cable to carry approximately 150 simultaneous
signals

G. SDH __ The primary standard for long-distance, high-speed, fiber-optic transmission

H. SONET __ Integrates voice, video, and data over a single link that uses a fixed-size 53-byte cell

b 20 MINUTES

Lab Exercise 14.02: Explore the “Last Mile"

Individuals and SOHOs use numerous methods to connect to the digital outside world. For these indi-
viduals and smaller organizations, this is the connection to the central office (CO) and is known as the
“last mile.” In the early days, this connection was primarily analog telephone lines. Today, you will see
high-speed cable, fiber, or cellular technologies providing connectivity to residential dwellings.

You have used some form of connection to the Internet in many of the prior Lab Exercises, so you
have some knowledge of one or two of these “last mile” technologies already. To answer some of the
questions that you will encounter on the CompTIA Network+ exam comfortably, you should review these
connection methods.

Learning Objectives
At the completion of this lab, you will be able to

®  Define the “last mile” technologies

®  Detail key specifications and features of each connection technology
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Lab Materials and Setup
The materials you'll need for this lab are
e A PCwith Internet access

e  The Mike Meyers’ CompTIA Network+ Guide to Managing and Troubleshooting Networks textbook

®  Pencil and paper

Getting Down to Business

You already have some experience with one or two of the SOHO connection methods. If you have used
dial-up, DSL, cable, or fiber, you have used a “last mile” technology. Maggie will be presenting a report
to CJ on the various connection technologies that ITCF will recommend to their clients. Since your clients
are from all types of locales (rural farms to urban apartments), Maggie wants to cover all available
technologies. She asks you to help with the preliminary information gathering.

Using the Internet and the textbook, research and review the various SOHO connection technologies

and provide a definition and short summary of each.

Step 1 Start with the old standard, dial-up. Cover some of the details and requirements for both PSTN/
POTS and ISDN.

Step 2 Next you will explore DSL. Make sure to include information about ADSL, SDSL, and VDSL.
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Step 3 Cable Internet connectivity has been popular for a number of years and continues to vie for the
highest speeds for residential and commercial service. Discuss some of the characteristics of cable Inter-

net service.

Step 4 In rural areas, satellite Internet connectivity may be the most attractive option. What are

some of the features of satellite Internet?

Step 5 With the explosive use of portable smart devices (smartphones), the cellular WAN has become the
de facto standard for Internet connectivity on the go. Discuss both Mobile Data Services and IEEE 802.16.

Step 6 The most serious competitor for cable Internet services is delivered by fiber-optic cabling right

to the house. Record some of the features of fiber Internet connectivity.
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Step 7 Finally, explore the experimental Broadband over Power Line (BPL) and discuss the methodol-
ogy and obstacles to this technology.

b 30 MINUTES

Lab Exercise 14.03: Using Remote Desktop
Connection (RDC)

Most businesses today support users working at remote locations or from home, and with the increase
in the use of virtual servers (see Chapter 17), it is not uncommon to manage those servers from an
on-premise or remote client machine. To set up this capability, you can configure the remote system to
enable you to use client software to connect remotely to that system when the need arises.

There are a number of remote management software solutions that you can use. One of the popular
solutions is to enable Remote Desktop on Windows systems, so that you can then use the Remote Desktop
client to initiate a remote session with the system. Once a Remote Desktop Connection is established,

you can then fully administer the system as if you were sitting at the computer.

¥ Cross-Reference

Before tackling this lab, read over the “Remote Terminal” section in Chapter 14 of the Mike Meyers’

CompTIA Network+ Guide to Managing and Troubleshooting Networks textbook.
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Learning Objectives

In this lab, you will enable Remote Desktop on a Windows server so that you can then administer it
remotely. Keep in mind that you can enable Remote Desktop on any Windows system, including
Windows XP, Windows Vista, and Windows 7. At the end of this lab, you will be able to

e  Enable Remote Desktop

e  Remotely connect to a system using the Remote Desktop client

Lab Materials and Setup

The materials you'll need for this lab are

e A Windows Server 2008 system (possibly the machine you have been using to perform the Lab

Exercises for prior chapters)
e A Windows XP, Windows Vista, or Windows 7 client
® The Linksys WRT54GL (or similar) router and appropriate cabling to connect the small network

e  Pencil and paper

Getting Down to Business

ITCF has a number of customers located in remote cities. ITCF techs will occasionally travel to the cus-
tomer site when the customer has a need for server changes. In a discussion with CJ, he mentions that
the growing trend is to manage client servers from the ITCF office. He recommends that you explore the
features of the Remote Desktop program that is built into Windows and configure a remote session in
the ITCF networking lab.

v Tech Tip

At this point in your studies, you have performed numerous Lab Exercises using Microsoft Win-
dows XP, Windows Vista, Windows 7, and Windows Server 2008. Ubuntu Linux has been featured
in some of the Lab Exercises as well. You have also worked with various switches and routers,
including the Linksys WRT54GL. You have cabled the systems, configured TCP/IP, and explored

various networking applications and utilities.

Working with your instructor, take a few moments to review the configuration of your network-
ing lab setup. Components and configurations may have changed over time with multiple groups
using the equipment, or some of the systems may still be configured for specific Lab Exercises.
Review Administrator names and passwords and log in to the systems. Check the cabling.
Explore the basic TCP/IP configuration and verify that the client systems, servers, and switches
(4-port switch of the WRT54GL) are all on the same network. Run some basic utilities and validate
connectivity. Performing this routine now will assist in making the future Lab Exercises run

more smoothly.
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Step 1 Ensure that the Windows Server 2008 system is powered on and then log on as Administrator.

Step 2 Right-click Computer and select Properties from the drop-down menu. From the System win-
dow, select Remote settings from the Tasks list. This will open the System Properties window with the
Remote tab selected, as shown in Figure 14-1.

Sypztem Properties

Ficure 14-1 The Remote tab of the System Properties window of a Windows Server 2008 machine

Step 3 Enable the Remote Desktop option by choosing Allow connections only from computers run-
ning Remote Desktop with Network Level Authentication (more secure). By default, which versions
of Remote Desktop and which user accounts can use Remote Desktop to connect to the server?

Step 4 If you want to allow other users to use Remote Desktop to connect to the system, choose the Select
Users button and add the users to the list. When you give users the capability to use Remote Desktop to
connect to the system in this manner, you add them to a built-in group that has the permission to use Remote
Desktop to connect to the server. What is the name of this built-in group?

Choose OK to close the System Properties window.
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Step 5 Now log on to your Windows 7 client machine to see if you can use Remote Desktop to con-
nect to the server. Choose Start | All Programs | Accessories | Remote Desktop Connection. This will
launch the Remote Desktop Connection logon window. Type the IP address of the server you want to

connect to and then choose Connect. See Figure 14-2.

% Remote Desktop Connection E

J Remote Desktop
»¢ Connection

LComputer:

Uzer name:  Mone specified

“t'ou will be asked for credentials when you connect.

\:, Optians [ Connect ][ Help ]

Ficure 14-2 Remote Desktop Connection window

Step 6 When queried to Enter your credentials, enter the Administrator user name and password
for the Windows Server 2008 machine. Now you can navigate all of the applications and utilities of the
Server 2008 machine as if you logged on locally. Look at the System Properties to verify that you are

connected to the Server 2008 machine. What are the results?

Step 7 Notice that the Remote Desktop Connection window by default fills the entire monitor screen.
In typical use, you would click Start | Log Off to log off the Server 2008 machine and close the Remote
Desktop Connection. You could also choose Start | Shut Down to perform a remote shutdown of the
Server 2008 machine. This would be useful if you received a notice that the location where your server
resides lost power and you would like to shut down the system gracefully before the UPS battery backup
runs out. Go ahead and Shut Down the remote system. What is the warning message that you receive?

Step 8 When you configured the server to accept remote connections, you should have noticed
a warning stating that “Remote Desktop Firewall exception will be enabled.” If the firewall between
the Remote Desktop client and the Remote Desktop server is enabled, how would this exception allow the

Remote Desktop client to connect to the server?
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0 30 MINUTES

Lab Exercise 14.04: Configuring Virtual Network
Computing (VNC) Remote Connections

Sometimes the operating systems you work with will not be Microsoft products. Linux servers, Linux cli-
ents, and Macintosh clients continue to gain market share, and a good network tech will develop skills

on these products as well. Even if you use one of these alternate operating systems, you may still want

to manage remotely or enable remote management of the system. Virtual Network Computing (VNCQ) is

remote desktop software that works nicely in Linux, Mac, and Windows operating systems.

Many of the various versions of Linux operating systems (often called Linux “distros,” for “distribu-
tions”) come with VNC utilities built in. In this Lab Exercise, you will explore the configuration and use
of the VNC server in the Ubuntu 11.04 Linux distribution.

Learning Objectives

In this Lab Exercise, you will enable VNC on an Ubuntu Linux system so that you can then administer it
remotely. You will then connect to the Ubuntu system using VNC on a Windows 7 system. At the end of
this lab, you will be able to

®  Enable VNC remote desktop on a Ubuntu Linux system

° Remotely manage a Linux system from a Windows system using the VNC client

Lab Materials and Setup

The materials you'll need for this lab are
®  Asystem connected to the Internet
e  An Ubuntu Linux system
e A Windows 7 system
® A network switch and appropriate cabling to connect the small network

° Pencil and paper

Getting Down to Business

The Windows Remote Desktop Connection is a wonderful tool for remotely managing Windows machines,
but what happens if you are running a number of Linux servers hosting all of your Web sites? CJ now
recommends that you explore the configuration and use of alternate remote desktop connection software.
You fire up the Ubuntu and Windows 7 systems in the Networking Lab and get down to business!



298

Chapter 14: Remote Connectivity

Step 1 To begin this Lab Exercise, you will download a VNC client/server program. Try the popular and
free Tight VNC. On the system connected to the Internet, download the self-installing package for Windows
at this Web site: www.tightvnc.com/download.php. After downloading, copy the installer package onto
the Windows 7 client you will use in the Lab Exercise.

Step 2 Now log on to the Ubuntu Linux system, and perform the steps to configure the VNC server
included with distribution 11.04 as follows:

a. Open the Remote Desktop utility by clicking the Power Button icon and selecting System
Settings from the drop-down menu.

b. Click on the Remote Desktop icon in the Internet and Network section. This will launch the
Remote Desktop Preferences, where you will enable the Ubuntu machine to accept Remote
Desktop connections. Check the following components (see Figure 14-3):

e  Allow other users to view your desktop

e Allow other users to control your desktop

®  You must confirm each access to this machine
®  Require the user to enter this password: netlab

e  Only display an icon when there is someone connected

Remote Desktop Preferences

Sharing
[ |Allow other users to view your desktop)

& Allow other users to control your desktop

Your desktop is only reachable over the local
network. Others can access your computer using
the address 192.168.1.4 or netlabubuntu.local.

Security
& You must confirm each access to this machine

[& Require the user to enter this password:

[] Configure network automatically to accept connections

Notification Area
() Always display anicon
@® Only display an icon when there is someone connected

() Neverdisplayanicon
Help Close

Ficure 14-3 Remote Desktop Preferences in Ubuntu Linux
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c. To provide compatibility with TightVNC, which you will be using on the Windows 7 machine
to connect and control this Ubuntu machine remotely, you will have to configure one of the
remote desktop settings manually. Perform the following steps on the Ubuntu system:

®  Press ALT-F2 to open the Run a command dialog box.

e Type gconf-editor in the dialog box and press eNTER. This launches the Configuration
Editor.

e In the Configuration Editor, navigate to desktop | gnome | remote_access and check
disable_xdamage as shown in Figure 14-4. (Disabling the XDamage extension provides
compatibility with video cards that otherwise won't work with some of the 3D effects in
Ubuntu.)

e  (lose the Configuration Editor.

Configuration Editor - remote_access

v [/ Name v | Value
» [ apps (1) alternative_port 5900
¥ | desktop authentication_methods  [vnc]
¥ [ gnome [& disable_background
> [ accessibility
* [ applications [ enabled &
[ background (3 icon_visibility client
i file_sharing lock_screen_on_disconnect
[ file_views [3) mailto
[ Font_rendering [3) network_interface
[ interface prompt_enabled 4
» [& keybindings require_encryption
[ lockdown [& use_alternative_port
» [ peripherals use_upnp
[ remote_access view_only
> [ session - :
T Key Documentation
& thumbnail_cache Key name: /desktop/gnome/remote_access/disable_xdamage
> [ thumbnailers Key owner: gnome

i typing break Short description: Whether we should disable the XDamage extension of X.org

> [ urthandlers Long description: If true, we will not use the XDamage extension of X.org. This
* [@ibus extension does not work properly on some video drivers
» [ pap when using 3D effects. Disabling it will make vino work on

these environments with a slower rendering as side effect.
b [F crhamac

/desktop/gnome/remote_access/disable_xdamage

Ficure 14-4 Configuration Editor — remote_access
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Step 3 Log on to the Windows 7 machine and perform the following steps to configure TightVNC
Viewer. After installing TightVNC Viewer and logging on to the Ubuntu machine, you will be able to
manage and configure the Linux system remotely from the Windows system.

a. Launch the tightvnc-2.0.4-setup.exe file to begin the installation of TightVNC.

b.  Follow the steps to install the TightVNC Viewer, selecting all of the defaults. When prompted,
reboot the system to complete the installation.

c.  Open the TightVNC Viewer application, and enter the IP address of the Ubuntu Linux system

as shown in Figure 14-5.

Mew TightWMNC Connection

9™
m E_onnectlon profile
VNC

() Low-bandwidth connection

TightVNC Server: 19216814

il

phions Listening made

® O

D efaul

Close

Configuration...

Ficure 14-5 New TightVNC connection
d. Click the Connect button. Enter the password netlab when prompted and click the OK button.

e.  On the Ubuntu system, choose the Allow button to authorize another user to view or control

the computer remotely.

f.  Now use the remote desktop to navigate the Ubuntu system. Click on some of the icons and
launch one of the applications. You can open the TightVNC Viewer Connection Options
to configure items such as the Mouse Pointer. Figure 14-6 shows a screenshot of the About
Ubuntu application in Windows 7 Explorer. What application did you open?

Step 4 When you finish exploring Ubuntu and the VNC application, close the TightVNC Viewer window
on the Windows 7 machine. On the Ubuntu machine, open the Remote Desktop Preferences utility and
disable Allow other users to view your desktop. Shut down both machines.
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instructor@netlabubuntu E@
DGR 5 o
@ About | Page View G

Ubuntu - Linux for Human Beings!

I Ubuntu - Linux for Human Beings!

Ubuntu - Linux for Human Beings! Next p-

You are using Ubuntu 11.04 - the Natty Narwhal - released in April 2011 and
supported until October 2012.

This section is an introduction to Ubuntu. It explains the Ubuntu philosophy
and roots, gives information about how to contribute to Ubuntu, and shows
how to get help with Ubuntu.

ubuntu®

Ubuntu is an entirely open source operating system built around the Linux

kernel. The Ubuntu community is built around the ideals enshrined in the
Ubuntu Philosophy: that software should be available free of charge, that
software tools should be usable by people in their local language and despite
any disabilities, and that people should have the freedom to customize and
alter their software in whatever way they see fit. For those reasons:

e Ubuntuwill always be free of charge, and there is no extra fee for the

m . Bir  m ] u . ] Mo

n ]

Ficure 14-6 Ubuntu - Linux for Human Beings!

b 30 MINUTES

Lab Exercise 14.05: “"Helping Out"” with Windows
Remote Assistance

Remote Desktop and VNC are great solutions when you want to take control of a remote machine, but
what if you would like to help someone configure his desktop settings? What can you do to help trouble-
shoot problems when a remote user calls for help? One of the methods you can use is to have the user
invite you to “share” control of his desktop, guiding him in the steps required to resolve his issue.

Microsoft offers a unique solution known as Windows Remote Assistance. Windows Remote Assistance
enables a user to invite a technician to connect to a system remotely and then share pointer movement
and keystrokes of that system with the tech. This method gives you (the tech) complete access to the
remote machine, but at the same time, the user can view and contribute to the session.
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Windows Remote Assistance differs therefore from Remote Desktop because Windows Remote Assis-
tance continues the user’s currently running session. The user doesn't have to log off at all. When you
log in with Remote Desktop, in contrast, you start a completely new session.

Learning Objectives

In this lab, you will negotiate a Windows Remote Assistance session on two Windows 7 systems. Windows
Remote Assistance is backward-compatible, and will work on older Microsoft operating systems, such as
Windows XP and Vista. At the end of this lab, you will be able to

° Initiate a Windows Remote Assistance session

e  Remotely assist a Windows 7 client

Lab Materials and Setup

The materials you'll need for this lab are
®  Two Windows client machines (Windows 7 systems were used in the Lab Exercise)
® A network switch and appropriate cabling to connect the small network

®  Pencil and paper

Getting Down to Business

You may have noticed in the last Lab Exercise that not only did VNC offer remote desktop capability,

but that both the local and remote users had access to the desktop. This is a great feature of VNC, but a
number of additional steps were involved. Implementing VNC would probably be cumbersome to ITCF's
clients since most of them use Windows operating systems, and Windows Remote Assistance is built in.

CJ has you wrap up your exploration of remote connectivity applications with the configuration,
initiation, and use of the Microsoft Windows Remote Assistance feature in Windows 7.

Step 1 Power up the two Windows 7 machines and make sure that they are configured to communicate
with each other in the small Networking Lab. Log on to both machines with an administrative account.
For the purposes of this Lab Exercise, consider one machine as the Office Tech machine and the other as
the Remote Client machine.

Step 2 Start the preparation for this Lab Exercise on the Office Tech machine. Windows Remote Assis-

tance begins the session by having the remote client send an e-mail request to the office tech. You proba-
bly have not set up an e-mail system or accounts in the Networking Lab, so you will create an invitation
and place it in a shared folder on the Office Tech machine.

a. On the Office Tech machine, open the C:\ drive and create a folder named Invitations.

b. Rightclick the Invitations folder and choose Share with | Homegroup (Read/Write) from
the drop-down menu.
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c.  Verify that the Invitations folder is shared by highlighting the folder and observing the infor-

mation at the bottom of the window as shown in Figure 14-7.

@T}"& » Computer » Local Disk (C) » ~ [ %3] [ Search tocal Bisk (3
Organize ¥ i Open Includein library = Share with = Mew folder
B Desktop * Mame : Date modified Type Size =
& Downloads N
o 3 $Recycle.Bin 0/24/2011 8:27 PM File folder
il Recent Places =
E Boot 8/24/2011 10:43 PM File folder b
L Dell 6/22/2011 221 PM File falder
a Libraries
8, Documents and Settings T/14/2008 12:53 AW File folder
@ Documents
L inetpub 9/24/301111:12 PM File Folder
5l Downloads
J i L Intel 6/22/2011 221 PM File folder
1 Music
. Invitations 1072372011 3:06 P File folder
[&] Pictures
.. Perflogs 771372000 10:37 PM File folder ul
B videns
Invitations State: 3B Shared Shared with: Instructor; Homegroup
) File folder Date modified: 10/23/2011 3:06 PM

Ficure 14-7 Verifying that the Invitations folder is shared and that the owner and
Homegroup have access

Step 3 Now, on the Remote Client machine, perform the steps to configure the user to accept Remote

Assistance and create an invitation:

a. Right-click Computer and select Properties from the drop-down menu. Click the System
Protection option, then select the Remote tab. This will open the System Properties window
with the Remote tab selected, as shown in Figure 14-8.

Systern Properties [

| Computer Mame | Hardware I Advanced | Spstem Protection | Remate |

Remote Assistance

[lidllow Bemate Assistance connechons bo His computer

What happens when | enable Remote Assistance?
Advanced. .

Remote Desklop
Click an option, and then specify who can connect, if needed.
@) Don't allow connections to this computer

(@) Allow connections from computers running ary version of
Remate Deskiop (less secure)

() Allove connections only from computers mnning Rermaote
Desktop with Metwork Lewvel Authentication [more secure]

Help me chooze Select Uzers...

[ (1] ][ Cancel H Apply ]

Ficure 14-8 The Remote tab of the System Properties of the Remote Client Windows 7 machine
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b. Under Remote Assistance, check the box next to Allow Remote Assistance connections to
this computer. Click the Advanced button. What are the default settings?

c.  Close the Remote Assistance settings by clicking OK or Cancel and then select Apply and OK to
accept Remote Assistance.

d. To begin the process of requesting Remote Assistance, perform the tasks in the following steps:

e (lick Start and enter the following line of text in the Search programs and files dia-
log box: Remote Assistance

e (lick on Windows Remote Assistance in the list of programs that appear.

e In the Windows Remote Assistance window, select Invite someone you trust to help
you, as shown in Figure 14-9.

@ 2L Windows Remote Assistance

Do you want to ask for or offer help?

Windows Rernote Assistance connects tivo computers so that one person can help troubleshoot or fix
problems on the other person's computer,

i 2 Invite someone you trust to help you
Your helper can view your screen and share control of your computer.

- Help someone who has invited you
Respond to a request for assistance from another person,

Bead our privacy staternent online

Cancel

Ficure 14-9 Inviting a tech you trust to help with system configuration or troubleshooting

®  You probably have not configured an e-mail system for the Networking Lab, so you
should select Save this invitation as a file and save it in the Invitations share on the
Office Tech machine.
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e This will create a password, open a Windows Remote Assistance window, and prompt
you to Give your helper the invitation file and password. See Figure 14-10.

e Windows Remote Assistance @

) Ehat y Settings [ Troubleshoot @ﬂelp

Give your helper the invitation file and password

QDSHTKBBYGTM

@ Wfaiting for incoming connection...

Ficure 14-10 Windows Remote Assistance password entry screen, waiting for incoming connection

e To facilitate the next steps, you could copy the password to a text file and place it in the
Invitation share on the Office Tech machine.

Step 4 To complete the invitation and connect using Remote Assistance, you will now perform steps
on both the Office Tech system and the Remote Client system. The step explanations will tell you
which machine to use during that step.

a.  On the Office Tech machine, open the C:\Invitations folder and double-click the Invitation.msrc
incident file. This will open the Windows Remote Assistance window and prompt you to enter
the password. If you have also saved the password in a text file, you can simply open the text
document and copy and paste the password into the dialog box, as shown in Figure 14-11. Select
OK and then switch over to the Remote Client machine.

Rermote Assistance E

Enter the password to connect to the remote
computer
You can get this password from the person requesting

assistance, A Remote Assistance session will start after you

type the password and click OK,

Enter password:

QDSHTKBBVGIN

Ficure 14-11 The password to connect to the remote computer

b. On the Remote Client machine, click the Yes button to allow the office tech to view the
remote client desktop. At this point, what is the office tech able to do?

305
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c.  Now switch to the Office Tech machine and select Request Control in the upper left-hand

corner of the menu bar. This will request the ability to control the keyboard and mouse of the

Remote Client machine.

d. Back on the Remote Client machine, click Allow %username% to respond to User Account

Control prompts where %username% is the name of the Office Tech user account. Click Yes to

allow. See Figure 14-12.

Windows Remote &ssistance @
Would you like to allow djhaley to share control of your desktop?

To stop sharing control, in the Remote Assistance dialog box, click Stop sharing.

:Allow djhaley to respond to User Account Control ; B Yes

iprompts

What are the privacy and security concerns?

Ficure 14-12 Windows Remote Assistance allowing Office Tech to control Remote Client while
Remote Client is also able to view and control the keyboard and mouse

e. Now the Office Tech and the Remote Client should have co-control of the Remote Client machine's
keyboard and mouse functions. Verify that the Office Tech can do something on the Remote

Client.

f.  Once you've verified capability, click the Close button to close the Windows Remote Assistance

window and end the remote assistance session.

Lab Analysis

1.

Seth is running a small graphic arts business out of his home. He often transfers high-resolution
images to a drop box on the Internet for his customers to access these images. What are the different
types of DSL, and which would you suggest Seth use for his business?

Alexis has been your lab partner for the Lab Exercises in this chapter. She remembers reading about
Voice over IP in the textbook, but did not see any Lab Exercises related to this technology. Alexis asks
you to describe briefly the VoIP protocols RTP and SIP.




Lab Analysis

Many routers offer modules or interface cards that directly support CSU/DSU connections. Jesse asks
you to explain what a CSU/DSU is and what it is used for.

Mike has been reading up on long-distance, high-speed WAN technologies and has noticed various
terms like SONET, OC-1, OC-3, STS-256, and STS-768. What can you tell Mike about these terms?

Many of the ITCF employees work from their homes a few days a week. Sam, one of your Webmasters,
needs access to the Apache servers when working from home just as if he were in the office. What
solution might you recommend?
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Key Term Quiz

Use the vocabulary terms from the list below to complete the sentences that follow. Not all of the terms
will be used.

asymmetric DSL (ADSL)
Asynchronous Transfer Mode (ATM)
Basic Rate Interface (BRI)
Broadband over Power Line (BPL)
cable Internet

Channel Service Unit/Digital Service Unit
(CSU/DSU)

digital subscriber line (DSL)
fiber Internet

Frame Relay

last mile

Optical Carrier (0Cx)

public switched telephone network (PSTN)
Real-time Transport Protocol (RTP)
Remote Desktop Protocol (RDP)

satellite Internet

symmetric DSL (SDSL)

Synchronous Optical Network (SONET)

T1

T3

Virtual Network Computing (VNC)

Voice over IP (VoIP)

Windows Remote Assistance

1. The protocol is the VoIP protocol that defines the type of packet used to

transfer voice over the Internet.

2. Remote Desktop uses the

protocol to send screen information to the remote

user.

3. A(n) connection uses separate download and upload speeds over the phone
lines.

4. A(n) connection has a transfer rate of 1.544 Mbps.

5. The tool enables a technician to troubleshoot a remote computer with the

user able to observe and interact at the same time.
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Wireless networking is the solution to, and the cause of, many network techni-
cians’ headaches. Wireless networking is being adopted at a phenomenal rate in
all corners of the globe, from small home and office networks to large corporate
enterprises, school campuses to local libraries. You'll also find wireless networking
in hotels, airports, and even cafes, fast food restaurants, and donut shops. As a
networking solution, wireless is an exciting evolution that provides flexibility,
scalability, and ever-increasing throughput speeds. On the downside, wireless
networks can be finicky to configure, prone to interference, and insecure.

I say “can be” because there are a number of things you, the network tech, can
do to overcome the weaknesses of wireless networking to make it a robust, secure,
and available solution. The CompTIA Network+ exam expects you to be competent
in all aspects of wireless networking. In this chapter, you're going to install,
configure, and manage Wi-Fi wireless technology and security. You will explore
the basic facts and figures of each wireless technology, the accepted industry
standards that apply to them, and how to implement and troubleshoot these
technologies. Welcome to wireless networking!

b 40 MINUTES

Lab Exercise 15.01: Wireless Networking Standards

The world of wireless networking is currently dominated by 8o2.11g- and 802.11n-based Wi-Fi Ethernet.
Understanding the various specifications, operating ranges, speeds, compatibility issues, security methods,
and so on enables you to make informed decisions when planning a wireless network rollout.

Learning Objectives

In this lab, you will review the specifications of the various flavors of the IEEE 802.11 wireless networking
technologies. When you have completed this lab, you will be able to

®  Define the important specifications of wireless networking technologies
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Lab Materials and Setup

The materials required for this lab are
®  The Mike Meyers’ CompTIA Network+ Guide to Managing and Troubleshooting Networks textbook
e A computer with Internet access

®  Pencil and paper

Getting Down to Business

Remember Maggie's excitement when she was talking about the wireless connectivity that ITCF's client is
implementing in all of the rest stops along the interstates and autobahns? Well, now it is time to install
these sites and make sure that they will function well into the future. Maggie asks you to research the
current offerings in the world of Wi-Fi and make your recommendations on the technologies to use in

each of the installments.

Step 1 Your first step is to research the specifications and features of the devices that meet the various
Wi-Fi standards. Using the Mike Meyers’ CompTIA Network+ Guide to Managing and Troubleshooting Networks
textbook and the Internet, research and record the specifications for the IEEE 802.11 standards in the

following table.

® Cross-Reference

To assist in your review of the specifications, functions, and security associated with wireless
networking, consult the “Wi-Fi Standards” section of Chapter 15 in the Mike Meyers’ CompTIA
Network+ Guide to Managing and Troubleshooting Networks textbook.

Standard Frequency Spectrum Maximum Speed Maximum Range Compatibility

8o2.11

802.11a

802.11b

802.11g

802.11n

Step 2 Due to the actual architecture of wireless networking, it would be impractical to use Carrier
Sense Multiple Access with Collision Detection (CSMA/CD). Wireless networks use Carrier Sense Multiple
Access with Collision Avoidance (CSMA/CA) to enable nodes to communicate with each other without
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interfering with each other’s broadcasts and corrupting data. Explain why the CSMA/CD access method
wouldn’t work with wireless technology, and describe how the CSMA/CA access method functions.

Step 3 Provide an appropriate description for the following components of security associated with

Wi-Fi technology:

¥ Cross-Reference

Many of the wireless security measures may be found in the “Wireless Networking Security” section
of Chapter 15 in the Mike Meyers’ CompTIA Network+ Guide to Managing and Troubleshooting Networks
textbook. Additional, detailed specifications may be found by conducting Internet searches on

the named security components.

v’ Exam Tip

The CompTIA Network+ certification exam objectives include MAC address filtering as one of
the appropriate wireless security measures. Though MAC address filtering (along with disabling
SSID broadcast) will deter the casual uninvited user from leeching a connection to the Inter-
net, these components should not be considered strong security measures to protect a wireless
network from being hacked. In the real world, make sure that you have enabled WPA or WPA2

encryption to protect your wireless network from unwanted access.

If you get a question referring to wireless security on the CompTIA Network+ certification exam
and the only probable answer is MAC address filtering, then there is a good chance that it is

the correct answer.

Security Component Description

MAC address filtering

RADIUS

EAP

WEP

WPA

TKIP
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Security Component

Description

WPA2

AES

WPA2-PSK

IEEE 802.1X

IEEE 802.11i

Step 4 Wireless access points (WAPs), sometimes referred to as access points (APs), use various

antenna technologies such as omnidirectional and directional antennas. Research and define the char-

acteristics of the following antenna technologies:

Antenna Technology

Characteristics

Dipole antenna

Parabolic antenna

Yagi antenna

Patch antenna

0 40 MINUTES

Lab Exercise 15.02: Planning the Wireless Network

Now, armed with the specifications, characteristics, and features of Wi-Fi wireless technology, you can

look at the requirements for the rest stops. You will want to plan for future growth—including both

increased traffic as population and travel continue to expand, and performance as technology improves.

Wireless networking is becoming increasingly important to individuals in their homes as well as

businesses that cater to the public. It provides instant connectivity and is the solution to many wired

network physical barriers. Plus, it's cool!

Learning Objectives

In this lab, you will analyze the basic information of how wireless networks function to make recom-

mendations for the implementation of wireless networks in the highway rest stops. When you have

completed this lab, you'll be able to

e  Recommend wireless technology based on application

®  Design appropriate wireless models based on usage

®  Devise a plan to implement wireless connectivity in highway rest stops
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Lab Materials and Setup

The only materials required for this lab are a pencil and some paper.

Getting Down to Business

The various rest stops along the most traveled highways have facilities that are fairly standard in size
and the number of travelers they support per hour. There is usually one building with a number of res-
taurants and fast-food eateries around the edges of the space with a large common area in the center
with tables and chairs. Most of the common areas are wide open with a minimum of obstacles, but they
can span hundreds of feet from wall to wall. The general goals for each rest stop are as follows:

e  The network should be able to support from 20 to 6o devices at one time.

®  The network must be secure against unauthorized wireless access, but allow authorized visitors
to join with minimal configuration.

®  The network should use industry-standard technology that is widely available.

Step 1 Explain the basic hardware and software required to implement wireless networking.

Step 2 Explain the differences between ad hoc and infrastructure modes.

Step 3 Describe at least two methods to implement security on wireless networks. For a public wireless
solution, name two security methods that are not practical.

Step 4 Given the typical size of the rest stops, a standard single wireless access point probably won't
provide enough range to cover the entire space. How can you increase the wireless coverage area?
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Step 5 Based on the goals listed for the rest stops, describe the wireless networking solution you plan

to implement.

Step 6 Explain how you will connect the wireless network nodes to the existing 1oooBaseT network

and ultimately the Internet.

b 45 MINUTES

Lab Exercise 15.03: Configuring Wireless Networking

With only slight variations, installing and configuring wireless network equipment is much like doing
so for a wired network. Since you already know how to install network adapters and network switches,
I'll forego a detailed discussion of those procedures here and concentrate on steps for configuring your
wireless network nodes to talk to each other in ad hoc and infrastructure modes.

Learning Objectives

In this lab, you will configure PCs for wireless networking. When you have completed this lab, you will
be able to

e  Configure PCs for Wi-Fi wireless networking in ad hoc and infrastructure mode

e  Configure a wireless access point for wireless networking in infrastructure mode

Lab Materials and Setup

The materials you will need for this lab are

e  Two Windows PCs equipped with Wi-Fi network adapters (Windows XP, Windows Vista, or
Windows 7)

e  Wireless access point (802.11g or 802.11n recommended)
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Getting Down to Business

After you've delivered a report of your suggested wireless network implementation to Maggie, she rec-
ommends that you build a prototype of the wireless network in the Networking Lab. If possible, you
should try to model the actual usage that will take place in the rest stops. For instance, many of the
travelers will have laptop computers, netbooks, tablets, or smartphones. Generally, any of the devices
come with integrated wireless network interfaces, so working with various makes and models of wire-
less network adapters and access points will help prepare you for real-world application.

Step 1 If you have not already done so, install a wireless network adapter into an available slot on
your PC, following the manufacturer’s instructions. If you're using a PCle or ExpressCard NIC, this
should be a simple matter of inserting the hardware and then, once PnP detects the device, following
the prompts to install the hardware drivers. If you're using a USB device, install the hardware drivers
before connecting the device to the PC. Once you've successfully installed the device and device drivers,
you should see an icon for the wireless network (signal strength bars with a yellow asterisk) in your PC’s
notification area (the system tray). Right-click the icon and select Network and Sharing Center, then
select Set up a new connection or network. The Windows 7 Set Up a Connection or Network Wizard
is shown in Figure 15-1. The appearance of your wireless configuration utility may vary somewhat,
but they all function in practically the same manner. Select Set up a wireless ad hoc (computer-to-
computer) network, then click Next.

@ E Set Up a Connection or Metwork

Choose a connection option

) Set up a new network
ce Configure a new router ar access paint.

L) Manually connect to a wireless networl
M I tt | etwark
s, Connect to a hidden network or create a new wireless profile.

Connect to a workplace
Set up a dial-up or VPN connection to your workplace,

7= Set up a dial-up connection
m# Connect to the Internet using a dial-up connection.

"Bl Set up a wireless ad hoc (computer-to-computer) network
L 2 "MiSet up a temporary network for sharing files or an Internet connection L

4

Ficure 15-1 The Windows 7 Set Up a Connection or Network Wizard
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Step 2 On each PC that you want to operate in ad hoc mode, change the following settings:
e  Set the network adapter to operate in ad hoc mode.
e  Configure a unique (nondefault) SSID name, such as NETPLUSLAB.
®  Configure a common broadcasting channel.

What are the results?

Step 3 Configuring a wireless network to operate in infrastructure mode requires several extra steps
when compared to ad hoc mode: clear, configure, and then connect.

First, plug the WAP into an electrical outlet. If it’s been installed in a network before, you should reset
it to factory defaults. That will clear out any sort of configurations, and you'll be able to use the default
user name and password to configure it. Almost every WAP has a reset button that you hold for a certain
length of time to reset it. If you don’t have documentation for the WAP, go for 10 seconds or longer.

Second, plug a stand-alone computer or portable into the WAP using an Ethernet or USB cable
(depending on which connection the WAP has). Most consumer-grade WAPs, like the Linksys WRT54G,
come bundled with an enabled DHCP server, so as long as the computer you use is set up for DHCP, it'll
get an IP address that will enable you to access the WAP’s Web interface and configure the WAP.

Configuration is done using—you guessed it—a configuration utility supplied by the wireless access
point’s maker. In some cases, the utility is browser-based, and you simply open your Web browser, point
to a special local IP address (such as 192.168.1.1), and enter a password when prompted to access the utility.
Other access points require that you install a dedicated configuration utility program. Figure 15-2 shows
the configuration utility for a Linksys wireless access point.

As with the wireless network adapter configuration utility, the wireless access point configuration
utility may vary in appearance depending on the make and model, but the functions should be practically
identical. Launch your access point configuration utility and do the following:

e  (Configure a unique (nondefault) SSID name, such as TRAVELSTOP.
e  Change from the default broadcasting channel to a different channel.
e  If the access point is configured as a DHCP server, disable this setting.

®  Change the WAP’s IP address so that it fits in the same network ID as your wired network. Be
careful not to use an IP address that can be assigned to another device via DHCP.

Save the new configuration settings on the access point.

Finally, connect the WAP to your wired network segment. Installation is a simple matter of connecting
it to a network outlet, switch, or patch panel via a patch cable.
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1€ Basic Setup - Windows Internet Explorer

=

@@ - & nprzassiy

T:? it % T] @ Basic Setup

x [ﬁ Dover Weather Fore.., ]@ MWS radar image lo... ]

~ o] x | ive searcn

71 Eh - - @ v@Eagev@Tgols' e

8 -|

LINKSYS by Cisco

Setup

wireless

Wireless-N Broadbhand Router

Access

Sacurity Restrictions

Firmuare

Applications &

. Administration
Gaming

WRT160Hv2

Status

Language

English

Internet Setup

Internet Connection Type

Optional Settings

(required by some Internet Host Mame:
Service Providers)
Datmain Mame:
MTLL
Metwork Setup
CteriE P Address:
Subnet Mask:

DHCP Server Setting DHCP Server

Start IP Address:

haximum humber of
Users:

IP Address Range:

Avtomatic Configuration - DHCP +

Manusl + Size; 1500

192 168 1 1

255.255.2550 -

() Enabled © Di [

" DHCP Reservation -I

192 168 1. 100
El

192 168 .1.100t0 149

& Internet | Protected Made: On

m

®100% -

Ficure 15-2 The Linksys WRT160N Web-based configuration utility

What are the results? Are wireless network nodes able to communicate with the access point? Are

wireless network nodes able to communicate with each other?

Step 4 Now configure your wireless network nodes with settings that match the new configuration of
your wireless access point (SSID, broadcast channel). What are the results? Are wireless network nodes
able to communicate with the access point? Are wireless network nodes able to communicate with each

other?
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Step 5 In a real-world setting, you would never leave the WAP wide open. To bring the security up to
an acceptable level, locate and configure the following settings on your wireless access point:

e  Change the default user name (if possible) and password for the configuration utility.

®  Enable WPA2-Personal encryption on the WAP and configure each wireless network node with

the appropriate passphrase.

e  What are the results?

v’ Exam Tip

The CompTIA Network+ exam might ask a question about securing wireless networks that calls
for more than encryption and changing the default user name and password. If MAC filtering is
one of the other options, select it, even though you shouldn’t rely on MAC filtering for security
today.

0 30 MINUTES

Lab Exercise 15.04: Troubleshooting Wireless
Networks

The famous science fiction writer Arthur C. Clarke coined one of my favorite sayings when he stated in his
third law, “Any sufficiently advanced technology is indistinguishable from magic.” Wireless networking
isn't quite that advanced, but the results are nonetheless quite impressive—when they work correctly.
When they don't work correctly, wireless networks afford network techs some unique opportunities to

display their troubleshooting acumen.

Learning Objectives

In this lab, you will troubleshoot some common wireless networking issues. When you have completed

this lab, you will be able to

e  Diagnose and troubleshoot common wireless networking problems
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Lab Materials and Setup

The materials you'll need for this lab are
e  Two Windows PCs equipped with Wi-Fi network adapters (Windows XP, Vista, or Windows 7)

® A wireless access point (802.Hg or 8o2.11n recommended)

Getting Down to Business

You have successfully installed and configured the wireless network model to be implemented in the
highway rest stops. Maggie now asks you to demonstrate steps for troubleshooting simple problems
before you tear down the wireless networking lab.

Step 1 List at least three steps you should take to determine if a loss of wireless connectivity is due to
your wireless network adapter’s hardware or software configuration.

Step 2 After determining that your wireless network adapter is functioning correctly, how can you
find out whether your network node has proper connectivity and signal strength to the wireless network?

Step 3 Name at least three factors that could cause poor signal strength between wireless network nodes.

Step 4 Assuming that a loss of wireless connectivity is not caused by improper hardware or software
configuration, excessive distance between wireless network nodes, or environmental factors, what
should you check next?
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Lab Analysis

1. Max has just purchased an 8o2.1mn AP for his home network. He installs the device and configures the
network, but seems to have some intermittent drops of connectivity. Explain the types of wireless
consumer electronics that may cause interference with an 8o2.11n wireless network.

2. Brian has been doing some research on the various RF broadcasting methods that are in use for
Wi-Fi devices. He asks you to explain the different broadcast methods used by direct sequence
spread spectrum (DSSS), frequency-hopping spread spectrum (FHSS), and orthogonal frequency-
division multiplexing (OFDM) devices.

3. Mary has just purchased a dual-band 8o2.11n wireless router. While reviewing the specifications,
she notices that it claims to be backward-compatible not only with 8o2.11b/g, but also with 8o2.11a.
How is this possible? Would you recommend that Mary purchase any 8o2.11a NICs for her network

since they are compatible?

4. Willy has been looking over your proposal for the wireless network implementation for the highway
rest stops and would like to know why you do not recommend using MAC address filtering as an
added security measure. What is your explanation?

5. Justin is a network administrator for a local university. He is configuring a wireless network to
cover the student and faculty common areas. The wireless network will tie into the campus network,
so all of the students and faculty will use their existing user names and passwords. How should
Justin configure the wireless authentication?
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Key Term Quiz

Use the vocabulary terms from the list below to complete the sentences that follow. Not all of the terms
will be used.

ad hoc mode orthogonal frequency-division multiplexing

.. (OFDM)
association

basic service set (BSS) Service Set Identifier (SSID)

direct sequence spread spectrum (DSSS) Wi-FL

Extended Basic Service Set (EBSS) Wi-Fi Protected Access 2 (WPA2)

Extended Service Set Identifier (ESSID) Wired Equivalent Privacy (WEP)

frequency-hopping spread spectrum (FHSS) wireless access point

infrastructure mode

1. When multiple access points (APs) are used on the same network segment and share the same
network name, this is referred to as a(n)

2. A study group at your school consisting of 7 to 10 students meets regularly to exchange notes
and research. The group members all have Wi-Fi-equipped laptop computers. The meetings take
place at different locations on and off the school campus. The group members should configure

their laptops to use when they meet.

3. One of the specifications that changed between 802.11-based wireless networking flavors is that

8o2.11a/b-based technology uses the broadcasting method, while 802.11g/n
uses the broadcasting method.

4. The method of data encryption provides a considerable security improvement
as compared to the method of data encryption.

5. Wireless access points enable network techs to connect wireless network nodes to a wired network

segment in
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Network protection covers many different security aspects. You have probably
already explored the various anti-virus, anti-spyware, and anti-adware programs
that fight against the infections of malware (especially if you are a CompTIA A+
certified technician). Likewise, the topic of RAID (Redundant Array of Inexpensive
Disks) should be familiar from your prior studies. You have worked with encryption
in Chapter 11, “Secure TCP/IP Applications,” and VPNs in Chapter 12, “Advanced
Networking Devices.” Now it’s time to review some of these components and some
new concepts too, because they apply to the protection of both computer networks
and critical data.

Given the many options available, these labs concentrate on a number of fun-
damental concepts and components that demonstrate technology and techniques
for protecting your network. In the first lab, you will analyze some of the common
types of threats that could possibly affect your network and corrupt or destroy
the important data. Next, you will implement password policies in Windows to
protect the network from uninvited access. The third lab covers the management
of user accounts, groups, and access to resources with the principle of least privi-
lege. The next two labs cover the same issue—firewalls—but show how even this
fairly narrow topic can manifest itself in both hardware devices (usually combined

with other protective mechanisms) and software implementations.

b 30 MINUTES

Lab Exercise 16.01: Analyzing Threats

As briefly described in the opening paragraphs of this chapter, there are countless threats, malicious

or otherwise, that can affect the security of a network and therefore the data contained within. These
threats range from the simple but possibly time-consuming loss of data from a hard drive or server
crash to the devastating results of information stolen through a mismanaged administrative account or
a Trojan horse.

Effective protection of the network (and the data) requires due diligence on the part of the network
administrator when it comes to analyzing these threats and warding them off or planning contingency
measures. Employers (and the CompTIA Network+ exam) expect the network tech to have a working
knowledge of the various threats that are waiting to pounce on the unsuspecting network.
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Learning Objectives

In this lab, you will review the common threats you may encounter when working as a network technician.
When you have completed this lab, you will be able to

®  Describe the methods to protect systems from hardware failure
e  Define account management

e List and detail the various forms of malware

e  Explain the concept of social engineering

e  Define man-in-the-middle attacks

e  Provide the definition of a Denial of Service (DoS) attack

e Implement physical security

®  Guard against attacks on wireless connections

Lab Materials and Setup

The materials you'll need for this lab are
e A computer with Internet access
®  The Mike Meyers’ CompTIA Network+ Guide to Managing and Troubleshooting Networks textbook

e  Pencil and paper

Getting Down to Business

Now that you are progressing well through your studies and are almost ready to sit the CompTIA Network+
exam, CJ has a request. It has been a while since the department has provided an update to the business
managers on the security measures in place to protect the network and corporate data. He asks you to
conduct a study of the most common threats affecting networks today (from small home networks to
large corporate enterprises) and present a report as part of the team'’s presentation to management.

Use both the textbook and the Internet for your research. Work through the following steps and
further refine your knowledge of threats to the network.

Step 1 Provide a brief description of each of the following hardware fault-tolerance measures:

Fault-Tolerance Measure Description
RAID 1

RAID 5

Redundant power supply

Redundant NIC

Load balancing
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Step 2 Outline some common steps to fully protect access to the administration of networking compo-
nents such as routers, switches, file servers, domain controllers, and the administrative tools found within.

Step 3 Provide an appropriate definition for each of the listed types of malware:

Malware Definition

Virus

Worm

Macro virus

Trojan horse

Rootkit

Step 4 Define the method and purpose of social engineering.

Step 5 What is phishing?

Step 6 Provide a scenario depicting a man-in-the-middle attack.

Step 7 Document a Denial of Service (DoS) attack.
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Step 8 Discuss some of the methods used to provide the physical security of networks.

Step 9 Explain the factors that might lead to network intrusion through wireless connections.

b 30 MINUTES

Lab Exercise 16.02: Managing Password Policies

One of the most important safeguards against unwanted access to corporate client PCs and servers
(and therefore, the network) is a strong password. Many systems, including Microsoft Windows Vista,
Windows 7, Windows Server 2003, and Windows Server 2008, include security policies that allow you to
configure various settings that control how a user’s password can be formulated.

Your part of the job that includes managing users and security will have you address account pass-
words, ensuring that only the people who should have access to the particular system they are trying to
access actually do have access.

Learning Objectives

In this lab, you will configure computer security and develop a template for assigning a strong password.
When you have completed this lab, you will be able to

e  (Create a password policy
e  Edit account security settings

e Logon to a system with a valid account and change the password to meet strong password

requirements
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Lab Materials and Setup

The materials you'll need for this lab are
®  Access to a computer with at least one of the following operating systems installed:

Windows XP Professional

Windows Vista (Business or Ultimate)

Windows 7 (Professional, Enterprise, or Ultimate)
Windows Server 2003 or Windows Server 2008

Getting Down to Business

Maggie has been asked to set up a group policy structure for the marketing department of a new client.
She invites you to tag along as she defines and tests the user account password policy that she will

implement.

=>» Note

In a corporate environment such as ITCF and many of their clients, the password policy would
be configured for the various departments and all of the users on a global basis. If the corpora-
tion is using Microsoft architecture, the corporate network will be defined by Active Directory
domains, various organization units, and Group Policy Objects. Typically, the actual configu-
ration of system settings will take place on a Windows Server 2003 or Windows Server 2008

Domain Controller using the Active Directory Group Policy Object editor.

For the purposes of the Lab Exercise, the exploration and configuration of the password policy
can be completely facilitated on a PC running Windows XP Professional; Windows Vista Business
or Ultimate; Windows 7 Professional, Enterprise, or Ultimate; Windows Server 2003; or Windows
Server 2008. The author used Windows 7 Enterprise for this Lab Exercise.

Step 1 Log on to the lab system with an administrator account. On a Windows 7 Enterprise machine,
select Start | Control Panel | System and Security | Administrative Tools | Local Security Policy |
Account Policies | Password Policy. Depending on the version of Windows you are using, the navigation

may vary. (See Figure 16-1.)
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File Action View Help

i Sfcurity Settings Policy = Security Setting
<& ﬁicc;unt Po:c;esl. liis| Enforce password history 0 passwords reme...
E '__\_g Aisci:J:l Lozllzjt - liis| Maximum password age 42 days
-\ar I Polici & 53] Minimum password age 0 days
> | & Local Policies e
i[5 Windows Firewall with Advanced Sec K Minimum password length 0 characters
[ Network List Manager Policies 5] Password must meet complexit... Disabled
5 [ Public Key Palicies 5y Store passwords using reversibl... Disabled

i+ (7 Software Restriction Policies
1 [ Application Control Policies
3 ,g IP Security Policies on Local Compute
[ Advanced Audit Policy Configuration

4 Tl J 3

Ficure 16-1 Password policy configuration screen

Step 2 In the Local Security Settings screen, set the following values for the various password policy
security settings:

Enforce password history 10
Maximum password age 30
Minimum password age o
Minimum password length 8
Password must meet complexity requirements Enabled
Store passwords using reversible encryption Disabled

Step 3 If you are working with Windows 7, right-click Computer and select Manage from the drop-
down menu; this selects the Computer Management Console. Open the Local Users and Groups system
tool, and then open Users. Create a new user named TheresaR and attempt to use the following pass-
word. (See Figure 16-2.)

secret

What are the results? Are they similar to the message shown in Figure 16-3?
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New User Send Feedback @
User name: TheresaR ]
Full name:

Description:
Password: [
Confirm password: ssssss

User must change password at next logon
User cannot change password
Password never expires

[ Accourt is disabled

FiGure 16-2 Microsoft Windows 7 New User applet

Local Users and Groups Send Feedback @

o | The following error occurred while attempting to create the user
- TheresaR on computer CET-C00-0778:

The password does not meet the password policy requirements. Check
the minimum password length, passwerd complexity and password
history requirements.

Ficure 16-3 Local Users and Groups error message

Now, using the same user name, TheresaR, make sure that the User must change password at next

logon check box is selected, and attempt to use the following password.

$3cR3+101

=>» Note

Make sure that the password is typed exactly as it appears in the example. The use of both
upper- and lowercase characters, special characters, and numerical characters is imperative to

meet password complexity requirements.
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Step 4 Log off the machine and log back on as TheresaR. When prompted to change the password,
enter the same password and click OK. What are the results?

Step 5 If the same password is unsuccessful, try to use the following password.
$3cR3+202

What are the results?

b 30 MINUTES

Lab Exercise 16.03: Controlling the User's Access
to Resources

Now that you have addressed the account passwords, ensuring that only the people who should have
access to the particular system are the ones who do, you need to address the level of access they have to
the various resources on the system. This is where you apply the “principle of least privilege.” The con-
cept is to assign the lowest access permissions possible that allow the users to still do their jobs.

Obviously, only administrators should have access to the administrative resources and infrastructure
components such as the management of servers, switches, and routers. However, even various users from
different departments should be restricted as to what they can access outside of their area of responsi-
bility. For instance, an employee from the marketing department will probably be restricted from access
to the financial department’s records, but will have limited access to sales department information.

Since there are usually multiple employees in each department who will need access to certain data
and will need to be restricted from access to other data, most network operating systems provide some
way to organize the users into security groups. These groups are then assigned the proper access permis-
sions for the various data on the network systems.
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Learning Objectives
In this lab, you will create a number of security groups and assign various share rights to resources by
group membership. When you have completed this lab, you will be able to

e  (Create security groups

e  Make users members of the various groups

®  Assign proper permissions to resources based on group membership

Lab Materials and Setup

The materials you'll need for this lab are

e Two Windows computers networked together, each with one of the following operating

systems installed:

Windows XP Professional

Windows Vista (Business or Ultimate)

Windows 7 (Professional, Enterprise, or Ultimate)
Windows Server 2003 or Windows Server 2008

Getting Down to Business
Maggie is still working with the new structure for the marketing department of the new client. She has
implemented the password policy and is now going to create the marketing group, assign members, and

configure the various rights to the resources on the systems.

Step 1 Log on to the first lab system with an administrator account, right-click Computer, and select
Manage from the drop-down menu. Open the Local Users and Groups system tool, and then open

Groups. Create new groups named Finance, Marketing, and Sales. (See Figure 16-4.)

_k_l Computer Management Send Feedback E

File Action View Help

=560 = BE

i @l Shared Folders * || Name Description + || Actions
“ ‘k‘ !'fczl Fand GmlD :k-'Finance Finance and Accounting Groups -
5] Gsers & Marketing Marketing Department 3 More ... »
roups
5 0 Perfimance i ek-'SaIes Sales Department 7
] 1 3 4 1 | b

FiGure 16-4 Creating groups in Local Users and Groups

Step 2 Now double-click the Marketing group and select Add | Members. Use the Advanced | Find
Now tool or manually add the TheresaR user account to the marketing group. In Figure 16-5, the Select
Users screen, observe that the user account TheresaR on computer CET-Coo-0778 has been selected. When
you click the OK button, TheresaR will be added as a member of the Marketing group.
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Step 3 You need to create three document folders, one for each department, share them out, and
assign permissions for proper access. Begin by creating the marketing folder MarketDocs and assigning

the Marketing group the share permission of Change. (See Figure 16-6.)

Select this object type:

Users or Built-n security principals Object Types...
From this location:
CET-CO0-0778 Locations. ..

Enter the object names to select {examples):

CET-CO0-0778\TheresaR Check Names

Advanced... [ ok ][ Ccancsl ]

Share Permissions

Group or user names:

T Marketing (CET-C00-0778\Marketing)
52, Administrators (CET-CO0-0778\Administrators)

[ Add ] [ Remove ]
Pemissions for Marketing Alow Deny
Full Corntrol
Change
Read

Leam about access control and pemissions

Lok ) (Coned ) [ moov |

FiGure 16-6 Assigning the Marketing group the Change

permission in the Share Permissions tab for MarketDocs

Next, create the SalesDocs folder and assign the Sales group the share permission of Change and
the Marketing group the share permission of Read. Last, create the FinanceDocs folder and assign the

Finance group the share permission of Change.
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v Tech Tip

If you are a CompTIA A+ Certified Technician, you have worked with Microsoft Windows Share
permissions and NTFS Security permissions. The CompTIA Network+ exam will not test your
knowledge of these components; however, you should be familiar with their contribution to pro-

tecting your network and the resources on your network.

To facilitate this Lab Exercise, you will not configure any NTFS security (leaving the Everyone
group with Full Control). For each of the three folders you create, in addition to the specific
groups mentioned in Step 3, you should verify that the Everyone group is removed from the
share permissions and that the Administrators group is added to the share permissions with

Full Control.

Step 4 To simulate a real corporate environment, you are now going to add a file or two to each of the
folders you just created. While still logged on with an administrative account, create a new text document

in each of these folders: MarketDocs, SalesDocs, and FinanceDocs.

Step 5 Now log on to the second computer and using whichever method you prefer, connect to the
first computer using the user account TheresaR and explore the shared folders.

v Hint

One of the methods to log on to a remote computer and explore the shared folders is to use the
Run dialog box and type the UNC of the computer you want to connect to. For instance, if the
name of the first computer is Computers, then you would type \\Computerl in the Run dialog
box. You will be prompted for a user name and password. This is where you would log on as

TheresaR.

If you have configured the folders correctly, you should see a window similar to the one in Figure 16-7.

Send Feedback @ﬂu
@O-hlg » Network » CET-CO0-0778 » ~ | 42 || [ search cer-coo-0778 o
Organize * Metwork and Sharing Center View remote printers ﬁ:: - Eﬂ @
< Favorites H ! FinanceDocs | MarketDocs
= Sh e Sh

M Desktop « J;  Share catly Sare

I Downloads )

o= R £ Pl l ) Public I SalesDocs

15| Recent Places B chare | S

G, caz,
= Libraries 52

Ficure 16-7 Shared folders available on the first computer
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Step 6 Attempt to access the MarketDocs folder. Are you are able to access the folder? If yes, attempt
to read the sample file contained within. Were you able to read it? Now right-click anywhere in the win-
dow space of the MarketDocs folder and create a new text document. What are the results?

Step 7 Next, attempt to access the SalesDocs folder. Are you are able to access the folder? If yes,
attempt to read the sample file contained within. Were you able to read it? Now right-click anywhere in
the window space of the SalesDocs folder and create a new text document. What are the results?

Step 8 Lastly, attempt to access the FinanceDocs folder. Are you are able to access the folder? If yes,
attempt to read the sample file contained within. Were you able to read it? Now right-click anywhere in
the window space of the FinanceDocs folder and create a new text document. What are the results?

b 45 MINUTES

Lab Exercise 16.04: Hardware Firewalls: Linksys
Firewall Configuration

With the proliferation of the Internet and the wonderful communication capabilities it affords comes
the proliferation of dishonest people and programs attempting to exploit that communications capability
for illicit gain. There is no question that educating individuals and organizations on how to practice
safe Internet usage is the first step toward protecting the network from these unscrupulous thieves.
However, sophisticated infiltration programs require sophisticated intrusion protection to keep the

network safe. Enter firewalls!

Firewalls are devices that protect networks and computers by filtering TCP/IP traffic. There are
many companies offering firewall products, most of which fall into two categories. The first type is a
network-based firewall. This is a firewall that is incorporated into another device such as a router,
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and along with some other features, works to keep harmful traffic off the network. Since the router is
a physical device, this type of firewall is often called a hardware firewall. The second type is a host-based
firewall. This firewall protects individual computers from harmful traffic. This host-based firewall is
also known as a software firewall because there is no special hardware; it is just another program on your
computer.

You will work with a software firewall in the next Lab Exercise. For now you are going to research
hardware firewalls and configure a Linksys wireless router to protect your network.

Learning Objectives
In this lab, you'll explore hardware firewalls. When you have completed this lab, you'll be able to

e Identify hardware firewalls provided by various manufacturers
®  Define the components that typically make up a hardware firewall

e  Configure and optimize a Linksys wireless router to protect the network

Lab Materials and Setup

The materials you need for this lab are
e A PCwith Internet connectivity
e  The Mike Meyers’ CompTIA Network+ Guide to Managing and Troubleshooting Networks textbook
®  Pencil and paper

® A Linksys wireless router such as the WRT160N router

Getting Down to Business

Hardware firewalls, by design, are physical devices with a collection of features designed to protect your
network from the unwanted entry of programs or people from the outside world. These devices can be
dedicated security sentry devices, robust edge routers, or simple SOHO wireless routers with various
components to ward off uninvited access.

The distinction between “hardware” and “software” firewalls really comes down to where the fire-
wall software resides. If it is on a dedicated device such as a Cisco Adaptive Security Appliance (ASA) or
a router, it is considered a hardware firewall. If it is host-based (on an individual computer), it is con-
sidered a software firewall.

Step 1 Research the current offerings in the hardware firewall market. Identify the make, model, and
key features of at least three devices.

1.

2.

3.
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Step 2 One of the benefits of using a hardware firewall device is that the traditional firewall protection
(usually the Stateful Packet Inspection [SPI] component is considered to be the actual firewall) is not the
only protection included. Define some of the other features that are offered by hardware firewalls.

Step 3 Now it is time to configure a simple SOHO wireless router to protect your network from outside
intrusion. Start by logging on to the administrative application of the wireless router. Figure 16-8 shows
the Security page of a Linksys WRT160N wireless router. By default, most of the firewall protection will
be enabled on Linksys routers, so this will most likely be a review of the settings.

& Firewsll - Windows Internet Explorer

f=fEEs
@o = |§| hittpi//192,168, L1/ Firewvall asp

-6 ] e s ° -

e — s " »
S 0 [E.'SHQ, Wihat You Sh. ]ﬁ Dover Yeath., | @] NWS radari.., l@ Firewsall x ] l - - s v ;b Page v (0} Tools v

-

LINKSYS by Cisco

Firmuwai

Wireless-N Broadband Router  WRT160Hu2

Security

Access

Setup Wireless Security Restrictions Gaimint Administration Status

Firewall

SPI Firewsall Protection: @ Enabled ) Disabled

m

Internet Filter

Fitter Anonymous Internet Reqguests
Filter Multicast

Fitter Internet MAT Redirection

EOo0Oo=E

Fitter IDEMT (Port 1131

|:| Prooy |:| Java D Aictiver |:| Cookies

Save Settings Cancel Changes

@ Internet | Protected Mode: On 0% - _:

Ficure 16-8 Linksys WRT160N wireless router Security page

337
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Is your firewall enabled? What specific filters are enabled?

v/ Hint

To understand better some of the functions of the Linksys routers that you are exploring in
Steps 3, 4, and 5, Linksys provides excellent help files for all of the configurable options on
their routers. Take a moment to scroll through the different options for the security settings,

advanced router settings, and application and gaming settings.

Step 4 Now navigate over to the Advanced Routing menu screen. This is where you can configure
Network Address Translation (NAT). Again the default setting for this is enabled, and it is recommended

to use the default settings if the router is the gateway to your Internet.

Is NAT enabled?

Step 5 When you're working in the corporate environment, it would not be unusual to host either
e-mail servers or Web servers for the corporation. As discussed in the textbook, the outside world will
need less restricted access to these servers in order for the public to have access to them. The method
to provide this lightly protected access to the servers is known as a demilitarized zone (DMZ). Provide a

brief summary of how a DMZ is configured.

Linksys routers actually provide a method to create a DMZ (see Figure 16-9). Navigate to the Applica-
tions & Gaming menu item and click the submenu DMZ. How does the Linksys router facilitate a DMZ?

What are the recommendations for alternative methods?
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Ficure 16-9 Linksys WRT54GL wireless router DMZ configuration screen

b 45 MINUTES

Lab Exercise 16.05: Software Firewalls: Windows
Firewall Configuration

The popularity of (and need for) software firewalls motivated the folks at Microsoft to build a software
firewall into Windows XP called Internet Connection Firewall (ICF). With the introduction of Service
Pack 2 for Windows XP through Windows 7, Microsoft now includes the (renamed) Windows Firewall as

a standard security application.

Learning Objectives

In this lab, you will review the functions of a software firewall and run the Windows Firewall in a Win-

dows environment. When you have completed this lab, you'll be able to
e  Describe the function of the Windows Firewall

e  Configure Windows Firewall on a Windows XP, Windows Vista, or Windows 7 machine
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Lab Materials and Setup

The materials you need for this lab are

e  Pencil and paper

®  Access to a computer with at least one of the following operating systems installed:

Windows XP (Service Pack 2 or better)

Windows Vista
Windows 7

Getting Down to Business

As you learned in the last exercise, the distinction between “hardware” and “software” firewalls really
comes down to where the firewall software resides. The Microsoft Windows Firewall is a host-based

(on an individual computer) firewall and therefore considered a software firewall. You can’t go wrong

with enabling Windows Firewall; even if you have a wireless router with a firewall, you'll just end up

enhancing the security.

Step 1 There are a number of ways to access the Windows Firewall configuration applet, so use the
method that you prefer. I find it easy to just click Start | Control Panel | System and Security and
select Windows Firewall. What is your current Windows Firewall status? (See Figure 16-10.)

%v|ﬂ v Control Panel » Systern and Security » Windows Firewall - | 3 | | Search Control Panel pe) |

Control Panel Home

Allow a program or feature
through Windows Firewall

@ Change notification settings

@ Turn Windows Firewall on or
off

@ Restore defaults
@ Advanced settings
Troubleshoot my network

See also
Action Center
Network and Sharing Center

Help protect your computer with Windows Firewall

Windows Firewall can help prevent hackers or malicious software from gaining access to your computer
through the Internet or a network.
How does a firewall help protect my computer?

What are network locations?

l @ Home or work (private) networks Connected @

Networks at home or work where you know and trust the people and devices on the network

Windows Firewall state: On
Incoming connections: Block all connections to programs that are not on
the list of allowed programs
Active home or work (private) networks: & Network
Notification state: Notify me when Windows Firewall blocks a new
program
l @ Public networks Not Connected @‘

FiGure 16-10 Windows Firewall




Lab Analysis

Step 2 As you have learned, Windows Firewall is a host-based, software firewall. Using the Internet,
determine if the Windows Firewall is of the Stateful Packet Inspection (SPI) type. Provide a short
definition of SPI.

Step 3 Could you run a Web server on the system running Windows Firewall? What would you need to do?

Step 4 Your cousin Brandon wants to operate a game server on the computer running Windows Firewall.
This game server needs ports 7777 and 7787. Can you open these ports in Windows Firewall to allow a
system to act as a game server? What steps would you need to take?

Lab Analysis

1. Sandra and Cathy are having a slight disagreement. They have just visited the physical site where
a large Internet retailer houses their servers. There are hundreds of servers configured to service the
thousands of customers that access the site. Sandra believes that the main function of the server farm
is load balancing, while Cathy thinks it is to provide fault tolerance. Who do you think is correct?

2. Kyle is working in his cubicle one day when the phone rings. He answers it and is surprised to hear
that it is one of the network administrators from the IT department. The gentleman identifies
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himself as Mike, and says that he needs to verify Kyle's user name and password. Kyle hesitates,
leans over his cubicle wall, and tells you what’s happening. What would you recommend Kyle do?

3. Austin has been attempting to get on the company Web site for over a half an hour and has not been
able to connect. He calls the helpdesk and they tell him that the company network is under a DDoS
attack. Austin would like to know what this is. How would you explain a DDoS attack to Austin?

4. Daniel is using Windows Vista at home and has implemented the Windows Firewall to protect his
computer. It works great, and he wonders why network administrators at his company spend so
much money on dedicated firewall devices. His company hosts a couple of Web servers and about
100 employees. What would you tell Dan to clarify when to use one or the other?

5. Robbie, one of the employees at your company, keeps forgetting his password. He would like to
know why he has to use all of these goofy characters and change it every 30 days. He confides in
you that he is going to jot down his password this time and hide it under the keyboard. How would
you help Robbie understand the reason for the difficult password and the 30-day restriction, and
encourage him not to write down his password?
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Key Term Quiz

Use the vocabulary terms from the list below to complete the sentences that follow. Not all of the terms

will be used.

authentication Network Address Translation (NAT)
demilitarized zone (DMZ) network threat

Denial of Service (DoS) attack packet filtering

encryption port blocking

external threat port filtering

firewall Secure Sockets Layer (SSL)

hacker social engineering

honeypot Windows Firewall

internal threat zombie attack

man-in-the-middle attack

1. A user with improperly configured file access permissions who accidentally deletes an important
file is a classic example of a(n)

2. Someone posing as an IT support person and calling a user to get her user name and password is

an example of

3. You are at a local coffee shop and begin to log on to the wireless network when you notice that
the SSID is CAFENOT. This could be an indication of a(n) since the normal
SSID is CAFENET.

4. Any device that filters TCP/IP traffic based on IP address or port number is by definition a(n)

5. enables a gateway system to convert IP addresses, thereby hiding the IP

addresses of your local network from the Internet.
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At this point in your studies, you have already worked with virtual environments.
You have configured virtual local area networks (VLANs) to organize groups of
physical ports on a switch logically, placing the machines connected to those
ports into separate networks. You have also worked with virtual private networks
(VPNs) to tunnel safely through the Internet as if you were directly connected

to a remote machine. In essence, even the non-virtual Lab Exercises that you
have worked through are simulations of what you might deal with in the real
world—a virtual example of the real situation, if you will!

Now you're going to go from using virtual environments to creating virtual
machines! A major trend in desktops and servers is to use one physical computer,
install a host operating system, and then deploy multiple virtual machines on
top of the hosting OS to meet the needs of the users. The ultimate example of
virtualization would be the modern data center where thousands of servers are

now hosted on just a few hundred physical machines.

There are various implementations of virtual hardware (desktops, servers,
switches, and PBXes) offered by multiple vendors (VMware, Citrix, Microsoft,
Oracle, and Parallels, to name a few). These virtualization technologies set up
the environment so that you may install and run various operating systems on
the same hardware platform simultaneously! Not only does this promote efficient
use of hardware and energy resources, but virtualization also enables you to create
images of the virtual machine easily, providing excellent fault tolerance and
disaster recovery options.

No need to don your 3D glasses here; just work through the Lab Exercises in
this chapter to develop your “virtual” understanding!
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0 20 MINUTES

Lab Exercise 17.01: Identifying Virtualization
Technologies

Virtualization takes on many aspects of the physical devices used every day in the computing environment.
Organizations may choose to install multiple virtual servers on one physical machine to handle Web
services, e-mail services, file sharing, and print services, to name a few.

In the Lab Exercises for this chapter, you will have the opportunity to install three of the most
popular virtual machine technologies available today, but this is only one component of virtualization.
Before you work with the actual virtualization programs and before you take the CompTIA Network+
certification exam, you will want to explore all of the technologies associated with virtualization. This
Lab Exercise covers virtual desktops, virtual servers, virtual switches, virtual PBXes, and Network as a

Service (NaaS) implementations.

Time to explore!

Learning Objectives
At the completion of this lab, you will be able to

®  Define virtual desktop technologies

®  Define virtual server technologies

e  Detail the characteristics of virtual switches
e  Describe the function of a virtual PBX

° Detail key components and features of Network as a Service (NaaS)

Lab Materials and Setup

The materials you'll need for this lab are
e A PC with Internet access
e  The Mike Meyers’ CompTIA Network+ Guide to Managing and Troubleshooting Networks textbook

e  Pencil and paper

Getting Down to Business

You will install and configure a number of virtualization technologies and operating systems in the
next few Lab Exercises. Before you do, it is important that you understand the underlying solutions that
virtualization technology provides. Maggie collects a list of virtual technologies and asks you to use your
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textbook and the Internet to develop a brief description and summary of the characteristics of each of

the technologies.

Step 1 Start by researching virtual desktop technology. What are the key features and typical applica-
tions for virtual desktop technology?

Step 2 Virtual servers are similar to virtual desktops, but provide some advanced features and support
for applications not found in the virtual desktop offerings. Describe some of these advanced features.

Step 3 There are two methods to handle the connection and communication between multiple virtual
machines on the same host as well as with the outside world. One method bridges the virtual machines
to a physical NIC, and the other employs a virtual switch to interface between the virtual machines and

the physical NIC. Discuss the aspects of a virtual switch.
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Step 4 When you have a large organization, one of the methods to satisfy a large number of phone
extensions is to install a PBX (Private Branch eXchange) to enable the internal phone extensions to use
a smaller number of external public extensions. A trend that looks as if it will continue to grow is the
migration to virtual PBXes. What are some of the features of virtual PBXes?

Step 5 When researching the virtualization technologies mentioned, you may have seen some reference
to onsite versus offsite implementations. Dig a little deeper and discuss onsite vs. offsite virtual solutions.

Step 6 When you start talking about offsite virtual solutions, inevitably discussions turn to cloud
computing and Network as a Service (NaaS). What is NaaS?
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0 45 MINUTES

Lab Exercise 17.02: Installing and Configuring
VMware Player

VMware is arguably the leader in large-scale, enterprise-wide virtualization. With scalable products
from vSphere and ESXi, which are fully featured solutions for datacenters and cloud providers, to
VMware Player, which is free to individuals exploring virtual solutions for their personal PC, VMware

offers solutions at every level.

To introduce you to VMware, you will download VMware Player and install it on a Windows 7
machine, and then you will run Ubuntu Linux in the virtual machine. Many training organizations
have adopted virtualization to enable swift reconfiguration of systems for specific demonstrations or
to implement complex lab exercises. When working through this Lab Exercise, you may have access to
VMware vCenter Lab Manager or ESXi. If so, your instructor may have you apply the basic steps that fol-
low using one of these solutions.

v Tech Tip

In the next three Lab Exercises in this chapter, you will use virtualization software to create
virtual machines. Virtual machines are exactly like physical computers in that they need
operating systems to work. Prior to beginning the Lab Exercises, you will want to prepare
the operating system installation media. Two of the Lab Exercises will use Ubuntu Linux as

their operating system, and the others will use Windows XP.

At the time of this writing, Ubuntu 10.04 LTS seems like a good choice for the Linux systems as
it will be supported for five years from April 2010 to April 2015. That's what the LTS stands for,
long-term support. Plus it’s a free Linux distribution. You can download the operating system (0S)

at www.ubuntu.com.

Create an installation disc or copy the installation disc image (.iso) to a flash drive for use in

the Lab Exercises.

Learning Objectives

In this Lab Exercise, you will use VMware Player virtualization software to install a virtual Ubuntu
machine on a Windows 7 PC. You will then explore a few of the Ubuntu programs and commands. At the
end of this Lab Exercise, you will be able to

a. Install and configure VMware Player on a Windows 7 host system

b. Install and run Ubuntu 10.04 LTS as a guest 0S in VMware Player


http://www.ubuntu.com

Lab Exercise 17.02: Installing and Configuring VMware Player

Lab Materials and Setup

The materials you'll need for this lab are
®  Asystem connected to the Internet or access to VMware Player
e  Ubuntu installation media
e A Windows 7 system

e  Pencil and paper

Getting Down to Business

CJ and Maggie would like you to take advantage of the networking lab yet again. This time they want
you to explore virtualization! You will be working with three virtualization products over the next
three Lab Exercises: VMware Player, Microsoft Virtual PC, and Oracle VM VirtualBox. The networking
lab offers an excellent environment to work through the idiosyncrasies of each of the products to see
how they work before deploying them on production systems.

You'll start with VMware Player, a hosted Virtual Machine Manager.

Step 1 Launch your browser and navigate to www.vmware.com. This is the home of VMware. Run your
pointer over the Support & Downloads tab at the top of the page. Under Product Downloads, click the
hyperlink for All Downloads, and then select VMware Player under the Desktop & End-User Comput-
ing menu. Click on the Download button as shown in Figure 17-1. To download VMware Player, you will
have to register with a valid e-mail address. Complete the registration and download VMware Player 4.0
for 32-bit and 64-bit Windows.

Step 2 Copy the file VMware-player-4.0.0-471780.exe to the Windows 7 system that will host the vir-
tual Ubuntu system (if other than the system you just used to download the installation program) and
follow the instructions in sub-steps 2a through 2e:

a. Double-click the file VMware-player-4.0.0-471780.exe to launch the installation program. At the
Welcome to the installation wizard for VMware Player screen, click Next (see Figure 17-2).

b.  The next screen is the Destination Folder screen, where you may choose the default location
or select Change to install in a different folder. Choose the default location or change the
folder where the VMware Player program will be installed.

c.  Click Next once again, choose the check box to Check for product updates on startup, and
click Next. Now deselect the check box to Help improve VMware Player and click Next.
Select where you would like to create shortcuts for VMware Player and click Next.

d. Now you will see the window Ready to Perform the Requested Operations. Click Continue
to begin the process. VMware Player setup will perform the installation. This may take several
minutes.

e.  You will now be instructed that the setup wizard needs to restart your system. Click Restart
Now to reboot the Windows 7 machine.
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Step 3 On restart, launch the VMware Player, create a new virtual machine, and use Easy Install to

install Ubuntu on the new virtual machine automatically. Perform the tasks in the following instructions

to create a new virtual machine:

a.

b.

Double-click the VMware Player icon and accept the VMWARE END USER LICENSE AGREEMENT.

At the Welcome to VMware Player screen, click the Create a New Virtual Machine icon
to create a new virtual machine. This will launch the New Virtual Machine Wizard. (See
Figure 17-3.)

Mewe Wirtual Machine Wizard E

Welcome to the New ¥irtual Machine Wizard

A wirtual machine is like a physical computer; it needs an operating
syskern, How will vou install the guest operating system?

Install From:

() Installer dise:

|24 DVD Drive (D) WixPvOL_EM -

E\ubuntu-10.04, 3-deskbop-i356.is0 - Browse. ..

(4 Ubuntu 10.04.3 detected.
This operating system will use Easy Install, {What's this?)

() T will install the operating system later,

The wirtual machine will be created with a blank hard disk,

| < Back. |[ Mext = ][ Cancel ]

Ficure 17-3 The VMware Player New Virtual Machine Wizard

At this screen, you will choose from where to install the operating system or if you will install
the operating system later. You are going to use the Easy Install method, installing the oper-
ating system as you build the virtual machine. Using your Ubuntu installation media, either
insert the CD into the system and choose to install from: Installer disc or browse to the disc
image and choose to install from: Installer disc image file (.iso). Click Next.

Next, set up a user name and password for the Ubuntu guest operating system. Enter the name
Student in the dialog box. Then enter the user name student in lowercase and enter a pass-
word of your choosing. Click Next.

You will now name the virtual machine and choose the location for the virtual machine
folder. You may use the defaults or change the name and location. Click Next.

Specify the disk capacity. The recommended size for Ubuntu is 20 GB; however, these systems
will probably not go into production, so you may choose a smaller disk capacity for the Lab
Exercise. Leave the default setting for Split virtual disk into multiple files and click Next,
splitting the virtual disk (vmdk) into multiple, smaller files. This helps facilitate copying the
virtual machine to other media such as a flash drive.
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g.  Now you are ready to create the virtual machine. Review the virtual machine settings as
shown in Figure 17-4, check the box Power on this virtual machine after creation, and then

click Finish to begin building the virtual machine.

Mewe Wirtual Machine Wizard E

Ready to Create Yirtual Machine

Click. Fimish ko create the virkual machine and start installing Ubuntu and
then ¥Mware Tools,

The virtual machine will be created with the Following settings:

Marme: Whiweare Ubuntu &
Lacation: Wi hAweare Yirtual Disks
Wersion: Workstation 8.0

m

Operating Syst..  Ubuntu

Hard Disk: 10 GB, Split
Mermory: 124 mB -
4 m 3

Customize Hardware. ..

Pawer on this virtual machine after creation

[ < Back. ][ Fimish ][ Cancel ]

Figure 17-4 VMware Player new virtual machine summary page

h.

Step 4

Depending on your physical hardware, you will receive several hints:
e  VMware Player requires a 64-bit processor to run a 64-bit guest operating system. Click OK.

° Removable media, such as flash drives, cannot be mounted to both the host operating system
and guest operating system simultaneously. You may mount the removable media at a later
time. Click OK to accept the default.

If your machine is connected to the Internet, you may choose to install VMware Tools for
Ubuntu. VMware Tools is a suite of utilities that enhances the performance of the virtual
machine’s guest operating system and improves management of the virtual machine.

If you choose to install the tools at a later time, you will receive an error message at the bottom
of the VMware Player window when the system boots. You may ignore this for the Lab Exercise.

When the VMware Ubuntu virtual machine reboots, you will be prompted for your user name

and password. After entering your information, you will now have a fully functioning installation of
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Ubuntu as a guest operating system on top of the host operating system, Windows 7. To explore some of
the features of VMware Player, complete the following steps:

a. Insert a flash drive into the physical host machine.

b. At the top of the VMware Ubuntu virtual machine window, click on the Virtual Machine tab

item to open a drop-down menu.

c.  Click on Removable Devices and from the expanded menu, choose the flash drive (it may iden-
tify the manufacturer such as SanDisk Cruzer) and select Connect (Disconnect from host).
You will receive the message “A USB device is about to be unplugged from the host and con-
nected to this virtual machine.” Click OK.

d. Now in the Ubuntu system, click Places and navigate down to the Computer icon. Click Com-
puter to open the window. Do you see the icon for the flash drive? (See Figure 17-5.)
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Ficure 17-5 Ubuntu running in a VMware Player virtual machine on Windows 7. Note the flash
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0 30 MINUTES

Lab Exercise 17.03: Installing and Configuring
Windows XP Mode and Windows Virtual PC

As is fairly typical with Microsoft, if there is a technology related to computer applications or operat-
ing systems, they have probably designed a product to compete in the market. This is the case with
virtualization. Microsoft offers two current products, Windows Virtual PC and Windows Server 2008 R2
Hyper-V. They also provide support for Virtual PC 2007 for backward compatibility (on Microsoft operat-
ing systems other than Windows 7).

Microsoft has continued to offer their Virtual PC virtualization software with the inclusion of “Win-
dows XP mode” in Windows 7 to facilitate running legacy programs on a virtual machine running Win-
dows XP, rather than in “compatibility mode.” You may also launch new virtual machines and install
various Windows operating systems (Windows XP Professional; Windows Vista Business, Enterprise, and
Ultimate; and all versions of Windows 7 except Starter) to experience the power of Windows Virtual PC.

v Tech Tip

Microsoft is very particular with the distribution of Windows XP Mode and Windows Virtual PC.
These products will only install on the following systems: Windows 7 Professional, Windows 7
Ultimate, or Windows 7 Enterprise. In addition, you will have to download and install a
Windows Activation Update, which is automatically launched when you begin the steps to
download Windows XP Mode and Windows Virtual PC.

Learning Objectives

In this Lab Exercise, you will install Windows Virtual PC and then install Windows XP Mode (a precon-
figured Windows XP Professional virtual hard disk, or VHD). At the end of this lab, you will be able to

° Install Windows Virtual PC

e Install and configure Windows XP mode on a Windows 7 system

Lab Materials and Setup

The materials you'll need for this lab are
e  Windows 7 Professional, Enterprise, or Ultimate
e Internet connectivity

e  Pencil and paper
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Getting Down to Business

Microsoft has offered a number of Virtual PC products over the years. Microsoft Virtual PC 2004 and
Microsoft Virtual PC 2007 supported a number of Microsoft operating systems as guests, including Win-
dows Server 2003 and Windows Server 2008. As previously mentioned, the current offering, Windows
Virtual PC, is somewhat limited in the number of Windows operating systems it supports as guests.
However, to facilitate legacy applications in Windows 7, Microsoft introduced the Windows XP Mode vir-
tual machine. Windows XP Mode is a virtual machine package for Windows Virtual PC containing a pre-
installed, licensed copy of Windows XP Professional with Service Pack 3 as its guest operating system.
The Windows XP Mode virtual machine is seamlessly integrated into Windows 7, and offers “one-click
launch of Windows XP Mode applications.”

Maggie requests that you install Windows XP Mode and Windows Virtual PC and evaluate their func-
tionality.

Step 1 Boot your Windows 7 Professional, Ultimate, or Enterprise system, launch a browser, and navigate
to www.microsoft.com/windows/virtual-pc/default.aspx. Click on Get Windows XP Mode and Windows
Virtual PC now, then select your system and language as shown in Figure 17-6. After you have entered
your operating system and language information, a list of four steps will be displayed.

Use the following instructions to complete the four steps:

a. In Step 1 it is recommended that you either e-mail or print the instructions before restarting

your computer.

b. In Step 2, click Windows XP Mode [Download] to begin the download. Microsoft will install
an Activation Update and run a Windows validation process. Once the validation process com-
pletes successfully, click Continue and save the file WindowsXPMode_en-us.exe.

c. In Step 3 of the online instructions, click Windows Virtual PC [Download] and save the file
Windows6.1KB958559-x86-RefreshPkg.msu.

d.  You will only need to perform Step 4 if you are running Windows 7 without Service Pack 1 (SP1)
installed. If you are not running SPr1, click on Windows XP Mode Update. Verify that all of
the required files are in the Download folder and close the browser window.

v/ Hint

Earlier versions of Windows 7 and Windows Virtual PC required Hardware Assisted Virtualization
Technology. Step 4 enables Windows XP Mode for PCs without Hardware Assisted Virtualization
Technology. If you are running Windows 7 with Service Pack 1 (SP1), you will not be required to

run Step 4.

Step 2 Now click Start | Computer | Downloads and launch the Windows6.1-KBg58559-x86-
RefreshPkg.msu installation file located in the Downloads folder, as shown in Figure 17-7.
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Ficure 17-6 The Windows Virtual PC page

Depending on the version of Windows 7, you will either install the x86 (32-bit) or the x64 (64-bit)
Windows Virtual PC Update installation file. Some versions of Windows 7 also ship with Windows Vir-
tual PC preinstalled. If your system displays the following message “The update is not applicable to your
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computer,” as shown in Figure 17-8, then check the Start | All Programs menu to see if Windows Virtual

PC is already installed. What are your results?
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Ficure 17-7 The Windows Downloads folder showing the Windows Virtual PC Update file and the
Windows XP Mode file

The update is not applicable to your computer,

Ficure 17-8 Windows Update Standalone Installer message

If Windows Update KB958559 (Windows Virtual PC) was not previously installed, follow the directions to

install it.
a. Select Yes to install the Update for Windows (KBg58559).
b.  Read and accept the license terms to begin the installation.

c.  When the installation has completed, you will be instructed to restart your computer for the

updates to take effect. Click Restart Now.
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Step 3 After your computer reboots, you will install the Windows XP Mode virtual machine. Open
Start | Computer | Downloads and double-click the WindowsXPMode_en-us.exe file located in the
Downloads folder, as shown earlier in Figure 17-7. Perform the installation directions as follows:

a. Select Run when you receive the Open File - Security Warning.
b. In the Welcome to Setup for Windows XP Mode screen, click Next.
c.  Select the default location of c:\Program Files\Windows XP Mode\ and click Next.
d.  When the setup completes, uncheck Launch Windows XP Mode and click Finish.
Step 4 You will now install and configure Windows XP in the Windows XP Mode virtual machine.

a. Click Start | All Programs | Windows Virtual PC | Windows XP Mode to begin the Windows XP
Mode Setup wizard.

b.  Accept the license terms and click Next.

c.  Select the installation folder and enter a password for the XPMUser as shown in Figure 17-9,
and click Next.

v’ Hint

Microsoft occasionally uses the initials XPM for Windows XP Mode.

ﬁ
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Ficure 17-9 Installation folder and credentials window in the Windows XP Mode Setup
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d.  You may now select to help protect your computer by selecting Automatic Updates. Choose
either Help protect my computer by turning on Automatic Updates now. (recommended)
or Not right now and then click Next.

e. Now click Start Setup to start the Windows XP Mode setup. This will take a few minutes and
while setting up, the wizard will display some features of Window XP Mode and the steps that
are being performed.

f.  When the setup completes, you may check the box to launch the Windows XP Mode virtual
machine, and then click Finish. The Windows XP Mode virtual machine will launch, as shown
in Figure 17-10.
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Ficure 17-10 Windows XP Mode — Windows Virtual PC

Step 5 Microsoft has added an interesting feature to the Windows XP Mode virtual machine. If you
install a legacy application in the Windows XP Mode virtual machine, it can be made available on the
Windows 7 Start menu, as shown in Figure 17-11.

If you have a legacy application installation CD available, follow these steps to explore this feature:
a. Launch the Windows XP Mode virtual machine.

b. Insert the CD or DVD into the optical drive and install the application.
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Ficure 17-11 Legacy application on Windows XP Mode virtual machine in Windows 7 Start menu

c. Shut down the Windows XP Mode virtual machine.

d. Click Start | All Programs | Windows Virtual PC | Windows XP Mode Applications and
select the folder or application that has been installed. The application will launch in its own

Windows XP Mode virtual machine.

e. When you close the application, the Windows XP Mode virtual machine also closes, seamlessly!

b 30 MINUTES

Lab Exercise 17.04: Installing and Configuring
Oracle VM VirtualBox

Oracle is a company that built its reputation on a number of outstanding products, not the least of
which is their large-scale enterprise database solutions. In the last few years, Oracle has introduced or
acquired a new line of “Free and Open Source Software.” You may already be familiar with OpenOffice,
the word processor, spreadsheet, and presentation software suite. Now you will explore one of their

other open source products, VirtualBox.
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VirtualBox offers many of the features of VMware, like support for multiple platforms hosting
multiple operating systems. One component that sets it apart from the others is that it is completely free
and open source, meaning that software developers can seriously modify its operation.

v Tech Tip

As mentioned earlier, this Lab Exercise will use Ubuntu Linux for the guest operating system.
Try an LTS version, downloaded from www.ubuntu.com. Create an installation disc or copy the

installation disc image (.iso) to a flash drive for use in this Lab Exercise.

Learning Objectives

In this Lab Exercise, you will use Oracle VirtualBox virtualization software to install a virtual Ubuntu
machine on a Windows 7 PC. You will then navigate a few of the Ubuntu programs and commands. At
the end of this lab, you will be able to

e Install and configure Oracle VirtualBox on a Windows 7 host system

e Install and run Ubuntu 10.04 LTS as a guest operating system in VirtualBox

Lab Materials and Setup

The materials you'll need for this lab are
® A system connected to the Internet
e A Windows 7 system

e  Pencil and paper

Getting Down to Business

Though not as popular as the “big name” virtualization packages, VirtualBox is a viable alternative to
VMware, Citrix, and Microsoft offerings. VirtualBox installs relatively quickly, is straightforward to
configure, and runs on multiple host platforms. It enables you to host a number of operating systems

as guest virtual machines. As you bring your study of virtualization to a close, Maggie recommends you
put VirtualBox through its paces by installing it on a Windows 7 host system, launching VirtualBox, and
then installing Ubuntu as a guest operating system on the virtual machine.

Step 1 Launch your browser and navigate to www.virtualbox.org. This is the home of VirtualBox.
Click on the Downloads hyperlink in the left-hand menu list as shown in Figure 17-12. Under VirtualBox
platform packages, click on the hyperlink x86/amdé4 next to the package for VirtualBox 4.1.4 for
Windows hosts (or the current version if newer). Save the file.


http://www.ubuntu.com
http://www.virtualbox.org
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Ficure 17-12 VirtualBox Download page

Step 2

Copy the file VirtualBox-4.1.4-74291-Win.exe to the Windows 7 system that will be hosting the

virtual Ubuntu system (if other than the system you just used to download the installation program)

and follow the instructions in sub-steps 2a through 2d:

a.

Double-click the file VirtualBox-4.1.4-74291-Win.exe to launch the installation program. At
the Welcome to the Oracle VM VirtualBox 4.1.4 Setup Wizard screen, click Next.

At the Custom Setup screen, choose the default values for the way that you want features
installed and the location of the program files. Click Next and decide where to create short-
cuts. Click Next once again, and you will then see a Warning: Network Interfaces dialog
cautioning you that you will be temporarily disconnected from the network. Choose Yes (see
Figure 17-13).

When the next screen appears, click Install to begin the installation of VirtualBox.

The installation may take a few minutes. You will be asked if you would like to install various
device software for the Universal Serial Bus, network services, and network adapters. Choose

to install all device software, and when the installation completes, click Finish to close the

Setup Wizard.
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Ficure 17-13 VirtualBox Warning: Network Interfaces
Step 3 Now you will launch the Oracle VM VirtualBox Manager and create a new virtual machine.
Perform the tasks in sub-steps 3a through 3f to create a new VirtualBox virtual machine:

a. Double-click the Oracle VM VirtualBox icon to launch the Oracle VM VirtualBox Manager.

b. Click the New icon to create a new virtual machine. The screen will read Welcome to the New
Virtual Machine Wizard. Read the introduction and navigation instructions, then click Next.

c.  This will bring you to the VM Name and OS Type screen. Name the virtual machine (Virtual
Ubuntu, for example) and select the Operating System and Version as shown in Figure 17-14.

% s

@ Create MNew Yirtual Machine

WA Mame and 08 Type
Enter a name for the new wvirtual machine and select the bype of the guest operating system you plan ko install onto

the wirtual machine,

The name of the wirtual machine usually indicates its software and hardware configuration. It will be used by all
‘WirtualBox components to identify your virtual machine.,

Mame

wirtual Ubuntu

05 Type

Operating Syskem: [Linux '] .
v] _

\ersion: [Ubuntu

[ Tesxt ][ Cancel ]

FiGure 17-14 Setup screen showing the virtual machine name and 0S type
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d. Click Next and select the amount of memory to allocate to the virtual machine. The recom-

mended base memory size is 512 MB.

e. In the next few steps, you configure the virtual hard disk:

Click Next. On this screen you will create the virtual hard disk. The recommended size of
the startup disk is 8.00 GB.

Click Next to choose the file type for the new virtual hard disk. Depending on whether
you would like to use this virtual hard disk with other virtualization software such as
VMware (VMDK) or Microsoft (VHD), you may choose one of those formats. If you do
not plan to use cross-platform virtual hard disks, just choose the native VirtualBox Disk
Image (VDI) format.

Click Next. Now choose how the space on the virtual hard disk will be allocated. Read the
descriptions of both dynamically allocated and fixed-size methods. Leave the setting as
the default, Dynamically allocated.

Click Next and type the name of the new virtual disk file into the dialog box. At this time
you may select a different folder for the location of the new file. You may also select the
size of the disk that is reported to the guest operating system as the maximum size of this
virtual disk.

Click Next to display the Summary page for the new virtual disk. Select the Create button
to create the new virtual disk.

f.  Now the Summary page for the new virtual machine is displayed as shown in Figure 17-15.

Select the Create button to create the new virtual machine.

@ Create Mew Yirtual Machine

Summary

‘fou are going ko create a new virtual machine with the Following parameters:

Marne: Wirtual Ubuntu

05 Type: Ubuntu

Base Memoary: 512 MB

Skart-up Disk: Wirtual Ubunbu,wdi {Mormal, .00 GE)

If the above is correct press the Create button. Once you press it, a new virtual machine will be created.

Mote that you can alker these and all other setting of the created virtual machine at any time using the Settings
dialog accessible through the menu of the main window,

[ Create ][ Cancel

Ficure 17-15 New Virtual Machine Summary page
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Now you will boot the new virtual machine and install the Ubuntu operating system. Perform

the tasks in the following instructions to install Ubuntu on the new virtual machine:

a.

In the Oracle VM VirtualBox Manager, highlight the Virtual Ubuntu machine icon and click
the Start icon to launch the installation of Ubuntu on the new virtual machine. An informa-
tion box will open informing you that the Auto capture keyboard option is turned on. This
option captures the keyboard strokes and mouse movements every time the virtual machine
window is active. You can press the host key at any time to release the keyboard and mouse
from the virtual machine and return them to normal operation. By default, the host key is the
right cTrL key on the keyboard. Check the Do not show this message again option and click
the OK button.

Now the First Run Wizard welcome screen will launch. Briefly read the instructions and then
click the Next button to perform the steps to install an operating system.

You will now be prompted to Select Installation Media. In the Media Source selection box,
you may select either the optical media drive containing the Ubuntu operating system installa-
tion disk, or you may choose a USB flash drive with the .iso installation file. Choose the proper
media and click Next.

You will now receive a Summary of the Type and Source of the boot media. Review the infor-
mation and click the Start button.

If you have selected the correct media and have the Ubuntu installation media installed on the
device, the Ubuntu installation will launch. You may now follow the Ubuntu installation steps
just as if you were installing Ubuntu on a physical machine. The basic installation steps are
outlined in the instructions that follow:

® At the Welcome page, choose Install Ubuntu 10.04.3 LTS to begin the installation.
° Now set the Region and Time Zone and click Forward.
e  Next, select the Keyboard layout (default USA) and click Forward.

e  When preparing the disk space, choose Erase and use the entire disk. Notice that the
disk reads approximately 8.00 GB. Click Forward.

¢  Now you will set up a user name and password. Enter the name Student in the dialog
box. Notice that the user name student in lowercase and the computer name student-
desktop are created automatically. Now enter a password of your choosing. The Ubuntu
installation program will rate your password as weak, fair, good, or strong. How did your
password rate?

e  (lick Forward and review the Ready to install summary page. If you are happy with the
settings, click Install.

367
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f.  Just as if you had installed Ubuntu on a physical machine, the installation software will
prompt you that the installation is complete and you must restart the computer to use the new
0S. Click the Restart Now button.

g. Ubuntu will prompt you to Please remove the disk and close the tray (if any) then press

ENTER. Press ENTER.

Step 5 When the Ubuntu virtual machine reboots, you will be prompted for your user name and pass-
word. After entering the information, you will have a fully functioning installation of Ubuntu as a

guest operating system on top of the host operating system, Windows 7. Explore some of the programs in

Ubuntu. See Figure 17-16.
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Figure 17-16 Ubuntu running in a VirtualBox virtual machine on Windows 7
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Step 6 There is one last feature of VirtualBox that you will want to explore: snapshots. Complete the
following steps to configure a snapshot of the Ubuntu virtual machine you have just created.

a. Launch the Virtual Ubuntu system and log on with your user name and password.

b. I know that you are not supposed to play games while in a class, but for strictly educational

purposes, open Applications | Games | Mahjongg and play a few moves of the game.
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c. In the VirtualBox menu, select Machine and then select Take Snapshot from the drop-down
menu. Type Mahjongg in the Snapshot Name dialog box as shown in Figure 17-17 and click 0K

to create the snapshot.

Snapshot Marme

A

Mahjongg

Snapshot Description

[ QK ] [ Cancel

I

Help ]

Ficure 17-17 VirtualBox Snapshot tool

d. Perform a graceful shutdown of the Ubuntu virtual machine.

e.  Open the Oracle VM VirtualBox Manager. The default window will display the virtual machine
Virtual Ubuntu (Mahjongg) | Powered Off and the Details pane as shown in Figure 17-18.
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Ficure 17-18 Default view of the Oracle VM VirtualBox Manager

f.  Click Snapshots in the top-right of the menu bar. A list of the snapshots for the Virtual
Ubuntu machine should be displayed in the right pane including the Mahjongg snapshot that

you just created.

g. Right-click the Mahjongg snapshot and select Restore Snapshot from the drop-down menu.
In the VirtualBox — Question window that opens, uncheck Create a snapshot of the current
machine state and click Restore. This will load the Mahjongg snapshot into the Current State
and the virtual machine Virtual Ubuntu (Mahjongg) | Saved and the Snapshots pane will be
displayed, as shown in Figure 17-19.
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Figure 17-19 The Oracle VM VirtualBox Manager with the saved Snapshot loaded

h. Start the saved Virtual Ubuntu machine. You should be returned to the exact point where you
saved the Mahjongg game (though the time will have elapsed). Congratulations, you have just
created and restored a virtual machine snapshot!

Lab Analysis
1. Matthew has been working through the Lab Exercises, but is still unclear on the exact differences

between a “virtual desktop” and a “virtual server.” Detail some of the characteristics of each to
help Matthew with his studies.

2. Trevor is implementing VoIP for his company and plans on using a virtual PBX. What is a virtual PBX?

3. While downloading VMware Player, Jonathan notices some of the other free products that VMware
offers. He asks if you know the differences between the various offerings. Using the Web site
www.vmware.com, write a short description of each of the free products that VMware offers.



http://www.vmware.com

Key Term Quiz

4. Tim is planning on upgrading one of his virtual installations of Ubuntu with a major, untested
application suite. What steps would you recommend Tim follow to minimize any problems if the
application suite does not meet expectations?

5.  When Cynthia made the decision to adopt the cloud computing model, her IT department men-
tioned the term Naa$S. Can you explain the concept of Naa$S to Cynthia? How does virtualization
enhance this model?

Key Term Quiz

Use the vocabulary terms from the list below to complete the sentences that follow. Not all of the terms
will be used.

bare-metal virtual machine virtual machine manager (VMM)
hosted virtual machine virtual PBX

hypervisor virtual server

Network as a Service (Naas) virtual switch

snapshot VMware Player

VirtualBox Windows Virtual PC

virtual desktop

1. The two terms typically used to describe virtualization software are or

2. VMware is one of the leaders in the virtualization software market. They currently offer two
free products. One of these is a running on another operating system such

as Windows 7 Professional and is named

3. When working with virtual machines, one of the convenient features is to be able to take a
to capture the current configuration of the machine.

4. Typically, when building a virtual server, the virtualization software is going to be of the
variety. This is also known as a “native” virtual machine.

5. is a full-featured, open-source virtualization software solution.
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There are two key aspects to network management. First, you must ensure that
users have access to the resources they need to perform their jobs. File servers,
printers, e-mail, and Internet access must all be accessible with seamless perfor-
mance. Second, if something happens to disrupt the users’ access—some disaster
strikes—you must have a comprehensive, documented, disaster recovery plan and
the resources to implement it!

Performance is measured by first establishing baselines of standard or “normal”
network utilization and then monitoring overall network utilization for changes.
High availability is maintained by incorporating multiple fault-tolerance methods
using RAID, redundant devices (power supplies, NICs, server farms or clustering,
switches, and routers), virtualization, and the protection of data through firewalls
and uninterruptible power supplies (UPSes). Many organizations strive for an
uptime of 99.9 percent.

Being able to react in a timely manner to a disaster requires detailed con-
figuration and change management documentation. Where is that critical edge
router, and when was it last updated? Timely recovery also relies on diligent
backup procedures, either on individual servers or, for critical organizations,
through the use of hot, warm, or cold backup sites.

With the importance of network management practices, many hiring managers
will use open-ended questions such as “How would you implement a GFS backup
routine?” to validate your understanding of these components. Like potential
employers, the CompTIA Network+ exam will expect you to have in-depth knowledge
of configuration documentation, performance optimization, fault tolerance, and

backup techniques, so you'll need to explore these concepts.
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0 1 HOUR

Lab Exercise 18.01: Configuration Management
Documentation

Configuration and change management documentation is a requirement for all but the smallest SOHO
network environments. Network administrators and techs will be responsible for defining and docu-
menting the layout and operation of the network. The physical, logical, and functional aspects of the
network and devices will be recorded in both diagrams and written documents. The proper use of
technology and the roles and responsibilities of the support staff and end users are defined in personnel
documentation.

Once the documentation is in place, managing the changes to that documentation—Iike updating
when a portion of the network is upgraded from 100-Mbps equipment and wiring to Gigabit performance—
must be attended to diligently. When changes to the network happen—or worse, some component or system
fails—the configuration management documentation is the roadmap and guide to bring the network back
to full operation.

Learning Objectives

In this lab, you will develop basic configuration management documentation. When you have completed
this lab, you will be able to do the following:

e  Use Microsoft PowerPoint or Visio to document the network layout
®  Analyze configuration management documentation for validity
e Implement change management documentation

e  Define an Acceptable Use Policy (AUP)

Lab Materials and Setup

The materials you'll need for this lab are
° A computer with Internet access

e A Windows system with Microsoft Office PowerPoint, OpenOffice Impress, or Microsoft Visio
installed

e  Optionally (adhering to the organization’s security policy), access to the network configuration

of your classroom or department for documentation purposes
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=» Note

In the following lab steps, the details of a fictitious network are provided. Using this fictitious
network, you will create a network diagram and a network map as part of a configuration man-
agement documentation process. If your instructor or manager will allow you to have access to
the parameters of your classroom or department network, substitute your actual network for

the fictitious network.

Getting Down to Business

One of the tasks that can really get ahead of you if you're not careful is that of documenting the network
configuration and the changes that occur over time. Good administrators and techs will make a point of
staying on top of this critical element, documenting when new Gigabit switches are installed, recording
the expansion of new departments in the organization with the new devices, PCs, subnets, and so on.

There are four general categories that need to be addressed when you are managing the configuration

documentation.
The first category, network connectivity, is composed of three related components:

®  Wiring schemes, or as the CompTIA Network+ exam objectives describe them, wire schemes, are
usually created by the telecommunication cabling professionals. Wiring schemes document
what type of cable is in place (UTP, CAT se, CAT 6) and what TIA/EIA standards are used to ter-
minate the cables in RJ-45 connectors and keystones (TIA/EIA 568-B or TIA/EIA 568-A). When
major changes are implemented, the wiring schemes will be updated to represent the current

structure.

®  Network diagrams document actual devices on the network (switches, routers, servers, PCs, and

so on) and how they connect to each other.

®  Network maps provide more detail on the individual components of the network such as the IP
addressing scheme, DHCP servers, DNS servers, Web servers, e-mail servers, DMZs, and the like.

v Tech Tip

Network diagrams and network maps are terms that are often interchanged, reversed, and even
combined when techs and companies actually develop the configuration management docu-
mentation. As you study for the CompTIA Network+ exam, just remember that the processes of
mapping out nodes, including IP addresses, and noting key routers, switches, and servers are all

components of configuration management documentation.
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Baselines present a snapshot of the network parameters when the network is under normal usage. If
something seems to be amiss with network performance, you can quickly assess whether a parameter is
out of range, indicating a potential device or application that is not operating correctly.

Policies, procedures, and configuration documentation should cover the broad categories of what is and
is not allowed on the network, the various procedures for tasks that users perform (such as retrieving
e-mail), and how the users will be trained on those procedures. Also, the configuration of the devices
on the network should be well documented. For instance, if the DHCP server crashes, along with a good
documented backup routine, there should be good physical documentation specifying the DHCP scopes
and scope options for routers (default gateway), DNS servers, and client systems.

Regulations are the laws governing the proper usage of materials in the workplace to keep both the
facilities and the workers safe. An example you have already studied is the use of plenum cable in walls and
drop ceilings to meet fire code. This should be a part of the configuration management documentation.

You have already worked with wiring schematics and regulations in the Lab Exercises in Chapter 3
and Chapter 6. You are going to develop a baseline using the Performance Monitor tool in the next Lab
Exercise.

So for now, I want you to dig into network diagrams, network maps, policies, procedures, and
configuration!

=>» Note

Over the years, Cisco has become the leading manufacturer of networking routers and switches.
With their leadership, many of the icons that have been developed to document Cisco products
have been adopted by the industry when documenting network configurations. You may down-
load these icons for use in PowerPoint or Visio at the following URL: www.cisco.com/web/about/

ac5o/ac47/2.html.

As throughout this Lab Manual, I caution you that Web sites change often. If you find that the
link in the preceding paragraph does not bring you to the Cisco network icons, use a search
engine and you should be able to find the current location.

Step 1 Using either PowerPoint or Visio and the Cisco networking symbols and icons, develop both

a network diagram and network map to document the following fictitious remote office network. All
internal cabling is CAT 6 UTP running at Gbps performance level, and the ISP has provided a 100-Mbps
fiber connection to the Internet.

®  FileServerr FileServerr is the primary server in this remote office network. It provides storage
space for the nine employees and also handles the roles of DHCP server and DNS server. The

configuration details are included in the following table.
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e  BackupServer:

included in the following table.

° Printer

BackupServerr is the network backup server. The configuration details are

An HP LaserJet 4100N network printer with an integrated JetDirect card is configured

as a shared printer. The configuration details are included in the following table.

e  Edge Router

A Cisco 2811 router has been configured as the gateway to the Internet (through

a service provider). The configuration details are included in the following table.

e Switches

A Cisco 3560 managed switch will be used as the primary switch in the main distri-

bution frame (MDF) where the edge router, file server, and backup server are all located. Three

workgroup switches will be cascaded off the primary switch to handle multiple clients in each

of the three office workspaces.

e (Client computers

To accommodate the nine employees, six desktop PCs and three laptops are

installed. All of the machines are initially configured to receive their configuration informa-

tion through DHCP. The laptops are also used outside of the office by the employees they are

assigned to.

Internal External
Interface Interface Default
Device Functions IP Address IP Address Gateway
FileServerrt Primary File Server 172.16.1.254/16 N/A 172.16.1.1
DHCP Scope
172.16.250.51/16—
172.16.250.150/16
Scope Option 003
Router—172.16.1.1
Scope Option oo6 DNS
Server—172.16.1.254/16
BackupServer: Network Backup Server 172.16.1.253/16 N/A 172.16.1.1
Cisco 2811 Router Edge Router 172.16.1.1/16 101.150.36.239/21 101.150.32.1/21
HP Laser]et 4100N Network Printer 172.16.1.192/16 N/A N/A

8 Cross-Reference

To see examples of network diagrams and network maps, consult Figures 2 through 7 in Chapter 18

of the Mike Meyers’ CompTIA Network+ Guide to Managing and Troubleshooting Networks textbook.

To refresh your memory on subnetting, such as understanding the differences among /16, /19,

/21, and /24 subnets, refer to Chapter 7 in the textbook.
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Step 2 One of your colleagues, Tim, has acquired three additional desktop PCs from one of the other
branch offices and has installed them for the employees who use the laptops so that they have permanent
machines in the office. Tim updates the configuration management documentation. The updated network
map is shown in Figure 18-1.

ITCF FileServer|, DHCP and DNS Server
Branch Office, Petersburg IP Address 172.16.1.254/16
Network Map Default Gateway 172.16.1.1/16
Interim Upgrade — DHCP Server, Scope 172.16.250.51 — 172.16.250.150
PC7 December 7,201 1 Scope Option 003 Router — 172.16.1.1/16
IP Address 10.200.50.61/8 Scope Option 006 DNS — 172.16.1.254/16

Default Gateway 10.200.50.1
DNS Server 10.200.1.254

Switch

PC8
IP Address 10.200.50.75/8
Default Gateway 10.200.50.1

DNS Server 10.200.1.254 Switch |

=25
N

Routerl
PC9 4 Internal IP Address Internet
IP Address 10.200.50.92/8 172.16.1.1/16
Default Gateway 10.200.50.1 External IP Address
DNS Server 10.200.1.254 . 101.150.36.239/21
) Switch
N <
|
— 1

Lo

Ficure 18-1 Partial network map showing three new machines

Now the three employees are complaining that they cannot access any of their files on FileServerr.
They also have no Internet connectivity. Analyze the updated network map, diagnose the problem, and
provide a solution to restore the users’ connectivity.
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Step 3 A network configuration management documentation plan is only as good as the most recent
update. The term for these updates is change management documentation.

=>» Note

Change management documentation includes updates to both network diagrams and network
maps. Network diagrams include documentation on the devices such as switches, routers, serv-
ers, and PCs, along with their connections, connection speeds, make, model, and firmware revi-
sion when available. Network maps include documentation on IP addressing, DHCP servers, DNS

servers, Web servers, e-mail servers, DMZs, and the like.

When updating the documentation, depending on the modifications, you may only have to
update the network diagram or the network map. In the following scenario, you should update

both the network diagram and the network map you created in Step 1.

The branch office has expanded the network, adding a public Web server placed in a Demilitarized
Zone (DMZ), a Cisco firewall (Adaptive Security Appliance ASA 5510), and a wireless access point. The
detailed specifications are provided in the following list:

®  WebServerr A public Web server for up-to-date traffic information. This will be placed in a
DMZ with light security. The configuration details are included in the following table.

e Firewall A Cisco ASA 5510 Adaptive Security Device will be placed at the internal access
point to the DMZ, providing a high level of security to the LAN.

e Edge router The Cisco 2811 router will need to be reconfigured to continue operating as the
gateway to the Internet (through a service provider). The configuration details are included in
the following table.

®  Wireless access point A Linksys WRT54G will be used to provide wireless access for the three
laptop computers when the employees are in the office.

® (lient computers The three laptops should be modified in the network diagram and the net-
work map to show that they are now wireless clients. You may want to update the documenta-
tion with the three desktop PCs that Tim added in the prior step. All client machines should be
configured to obtain IP settings automatically.

Building on the network diagram and network map you created in Step 1, update the configuration
management documentation. Don't forget to record the date and revisions of the network diagram and
network map for the change management documentation records.
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Internal Interface | External Interface | Default

Device Functions IP Address IP Address Gateway
WebServer: Traffic Update Web 10.200.73.252/19 N/A 10.200.72.2

site—Public Web server in

a lightly protected DMZ
Cisco ASA 5510 Firewall 172.16.1.1/16 10.200.73.1/19 10.200.72.2
Cisco 2811 Edge router 10.200.72.2/19 101.150.36.239/21 I01.150.32.1
router
Linksys Access Point WAN Port LAN & WLAN WAN
WRT54G LAN & WLAN 172.16.1.3/16 192.168.40.1/24 172.16.1.1

DHCP Scope

192.168.40.100—

192.168.40.150

v’ Hint

When building on the network diagram and network map, you will place the public Web servers

in the lightly protected area known as the Demilitarized Zone (DMZ). One method of creating the

DMZ is to place the edge router as the first device between the Internet (WAN) and the internal

network (LAN). This will have very light security enabled to facilitate access from the outside

world. At the other end of the DMZ, you would place the firewall (Cisco ASA 5510) to secure all

of the internal machines from external access, thus creating a lightly protected area between
the LAN and WAN where the Web server can be placed.

Step 4 With the proliferation of information technology used in every industry, the need for policies

to define what is and is not allowed is greater than ever. At all levels, from administrative assistants

to corporate financial officers, the acceptable usage of e-communications must be a component of the

corporate policy and diligently enforced. Using either the Internet or a copy of your school’s or business'’s

Acceptable Use Policy, outline the key features of an AUP.
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Lab Exercise 18.02: Monitoring Performance and
Connectivity

Along with staying on top of the network documentation, technology, and network applications such as
e-mail and Internet, it is the responsibility of the network team (often the entry-level network tech) to
ensure the continued performance of network components and connectivity. Is the Internet connectivity
slowing to a crawl when all of the users are accessing Web sites to complete their tasks? Can upper man-
agement use the video conferencing system without experiencing lags in both video and audio data?

Obviously, the initial design of the network must take into account the needs of the users as well as
the business application being serviced. If you are designing a system for an organization that provides
a search engine, the network design should take into account concurrent connections, load balancing,
and overall bandwidth. Even small network installations can benefit from careful design and monitor-

ing of the network’s performance.

After the initial design is complete, the network tech should establish a baseline of the performance
under “normal load,” that is, the normal daily use of the network when the business is performing
normal operating procedures. The network should then be measured under times of extreme usage to
determine bottlenecks, the devices that will hold back the performance when driven to their operating
capacities. Is one server being overused? Is the Tt line too small for the organization when it is in full

swing?

Various tools are included with most of the popular operating systems as well as benchmark test
engines from third-party developers. As usual, Microsoft provides many utilities as part of their various
operating systems. You are now going to explore two of these tools in Windows 7, Performance Monitor

and Event Viewer.

Learning Objectives
In this lab, you will

®  (reate a baseline of a system under normal load
®  Stress a system and record the change in performance

e  Explore the various logs created in Event Viewer

Lab Materials and Setup

The materials you'll need for this lab are
e  Pencil and paper

e A computer running Windows XP, Windows Vista, or Windows 7
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Getting Down to Business

To develop a baseline for the performance of an entire organization, you will monitor and record

all of the critical devices during a time of “normal load,” or normal operation. Then, during times
of increased activity, you can capture additional data on these devices, store the information in log
reports, and compare the data captured during normal load to that of the high-stress load. This will
help you identify bottlenecks, providing direction on where the next equipment updates are needed.

Maggie knows the importance of guaranteeing performance to the network users (this is actually
one of her responsibilities). She recommends that you use the Network Lab to experiment with the Per-
formance Monitor tool that is included with every version of the Windows operating system.

=> Note

Over the years, Microsoft has called the performance monitoring tool by many names; System
Monitor, Performance Monitor, Reliability and Performance Monitor, and just Performance have
all seen the light of day. Depending on the version of Windows you are using, there will be
slight differences in implementation, but all versions will allow you to create a log of various
objects and counters. A Windows 7 machine running Performance Monitor was used for this Lab

Exercise.

Step 1 Begin by opening the Performance Monitor utility in Windows 7. This can be done in a variety
of ways. You can select Start and type perfmon in the Search programs and files dialog box, then
press ENTER. You may right-click the Computer icon and select Manage from the drop-down menu, then
expand the menu under Performance in the left-hand pane and select Performance Monitor. You can
even add Administrative Tools to the Start menu and choose Performance Monitor from the submenu.

Step 2 Performance Monitor can show and record statistics about almost anything happening inside
the computer. You can customize the collection by clicking the green + symbol in the main pane or
clicking cTrRL+N to add a counter. Select the Performance Monitor under the Monitoring Tools, then use

either method to add the following objects and counters:

Object Instance Counter

Processor Total % Processor Time
Memory N/A Pages/sec

Physical Disk Total Avg. Disk Queue Length

Avg. Disk sec/Transfer

Network Interface <All Instances> Bytes Total/sec

Current Bandwidth

1Pv4 N/A Datagrams/sec
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¥ Cross-Reference

To analyze additional objects and counters that would be helpful in creating a networking
performance baseline, refer to the “Monitoring Performance and Connectivity” section of
Chapter 18 of the Mike Meyers’ CompTIA Network+ Guide to Managing and Troubleshooting Networks textbook.

Once you have added the counters, you should see a graphic representation of the current usage
of each of the objects and counters displayed in Performance Monitor, similar to Figure 18-2. What are
some of the values for your system?
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Ficure 18-2 Performance Monitor in Microsoft Windows 7

Step 3 Using the Performance Monitor to view current transient data is great if you have a specific
slowdown that you are trying to diagnose, but if you want to create baselines and peak usage reports,
you will have to create a data collector set. This will be used to collect data over an extended period of
time, which you can then use to create reports of network usage.
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To use the current objects and counters for your data collector set, right-click Performance Monitor
in the left-hand pane and select New | Data Collector Set. Name the data collector set ITCF Baseline.
When prompted, select Start this data collector set now.

Step 4 Allow the data collector set to run for a few minutes, and then in the Data Collector Sets folder,
expand User Defined and right-click ITCF Baseline. Select Stop from the drop-down menu. This will
create a system monitor log under Reports | User Defined | ITCF Baseline (see Figure 18-3). Open the
system monitor log. You may have to add some of the objects and counters that you captured, such as
the Network Interface: Bytes Total/sec, as they may not appear in the default report. Record some of the
average performance data in the following space:
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Ficure 18-3 ITCF baseline system monitor log
Step 5 Create a second data collector set and name it ITCF High Load. Before you launch the data cap-
ture, run the following activities on your system:

e  Open www.pandora.com and stream some music you like.

® View a www.youtube.com video.

e  Download Service Pack 1 for Windows 7 from www.microsoft.com/downloads/en/default.aspx.


http://www.pandora.com
http://www.youtube.com
http://www.microsoft.com/downloads/en/default.aspx
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v Tech Tip

The applications listed in Step 5 really test your Internet connection and may not produce “high
load” conditions on the local devices such as the hard disk or network interface. To increase
the overall load, you could set up a network share on another machine and download large files

across the LAN while watching a DVD and streaming some information from the Internet.

Now start the ITCF High Load data collector set and let it run while the applications are performing
their duties. When the Service Pack download completes (or after a few minutes), stop the data collection
and open the System Monitor log to view the performance during high-load conditions. See Figure 18-4.
Again, you may have to add some of the objects and counters that are not displayed in the default report.
Record some of the performance data. How does it compare to the baseline?
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Ficure 18-4 ITCF High Load system monitor log

Step 6 Event Viewer has been around almost as long as Windows, and provides standard logs of Appli-
cation, Security, and System events. Further specialized events such as DHCP, DNS, Active Directory, and
so on are included with the Microsoft Windows Server operating systems.
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Open Event Viewer, and explore some of the Application, Security, and System logs. I received

the DHCP system error, shown in Figure 18-5, when I tried to get a DHCP address for both my wireless

adapter and the wired adapter while they were both active on the same Linksys router.
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Ficure 18-5 DHCP error in Event Viewer's system log

Record a few items from your system’s information, warnings, errors, and audit failures in the fol-

lowing space:

b 45 MINUTES

Lab Exercise 18.03: Fault Tolerance

You have already explored various hardware fault-tolerance methods in “Lab Exercise 16.01: Analyzing

Threats.” One of the sure-fire methods to avoid disaster in the first place, which is certainly a threat,

is to manage the devices and systems that you know have the capacity to fail. The standard method to

protect against these failures is to double or even triple the number of devices or systems. If a power
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supply is critical, add a second to back up the first. If a server is critical, go ahead, add a second one!
Don't forget to add two or more hard drives and configure them in a Redundant Array of Independent
(or Inexpensive) Disks (RAID) array to guarantee that data is always readily available.

Hardware RAID, once the exclusive domain of high-end servers, is now common on many mother-
boards and prebuilt systems. These mainstream RAID implementations generally stick with the basics,
providing RAID o, 1, and sometimes 1+0 (10). You'll find few frills, but mainstream RAID is better than

nothing!

=» Note

Marketing folks have taken to calling RAID 1+o “RAID 10” to position this nonstandard nested
RAID format as somehow superior to RAID 5 or RAID 6. There's no official RAID level past RAID 6.

Most server systems sport dedicated hardware RAID to provide proper redundancy for the most
expensive part of any network—irreplaceable data. These server-level RAID implementations support
RAID o, 1, and 5 at least, and also include cool features such as the hot-swapping of drives, automatic
failover (where a ready spare immediately starts to rebuild the RAID array in case of failure), and
e-mail or voice failure notification.

Software RAID is not a viable solution for serious server systems. The workload placed on the CPU(s)
to handle RAID duties (which in hardware RAID are handled by the RAID controllers) are simply not
responsive enough for any but the simplest RAID configurations.

The software RAID provided with Microsoft Windows Server 2003 or Server 2008 is an excellent tool
to understand how RAID works. The goal of this lab is to inspect different types of RAID configurations,
focusing on software RAID in Windows. You will see what you need to do to install and maintain a RAID

array, and what to do in case of a drive failure in a RAID array.

=>» Note

Microsoft Windows Server 2003 and Server 2008 support software-based RAID o, RAID 1, and
RAID 5 configurations using Microsoft’s proprietary Dynamic Disk technology. Windows XP
Professional; Windows Vista Business, Enterprise, and Ultimate; and Windows 7 Professional,
Enterprise, and Ultimate only support software RAID o and RAID 1 configurations.

Learning Objectives

In this lab, you will examine some software RAID solutions and determine how to do the following:
e  Configure RAID for RAID o, 1, or 5
e  Perform basic drive maintenance

®  Rebuild arrays in case of failure
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Lab Materials and Setup

The materials you'll need for this lab are
e  Pencil and paper
e A computer with Internet access

e A Windows Server 2003 or Windows Server 2008 system. If possible, the instructor should
assist the students with the installation of the operating system on one hard drive. Then they
should install three additional hard drives to support the RAID configuration.

e  Optionally, a Windows Server 2003 or Windows Server 2008 system with SCSI or SAS RAID con-

trollers and multiple hard drives

v/ Hint

To facilitate this Lab Exercise, it may be more feasible to use an older PC with three or four
disks installed. Many IT training environments have plenty of old equipment that can be put
to good use for this RAID implementation. With this goal in mind, you will use Windows Server
2003, which will install and operate on older systems with less performance degradation. This
will allow you to use machines with slower processors, smaller amounts of memory, and small
PATA or SATA hard drives to run this Lab Exercise.

If you would prefer to use a Windows Server 2008 system (or another server system), you should
still be able to perform these lab steps to implement software RAID. Disk Management is virtually

identical in either Windows Server 2003 or Windows Server 2008.

Getting Down to Business

The actual management of network servers and fault tolerance is somewhat beyond the scope of the
CompTIA Network+ exam; however, you will be thoroughly tested on the concepts. Working as a network
administrator, you will often be involved with the upkeep of these components while attending to network

management.

=> Note

This lab assumes a basic familiarity with the Windows Disk Management applet.

With this in mind, CJ asks you to use the Windows Server 2003 machine he donated to the Network
Lab to experiment with the configuration of RAID o, 1, and 5. He recommends using the software imple-
mentation that is included with Server 2003 for convenience but is open to assisting you if you decide
to configure the server’s onboard RAID controller. You should develop a small reference table with the

details and requirements for each of the RAID levels.
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=» Note

Because RAID o provides no fault tolerance at all, you should not use it with a server. I've
included it here to provide flexibility in the classroom if you don’t have a copy of Windows
Server handy in the lab and also to give you extra practice with Disk Management and RAID.

Step 1 Create a table summarizing RAID o, RAID 1, RAID 5, RAID 6, and RAID 1+o0 (10) for your

records. Use the following as a template.

RAID Level Short Description Benefits Drawbacks Minimum Drives
o

1

5

6

1+0 (10)
v’ Hint

You will not be expected to know the various levels of RAID for the CompTIA Network+ examina-
tion, nor will the textbook go into great detail regarding the implementations of RAID. As you
work to become an IT professional, you should build a strong knowledge base that you can tap

into when applying concepts as real-world solutions.

A few moments of Internet research will provide all of the information for the preceding table
and, along with the foundation you have established studying for the CompTIA A+ certification,

will serve you well into your career.

Step 2 Depending on your system, you may be using PATA, SATA, SCSI, or SAS hard drives. Using the

hardware documentation included with most server systems, install three additional hard drives in the

Windows Server system.

Go into Disk Management and confirm that the three hard drives are completely blank. Remove any

volumes or partitions if any exist. Initialize each drive and then convert the drives to Dynamic Disks.

Do this in one of the following ways:

e  Use the Initialize and Convert Wizard that pops up automatically when you start Disk

Management.
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e  Manually open Disk Management, right-click one of the three drives, and select Initialize.
Then right-click one of the three disks and select Convert to Dynamic Disk. Repeat the process
to initialize and convert the other two drives. The result should look like Figure 18-6.
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Ficure 18-6 Four hard drives in Disk Management (Windows Server 2003)

What are the results? Include the capacities of the drives.

Step 3 Now follow these steps to create a stripe set using Disk 1 and Disk 2:

a. Open Computer Management, expand the Storage node, and click the Disk Management icon.

b.  Right-click an unconfigured disk volume and select New Volume from the pop-up menu to

start the New Volume

c.  Click Next, and then at the Volume Type screen, select Striped (different versions of server

Wizard.

have different names here, but it should be obvious), and click Next.

391
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d. Select the volumes you want to stripe, and configure the volume size (to save time, configure
the size of the striped set to something small, such as 250 MB), and then follow the prompts
to assign a drive letter to the volume and specify a format (FAT, FAT32, or NTFS).

e.  After you've configured these parameters, click Finish to create a new striped volume set.

What are the results? What is the total capacity of the stripe set? Could you have made a stripe set
using Disk 1, Disk 2, and Disk 3?

Step 4 Now follow these steps to create a mirror set:
a. Delete the striped set by right-clicking on it and selecting Delete Volume from the pop-up menu.

b.  Repeat steps 1 and 2 from the previous procedure, only this time choose Mirror Set in the
Select Volume Type dialog.

c.  Follow the prompts to create a mirror set across Disk 1 and Disk 2.

What are the results? What is the total capacity of the mirror set? Could you have made a mirror set
using Disk 1, Disk 2, and Disk 3?

Step 5 Now delete the mirrored volumes and follow the same steps to create a RAID 5 set using all three
disks. What is the total capacity of the RAID 5 set? Could you have made a RAID 5 set using only Disk 1
and Disk 2?

Step 6 Shut down the system, remove one of the three drives from the RAID 5 set, and then reboot
the system. What are the results? Can you still access the RAID set? What is the process to replace a bad
drive in a real-world environment?
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Lab Exercise 18.04: Disaster Recovery

Lab Exercise 18.03 dealt with fault tolerance and the art of ensuring the high availability of critical
data. Fault tolerance, however, should not be the end-all of data security. In keeping with the philoso-
phy that the most important part of a network is the data, a comprehensive backup strategy is the point
of last defense and should be one of the kingpins in the administrator’s network management routines.
When RAID arrays fail, when users accidentally delete that critical database, or when viruses corrupt
your file server, the ability to restore the systems to their most recent state will allow the organization
to recover from the disaster gracefully.

Numerous technologies are available to implement quality system backups: tape drives and media,
Blu-ray Disc optical drives and media, removable hard drives, and Network Attached Storage (NAS). All
of these technologies are used alone or in combination—along with tried-and-true backup strategies—to
protect the data when disaster strikes. Mission-critical organizations such as world financial institutions,
government agencies, or national security operations will even employ entire alternate locations that
will have some level of network infrastructure ready to go in case of a complete failure of the primary

location.

Data backup technology, techniques, and strategies are tools that you can apply immediately from
the smallest of organizations to large enterprise networks. Along with preparing for the CompTIA
Network+ exam, honing your skills as a network administrator or tech, you can also adopt these
techniques to keep your precious photos and music safe from disaster!

Learning Objectives

In this lab, you'll learn to perform the following:
®  Run a backup using Windows Backup

®  Develop a practical tape (or removable drive) backup strategy for a small business, applying
best-practice techniques

e  Define the requirements for a hot, warm, and cold backup site

Lab Materials and Setup

The materials you'll need for this lab are
e  Pencil and paper
e A computer with Internet Access
e A Windows PC (XP, Vista, or 7)

e  Some form of removable or remote storage. A CD, DVD, BD, removable hard drive, or network
storage will work fine for this exercise. A tape drive and tapes are handy but not necessary.
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Getting Down to Business

You have almost completed your studies for the Network+ exam! Along the way, you have developed a
deep understanding of networking concepts and applied these skills to daily responsibilities in your
position as a desktop support specialist. Now a Network Tech, Level 1 position has opened up at ITCF,
and you would like to apply for the position.

Maggie is confident of your capabilities and agrees to be one of your professional references. She
recommends that you focus on one last area of network management before your interview: disaster
recovery! She explains that no organization can ever prepare “too much” to avoid the devastating results
of a poorly planned backup and recovery strategy. As such, she coaches you to expect a few detailed
questions concerning backup techniques: Grandfather-Father-Son (GES), and of course, hot, warm, and
cold sites. You hit the Network Lab to prepare yourself in case you are asked to explain one of these
disaster recovery components.

Step 1 To begin this exercise, you should create a few text files or choose some existing data that you
can afford to lose in the event that your disaster recovery plan goes awry. Store the files in the user's
Documents folder. What are the names of the files you have created?

Step 2 To practice the application of backup concepts using the Windows 7 Backup and Restore utility,
log on to your system with administrative privileges and launch the Backup and Restore applet. If this
is the first time you have launched the utility, it will indicate that “Windows Backup has not been set
up.” Click the Set up Backup button to start the configuration of the backup.

Step 3 You will have to select a location for the backup files to be saved, such as a recordable or
ReWritable CD/DVD, a removable hard drive, or a network share. For the purposes of this Lab Exercise,
you may choose a share on the Windows Server 2003 or Windows Server 2008 machine that CJ has
donated to the Network Lab, as shown in Figure 18-7. What media will you use for the backup?

Once the proper credentials are entered, click the Next button and select the Let me choose radio
button when prompted “What do you want to back up?” Choose the sample files you just created (or
maybe user data files or some files that you can delete to make the restore process more authentic),
and deselect the Include a system image check box (including the image would take some time). See
Figure 18-8.
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Select a network location

Specify the network location for your backup files and provide credentials for Windows Backup to
use when accessing the location.

Metwork Location:

\\backupserverl\backup | Browse.. |
Example: \\server\share

Metwork credentials

Windows Backup will need the username and password to access
the network location when saving your backup.

Username: administrator

Password: lllllllllll-l

What do you want to back up?

Select the check box of a library, folder, or drive to include it in the backup. A filled check box means
that not all iterns in the folder or subfolders will be backed up. Items with cleared check boxes are not
included in the backup.

4 S, DataFils
Back up data for newly created users
[ Instructor
[ TheresaR
» (8 Computer

Include a system image

A system image is a copy of the drives required for Windows to run. You can use it to restore your
computer if it stops working.

[ Net ][ Cancel |

Ficure 18-8 What do you want to back up? in Windows 7
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Step 4 Click Next. The backup will run and display a status window similar to the one shown in
Figure 18-9. What backup schedule have you selected?

%v|® < System and Security » Backup and Restore - | 3 | | | Search Control Panel P |
ontrol Panel Home 0 7
: : i Back up or restore user and system files
Turn off schedule
Backup
Create an image backup
Location: MNetwork path:\\backupserverl\backup @ Back up now
rectc SR = [ E—
? 27.5 GB free of 339 GB
B Backup size: 5.4 GB
I@'I\ﬂanage space
Mext backup: 4/26/2008 7:00 PM
Last backup: 4/22/2008 9:33 PM =|
Contents: Libraries and default folders for users
Schedule: Every Sunday at 7:00 PM
'@'Change settings
Restore
You can restore your files that were backed up on the current Restore my files
" location.
See also . |@'Restore all users' files
N etion EEnTer I@Select another backup to restore files from
Windows Easy Transfer W
You can use the Recovery Control Panel to restore your computer to an earlier date. -

Ficure 18-9 Back up or restore user and system files in Windows 7

Step 5 After you have successfully created a backup of your important data, delete one or two of the
unimportant files that you have saved in the backup. Use the Restore utility to recover these files and
bring the system back to current status.

Step 6 Using the concept of best practice, develop a backup strategy for some of ITCF’s larger clients
using traditional digital linear tape (DLT) tape drives and media. First define the Grandfather-Father-
Son (GFS) tape rotation methodology.
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Now devise a weekly backup using both the full/incremental and the full/differential methods.
Explain the benefits and shortcomings for each method.

The following templates should help you organize your backup routines:

Full/Incremental

Monday Tuesday Wednesday Thursday Friday
Full/Differential

Monday Tuesday Wednesday Thursday Friday

Step 7 The database server crashes on Thursday. Using the full/incremental backup strategy, what tapes
will you need to restore the system?

Step 8 The database server crashes on Wednesday. Using the full/differential backup strategy, what
tapes will you need to restore the system?

Step 9 (J used to work for a large trading company that was involved in multimillion-dollar online
transactions. He mentions that they had a complete hot backup site for the transaction servers; if the
system was down more than a few hours or so, they could lose millions of dollars. Conduct an Internet
search and provide the definitions for hot, warm, and cold backup sites.
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Lab Analysis

1.

Brandon has just finished an exhilarating game of Counter-Strike when his supervisor steps into
his cubicle and gives him a verbal warning concerning gaming during business hours. She explains
to Brandon that there is a company policy that defines what is allowed and not allowed in the
workplace. After his supervisor leaves, Brandon asks you what she is talking about. What do you
tell Brandon?

Ben is scheduled for an interview with the DESTOK Corporation. They are a corporate backup services
organization, with a disaster-proof physical storage facility. He was told to brush up on his knowledge
of backup strategies, especially Grandfather-Father-Son (GFS). What can you tell Ben about GFS?

You have explored Event Viewer, observing entries in the Application, Security, and System logs.
What are the various status indicators that are used in Event Viewer?

Stan is responsible for all of the backups of five critical financial servers on your network. He has
devised a backup routine in which he performs a normal backup on Friday evening after all of the
business is done for the week. There are a large number of transactions that take place every week-
day, causing large changes to the data. What type of nightly backup would you recommend Stan use?

Brittney has just upgraded all of the 100-Mbps switches and routers to Gigabit switches and routers
for your organization. She asks for your assistance in recording all of the pertinent information for
the switches and routers. What method will you employ?




Key Term Quiz

Key Term Quiz

Use the vocabulary terms from the list below to complete the sentences that follow. Not all of the terms

will be used.

Acceptable Use Policy (AUP)
baseline

bottleneck

change management documentation
cold recovery site

configuration management documentation
counters

differential backup

disk striping

disk striping with double parity
disk striping with parity

drive duplexing

drive mirroring

Event Viewer

hot recovery site

incremental backup

Network Attached Storage (NAS)
network diagram

network map

normal backup

objects

Performance Monitor

Redundant Array of Independent/Inexpensive
Disks (RAID)

uninterruptible power supply (UPS)
warm recovery site

wiring scheme

1. Network administrators will often use a set of standardized symbols in Microsoft Visio or

PowerPoint to draft both a(n)

to document devices on the network and a(n)

to provide details about the individual components of the network—such as

the IP addressing scheme—for their organization.

2. The definition of a(n)

is a hardware component that is operating at maximum

performance but is still the slowest component in the system affecting the overall performance

of the system.

3. A(n)
loss.

4. RAID 6, also referred to as

protect the data, even if two of the disks fail.

5. In Microsoft’s

operation of hardware components known as

, various

provides a few minutes of power to your server in the event of power

, is the technique of using four or more disks to

can be configured to track the
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The end of the text is near, and it’s time to view the big picture of building a
SOHO network. The information presented in this chapter isn’t terribly technical—
earlier chapters have covered those details. This chapter looks at the process of
installing a network as a single project, one that you need to take from the beginning
to the end.

There's no single right answer when it comes to building a SOHO network. If
at the end of the job the users are happy with the network and it's doing the job
it was designed to do, then you've succeeded. To that end, the goals of the labs in
this chapter are unlike anything you've seen in previous chapters. As a whole, all of
these labs come together to build a complete SOHO network “from the ground up.”
Individually, each of these labs reinforces the chapter and refers back to earlier
chapters as well. The goal here is to make you look at the overall project and
appreciate how each step affects the next. Don't look for the right answers for
the labs; find the right answers for yourself and prepare to defend your choices!

b 50 MINUTES

Lab Exercise 19.01: Planning the Network

Well, all your boasting to your friends about how much you've learned about networking has suddenly
brought you to a very important place. A good friend of yours has asked you to install a network in her
new townhouse. Time to put those skills to work and design your first SOHO network!

This first exercise requires you to design a typical SOHO network. To perform this lab, you'll need
skills from Chapter 19 of the textbook, as well as Chapters 6 and 18 of this lab manual.

Learning Objectives
At the completion of this lab, you will be able to

e  (reate a list of requirements for a new network installation
®  Recognize environmental limitations of a new network installation

e (reate a network map for a new SOHO network
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Lab Materials and Setup

The materials you'll need for this lab are
e A PC with Internet access
e  The Mike Meyers’ CompTIA Network+ Guide to Managing and Troubleshooting Networks textbook

®  Pencil and paper

Getting Down to Business

Your friend is very proud of her new home and can’t wait for you to get to work designing her network.
You come over to her new place and sit down at a table (still surrounded by packing boxes) and ask her
what she needs from her new network. Here's her answer:

Her office is on the first floor. She has a Windows 7 Ultimate desktop system that she uses to store
large numbers of graphics files and little else. It has three 2-TB drives installed as C:, D:, and E:. She also
has a laptop on which she does most of her work. This laptop is connected to two printers via an exter-
nal USB hub, a typical home laser printer and a very high-end, large-format inkjet printer that she uses
to make prints of her work.

The second floor is the main part of the townhouse. It is an open layout, with a kitchen and massive
living area that she wants to turn into a dining area and living area. She wants a home theater PC driv-
ing a 52-inch screen on the second floor of the home. She has the 52-inch TV, but hasn’t purchased the
PC yet and is looking to you for guidance.

The third floor is her bedroom and another small office area. The office area overlooks the main
floor. She feels the view helps inspire her art. There is a powerful Windows Vista Ultimate machine
with a 24-inch monitor and a Wacom digitizer tablet. She also wants to be able to use her laptop any-
where on the third floor as she likes to check her e-mail while sitting on her bed.

Last, she shows you that the previous owner left two Axis 214 PTZ cameras installed in the front and
the back of the townhouse, overlooking the front and back entrances. She assures you the cameras are
in good working order and asks you if you can “make these work so I can see what's happening outside
from any computer in the house.”

All walls of the house are standard home construction, drywall and studs. The townhouse has a
crawlspace attic that covers the entire house and is easily accessible. There is no existing wiring in the
house with the exception of four runs of speaker wire to support the side and back channels of a 7.1
sound system.

Figures 19-1, 19-2, and 19-3 show the floor plan of each floor of the townhouse. Note the locations of
cameras, speaker outlet, and desired location of the home theater.
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Step 1 Your friend has a great start here, but she doesn't really appreciate what she’s asking the net-
work to do. Get someone to role-play the friend, and discuss the network needs. Create a list of require-
ments based on that conversation. Here are a few hints to get you started:

1. Is she getting cable TV or does she just want to watch Internet TV?

2. Which computers need access to the printers?

3. Has she considered making the downstairs desktop a standard file server?
4. Does she have any backup options?

5. How does she feel about wireless?

6. What speed does the wired network need to run?

Step 2 Using the “list of requirements” as a guide, create a network map of the network. This is a great
time to decide on the internal network ID and start assigning IP addresses! Be sure to include the home
theater, two desktop computers, the printers, the two cameras, a router, and a switch (although the
switch won't need an IP address). Ignore wireless for the moment, as a later exercise will cover wireless.

¥ Cross Reference

You'll find a list of requirements for setting up a network in Chapter 19 of the Mike Meyers’ Comp-
TIA Network+ Guide to Managing and Troubleshooting Networks textbook.

Step 3 Consider any environmental limitations of this network. What parts of the house might you
need to watch out for in terms of heat, cold, or moisture?

Step 4 Update the network map to include a DHCP server and the IP address scheme.

0 50 MINUTES

Lab Exercise 19.02: Installing the Physical Network

You're off to a good start. You know what the network needs to do, and you've generated a network map
to cover everything but the wireless. It's now time to grab your work clothes and a drywall saw and
install the physical network.

This Lab Exercise requires you to design and install the physical network in a typical SOHO network
fashion. Whether you do the actual installation or hire a professional is for you to determine. To perform
this Lab Exercise, you'll need skills from Chapter 19 of the textbook, as well as Chapters 6 and 18 of this
lab manual.
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Learning Objectives
At the completion of this lab, you will be able to

®  Generate a network diagram for the network
° Determine the best location for the demarc and MDF for a SOHO network

° Recognize challenges in pulling cable in a SOHO network

Lab Materials and Setup

The materials you'll need for this lab are
e A PCwith Internet access
®  The Mike Meyers’ CompTIA Network+ Guide to Managing and Troubleshooting Networks textbook

e  Pencil and paper

Getting Down to Business

In this world of wireless everything, it's tempting to ignore a wired network and just do everything
wirelessly. While this sounds great in concept, the reality is that a wired network is always far faster
and far more dependable than a wireless one. With this attitude in mind, you need to successfully
design and install the physical network.

Remember, all walls of the house are standard home construction, with drywall and studs. The
townhouse has a crawlspace attic that covers the entire house and is easily accessible. There is no existing
network wiring in the house, with the exception of four runs of speaker wire to support the side and

back channels of a 7.1 sound system.
Step 1 Make photocopies of the floor plans in this book (Figures 19-1, 19-2, and 19-3) for the next steps.

Step 2 Your friend is trying to decide between using a cable modem or fiber Internet service provider.
Each offers excellent television service as well as Internet. They are roughly the same speed and cost.
The only real difference is that the fiber will terminate in the garage and the cable terminates in the
first-floor closet. Decide which to use, and write down the criteria that made you come to that decision.

Use personal experience as well as the floor plan to make your decision.

Step 3 Using your decision from Step 2, decide on an MDF for the SOHO network. Assume that your
first option isn't agreeable to your friend, and come up with a second area. Sketch the MDF on the floor
plan, and then on a separate sheet of paper show the layout of the MDF. Include the type of rack you
would use, as well as the type of patch panel, power, environmental controls, switch, and router.
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Step 4 Draw out the cable runs for the townhouse. You may use any of the images, including Figure 19-4.
Keep in mind that the floor joists in the house run from one side of the house to the other, making hori-
zontal runs in the floors expensive if they run from the front to the back of the house. Horizontal runs
going from one side of the house to the other are easy. Also, it’s very easy to run cables up and down the
walls. Are there alternatives to the runs to make them easier to do? Use Figure 19-4 to help you make sure
all the runs stay within the length requirements of the network you choose.

Crawlspace
3" Floor
— A
2" Floor
33 ft
It Floor
-
10 ft
L
/

FiGure 19-4 Isometric of the house

Step 5 Locate a cable installer in your area and ask them to give you an estimate for the house. (Don't
be afraid to ask! You'd be amazed how much most companies enjoy helping people learn about their
business!) Get a price quote and weigh that against installing the network yourself. How would you test
the cables? What if you run into problems? Write a short paragraph on the benefits and the liabilities of
“do it yourself” versus a professional installation.

0 50 MINUTES

Lab Exercise 19.03: Going Wireless

Despite the earlier remarks about wireless, it's hard to imagine any network without an 8o2.11 wireless
network. Wireless may not be as fast or as dependable as cable, but its ease of installation and conve-
nience at such a low price make it hard to resist. Your friend clearly stated she wants the laptop to work
anywhere in the house, so let’s get this townhouse set up for wireless.

407
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This exercise requires you to design and install the wireless network in a typical SOHO network.
Whether you do the actual installation or hire a professional is for you to determine in the lab. To perform
this lab, you'll need skills from Chapter 19 of the textbook, as well as Chapters 15 and 18 of this lab manual.

Learning Objectives
At the completion of this lab, you will be able to

®  Properly install a wireless access point to ensure good coverage
e  Configure multiple wireless access points to work in an Extended Service Set (ESS)
®  Properly configure wireless access points for encryption

e  Verify that the wireless network works seamlessly with the wired network

v/ Hint

You have two different options for setting up a wireless network, ad hoc and infrastructure. Ad
hoc gets you a small, decentralized network with no access to the world outside the network.
Will that work here?

Lab Materials and Setup

The materials you'll need for this lab are
e A PCwith Internet access
e  The Mike Meyers’ CompTIA Network+ Guide to Managing and Troubleshooting Networks textbook

e  Pencil and paper

Getting Down to Business

For the scope of this lab, assume that a wireless access point’s signal will easily pass through a single
floor but not two floors. Also, the wireless signal will pass through two walls but not three.

Remember, all walls of the house are standard home construction, drywall and studs. The townhouse
has a crawlspace attic that covers the entire house and is easily accessible. There is no existing network
wiring in the house with the exception of four runs of speaker wire to support the side and back channels
of a 7.1 sound system.

Step 1 Make photocopies of the floor plans in this book (Figures 19-1, 19-2, and 19-3) for the next steps.

Step 2  Using the criteria given for this Lab Exercise, choose the number of wireless access points (WAPs)
you will use to ensure full coverage. Take the copies of the network diagram and include these WAPs.
Demonstrate your decision to fellow students or your instructor and prepare to defend it.
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Step 3 Extend the cable runs on the network diagram to include the wireless access points. Be sure to
include cable runs to all WAPs.

Step 4 Now update the network map you created earlier to include the WAPs. Don’t forget the IP
addresses!

Step 5 Choose the brand and model of WAP the network will use: 802.11g or 802.11n? If 802.11n, dual or
single band? Decide how you are going to power the WAPs. Will you run AC adapters or will you use Power
over Ethernet (PoE)? If you use PoE, will you use Power Injectors or will you purchase a PoE-capable
switch? Document your decision and update your network map to include these decisions.

Step 6 Many SOHO options are available today for devices that are routers/switches/WAPs all in one.
Is there any room for that type of device in your network, or should you use all separate pieces? Make
your decision and write down your reasons or present them to your instructor or fellow students. Prepare
to defend it!

Step 7 Create a list of necessary steps to configure your WAPs for encryption. (Be sure to choose an
encryption first!) Then go to http://ui.linksys.com and choose two different Linksys WAPs to configure
(all Linksys WAPs start with the letters WAP) and configure them to meet the criteria you chose. Demon-
strate your configuration to your instructor or a fellow student. These are emulators, not real WAPs.

Do not click Save Changes at any time as it will only reset the page to defaults.

b 50 MINUTES

Lab Exercise 19.04: Configuring Routers

One of the greatest problems with SOHO networks is the purpose-built SOHO routers that are so common
today. Most of these routers, assuming you can plug them in correctly, will work out of the box. Unfortu-
nately, the default configurations are also the most dangerous to use as they lack any form of security.

This exercise requires you to configure a typical SOHO router. To perform this lab, you'll need skills
from Chapter 19 of the textbook, as well as Chapters 7 and 8 of this lab manual.


http://ui.linksys.com
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Learning Objectives
At the completion of this lab, you will be able to

®  Properly configure IP information for a SOHO router
®  Properly configure DHCP for a SOHO network
®  Activate the firewall features for a basic SOHO router

e  Configure a basic ACL for a SOHO router

Lab Materials and Setup

The materials you'll need for this lab are
e A Windows Vista or 7 PC with Internet access
®  The Mike Meyers’ CompTIA Network+ Guide to Managing and Troubleshooting Networks textbook

®  Pencil and paper

Getting Down to Business

SOHO routers are wonderful tools that make connecting a small network to the Internet an easy job.
Nevertheless, you must know how to make a number of basic configurations to make the router work
well. This Lab Exercise challenges you to use the knowledge you gained from multiple chapters in the
textbook to make a safer, well-configured router.

Step 1 Go to http://ui.linksys.com and locate the WRVS4400N router. Remember, this is only an emu-
lator. Do not click Save Changes at any time as it will only reset the page to defaults.

Step 2 Using the IP addressing scheme you chose for your network, configure the router with the IP
address and subnet mask you chose for its internal address.

Step 3 Configure the router's DHCP server to work for your network. (Disable/Enable the DHCP server
to get the DHCP settings to update.)

Step 4 Poke around the settings for this router for Firewall. What is this firewall that is turned on or
off? How is this different from making your own ACL option?

Step 5 Your friend has a son who likes to play certain games using the popular Steam client (www
.steampowered.com). Provide a written or oral presentation on how to create an ACL on the router that


http://ui.linksys.com
http://www.steampowered.com
http://www.steampowered.com
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will prevent him from using his Steam client after 10 p.m. on school nights. (Note: The WRVS4400N emu-
lator does not function on ACLs. Try the WRT54GL emulator, which works a bit better.)

Step 6 Going back to the WRV4400N, what else would you do on this router to lock it down? Make a
list and prepare to defend it.

b 50 MINUTES

Lab Exercise 19.05: Configuring Clients

It's time to finalize the network by configuring the clients’ IP information so they can access each other,
as well as the Internet. In this case there are four computers: a home theater system, two desktops, and
a laptop, but there are also the two AXIS 214 PTZ cameras to configure as well.

This exercise requires you to configure IP information for wired and wireless clients in a typical
SOHO network. To perform this lab, you'll need skills from Chapter 19 of the textbook, as well as Chapters 7
and 10 of this lab manual.

Learning Objectives
At the completion of this lab, you will be able to

®  Properly configure a wired Windows system for network and Internet access
®  Properly configure a wireless Windows system for network and Internet access
e  Configure IP information on a non-PC device (in this case, IP cameras)

e  Consider different DNS client configuration options

Lab Materials and Setup

The materials you'll need for this lab are
e A Windows Vista or 7 PC using a wired connection with Internet access

e A Windows Vista or 7 PC using a wireless connection
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®  The Mike Meyers’ CompTIA Network+ Guide to Managing and Troubleshooting Networks textbook

e  Pencil and paper

Getting Down to Business

With any luck at all, this should be the easiest of all the Lab Exercises in this chapter. This is a simple
review of the skills you should already know from previous chapters, culminating in your using those
skills to determine how to configure a device you've probably never encountered before: an IP-based
Point-Tile-Zoom (PTZ) camera.

Step 1 Configure the wired client for Internet access. If the client is set up for DHCP, can you reconfigure
for static IP address, even if it’s just temporary? Where would you get the IP address, subnet mask, and
default gateway information? If the client is currently on the Internet, can you make a subtle miscon-
figuration to make it not work? Give the misconfigured system to a fellow student to see if he or she can
fix the problem.

Step 2 Connect a wireless client to an SSID. If the client was already on the wireless network, delete
the profile in the wireless client and start from the beginning.

Step 3 If you have access to a WAP, create an SSID and have the client connect. Then, without changing
the SSID, change the encryption. What do you need to do to get the client to connect successfully?

Step 4 Assume for a moment that you're having DNS problems. Go online and find some public DNS
servers to use in your DNS settings. What are two of the popular Google public DNS server IP addresses?

Step 5 Go online and determine how to configure the AXIS 214 PTZ cameras to use valid IP information
for your network ID. Do you need special software, or can you use a Web browser? What is the default IP
address for these cameras? Can these cameras act as DHCP clients? After the cameras are running, how
do you see what they see: a special application or your Web browser? What would you do so that your
friend can see these cameras on any computer in her home?




Lab Analysis 413

Lab Analysis

1. Bill wants to create a SOHO network in an old warehouse space that’s been completely gutted. How
would his network needs differ from those of your friend’s townhouse SOHO network?

2. Bill's warehouse needs the Internet! Assuming the warehouse is located right next door to you, what
would you recommend he use? What if you learned that he planned to start a video production
business in the space, creating high-definition instructional videos designed for posting to YouTube?

How would your recommendation change?

3. Bill wants two creative teams working in two separate wireless network spaces in his warehouse
during the video shooting times. (After the shoot, everybody will be on the same wired network.)
Can he create two wireless networks in essentially a single physical space? What steps would you
recommend (if it's possible) for the wireless setup? Rather than setting up two ad hoc networks,
could he somehow connect the two wireless networks in infrastructure mode to the wired network
and get Internet access through his default gateway? Explain.

4. Bill's video production company is part of a larger network of companies that want to coordinate
the videos produced to optimize training options and reduce any overlap. Bill anticipates a lot of
VoIP and video conferencing via Skype between the various companies, but he’s worried that the
video uploads are going to cause the video and voice chatting to suffer. What's your recommendation?

5.  Bill notices that his network tech has systematically added manual DNS settings for the gateway
and a few key machines, rather than letting DHCP do the serving. Explain to Bill the relative merits
of using manual DNS settings, such as Google's public DNS.
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Key Term Quiz

Use the vocabulary terms from the list below to complete the sentences that follow. Not all of the terms
will be used.

8o2.11g network diagram

8o2.11n network map

ad hoc mode peripheral

Extended Service Set (ESS) Power over Ethernet (PoE)
infrastructure mode quality of service (QoS)

lights-out management (LOM) security

list of requirements Wi-Fi Protected Access (WPA)

main distribution frame Wi-Fi Protected Access 2 (WPA2)
network design Wired Equivalent Privacy (WEP)

1. The in a building stores the demarc, telephone cross-connects, and LAN

cross-connects.

2. If given the choice of all three wireless encryption options, always go with

over , and never use

3. A(n) is a highly detailed illustration of a network, down to individual com-
puters. It will show IP addresses, ports, protocols, and more.

4. You can use to connect several wireless nodes without the need for a WAP.

5. Configuring on a router or managed switch enables you to prioritize specific

types of network traffic.
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Similar to the discussion back in Chapter 4 concerning the “art of making
cables,” the skills and processes you will need to learn and refine to troubleshoot
networks are also referred to as an “art.” The art of troubleshooting can be diffi-
cult to master. In order to hone your skills, you need to familiarize yourself with
the terms and processes and to practice with the many network troubleshooting
tools available (both hardware and software).

In the following Lab Exercises, you'll examine the different hardware and
software tools that are used to help troubleshoot network problems. You will also
take time to identify some useful troubleshooting questions that you would ask a
user in a troubleshooting situation to help you identify the problem. The Comp-
TIA Network+ exam expects you to be familiar with the different troubleshooting
tools used by network professionals—so put some time into these Lab Exercises,
and don't forget to reference Chapter 20 in the Mike Meyers’ CompTIA Network+ Guide
to Managing and Troubleshooting Networks textbook.

b 20 MINUTES

Lab Exercise 20.01: Identifying Hardware
Troubleshooting Tools

When troubleshooting network problems, you will utilize hardware tools to help identify physical issues
with the network. The hardware tools will help you identify and correct problems with the physical
components of the network, such as network cabling, connectors, and physical connectivity. You will
start your study of troubleshooting techniques with a review of the popular tools available to diagnose
and correct problems with the physical components of the network.

Learning Objectives
When you have completed this lab, you will be able to

e  Identify the various tools used to work with the physical components of a network

e  Contrast and compare the different tools you would use to troubleshoot the physical network
versus the tools you would use to assemble and repair the physical components of the network
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Lab Materials and Setup

The materials you'll need for this lab are
e  Pencil and paper
e  The Mike Meyers’ CompTIA Network+ Guide to Managing and Troubleshooting Networks textbook

e A PC with access to the Internet for research

Getting Down to Business

Lee, one of the other network techs at ITCF, is helping one of his friends outside of work with a small
office upgrade. They are upgrading the old cabling to CAT 6 and running a piece of fiber-optic cable
between two buildings. Lee invites you to tag along for the experience. He recommends that you put
together a list of some of the tools you should have on hand and asks you to review the function of each

of the tools.

Step 1 In the following mix-and-match exercise, identify the description that corresponds with each

hardware tool by recording the correct letter.

Tool Description

A. Time domain reflectometer (TDR)
B. Butt set

C. Protocol analyzer

D. Certifier

E. Temperature monitor

F. Multimeter

G. Punchdown tool

H. Cable tester

L. Toner probe

J. Optical time domain reflectometer

K. Wire stripper

L. Crimping tool

Used to capture and analyze network traffic

Can tell you how much voltage is on the line

Removes the insulation from a cable exposing the conductor
Can identify where a break in copper cable is

Places UTP wires into a 66- or 11o-block

Can identify if the cable is handling its rated capacity
Used to firmly connect RJ-45 connectors to CAT cables

Can identify where a break in fiber cable is

Can indicate if there is continuity between the two ends

of a wire

Can tap into a 66- or 110-block to see if a particular line is

working
Can help you locate a particular cable

Can be used to monitor and ensure the temperature level

Step 2 Now, utilizing the Internet, conduct a search for each of the tools listed and provide the name

of one or two popular manufacturers. Make note of whether the tool is primarily an assembly/repair

tool or is typically used to verify/troubleshoot connectivity issues.
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Tool Manufacturer Typical Use

A. Time domain reflectometer (TDR)

B. Butt set

C. Protocol analyzer

D. Certifier

E. Temperature monitor

F. Multimeter

G. Punchdown tool

H. Cable tester

I. Toner probe

J. Optical time domain reflectometer

K. Wire stripper

L. Crimping tool

b 30 MINUTES

Lab Exercise 20.02: Working with a Cable Verifier

When you worked with the physical network back in Chapter 6, you worked with various hardware tools
to troubleshoot network connectivity. Well, the troubleshooting process is important enough, both in
practice and to pass the CompTIA Network+ exam, that you should run through a few more steps related

to troubleshooting network connectivity!

In the previous Lab Exercises, you worked with cable testers, time domain reflectometers, and toner
probes. Now you will use a device that provides a number of these functions from the same unit, dis-
playing information such as a graphical wire map, the length of the cable, distance to fault (if the cable
is damaged), even speed, such as 10/100/1000 Mbps. A number of manufacturers offer models that test
all of these parameters, usually called cable verifiers. Greenlee, JDSU, Paladin, and Fluke all offer models
in the range of USS$400 to $600, some with additional functionality covering voice and video cabling in

addition to data cabling.

Even if you do not have a cable verifier available to you, follow through the Lab Exercise steps to
refresh yourself with the steps to follow when troubleshooting structured cabling connectivity.

Learning Objectives

In this lab, you will go through some basic network connectivity troubleshooting scenarios, so by the

time you complete this lab, you'll be able to

®  Troubleshoot simple physical network connectivity issues



Lab Exercise 20.02: Working with a Cable Verifier 419

Lab Materials and Setup

The materials you'll need for this lab are
e  Multiple lengths of patch cable
e Multiple lengths of crossover cables
®  Various damaged cables or poorly assembled cables
e A PCwith a NIC
® A 10/100/1000 Ethernet switch
® A cable verifier (a Fluke Microscanner2 was used for the Lab Exercise)

e  Pencil and paper

Getting Down to Business

When you're working in a SOHO environment, depending on the size of the organization, the network
design and installation may be handled by the IT department or professional cable installers. Once the
structured cabling is in place, the keystones and the faceplates are fixed to the wall outlets, and the
patch bays are punched down, the network infrastructure can remain stable for years. But what happens
if you start to experience intermittent connectivity on one or two of the runs? Do you immediately call
the cable installers, or do you handle it in-house?

Many SOHO organizations will begin with an in-house assessment of the situation. The seasoned
tech, following the time-honored practice of the troubleshooting process, will begin with the simplest
components first (NICs, patch cables, switches), working toward a solution step by step. When a cable
run is suspected, various tools may be employed to test the cable. An inexpensive cable tester will tell
you if the cable is broken, but that’s about it. A cable verifier will give you additional information such
as the distance to the break or the speed of the connection (10 Mbps, 100 Mbps, or 1000 Mbps). Cable
certifiers, though pricey, will provide advanced features such as measurements for near-end crosstalk
(NEXT) and far-end crosstalk (FEXT).

Maggie has a number of Fluke Microscanner2 cable verifiers. She offers you access to one of them
so you may conduct some experiments with various lengths of patch cable, crossover cables, damaged
cables, and a few switches to see the cable troubleshooting process in action.

v’ Exam Tip

In this Lab Exercise, you will be working with a device referred to as a cable verifier. Cable veri-
fiers are really just devices that combine a few of the useful test tools that you have already
worked with. The cable verifier will check for continuity (cable tester), length of cable or dis-
tance to break (time domain reflectometer [TDR]), and help identify individual cables or ports
with the addition of a probe (toner). When questioned on the CompTIA Network+ certification
exam, you should be careful to respond with the correct tool. Use a cable tester to check for
continuity or connectivity, use a TDR to check the distance to cable breaks, and use a toner and
probe to identify individual cables or ports.
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Step 1 To make this scenario a thorough troubleshooting exercise, you will start by simulating a basic
network run. If this were in a typical office, the computer would plug into an RJ-45 wall jack and the
signal would travel over the cable run through a patch panel to a switch in the MDF or IDF. As you have
done a number of times now, take a patch cable and make a connection between a PC and an Ethernet
switch. Examine the status lights on both the PC's NIC and the switch. Describe what you observe and
what you might deduce from this observation.

Step 2 Gather a few lengths of known-good CAT se or CAT 6 patch cable and your cable verifier. For the
Lab Exercise, a Fluke Microscanner2 cable verifier was used, so some of the tests may not be available
on your model. Connect the cable verifier’s main unit and the detachable wire map adapter to the cable.
Observe the graphical wire map results and the length of cable, and verify connectivity between all
pairs. Record the results of three of the patch cables in the following space:

Patch Cable # 1:

Patch Cable # 2:

Patch Cable # 3:

Step 3 Now, using the crossover cable, connect the cable verifier's main unit and the detachable wire
map adapter to the crossover cable. Observe the graphical wire map results and the length of cable, and
verify connectivity between all pairs. Record the results in the following space:

Crossover Cable:

Step 4 If you have any damaged or improperly assembled cables, they can give this Lab Exercise a real-
world feel. Using the suspect cables, connect the cable verifier’s main unit and the detachable wire map
adapter to the cable. Observe the graphical wire map results and the length of cable, and verify connec-
tivity between all pairs. Record the results of three of the patch cables in the following space:

Patch Cable # 1:

Patch Cable # 2:

Patch Cable # 3:

Step 5 Using one of the known-good patch cables, plug one end into the main unit of the cable verifier
and the other end into a switch. If you have 10-Mbps, 100-Mbps, and 1000-Mbps switches, try all three.
Observe the results on the cable verifier's display. What are the results?
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Step 6 Many advanced switches offer Power over Ethernet (PoE) to provide power to downstream
switches, wireless access points, and digital phone equipment. If you have access to a switch with PoE,
plug a patch cable into the switch and plug the other end into the cable verifier. Did the cable verifier
identify that PoE is available?

b 20 MINUTES

Lab Exercise 20.03: Using Software
Troubleshooting Tools

When troubleshooting network problems, you first check the hardware aspects of the network, for
example, making sure that everything is connected. After verifying that everything is connected, you
then look to the visual indicators, such as the link light on the network card or the “online” light on
the printer. What do you do after verifying that everything is physically in place and appears to be

working?

The next step is to jump into the operating system and use some of the useful commands that you
have learned that allow you to troubleshoot network problems!

Learning Objectives

In this lab, you'll review the different Windows commands that are used to troubleshoot network problems.
At the end of this lab, you will be able to

e  Verify your IP address
e  Verify connectivity to another system
e  Verify that DNS name resolution is working

e  View systems that are connected to you

Lab Materials and Setup

The materials you'll need for this lab are
®  Pencil and paper

e A Windows XP, Windows Vista, or Windows 7 system with Internet connectivity
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Getting Down to Business

Ken calls you over to his desk and appears to be very frustrated. He can’t seem to get on the Internet
and needs you to show him some of the tools he can use to verify network connectivity.

® Cross-Reference

It would be a good idea to review the different troubleshooting utilities presented in Chapter 15
of the Mike Meyers’ CompTIA Network+ Guide to Managing and Troubleshooting Networks textbook before
performing this lab.

You start by verifying the physical network components. You have verified that the network cable is
connected to Ken's system and that the link light is on. You are now ready to verify the configuration of

his system using some of the software tools available in Windows.

Step 1 In the following space, list some of the utilities you might use to troubleshoot the problem.

What are some of the tools that would be available to you if you were working on a Linux machine

such as Ubuntu?

Step 2 You will first verify that the system has an IP address by typing the ipconfig command at a
Windows command prompt. Record the IP configuration information in the following spaces:

IP address:

Subnet mask:

Default gateway:
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=» Note

The ipconfig command can be used by itself to view the connection-specific DNS suffix, link-
local IPv6 address, IPv4 IP address, subnet mask, and default gateway of a system, or you can use
ipconfig /all to display all TCP/IP settings, including your DNS Server address and your sys-
tem'’s physical MAC address.

Step 3 After verifying that the system has an IP address, you will need to verify that the system is
configured for a DNS server. Type the ipconfig /all command and record the following information.

DNS server:

Step 4 Once you have recorded the IP address of the default gateway and DNS server, you will verify
that they are running by using the ping command. Ping the IP address of the default gateway by typing
ping <ip_address of default gateway> and pressing ENTER.

Now ping the IP address of the DNS server by typing ping <ip_ address_of_ DNS_server> and
pressing ENTER. Do you get replies from both systems? (Circle your answers on the following lines.)

Default gateway? Yes No
DNS server? Yes No

Step 5 Along the same lines as the ping utility, another TCP/IP utility that allows you to troubleshoot
connectivity is known as traceroute (tracert). Tracert will allow you to record the number of “hops”
or routers a packet has to pass through to get from a source computer to a destination computer (usually
on a far-removed remote network).

Open a command prompt and type tracert www.comptia.org. This will trace the route from your
computer to the server hosting www.comptia.org. Often, tracert will time out well before reaching the
destination host. This could indicate an actual connectivity problem, but tracert may just be blocked
by firewalls or other security measures.

Open a browser and navigate to www.comptia.org. If you are able to open the Web site, there are no
connectivity problems between your computer and the CompTIA Web site.

Record a few of the hops in the following space.



http://www.comptia.org
http://www.comptia.org
http://www.comptia.org

424  Chapter 20: Network Troubleshooting

Step 6 Next you will use the nslookup command to troubleshoot DNS. To find out the IP address of
the Web site for google.com, type nslookup www.google.com. Record the IP address of the Web site
in the following space (record multiple addresses if there is more than one). See Figure 20-1.

B Administrator CAMFndowsh System32iemd. exe EI@

opyright <c> 2889 Microsoft Corporation. All rights reserved. .

sWindowsssystem32 >nslookup www . google.com L4
erver: Wireless_Broadband_Router.home
ddress: 192.168.1.1

on—authoritative answer:
ame = wuww.l.google.com
ddresses: 72.14.284.147
72.14.284.184
72.14.284.185
72.14.284.183
72.14.284.9%
liases: uwww.google.com

4| 11 3

Ficure 20-1 Output of the nslookup command with www.google.com

Step 7 Now you will try to find out the mail servers for google.com using the nslookup utility. Type
the following commands to find out the e-mail server for Google.
nslookup

set type=mx
google.com

Your results should resemble those shown in Figure 20-2. MX records in DNS are used to refer to the

mail exchange servers for a company.

B Administrator: CAWindowshSystem32hemd.exe - nslookup EI@

sUWindowsN\systemd2 >nslookup o
efault Server: Wireless_Broadband_Router.home
ddress= 192.168.1.1

> zet type=mx —
> google.com

erver: Wireless_ Broadband_Router.home

ddress= 192.168.1.1

on—authoritative ansuer:

oogle.com MY preference = 48, mail exchanger = alt3.aspmx.l.google.com
oogle.com MR preference = 58, mail exchanger = alt4.aspmx.l.google.com
oogle.com ME preference = 18, mail exchanger = aspmx.l.google.com
oogle.com MY preference = 38. mail exchanger = alt2.aspmx.l.google.com
oogle.com ME preference = 28, mail exchanger = altl.aspmx.l.google.com
spmx.1l.google.com internet address 74.125.115.26

74_125.79.27
209 _85.2292.26
74.125.39.26

1t2 .aspmx.l.google.com internet address
1tl.aspmx.l.google.com internet address
1t3 .aspmx.l.google.com internet address

-
4 T | +

Ficure 20-2 A list of mail exchange (MX) records for google.com


http://www.google.com
http://www.google.com
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Record the mail server settings in the following space:

=> Note

The nslookup command is used to troubleshoot DNS-related issues. It can be used the way it is
presented in the previous step, or you can use it to resolve a single host address to IP address by

typing nslookup www.totalsem.com.

Step 8 You have shown Ken how to verify the TCP/IP settings with the ipconfig command and how
to verify connectivity with the ping command. You have also verified that he can communicate with
the DNS server using the nslookup command. Next you will show Ken how to use commands to see the
active connections to the system. Open a Web browser and navigate to www.totalsem.com.

Step 9 Now open a command prompt and type netstat -n and press ENTER. The netstat command is
used to display current connections, including both connections you initiate and connections initiated

by someone else!

In the netstat output, record the line of information that is related to your connection to the Total
Seminars Web site. Identify what each column in the output is used for. See Figure 20-3.

B Adrministrator: CAWindows\ Systern 3hemd.exe EI [
E:\Windows\system32)netstat -n ~
ctive Connections

Proto Local Address Foreign Address State

TCP 192.168.1.3:2891 216.4@A.231.195:88 ESTABLISHED

TCP 192.168.1.3:2895 72.14.294.23:88 ESTABLISHED

TCP 192.168.1.3:2897 74.125.113.138:88 ESTABLISHED

TCP 192.168.1.3:2898 74.125.113.138:88 ESTABLISHED

TCP 192.168.1.3:2899 66.220.149 .67:88 ESTABLISHED

TCP 192.168.1.3:2980 66.220.142.67:80 ESTABLISHED

TCP 192.168.1.3:2901 96.17.161.155:88 ESTABLISHED

TCP 192.168.1.3:2982 96.17.161.155:88 ESTABLISHED K
C:sUWindowsssystem32> S
< | 1 | b

Ficure 20-3 Output of the netstat -n command after launching the www.totalsem.com Web site
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http://www.totalsem.com
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0 45 MINUTES

Lab Exercise 20.04: Network Mapping and
Port Scanning

With the heightened need for cyber security, maintaining and troubleshooting the various components
that can compromise the network’s security will continue to be the focus of the skilled network tech-
nician. Nmap (Network Mapper) is a wonderful tool that not only allows you to create a virtual map
of the devices on your network but also generates a report listing the host names, MAC addresses, IP
addresses, and all of the open ports for each device.

The Nmap suite of tools also includes Zenmap. Zenmap is a GUI front end and results viewer for
Nmap. It allows you to scan your network, examine the network map, and view some of the detailed
information related to the devices on your network, all from a convenient Windows interface. Zenmap
provides an excellent tool to troubleshoot host names, IP addressing, and firewall configuration.

Learning Objectives

In this lab, you'll install and run Zenmap. When you've completed this lab, you will be able to
e Install and run the Nmap and Zenmap port scanning applications
e  Examine the resultant network map

®  Review the port data generated by the scan

Lab Materials and Setup

The materials you'll need for this lab are

e A PCwith Internet connectivity to download the Nmap and Zenmap installation files or access
to the installation files

e  Pencil and paper
e  Multiple Windows XP, Windows 7, or Ubuntu Linux client machines
° One or two Windows Server 2008 systems

®  The Linksys WRT54GL (or similar) router that was configured in Lab Exercise 9.03 and appro-
priate cabling to connect the small network

Getting Down to Business

Nmap/Zenmap provides an excellent method to create a network map of all of the systems and devices
available on your network. It also provides a detailed report on each of the devices, including operating
systems and host names (when available), MAC addresses, IP addresses, and open port information.
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This information can then be analyzed and used to troubleshoot security holes such as IP addressing

schemes, open ports, and firewall issues.

To generate a more realistic scenario, Maggie recommends you use the machines and devices in the
networking lab to construct a simple network consisting of one or two client systems, one or two serv-
ers, and a wireless router. You can then run Zenmap and use the data to troubleshoot network security.

Take a few moments, build the small network, and then launch Zenmap and commence your explo-

ration!

Step 1 To begin your exploration of your network and the Nmap/Zenmap network mapping tool, you
will first download the installation files from Nmap’s Web site.

a. Go to http://nmap.org and click on the Download hyperlink.

b.  On the download page, scroll down to the Microsoft Windows Binaries section and navigate
to the Latest stable release self-installer and then click the nmap-5.51-setup.exe hyperlink.

c. Download the Nmap executable installation file (the current version at the time of this writ-

ing is 5.51) to your Windows desktop or downloaded files folder.

d. Copy the executable installation file to a flash drive for installation on your networking lab

Windows client machine.

v Tech Tip

To provide a richer experience when using Nmap, Maggie has recommended that you perform
the Lab Exercise on a small closed local area network. Configure two Microsoft Server 2008 sys-
tems (one as the DNS server), two or more clients, and a wireless router (used as a wired switch/
router). Enable the firewalls on all devices. You may choose an IP addressing scheme of your

own or use 192.168.10.0/24 as shown in the figures for this Lab Exercise.

Step 2 On one of the Microsoft client machines, copy the Nmap installation file and use the following

instructions to install Nmap/Zenmap:
a. Launch the Nmap setup program nmap-5.51-setup.exe.
b. Select I Agree on the License Agreement screen.
c.  Verify that all of the components are checked as shown in Figure 20-4, and click Next.
d. Select the destination location (the default location is fine) and click Install.

e. Nmap Setup will now install all of the files needed to configure and run the Nmap/Zenmap
utility. When the installation of the files is complete, click Next.

f.  Create the shortcuts and click Next.

g.  When you're finished, Nmap will be installed on your computer. Click Finish.


http://nmap.org
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T =75 =

Choose Components
Choose which features of Mmap you wank to install,

Check the companents wou want ta install and uncheck the components you don't want ko
install, Click Mext to continue.

Description

. = Fosition your mouse
egister Nmap Path over @ component ta

WinPcap 4.1.2 see its description,
Metwork Performance Imp
Zenmap (GUI Frontend)

Mcat {Modern MNetcat rein
Mdiff (Scan camparisan kol
Mping (Packet generator)

4 n 2

Select components ko install;

Space required: 55,5ME

Mullsoft Install Syskem 2,45

[ < Back ][ fext = ][ Cancel ]

Ficure 20-4 Choosing components such as Nmap Core Files and Zenmap (GUI front end)

Step 3 Now launch the Nmap - Zenmap application. In the Target dialog box, type the Network
ID of the IP address and an “*” for the Host ID, such as 192.168.10.%. This will scan all hosts on the
192.168.10.0/24 network. Click Scan to begin the process, as shown in Figure 20-5.

~io Fenmap EI

Scan Tools  Profile  Help

Target: | 192.168.10.% |Z| Profile: | Intense scan E

Command: | nmap -T4 -4 -0 192,168,10.

‘ Hasts l Services Mrmap Cutput | Parts / Hostsl Topologyl Hast Detailsl Scansl
0% ¢ Host i .nmap -T4-4 -, 192,168.10.% EI Details

Cancel

Starting Mmap 5.51 { http://nmap.org } at 2011-11-23 .;,
19:19 Eastern Standard Time
NSE: Loaded 57 scripts for scanning.
Initiating Ping Scan at 18:1%
’ E ] Scanning 256 hosts [4 portsshost] -

Ficure 20-5 Beginning the network scan with the Zenmap GUI for Nmap

Step 4 After the scan of your network completes, you should have a list of devices (depending on how
many systems you have running) and a large amount of data (scanned addresses, scanned ports, operating
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system types, and so on). When the scan completes, click the Topology tab and then click the Fisheye
tab. Your display should look similar to the network map shown in Figure 20-6.

2= Zenmap !E

Scan  Tools  Profile  Help

Target: I 192.168.10.* = | Praofile: IIntense sCan e | Scan | Carnicel |
Command: [nmap T4 -A -v 192.168.10,%

I Hosts Services | Mrnap Oukput |P0rts [/ Hosts  Topology |Host Details IScans |

05 |Host - | Hosts Wigwer I Fisheve Controls | Save Eraphic |

& 192168101

< 192,168.10,12
W 192.168.10.77
W
-

192.165.10.253

192.168.10.254

192.165.10.254

(O 192.168.10.253

192.168.10.1

192.168.10.77

Fisheye on ring II.DD ﬂ _L_ with interest Fackor |2.DD ::I and spread Factor ID.SD ﬂ

Filker Hosts |

Ficure 20-6 Zenmap-generated network map of the ITCF networking lab setup

Using the detailed information discovered during the Nmap/Zenmap scan of your network, record
the device names and IP addresses of the various systems in the following space.
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Step 5 Next, select one of the remote Windows systems (either a Windows 7 client or a Windows Server
2008 machine that you are not running Nmap/Zenmap from). This will be the Target machine for the
port scans. Configure the firewall to block all incoming connections as follows:

a. Open the Windows Firewall configuration utility by selecting Start | Control Panel | Windows
Firewall.

b. Select Turn Windows Firewall on or off from the menu items listed on the left-hand side of
the window.

c.  Confirm that the Windows Firewall is turned on for both private and public network locations.
Check the box Block all incoming connections, including those in the list of allowed pro-
grams, as shown in Figure 20-7.

mﬂﬂ <« Win... » Customize Set.. - |¢,.| | 5

Customize settings for each type of network

You can modify the firewall settings for each type of network location that you use.

What are network locations?
Hoeme or werk (private) network location settings
@ @ Turn on Windows Firewall
Elock all incoming connections, including these in the list of allowed pregrams
Motify me when Windows Firewall blocks a new program
@ () Turn off Windows Firewall (not recommended)
Public network location settings
@ @ Turn on Windows Firewall
Block all incoming connections, including those in the list of allowed programs

Metify me when Windows Firewall blocks a new program

@ () Turn off Windows Firewall (not recommended)

Ficure 20-7 Windows Firewall configuration utility
Step 6 Now, to scan the specific Windows machine you configured in Step 5 (the target machine), open
Nmap/Zenmap on another machine on the same network and complete the following steps:

a. Enter the IP address for the machine that you just configured into the Target dialog box.

b.  Click on the Scan button and let the scan complete.
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c.  Select the Host Details tab and record the following information:

Operating System Icon:

Open Ports:

Filtered Ports:

Closed Ports:

Security Icon:

v/ Hint

The Zenmap GUI front end includes a number of icons to indicate which operating system is
installed on the system that has been scanned. Zenmap also includes icons that indicate the
status of the security of the system based on the number of open ports. A full list of the icons
along with additional information can be found in the Zenmap GUI Users’ Guide. This guide can be
found at http://nmap.org/book/zenmap-results.html#zenmap-tab-topology.

The following list is a simple description of the security icons:

Safe Icon: 0-2 open ports
Chest Icon: 3—4 open ports
Open Box Icon: 5—6 open ports
Swiss Cheese Icon: 7—-8 open ports
Bomb Icon: 9 Oor more open ports

Step 7 Now, on the Windows target machine, uncheck the box for Block all incoming connections,
including those in the list of allowed programs to open some of the ports. Scan the target machine

again and record the results as follows:

Operating System Icon:

Open Ports:

Filtered Ports:

Closed Ports:

Security Icon:


http://nmap.org/book/zenmap-results.html#zenmap-tab-topology
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& Fenmap

- .-

nmap -T4 -4 -+ 192.168.10.12

Ficure 20-8 Zenmap Host details after the scan of a Windows 7 machine
with the Windows Firewall enabled

How do your results compare to those shown in Figure 20-8?

Step 8 To complete your exploration of port scanning, on the Windows target machine, completely
disable the Windows Firewall. Scan the target machine again and record the results as follows:

Operating System Icon:

Open Ports:

Filtered Ports:

Closed Ports:

Security Icon:
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How do your results compare to those shown in Figure 20-9?

«0= Fenmap

N .

nmap -T4 -4 -+ 192.168.10.12

e

1921681012

Ficure 20-9 Zenmap Host details after the scan of a Windows 7 machine
with the Windows Firewall disabled

b 20 MINUTES

Lab Exercise 20.05: Identifying the
Troubleshooting Process

When troubleshooting any problem, it is important to have a plan of attack to develop a solution to that
problem. The CompTIA Network+ certification exam objectives set forth a methodology to troubleshoot
networking issues. The Network+ exam expects you to know these steps to troubleshooting network-related
issues. As a network tech, you should not only commit these steps to memory but should work to master
the art of troubleshooting, gradually applying simple to complex techniques to arrive at a solution.
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The key to troubleshooting is to be mentally prepared when a problem arises. As with any skill, the
best way to develop a troubleshooting technique is practice, practice, practice.

Learning Objectives

In this lab, you'll review the troubleshooting process. When you have completed this lab, you will be
able to

e  Identify the steps of the troubleshooting process
®  Describe what each process does

®  Develop a number of basic probing questions

Lab Materials and Setup

The materials you'll need for this lab are
e  The Mike Meyers’ CompTIA Network+ Guide to Managing and Troubleshooting Networks textbook
e A PCwith Internet access for research

e  Pencil and paper

Getting Down to Business

You have now been working with Maggie for a number of months. After watching her troubleshoot
network issues, you would like to know how she seems to be able to fix problems fairly quickly. Maggie
explains that it is one thing to know how to use the hardware and software tools, but it is another thing
to know when to use them. She explains that troubleshooting network issues is like learning to play a
musical instrument—it is much easier if there is a process to follow and you must practice.

¥ Cross-Reference

Before performing this Lab Exercise, re-read the section titled “The Troubleshooting Process” in

Chapter 20 of the Mike Meyers’ CompTIA Network+ Guide to Managing and Troubleshooting Networks textbook.

Step 1 The following is a list of the steps to properly troubleshoot a problem. Place a number beside
each step to indicate the order in which the steps should be performed.

Test the theory to determine cause
Document findings, actions, and outcomes
Identify the problem

Implement the solution or escalate as necessary
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Establish a theory of probable cause
Verify full system functionality and implement preventative measures
Establish a plan of action and identify potential effects

Step 2 You have been asked by CJ to give a brief explanation of each step in the troubleshooting process.
In the space provided, record a brief description of each step in the troubleshooting process.

Step 3 During the “Identify the Problem” phase of the troubleshooting process, you will need to be
prepared with some questions that you can ask users to help identify the problem. In the space provided,
list three or four potential questions you could ask a user after she complains that she does not have

Internet access.

v/ Hint

The troubleshooting process and basic questioning techniques are not unique to the IT industry
or to networking. If you conduct an Internet search, you can augment the basic questions you

may find in the textbook. Search on terms like “basic troubleshooting questions.”
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Lab Analysis

1.

Doug has often used a multimeter to check the voltages of a PC's power supply, especially when a
component is not working. How can Doug use a multimeter to help him troubleshoot network
problems?

Tymere has been studying a number of the command-line utilities used to troubleshoot networks.
She asks if you could briefly describe the difference between the netstat command and the
nbtstat command. Can you provide an example of common switches used with each command?

Cynthia is exploring Linux using an Ubuntu desktop machine. She would like to know what functions
the Linux commands mtr and dig provide.

Joshua is running a monthly security check on the office network. One of the tools he is using is a
port scanner. What is the purpose of a port scanner?

After studying the steps that CompTIA recommends when troubleshooting networks, Trevor wonders
if he will actually apply this technique when he is troubleshooting a real problem. Why is it impor-
tant to know the troubleshooting process?
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Key Term Quiz

Use the vocabulary terms from the list below to complete the sentences that follow. Not all of the terms
will be used.

cable stripper nbtstat

cable tester netstat

certifier Nmap

dig nslookup

DNS ping

hostname port scanner
ifconfig protocol analyzer
ipconfig punchdown tool
multimeter Zenmap

1. is the Linux command to view your TCP/IP settings.

2. FQDNs are resolved to IP addresses using

3. A(n) is responsible for testing a cable to ensure that it can handle its rated
capacity.

4. and are software tools used to query DNS servers.

5. If you want to analyze a remote system for open ports that may allow for security breaches, you

can use a(n)
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6IN4 One of the most popular of all the IPv6 tunnel-
ing standards, and one of only two IPv6 tunneling
protocols that can go through a NAT.

6704 The dominant IPv6 tunneling protocol because
it is the only IPv6 tunnel that doesn’t require a tun-
nel broker. It is generally used to connect two routers
directly because it normally requires a public IPv4
address.

10BASEFL Fiber-optic implementation of Ethernet
that runs at 10 megabits per second (Mbps) using base-
band signaling. Maximum segment length is 2 km.

10BASET An Ethernet LAN designed to run on UTP
cabling. Runs at 10 Mbps and uses baseband signaling.
Maximum length for the cabling between the NIC and
the hub (or the switch, the repeater, and so forth) is
100 m.

10GBASEER/10GBASEEW A 10 GbE standard using
1550-nm single-mode fiber. Maximum cable length up
to 40 km.

10GBASELR/10GBASELW A 10 GbE standard using
1310-nm single-mode fiber. Maximum cable length up
to 10 km.

10GBASESR/10GBASESW A 10 GbE standard using
850-nm multimode fiber. Maximum cable length up
to 300 m.

10GBASET A 10 GbE standard designed to run on CAT
6a UTP cabling. Maximum cable length of 100 m.

10 GIGABIT ETHERNET (10 GBE) Currently (2012) the
fastest Ethernet designation available, with a number
of fiber-optic and copper standards.

100BASEFX An Ethernet LAN designed to run on
fiber-optic cabling. Runs at 100 Mbps and uses base-
band signaling. Maximum cable length is 400 m for
half-duplex and 2 km for full-duplex.

100BASET An Ethernet LAN designed to run on UTP
cabling. Runs at 100 Mbps, uses baseband signaling,
and uses two pairs of wires on CAT 5 or better cabling.

100BASET4 An Ethernet LAN designed to run on
UTP cabling. Runs at 100 Mbps and uses four-pair
CAT 3 or better cabling. Made obsolete by rooBaseT.

100BASETX The technically accurate but little-used
name for 1ooBaseT.

110-PUNCHDOWN BLOCK The most common con-
nection used on the back of an RJ-45 jack and patch
panels.

110-PUNCHDOWN TooOL See Punchdown Tool.

802 COMMITTEE The IEEE committee responsible for
all Ethernet standards.

802.1X A port-authentication network access con-
trol mechanism for networks.

802.3 (ETHERNET) See Ethernet.
802.3AB The IEEE standard for roooBaseT.

802.3z The umbrella IEEE standard for all versions
of Gigabit Ethernet other than 1oooBaseT.

802.11 See IEEE 802.11.

802.11a A wireless standard that operates in the
frequency range of 5 GHz and offers throughput of up
to 54 Mbps.

802.11b The first popular wireless standard, which
operates in the frequency range of 2.4 GHz and offers
throughput of up to 1r Mbps.

802.11g Currently (2012) the wireless standard with
the widest use, 802.11g operates on the 2.4-GHz band
with a maximum throughput of 54 Mbps.

802.11i A wireless standard that added security
features.

802.11n An updated 8o2.11 standard that increases
transfer speeds and adds support for multiple in/mul-
tiple out (MIMO) by using multiple antennas. 802.1n
can operate on either the 2.4- or 5-GHz frequency
band and has a maximum throughput of 400 Mbps.
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802.16 A wireless standard (also known as WiMax) with a
range of up to 30 miles.

1000BASECX A Gigabit Ethernet standard using unique cop-
per cabling, with a 25-m maximum cable distance.

1000BASELX A Gigabit Ethernet standard using single-mode
fiber cabling, with a 220- to 500-m maximum cable distance.

1000BASESX A Gigabit Ethernet standard using multimode
fiber cabling, with a 5s-km maximum cable distance.

1000BASET A Gigabit Ethernet standard using CAT 5e/6 UTP
cabling, with a 100-m maximum cable distance.

1000BASEX An umbrella Gigabit Ethernet standard. Also
known as 802.3z. Comprises all Gigabit standards with the
exception of 10ooBaseT, which is under the 802.3ab standard.

A RECORDS A list of the IP addresses and names of all the
systems on a DNS server domain.

AAA (AUTHENTICATION, AUTHORIZATION, AND ACCOUNT-
ING) See Authentication, Authorization, and Accounting (AAA).

AccepTABLE USE PoLicy A document that defines what a
person may and may not dO on an organization's computers
and networks.

Access CoNTRoL List (ACL) A clearly defined list of per-
missions that specifies what actions an authenticated user
may perform on a shared resource.

AcTIVE DIRECTORY A form of directory service used in
networks with Windows servers. Creates an organization of
related computers that share one or more Windows domains.

ACTIVITY LIGHT An LED on a NIC, hub, or switch that blinks
rapidly to show data transfers over the network.

Ap-Hoc MODE A wireless networking mode where each
node is in direct contact with every other node in a decentral-
ized free-for-all. Ad-hoc mode is similar to the mesh topology.

ADDRESS ResoLuTION PrRoTOCOL (ARP) A protocol in the
TCP/IP suite used with the command-line utility of the same
name to determine the MAC address that corresponds to a
particular IP address.

ADSL (AsYMMETRIC DIGITAL SUBSCRIBER LINE) See Asym-
metric Digital Subscriber Line (ADSL).

ADVANCED ENCRYPTION STANDARD (AES) A block cipher
created in the late 19gos that uses a 128-bit block size and a
128-, 192-, or 256-bit key size. Practically uncrackable.

ADWARE A program that monitors the types of Web sites
you frequent and uses that information to generate targeted
advertisements, usually pop-up windows.

AGGREGATION A router hierarchy in which every router
underneath a higher router always uses a subnet of that
router’s existing routes.

ALGORITHM A set of rules for solving a problem in a given
number of steps.

ANYCAST A method of addressing groups of computers as
though they were a single computer. Anycasting starts by
giving a number of computers (or clusters of computers) the
same IP address. Advanced routers then send incoming pack-
ets to the closest of the computers.

APACHE HTTP SERVER An open-source HTTP server program
that runs on a wide variety of operating systems.

APPLICATION LAYER See Open Systems Interconnection (0SI)
Seven-Layer Model.

APPLICATION LOG Tracks application events, such as when
an application opens or closes. Different types of application
logs record different events.

ARCHIVE BIT An attribute of a file that shows whether the
file has been backed up since the last change. Each time a file
is opened, changed, or saved, the archive bit is turned on.
Some types of backups turn off this archive bit to indicate
that a good backup of the file exists on tape.

AREA ID Address assigned to routers in an OSPF network to
prevent flooding beyond the routers in that particular net-
work. See also Open Shortest Path First (OSPF).

ARPING A command used to discover hosts on a network,
similar to ping, but that relies on ARP rather than ICMP. The
arping command won't cross any routers, so it will only work
within a broadcast domain. See also Address Resolution Proto-
col (ARP) and ping.

AsSET MANAGEMENT Managing each aspect of a network,
from documentation to performance to hardware.

AsYMMETRIC DIGITAL SUBSCRIBER LINE (ADSL) A fully
digital, dedicated connection to the telephone system that
provides download speeds of up to 9 Mbps and upload speeds
of up to 1 Mbps.

ASYMMETRIC-KEY ALGORITHM An encryption method in
which the key used to encrypt a message and the key used to
decrypt it are different, or asymmetrical.



AsYNCHRONOUS TRANSFER MODE (ATM) A network tech-
nology that runs at speeds between 25 and 622 Mbps using
fiber-optic cabling or CAT 5 or better UTP.

ATTENUATION The degradation of signal over distance for a
networking cable.

AUTHENTICATION A process that proves good data traffic
truly came from where it says it originated by verifying the
sending and receiving users and computers.

AUTHENTICATION, AUTHORIZATION, AND ACCOUNTING
(AAA) A security philosophy wherein a computer trying
to connect to a network must first present some form of
credential in order to be authenticated and then must have
limitable permissions within the network. The authenticat-
ing server should also record session information about the
client.

AUTHENTICATION SERVER (AS) In Kerberos, a system that
hands out Ticket-Granting Tickets to clients after compar-
ing the client hash to its own. See also Ticket-Granting Ticket
(TGT).

AUTHORITATIVE DNS SERVERS DNS servers that hold the IP
addresses and names of systems for a particular domain or
domains in special storage areas called forward lookup zones.

AUTHORIZATION A step in the AAA philosophy during which
a client’s permissions are decided upon. See also Authentica-
tion, Authorization, and Accounting (AAA).

AuTomartic PRIVATE IP ADDRESSING (APIPA) A networking
feature in operating systems that enables DHCP clients to
self-configure an IP address and subnet mask automatically
when a DHCP server isn't available.

AuToNOoMOUS SYSTEM (AS) One or more networks that are
governed by a single protocol within that AS, which provides
routing for the Internet backbone.

Back Up To save important data in a secondary location as
a safety precaution against the loss of the primary data.

BAckup DESIGNATED ROUTER (BDR) A second router set to
take over if the designated router fails. See also Designated
Router (DR).

BAckup GENERATOR An onsite generator that provides elec-
tricity if the power utility fails.

BANDWIDTH A piece of the spectrum occupied by some
form of signal, whether it is television, voice, fax data,

and so forth. Signals require a certain size and location of
bandwidth to be transmitted. The higher the bandwidth,
the faster the signal transmission, thus allowing for a more
complex signal such as audio or video. Because bandwidth is

Glossary

a limited space, when one user is occupying it, others must
wait their turn. Bandwidth is also the capacity of a network
to transmit a given amount of data during a given period.

BASEBAND Digital signaling that has only one signal (a sin-
gle signal) on the cable at a time. The signals must be in one
of three states: one, zero, or idle.

BASELINE Static image of a system’s (or network’s) perfor-
mance when all elements are known to be working properly.

Basic NAT A simple form of NAT that translates a comput-
er’s private or internal IP address to a global IP address on a
one-to-one basis.

Basic RATE INTERFACE (BRI) The basic ISDN configuration,
which consists of two B channels (which can carry voice or

data at a rate of 64 Kbps) and one D channel (which carries

setup and configuration information, as well as data, at

16 Kbps).

Basic SERVICE SET (BSS) In wireless networking, a single
access point servicing a given area.

BAsic SERVICE SET IDENTIFIER (BSSID) Naming scheme in
wireless networks.

BAUD One analog cycle on a telephone line.

BAUD RATE The number of bauds per second. In the early
days of telephone data transmission, the baud rate was often
analogous to bits per second. Due to advanced modulation

of baud cycles as well as data compression, this is no longer
true.

BEARER CHANNEL (B CHANNEL) A type of ISDN channel that
carries data and voice information using standard DSo chan-
nels at 64 Kbps.

BioMETRIC DEVICES Devices that scan fingerprints, retinas,
or even the sound of the user’s voice to provide a foolproof
replacement for both passwords and smart devices.

BiT ERROR RATE TeST (BERT) An end-to-end test that veri-
fies a T-carrier connection.

Brock CIPHER An encryption algorithm in which data is
encrypted in “chunks” of a certain length at a time. Popular
in wired networks.

BNC CONNECTOR A connector used for 1oBase2 coaxial
cable. All BNC connectors have to be locked into place by
turning the locking ring go degrees.

BONDING Two or more NICs in a system working together to
act as a single NIC to increase performance.
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BootstrAP PROTOCOL (BOOTP) A component of TCP/IP
that allows computers to discover and receive an IP address
from a DHCP server prior to booting the 0S. Other items
that may be discovered during the BOOTP process are the
IP address of the default gateway for the subnet and the IP
addresses of any name servers.

BoRDER GATEWAY PrOoTOCOL (BGP-4) An exterior gate-
way routing protocol that enables groups of routers to share

routing information so that efficient, loop-free routes can be
established.

BOTNET A group of computers under the control of one
operator, used for malicious purposes.

Bps (BITs PER SECOND) A measurement of how fast data
is moved across a transmission medium. A Gigabit Ethernet
connection moves 1,000,000,000 bps.

BRIDGE A device that connects two networks and passes
traffic between them based only on the node address, so that
traffic between nodes on one network does not appear on the
other network. For example, an Ethernet bridge only looks
at the MAC address. Bridges filter and forward frames based
on MAC addresses and operate at Layer 2 (Data Link layer) of
the OSI seven-layer model.

BRIDGE LOOP A negative situation in which bridging devices
(usually switches) are installed in a loop configuration, caus-
ing frames to loop continuously. Switches using Spanning
Tree Protocol (STP) prevent bridge loops by automatically
turning off looping ports.

BRIDGED CONNECTION An early type of DSL connection that
made the DSL line function the same as if you snapped an
Ethernet cable into your NIC.

BROADBAND Analog signaling that sends multiple signals
over the cable at the same time. The best example of broad-
band signaling is cable television. The zero, one, and idle
states exist on multiple channels on the same cable. See also
Baseband.

BROADCAST A frame or packet addressed to all machines,
almost always limited to a broadcast domain.

BROADCAST ADDRESS The address a NIC attaches to a frame
when it wants every other NIC on the network to read it. In
TCP/IP, the general broadcast address is 255.255.255.255. In
Ethernet, the broadcast MAC address is FF-FF-FF-FF-FF-FF.

BROADCAST DOMAIN A network of computers that will hear
each other’s broadcasts. The older term collision domain is the
same, but rarely used today.

BROADCAST STORM The result of one or more devices send-
ing a nonstop flurry of broadcast frames on the network.

BROWSER A software program specifically designed to
retrieve, interpret, and display Web pages.

BUILDING ENTRANCE Location where all the cables from the
outside world (telephone lines, cables from other buildings,
and so on) come into a building.

Bus TOPOLOGY A network topology that uses a single bus
cable that connects all of the computers in line. Bus topology
networks must be terminated to prevent signal reflection.

BUTT SET Device that can tap into a 66- or 1ro-punchdown
block to see if a particular line is working.

BYTE Eight contiguous bits, the fundamental data unit of
personal computers. Storing the equivalent of one character,
the byte is also the basic unit of measurement for computer
storage. Bytes are counted in powers of two.

CAB FiLEs Short for “cabinet files.” These files are com-
pressed and most commonly used during Microsoft operat-
ing system installation to store many smaller files, such as
device drivers.

CABLE CERTIFIER A very powerful cable testing device used
by professional installers to test the electrical characteristics
of a cable and then generate a certification report, proving
that cable runs pass TIA/EIA standards.

CABLE DROP Location where the cable comes out of the wall
at the workstation location.

CABLE MODEM A bridge device that interconnects the cable
company’s DOCSIS service to the user’s Ethernet network. In
most locations, the cable modem is the demarc.

CABLE STRIPPER Device that enables the creation of UTP
cables.

CABLE TESTER A generic name for a device that tests cables.
Some common tests are continuity, electrical shorts, crossed
wires, or other electrical characteristics.

CABLE TRAY A device for organizing cable runs in a drop
ceiling.

CACHE A special area of RAM that stores frequently accessed
data. In a network there are a number of applications that
take advantage of cache in some way.

CACHE-ONLY DNS SerVERs (CACHING-ONLY DNS
SERVERS) DNS servers that do not have any forward lookup
zones. They resolve names of systems on the Internet for the
network, but are not responsible for telling other DNS servers
the names of any clients.



CACHED LookuP The list kept by a DNS server of IP
addresses it has already resolved, so it won't have to re-
resolve an FQDN it has already checked.

CACHING ENGINE A server dedicated to storing cache infor-
mation on your network. These servers can reduce overall
network traffic dramatically.

CaNoNicAL NAME (CNAME) Less common type of DNS
record that acts as a computer’s alias.

CAPTURING A PRINTER A process by which a printer uses

a local LPT port that connects to a networked printer. This
is usually only done to support older programs that are not
smart enough to know how to print directly to a UNC-named
printer; it's quite rare today.

CARD Generic term for anything that you can snap into an
expansion slot.

CARRIER SENSE MuULTIPLE ACCESS WITH COLLISION AvOID-
ANCE (CSMA/CA) See CSMA/CA (Carrier Sense Multiple
Access with Collision Avoidance).

CARRIER SENSE MuULTIPLE ACCESS WITH COLLISION DETEC-
TION (CSMA/CD) See CSMA/CD (Carrier Sense Multiple
Access with Collision Detection).

CAT 3 Category 3 wire, a TIA/EIA standard for UTP wiring
that can operate at up to 16 Mbps.

CAT 4 Category 4 wire, a TIA/EIA standard for UTP wiring
that can operate at up to 20 Mbps. This wire is not widely
used, except in older Token Ring networks.

CAT 5 Category 5 wire, a TIA/EIA standard for UTP wiring
that can operate at up to 100 Mbps.

CAT 5E Category se wire, a TIA/EIA standard for UTP wir-
ing with improved support for 100 Mbps using two pairs and
support for 1ooo Mbps using four pairs.

CAT 6 Category 6 wire, a TIA/EIA standard for UTP wiring
with improved support for 1000 Mbps.

CATEGORY (CAT) RATING A grade assigned to cable to help
network installers get the right cable for the right network
technology. CAT ratings are officially rated in megahertz
(MHz), indicating the highest-frequency bandwidth the cable
can handle.

CCITT (ComiTE CONSUTATIF INTERNATIONALE TELEPHO-
NIQUE ET TELEGRAPHIQUE) European standards body that
established the V standards for modems.

CENTRAL OFFICE Building that houses local exchanges and a
location where individual voice circuits come together.

Glossary

CERTIFICATE A public encryption key signed with the digital
signature from a trusted third party called a certificate author-
ity (CA). This key serves to validate the identity of its holder
when that person or company sends data to other parties.

CERTIFIER A device that tests a cable to ensure that it can
handle its rated amount of capacity.

CHALLENGE HANDSHAKE AUTHENTICATION PROTOCOL
(CHAP) A remote access authentication protocol. It has the
serving system challenge the remote client, which must pro-
vide an encrypted password.

CHANGE MANAGEMENT DOCUMENTATION A set of docu-
ments that defines procedures for changes to the network.

CHANNEL A portion of the wireless spectrum on which a par-
ticular wireless network operates. Setting wireless networks
to different channels enables separation of the networks.

CHANNEL BONDING Wireless technology that enables WAPs
to use two channels for transmission.

CHANNEL SERVICE UNIT/DIGITAL SERVICE UNIT (CSU/
DSU) See CSU/DSU (Channel Service Unit/Data Service
Unit).

CHAT A multiparty, real-time text conversation. The Inter-
net’s most popular version is known as Internet Relay Chat
(IRC), which many groups use to converse in real time with
each other.

CHECKSUM A simple error-detection method that adds a
numerical value to each data packet, based on the number of
data bits in the packet. The receiving node applies the same
formula to the data and verifies that the numerical value is
the same; if not, the data has been corrupted and must be
re-sent.

CIPHER A series of complex and hard-to-reverse mathematics
run on a string of ones and zeroes in order to make a new set
of seemingly meaningless ones and zeroes.

CIPHERTEXT The output when cleartext is run through a cipher
algorithm using a key.

CIRCUIT SWITCHING The process for connecting two phones
together on one circuit.

Cisco 10S Cisco's proprietary operating system.

CLADDING The part of a fiber-optic cable that makes the
light reflect down the fiber.

CLASS LICENSE Contiguous chunk of IP addresses passed out
by the Internet Assigned Numbers Authority (IANA).
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CLAssLESS INTER-DoMAIN ROUTING (CIDR) Method of
categorizing IP addresses in order to distribute them. See also
Subnetting.

CLASSLESS SUBNET A subnet that does not fall into the com-
mon categories such as Class A, Class B, and Class C.

CLEARTEXT See Plaintext.

CLIENT A computer program that uses the services of
another computer program; software that extracts informa-
tion from a server. Your autodial phone is a client, and the
phone company is its server. Also, a machine that accesses
shared resources on a server.

CLIENT-TO-SITE A type of VPN connection where a single
computer logs into a remote network and becomes, for all
intents and purposes, a member of that network.

CLIENT/SERVER A relationship in which client software
obtains services from a server on behalf of a user.

CLIENT/SERVER APPLICATION An application that performs
some or all of its processing on an application server rather
than on the client. The client usually only receives the result
of the processing.

CLIENT/SERVER NETWORK A network that has dedicated
server machines and client machines.

CLoup COMPUTING Using the Internet to store files and
run applications. For example, Google Documents is a cloud
computing application that enables you to run productivity
applications over the Internet from your Web browser.

CoaxiAL CABLE A type of cable that contains a central con-
ductor wire surrounded by an insulating material, which

in turn is surrounded by a braided metal shield. It is called
coaxial because the center wire and the braided metal shield
share a common axis or centerline.

CoLLISION The result of two nodes transmitting at the same
time on a multiple access network such as Ethernet. Both
frames may be lost or partial frames may result.

CoLLISION DOMAIN See Broadcast Domain.

CoLLISION LIGHT A light on some older NICs that flickers
when a network collision is detected.

COMMAND A request, typed from a terminal or embedded
in a file, to perform an operation or to execute a particular
program.

CommoN INTERNET FiLe SysTEm (CIFS) The protocol that
NetBIOS used to share folders and printers. Still very com-
mon, even on UNIX/Linux systems.

COMPATIBILITY ISSUE When different pieces of hardware or
software don't work together correctly.

COMPLETE ALGORITHM A cipher and the methods used to
implement that cipher.

CONCENTRATOR A device that brings together at a common
center connections to a particular kind of network (such as
Ethernet) and implements that network internally.

CONFIGURATION MANAGEMENT A set of documents, policies,
and procedures designed to help you maintain and update
your network in a logical, orderly fashion.

CONFIGURATION MANAGEMENT DOCUMENTATION Docu-
ments that define the configuration of a network. These
would include wiring diagrams, network diagrams, baselines,
and policy/procedure/configuration documentation.

CONFIGURATIONS The settings stored in devices that define
how they are to operate.

CONNECTION A term used to refer to communication
between two computers.

CONNECTION-ORIENTED COMMUNICATION A protocol that
establishes a connection between two hosts before transmit-
ting data and verifies receipt before closing the connection
between the hosts. TCP is an example of a connection-ori-
ented protocol.

CONNECTIONLESS COMMUNICATION A protocol that does not
establish and verify a connection between the hosts before
sending data; it just sends the data and hopes for the best.
This is faster than connection-oriented protocols. UDP is an
example of a connectionless protocol.

CONTENT SWITCH Advanced networking device that works
at least at Layer 7 (Application layer) and hides servers
behind a single IP.

CONTINUITY The physical connection of wires in a network.

CONTINUITY TESTER Inexpensive network tester that can
only test for continuity on a line.

CONVERGENCE Point at which the routing tables for all rout-
ers in a network are updated.

Cory BACKUP A type of backup similar to Normal or Full,
in that all selected files on a system are backed up. This type
of backup does not change the archive bit of the files being
backed up.

CoRE The central glass of the fiber-optic cable that carries
the light signal.



CoST Routers can use a connection’s monetary cost when
determining a route’s metric.

COUNTER A predefined event that is recorded to a log file.

CRC (CycLic REDUNDANCY CHECK) A mathematical
method that is used to check for errors in long streams of
transmitted data with high accuracy. Before data is sent, the
main computer uses the data to calculate a CRC value from
the data’s contents. If the receiver calculates a different CRC
value from the received data, the data was corrupted during
transmission and is re-sent. Ethernet frames have a CRC code.

CRIMPER Also called a crimping tool, the tool used to secure a
crimp (or an RJ-45 connector) onto the end of a cable.

CROSS-PLATFORM SUPPORT Standards created to enable
terminals (and now operating systems) from different com-
panies to interact with one another.

CROSSOVER CABLE A special UTP cable used to interconnect
hubs/switches or to connect network cards without a hub/
switch. Crossover cables reverse the sending and receiving
wire pairs from one end to the other.

CROSSOVER PORT Special port in a hub that crosses the
sending and receiving wires, thus removing the need for a
crossover cable to connect the hubs.

CROSSTALK Electrical signal interference between two cables
that are in close proximity to each other.

CSMA/CA (CARRIER SENSE MuLTIPLE ACCESS WITH CoL-
LISION AVOIDANCE) Access method used mainly on wireless
networks. Before hosts send out data, they send out a signal
that checks to make sure the network is free of other signals.
If data is detected on the channel, the hosts wait a random
time period before trying again. If the channel is free, the
data is sent out.

CSMA/CD (CARRIER SENSE MuLTIPLE ACCESS WITH CoL-
LISION DETECTION) Access method that Ethernet systems use
in LAN technologies, enabling frames of data to flow through
the network and ultimately reach address locations. Known
as a contention protocol, hosts on CSMA/CD networks send out
data without checking to see if the wire is free first. If a colli-
sion occurs, then both hosts wait a random time period before
retransmitting the data.

CSU/DSU (CHANNEL SERVICE UNIT/DATA SERVICE UNIT) A
piece of equipment that connects a T-carrier leased line from
the telephone company to a customer’s equipment (such as

a router). It performs line encoding and conditioning func-
tions, and it often has a loopback function for testing.
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DaAiLy BAckuUP Also called a daily copy backup, makes a copy of
all files that have been changed on that day without changing
the archive bits of those files.

DAISY-CHAIN A method of connecting together several
devices along a bus and managing the signals for each device.

DATA BACKUP The process of creating extra copies of data to
be used in case the primary data source fails.

DATA ENCRYPTION STANDARD (DES) A symmetric-key algo-
rithm developed by the U.S. government in the 1970s and
formerly in use in a variety of TCP/IP applications. DES used
a 64-bit block and a 56-bit key. Over time, the 56-bit key made
DES susceptible to brute-force attacks.

DATA LINK LAYER See Open Systems Interconnection (0OSI)
Seven-Layer Model.

DATA OVER CABLE SERVICE INTERFACE SPECIFICATION
(DOCSIS) The unique protocol used by cable modem net-

works.

DATAGRAM A connectionless transfer unit created with User
Datagram Protocol designed for quick transfers over a packet-
switched network.

DeciBeL (DB) A measurement of the quality of a signal.

DepICATED CIRCUIT A circuit that runs from a breaker box
to specific outlets.

DEDICATED LINE A telephone line that is an always open, or
connected, circuit. Dedicated telephone lines usually do not
have telephone numbers.

DEDICATED SERVER A machine that does not use any client
functions, only server functions.

DEFAULT A software function or operation that occurs auto-
matically unless the user specifies something else.

DEeFAULT GATEWAY In a TCP/IP network, the IP address of
the router that interconnects the LAN to a wider network,
usually the Internet. This router’s IP address is part of the
necessary TCP/IP configuration for communicating with mul-
tiple networks using IP.

DeLtA CHANNEL (D CHANNEL) A type of ISDN line that
transfers data at 16 Kbps.

DEMARC A device that marks the dividing line of respon-
sibility for the functioning of a network between internal
users and upstream service providers.

DEMARC EXTENSION Any cabling that runs from the network
interface to whatever box is used by the customer as a demarc.
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DEeMILITARIZED ZONE (DMZ) A lightly protected or unpro-
tected subnet network positioned between an outer firewall
and an organization’s highly protected internal network.
DMZs are used mainly to host public address servers (such as
Web servers).

DEeNIAL OF SERVICE (DOS) ATTACK An attack that floods
a networked server with so many requests that it becomes
overwhelmed and ceases functioning.

DESIGNATED ROUTER (DR) The main router in an OSPF net-
work that relays information to all other routers in the area.

DESTINATION PORT A fixed, predetermined number that
defines the function or session type in a TCP/IP network.

Device DRIVER A subprogram to control communications
between the computer and some peripheral hardware.

Device ID The last six digits of a MAC address, identifying
the manufacturer’s unique serial number for that NIC.

DHCP LEASE Created by the DHCP server to allow a system
requesting DHCP IP information to use that information for
a certain amount of time.

DHCP ScoPEe The pool of IP addresses that a DHCP server
may allocate to clients requesting IP addresses or other IP
information like DNS server addresses.

DiAL-UP LINES Telephone lines with telephone numbers;
they must dial to make a connection, as opposed to a dedi-
cated line.

DIFFERENTIAL BACKUP Similar to an incremental backup in
that it backs up the files that have been changed since the
last backup. This type of backup does not change the state of
the archive bit.

DIG (DomAIN INFORMATION GROPER) See Domain Informa-
tion Groper.

DIGITAL SIGNATURE A string of characters, created from a
private encryption key, that verifies a sender’s identity to
those who receive encrypted data or messages.

DiGITAL SuBsCRIBER LINE (DSL) A high-speed Internet con-
nection technology that uses a regular telephone line for
connectivity. DSL comes in several varieties, including Asym-
metric (ADSL) and Symmetric (SDSL), and many speeds. Typi-
cal home-user DSL connections are ADSL with a download
speed of up to 9 Mbps and an upload speed of up to 1 Kbps.

DIPOLE ANTENNA The standard straight-wire antenna that
provides most omni-directional function.

DIRecT CURRENT (DC) A type of electric circuit where the
flow of electrons is in a complete circle.

DIRECT-SEQUENCE SPREAD-SPECTRUM (DSSS) A spread-
spectrum broadcasting method defined in the 8o2.11 standard
that sends data out on different frequencies at the same
time.

DIRECTIONAL ANTENNA An antenna that focuses its signal
into a beam of sorts.

DiscreTIONARY Access CONTROL (DAC) Authoriza-
tion method based on the idea that there is an owner of a
resource who may at his or her discretion assign access to
that resource. DAC is considered much more flexible than
MAC.

Disk MIRRORING Process by which data is written simul-
taneously to two or more disk drives. Read and write speed
is decreased, but redundancy, in case of catastrophe, is
increased. Also known as RAID level 1. See also Duplexing.

Disk STRIPING Process by which data is spread among multi-
ple (at least two) drives. It increases speed for both reads and
writes of data, but provides no fault tolerance. Also known
as RAID level o.

Disk STRIPING WITH PARITY Process by which data is spread
among multiple (at least three) drives, with parity informa-
tion as well to provide fault tolerance. The most commonly
implemented type is RAID 5, where the data and parity infor-
mation is spread across three or more drives.

DisPERSION Diffusion over distance of light propagating
down fiber cable.

DISTANCE VECTOR Set of routing protocols that calculates
the total cost to get to a particular network ID and compares
that cost to the total cost of all the other routes to get to that
same network ID.

DisTriIBUTED COORDINATION FuncTiON (DCF) One of two
methods of collision avoidance defined by the 802.11 standard
and the only one currently implemented. DCF specifies strict
rules for sending data onto the network media.

DisTRIBUTED DENIAL OF SERVICE (DDOS) ATTACK A DoS
attack that uses multiple (as in hundreds or up to hundreds
of thousands) of computers under the control of a single
operator to conduct a devastating attack.

DLL (Dynamic LiNk LIBRARY) A file of executable functions
or data that can be used by a Windows application. Typically,
a DLL provides one or more particular functions, and a pro-
gram accesses the functions by creating links to the DLL.



DNS DOMAIN A specific branch of the DNS name space.
First-level DNS domains include .com, .gov, and .edu.

DNS REesOLVER CACHE A cache used by Windows DNS cli-
ents to keep track of DNS information.

DNS RoOT SERVERS The highest in the hierarchy of DNS
servers running the Internet.

DNS SERVER A system that runs a special DNS server program.

DNS TRee A hierarchy of DNS domains and individual com-
puter names organized into a tree-like structure, the top of
which is the root.

DOCUMENT A medium and the data recorded on it for human
use; for example, a report sheet or book. By extension, any
record that has permanence and that can be read by a human
or a machine.

DOCUMENTATION A collection of organized documents or
the information recorded in documents. Also, instructional
material specifying the inputs, operations, and outputs of a
computer program or system.

DOMAIN A term used to describe a grouping of users, com-
puters, and/or networks. In Microsoft networking, a domain
is a group of computers and users that shares a common
account database and a common security policy. For the
Internet, a domain is a group of computers that shares a
common element in their DNS hierarchical name.

DoMAIN CONTROLLER A Microsoft Windows Server system
specifically configured to store user and server account infor-
mation for its domain. Often abbreviated as “DC.” Windows
domain controllers store all account and security informa-
tion in the Active Directory directory service.

DoMAIN INFORMATION GROPER (dig) Command-line tool in
non-Windows systems used to diagnose DNS problems.

DomaIN NAME SysTEM (DNS) A TCP/IP name resolution
system that resolves host names to IP addresses.

DoMAIN Users AND GROUPS Users and groups that are
defined across an entire network domain.

DoT1Tep DeciMAL NOTATION Shorthand method for discuss-
ing and configuring binary IP addresses.

DOWNLOAD The transfer of information from a remote com-
puter system to the user’s system. Opposite of upload.

DRIVE DUPLEXING See Duplexing.
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DRIVE MIRRORING The process of writing identical data to
two hard drives on the same controller at the same time to
provide data redundancy.

DSO The digital signal rate created by converting analog
sound into 8-bit chunks 8ooo times a second, with a data
stream of 64 Kbps. This is the simplest data stream (and the
slowest rate) of the digital part of the phone system.

DS1 The signaling method used by T1 lines, which uses a
relatively simple frame consisting of 25 pieces: a framing bit
and 24 channels. Each DS channel holds a single 8-bit DSo
data sample. The framing bit and data channels combine to
make 193 bits per DS1 frame. These frames are transmitted
8ooo times/sec, making a total throughput of 1.544 Mbps.

DSL Access MuULTIPLEXER (DSLAM) A device located in a
telephone company’s central office that connects multiple
customers to the Internet.

DSL MoDEM A device that enables customers to connect
to the Internet using a DSL connection. A DSL modem isn’t
really a modem—it’s more like an ISDN terminal adapter—
but the term stuck, and even the manufacturers of the
devices now call them DSL modems.

DSP (DIGITAL SIGNAL PROCESSOR) A specialized micropro-
cessor-like device that processes digital signals at the expense
of other capabilities, much as the floating-point unit (FPU)

is optimized for math functions. DSPs are used in such spe-
cialized hardware as high-speed modems, multimedia sound
cards, MIDI equipment, and real-time video capture and
compression.

DUPLEXING Also called disk duplexing or drive duplexing, similar
to mirroring in that data is written to and read from two
physical drives for fault tolerance. In addition, separate
controllers are used for each drive, for both additional fault
tolerance and additional speed. Considered RAID level 1. See
also Disk Mirroring.

DyYNAMIC ADDRESSING A way for a computer to receive IP
information automatically from a server program. See also
Dynamic Host Configuration Protocol (DHCP).

Dynamic DNS (DDNS) A protocol that enables DNS serv-
ers to get automatic updates of IP addresses of computers in
their forward lookup zones, mainly by talking to the local
DHCP server.

Dynamic HosT CONFIGURATION ProTocoL (DHCP) A
protocol that enables a DHCP server to set TCP/IP settings
automatically for a DHCP client.
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Dynamic LINk LIBRARY (DLL) See DLL (Dynamic Link
Library).

DyNAMIC NAT Type of NAT in which many computers can
share a pool of routable IP addresses that number fewer than
the computers.

DynAmIC PORT NUMBERS Port numbers 49152—65535, recom-
mended by the IANA to be used as ephemeral port numbers.

DYNAMIC ROUTING Process by which routers in an inter-
network automatically exchange information with other
routers. Requires a dynamic routing protocol, such as OSPF
or RIP.

DyYNAMIC ROUTING PROTOCOL A protocol that supports the
building of automatic routing tables, such as OSPF or RIP.

E1 The European counterpart of a Tr connection that carries
32 channels at 64 Kbps for a total of 2.048 Mbps—making it
slightly faster than a Tr.

E3 The European counterpart of a T3 line that carries 16 E1
lines (512 channels), for a total bandwidth of 34.368 Mbps—
making it a little bit slower than an American T3.

EDGE ROUTER Router that connects one automated system
(AS) to another.

EFFECTIVE PERMISSIONS The permissions of all groups com-
bined in any network operating system.

ELECTRO-MAGNETIC INTERFERENCE (EMI) Interference from
one device to another, resulting in poor performance in the
device's capabilities. This is similar to having static on your
TV while running a hair dryer, or placing two monitors too
close together and getting a “shaky” screen.

E-mAIL (ELECTRONIC MAIL) Messages, usually text, sent
from one person to another via computer. E-mail can also be
sent automatically to a large number of addresses, known as
a mailing list.

E-mAIL CLIENT Program that runs on a computer and
enables you to send, receive, and organize e-mail.

E-MAIL SERVER Also known as mail server, a server that
accepts incoming mail, sorts the mail for recipients into
mailboxes, and sends mail to other servers using SMTP.

EMULATOR Software or hardware that converts the com-
mands to and from the host machine to an entirely different
platform. For example, a program that enables you to run
Nintendo games on your PC.

ENCAPSULATION The process of putting the packets from one
protocol inside the packets of another protocol. An example

of this is TCP/IP encapsulation in Ethernet, which places
TCP/IP packets inside Ethernet frames.

ENCRYPTION A method of securing messages by scrambling
and encoding each packet as it is sent across an unsecured
medium, such as the Internet. Each encryption level pro-
vides multiple standards and options.

ENDPOINT In the TCP/IP world, the session information
stored in RAM. See also Socket.

ENDPOINTS Correct term to use when discussing the data
each computer stores about the connection between two com-
puters’ TCP/IP applications. See also Socket Pairs.

ENHANCED INTERIOR GATEWAY ROUTING PROTOCOL
(EIGRP) Cisco’s proprietary hybrid protocol that has ele-

ments of both distance vector and link state routing.

ENVIRONMENTAL MONITOR Device used in telecommunica-
tions rooms that keeps track of humidity, temperature, and
more.

EPHEMERAL PORT In TCP/IP communication, an arbitrary
number generated by a sending computer that the receiv-
ing computer uses as a destination address when sending a
return packet.

EPHEMERAL PORT NUMBERS See Ephemeral Port.

EQUIPMENT RACK A metal structure used in equipment
rooms to secure network hardware devices and patch panels.
Most racks are 19" wide. Devices designed to fit in such a rack
use a height measurement called units, or simply U.

ESD (ELECTRO-STATIC DISCHARGE) The movement of elec-
trons from one body to another. ESD is a real menace to PCs
because it can cause Permanent damage to Semiconductors.

ETHERNET Name coined by Xerox for the first standard of
network cabling and protocols. Ethernet is based on a bus
topology. The IEEE 802.3 subcommittee defines the current
Ethernet specifications.

EvIL TWIN An attack that lures people into logging into a
rogue access point that looks similar to a legitimate access
point.

EXECUTABLE VIRUSES Viruses that are literally extensions

of executables and that are unable to exist by themselves.
Once an infected executable file is run, the virus loads into
memory, adding copies of itself to other EXEs that are subse-
quently run.

EXTENDED SERVICE SET (ESS) A single wireless access point
servicing a given area that has been extended by adding
more access points.



ExTENDED SERVICE SET ID (ESSID) An SSID applied to an
Extended Service Set as a network naming convention.

ExTENDED UNIQUE IDENTIFIER, 64-BIT (EUI-64) The last
64 bits of the IPv6 address, which are determined based on
a device's MAC address.

EXTENSIBLE AUTHENTICATION PrROTOCOL (EAP) Authenti-
cation wrapper that EAP-compliant applications can use to
accept one of many types of authentication. While EAP is a
general-purpose authentication wrapper, its only substantial
use is in wireless networks.

EXTERNAL CONNECTIONS A network’s connection to the
wider Internet. Also a major concern when setting up a
SOHO network.

ExTERNAL DATA Bus (EDB) The primary data highway of
all computers. Everything in your computer is tied either
directly or indirectly to the EDB.

EXTERNAL NETWORK ADDRESS A number added to the MAC
address of every computer on an IPX/SPX network that
defines every computer on the network; this is often referred
to as a network number.

EXTERNAL THREATS Threats to your network through exter-
nal means; examples include virus attacks and the exploi-
tation of users, security holes in the 0S, or the network
hardware itself.

FAQ (FREQUENTLY ASKED QUESTIONS) Common abbrevia-
tion coined by BBS users and spread to Usenet and the Inter-
net. This is a list of questions and answers that pertains to a
particular topic, maintained so that users new to the group
don't all bombard the group with similar questions. Exam-
ples are “What is the name of the actor who plays X on this
show, and was he in anything else?” or “Can anyone list all
of the books by this author in the order that they were pub-
lished so that I can read them in that order?” The common
answer to this type of question is “Read the FAQ!”

FAR-END CROSSTALK (FEXT) Crosstalk on the opposite end
of a cable from the signal’s source.

FAST ETHERNET Nickname for the 100-Mbps Ethernet stan-
dards. Originally applied to 1ooBaseT.

FAULT TOLERANCE The capability of any system to continue
functioning after some part of the system has failed. RAID
is an example of a hardware device that provides fault toler-
ance for hard drives.

FEDERAL COMMUNICATIONS CoMMIsSION (FCC) In the
United States, regulates public airwaves and rates PCs and
other equipment according to the amount of radiation emitted.
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FIBER-OPTIC CABLE A high-speed physical medium for
transmitting data that uses light rather than electricity to
transmit data and is made of high-purity glass fibers sealed
within a flexible opaque tube. Much faster than conventional
copper wire.

FILE SERVER A computer designated to store software, course-
ware, administrative tools, and other data on a local or wide
area network. It “serves” this information to other comput-
ers via the network when users enter their personal access
codes.

FiLe TRANSFER PROTOCOL (FTP) A set of rules that allows
two computers to talk to one another as a file transfer is car-
ried out. This is the protocol used when you transfer a file
from one computer to another across the Internet.

FIRE RATINGS Ratings developed by Underwriters Laborato-
ries (UL) and the National Electrical Code (NEC) to define the
risk of network cables burning and creating noxious fumes
and smoke.

FIREWALL A device that restricts traffic between a local net-
work and the Internet.

FIREWIRE An IEEE 1394 standard to send wide-band signals
over a thin connector system that plugs into TVs, VCRs, TV
cameras, PCs, and so forth. This serial bus developed by Apple
and Texas Instruments enables connection of 6o devices at
speeds ranging from roo to 8oo Mbps.

FLAT NAME SPACE A naming convention that gives each
device only one name that must be unique. NetBIOS uses
a flat name space. TCP/IP’s DNS uses a hierarchical name
space.

FORWARD LOOKUP ZONE The storage area in a DNS server to
store the IP addresses and names of systems for a particular
domain or domains.

FQDN (FuLLy QUALIFIED DOMAIN NAME) The complete
DNS name of a system, from its host name to the top-level
domain name.

FRACTIONAL T1 ACCESS A service provided by many tele-
phone companies wherein customers can purchase a number
of individual channels in a T1 line in order to save money.

FRAME A defined series of binary data that is the basic
container for a discrete amount of data moving across a net-
work. Frames are created at Layer 2 of the 0SI model.

FRAME CHECk SEQUENCE (FCS) A sequence of bits placed in
a frame that is used to check the primary data for errors.

FRAME RELAY An extremely efficient data transmission
technique used to send digital information such as voice, data,
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LAN, and WAN traffic quickly and cost-efficiently to many
destinations from one port.

FREERADIUS Free RADIUS server software for UNIX/Linux
systems.

FREEWARE Software that is distributed for free with no
license fee.

FReQUENCY DivisioN MULTIPLEXING (FDM) A process of
keeping individual phone calls separate by adding a different
frequency multiplier to each phone call, making it possible
to separate phone calls by their unique frequency range.

FREQUENCY-HOPPING SPREAD-SPECTRUM (FHSS) A spread-

spectrum broadcasting method defined in the 802.11 standard
that sends data on one frequency at a time, constantly shift-

ing (or hopping) frequencies.

FUBAR Fouled Up Beyond All Recognition.

FuLL DUPLEX Any device that can send and receive data
simultaneously.

FuLLy MESHED TOPOLOGY A mesh network where every
node is directly connected to every other node.

GAIN The strengthening and focusing of radio frequency
output from a wireless access point (WAP).

GATEWAY ROUTER A router that acts as a default gateway in
a TCP/IP network.

GENERAL LOGS Logs that record updates to applications.

GIGA The prefix that generally refers to the quantity
1,073,741,824. One gigabyte is 1,073,741,824 bytes. With fre-
quencies, in contrast, giga- often refers to one billion. One
gigahertz is 1,000,000,000 hertz.

GIGABIT ETHERNET See roooBaseT.
GIGABYTE 1024 megabytes.

GLoBAL UNICAST ADDRESS A second IPv6 address that every
system needs in order to get on the Internet.

GRANDFATHER, FATHER, SON (GFS) A tape rotation strategy
used in data backups.

GROUP PolLicy A feature of Windows Active Directory that
allows an administrator to apply policy settings to network
users en masse.

GRrouP PoLicy OBJECT (GPO) Enables network adminis-
trators to define multiple rights and permissions to entire
sets of users all at one time.

GROUPS Collections of network users who share similar
tasks and need similar permissions; defined to make admin-
istration tasks easier.

H.323 A VoIP standard that handles the initiation, setup,
and delivery of VoIP sessions.

HACKERS People who break into computer systems with
malicious intent.

HALF DUPLEX Any device that can only send or receive data
at any given moment.

HARDWARE TOOLS Tools such as cable testers, TDRs, OTDRs,
certifiers, voltage event recorders, protocol analyzers, cable
strippers, multimeters, tone probes/generators, butt sets,
and punchdown tools used to configure and troubleshoot a
network.

HASH A mathematical function used in cryptography that is
run on a string of binary digits of any length that results in
a value of some fixed length.

Hex (HEXADECIMAL) Hex symbols based on a numbering sys-
tem of 16 (computer shorthand for binary numbers), using 10
digits and 6 letters to condense os and 1s to binary numbers.
Hex is represented by digits o through ¢ and alpha A through
F, so that ogh has a value of 9, and oAh has a value of 10.

HIERARCHICAL NAME SPACE A naming scheme where the
full name of each object includes its position within the
hierarchy. An example of a hierarchical name is www.total-
seminars.com, which includes not only the host name, but
also the domain name. DNS uses a hierarchical name space
scheme for fully qualified domain names (FQDNs).

HIGH AVAILABILITY A collection of technologies and proce-
dures that work together to keep an application available at
all times.

HiGH-SPEED WAN INTERNET CARDS A type of router expan-
sion card that enables connection to two different ISPs.

HISTORY LOGS Logs that track the history of how a user or
users access network resources, or how network resources are
accessed throughout the network.

HOME PAGE Either the Web page that your browser is set to
use when it starts up or the main Web page for a business,
organization, or person. Also, the main page in any collec-
tion of Web pages.

HONEYNET The network created by a honeypot in order to
lure in hackers.

HONEYPOT An area of a network that an administrator sets
up for the express purpose of attracting a computer hacker.


http://www.total-seminars.com
http://www.total-seminars.com

If a hacker takes the bait, the network’s important resources
are unharmed and network personnel can analyze the attack
to predict and protect against future attacks, making the net-
work more secure.

HoP The passage of a packet through a router.

HoRIZONTAL CABLING Cabling that connects the equipment
room to the work areas.

HosT A single device (usually a computer) on a TCP/ IP
network that has an IP address; any device that can be the
source or destination of a data packet. Also, a computer run-
ning multiple virtualized operating systems.

HosT ID The portion of an IP address that defines a specific
machine in a subnet.

HosT NAME An individual computer name in the DNS nam-
ing convention.

HOSTNAME Command-line tool that returns the host name of
the computer it is run on.

HOSTS FILE The predecessor to DNS, a static text file that
resides on a computer and is used to resolve DNS host names
to IP addresses. The HOSTS file is checked before the machine
sends a name resolution request to a DNS name server. The
HOSTS file has no extension.

HTML (HYPERTEXT MARKUP LANGUAGE) An ASCII-based
script-like language for creating hypertext documents like
those on the World Wide Web.

HTTP (HYPERTEXT TRANSFER PROTOCOL) Extremely fast
protocol used for network file transfers on the World Wide
Web.

HTTP over SSL (HTTPS) A secure form of HTTP, used
commonly for Internet business transactions or any time
where a secure connection is required. See also Hypertext
Transfer Protocol (HTTP) and Secure Sockets Layer (SSL).

HuB An electronic device that sits at the center of a star
topology network, providing a common point for the connec-
tion of network devices. In a 10BaseT Ethernet network, the
hub contains the electronic equivalent of a properly termi-
nated bus cable. Hubs are rare today and have been replaced
by switches.

HYBRID TOPOLOGY A mix or blend of two different topolo-
gies. A star-bus topology is a hybrid of the star and bus
topologies.

HYPERTEXT A document that has been marked up to enable
a user to select words or pictures within the document, click
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them, and connect to further information. The basis of the
World Wide Web.

HYPERVISOR An extra layer of sophisticated programming
to manage the vastly more complex interactions required for
virtualization.

ICF (INTERNET CONNECTION FIREWALL) The software fire-
wall built into Windows XP that protects your system from
unauthorized access from the Internet. Microsoft changed
the name to the Windows Firewall in Windows Service
Pack 2.

ICS (INTERNET CONNECTION SHARING) Also known simply
as Internet sharing, the technique of enabling more than one
computer to access the Internet simultaneously using a sin-
gle Internet connection. When you use Internet sharing, you
connect an entire LAN to the Internet using a single public
IP address.

IEEE (INSTITUTE OF ELECTRICAL AND ELECTRONICS ENGI-
NEERS) The leading standards-setting group in the United
States.

IEEE 802.2 IEEE subcommittee that defined the standards
for Logical Link Control (LLC).

IEEE 802.3 IEEE subcommittee that defined the standards
for CSMA/CD (a.k.a. Ethernet).

IEEE 802.11 IEEE subcommittee that defined the standards
for wireless.

IEEE 802.14 IEEE subcommittee that defined the standards
for cable modems.

IEEE 1284 The IEEE standard for the now obsolete parallel
communication.

IEEE 1394 IEEE standard for FireWire communication.

IETF (INTERNET ENGINEERING TASKk FORCE) The primary
standards organization for the Internet.

ifconfig A command-line utility for Linux servers and
workstations that displays the current TCP/IP configuration
of the machine, similar to ipconfig for Windows systems.

IMAP (INTERNET MESSAGE ACCESS PROTOCOL) An alterna-
tive to POP3. IMAP retrieves e-mail from an e-mail server like
POP3; IMAP uses TCP port 143.

IMPEDANCE The amount of resistance to an electrical signal
on a wire. It is used as a relative measure of the amount of
data a cable can handle.
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INCREMENTAL BACKUP Backs up all files that have their
archive bits turned on, meaning they have been changed
since the last backup. This type of backup turns the archive
bits off after the files have been backed up.

INDEPENDENT BAsIC SERVICE SET (IBSS) A basic unit of orga-
nization in wireless networks formed by two or more wire-
less nodes communicating in ad-hoc mode.

INDEPENDENT COMPUTING ARCHITECTURE (ICA) A Citrix-
created standard that defines how a server and a client
exchange terminal information.

INFRASTRUCTURE MODE Mode in which wireless networks
use one or more wireless access points to connect the wire-
less network nodes centrally. This configuration is similar to
the star topology of a wired network.

INHERITANCE A method of assigning user permissions, in
which folder permissions flow downward into subfolders.

INSULATING JACKET The external plastic covering of a fiber-
optic cable.

INTEGRATED SERVICES DIGITAL NETWORK (ISDN) See ISDN
(Integrated Services Digital Network).

INTERFRAME GAP (IFG) A short, predefined silence used in
CSMA/CA.

INTERFRAME SPACE (IFS) Short, predefined period of silence
in CSMA/CA appended to the waiting time when a device
detects activity on the line.

INTERMEDIATE DISTRIBUTION FRAME (IDF) The room where
all the horizontal runs from all the work areas on a given
floor in a building come together.

INTERMEDIATE SYSTEM TO INTERMEDIATE SYSTEM (IS-IS)
Protocol similar to, but not as popular as, OSPF, but with
support for IPv6 since inception.

INTERNAL CONNECTIONS The connections between comput-
ers in a network.

INTERNAL NETWORK A private LAN, with a unique network
1D, that resides behind a router.

INTERNAL THREATS All the things that a network’s own users
do to create problems on the network. Examples include
accidental deletion of files, accidental damage to hardware
devices or cabling, and abuse of rights and permissions.

INTERNET AsSIGNED NUMBERS AUTHORITY (IANA) The orga-
nization responsible for assigning public IP addresses. IANA
no longer directly assigns IP addresses, having delegated this

to the five Regional Internet Registries. See Regional Internet
Registries.

INTERNET AUTHENTICATION SERVICE (IAS) Popular RADIUS
server for Microsoft environments.

INTERNET CONNECTION FIREWALL (ICF) See ICF (Internet
Connection Firewall).

INTERNET CONNECTION SHARING (ICS) See ICS (Internet Con-
nection Sharing).

INTERNET CONTROL MESSAGE PRoTocoL (ICMP) Protocol
in which messages consist of a single packet and are connec-
tionless. ICMP packets determine connectivity between two

hosts.

INTERNET GROUP MANAGEMENT PrROTOCOL (IGMP) Proto-
col that routers use to communicate with hosts to determine
a “group” membership in order to determine which comput-
ers want to receive a multicast.

INTERNET INFORMATION SERVICES (IIS) Microsoft’'s Web
server program for managing Web servers.

INTERNET MESSAGE ACCESS PROTOCOL VERSION 4

(IMAP4) An alternative to POP3 for receiving e-mail from
an e-mail server. Supports searching through messages stored
on a server and supports using folders to organize e-mail.

INTERNET PROTOCOL (IP) The Internet standard protocol
that handles the logical naming for the TCP/IP protocol
using IP addresses.

INTERNET PROTOCOL VERSION 4 (IPv4) Protocol in which
addresses consist of four sets of numbers, each number being
a value between o and 255, using a period to separate the
numbers. Often called dotted decimal format. No IPv4 address
may be all os or all 255s. Examples include 192.168.0.1 and
64.176.19.164.

INTERNET PROTOCOL VERSION 6 (IPv6) Protocol in which
addresses consist of eight sets of four hexadecimal numbers,
each number being a value between oooo and FFFF, using a
colon to separate the numbers. No IP address may be all os or
all FFFFs. Here's an example:

FEDC:BAg8:7654:3210:0800:200C:00CF:1234.

INTERNIC The organization that maintained the DNS services,
registrations, and so forth run by Network Solutions, General
Atomics, and AT&T in the early days of the Internet. ICANN
assumed these roles in 1998, so the only time you'll see this
organization mentioned currently is on certification exams.

INTERVLAN ROUTING A feature on some switches to create
virtual routers.



INTRA-SITE AUTOMATIC TUNNEL ADDRESSING PROTOCOL
(ISATAP) An IPv6 tunneling protocol that adds the IPv4
address to an IPv6 prefix.

INTRANET A private TCP/IP network inside a company or
organization.

INTRUSION DETECTION SyYSTEM (IDS)/INTRUSION PREVEN-
TION SYSTEM (IPS) An application (often running on a dedi-
cated IDS box) that inspects incoming packets, looking for
active intrusions. The difference between an IDS and an IPS
is that an IPS can react to an attack.

IP ADDRESS The numeric address of a computer connected
to a TCP/IP network, such as the Internet. IPv4 addresses
are 32 bits long, written as four octets of 8-bit binary. IPv6
addresses are 128 bits long, written as eight sets of four
hexadecimal characters. IP addresses must be matched with
a valid subnet mask, which identifies the part of the IP
address that is the network ID and the part that is the

host ID.

IP FILTERING A method of blocking packets based on IP
addresses.

IP SEcURrITY (IPSEC) A IP packet encryption protocol. IPsec
is the only IP encryption protocol to work at Layer 3 of the
0SI seven-layer model. IPsec is most commonly seen on Virtual
Private Networks. See Virtual Private Network (VPN).

ipconfig A command-line utility for Windows that displays
the current TCP/IP configuration of the machine; similar to
UNIX/Linux’s ifconfig.

IRC (INTERNET RELAY CHAT) An online group discussion.
Also called chat.

ISDN (INTEGRATED SERVICES DIGITAL NETWORK) The CCITT
(Comité Consutatif Internationale Téléphonique et Télé-
graphique) standard that defines a digital method for tele-
phone communications. Originally designed to replace the
current analog telephone systems. ISDN lines have telephone
numbers and support up to 128-Kbps transfer rates. ISDN also
allows data and voice to share a common phone line. Never
very popular, ISDN is now relegated to specialized niches.

ISP (INTERNET SERVICE PROVIDER) An institution that pro-
vides access to the Internet in some form, usually for a fee.

IT (INFORMATION TECHNOLOGY) The business of computers,
electronic communications, and electronic commerce.

JAVA A network-oriented programming language invented
by Sun Microsystems and specifically designed for writing
programs that can be safely downloaded to your computer
through the Internet and immediately run without fear of
viruses or other harm to your computer or files. Using small
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Java programs (called applets), Web pages can include functions
such as animations, calculators, and other fancy tricks.

Just A BuNcH OF Disks (JBOD) An array of hard drives
that are simply connected with no RAID implementations.

K- Most commonly used as the suffix for the binary quan-
tity 1024. For instance, 640 K means 640 x 1024 or 655,360.
Just to add some extra confusion to the IT industry, K is
often misspoken as “kilo,” the metric value for 1,000. For
example, 10 KB, spoken as “1o kilobytes,” means 10,240 bytes
rather than 10,000 bytes. Finally, when discussing frequen-
cies, K means 1000. So, 1 KHz = 1000 kilohertz.

KBPs (KiLOBITS PER SECOND) Data transfer rate.

KERBEROS An authentication standard designed to allow
different operating systems and applications to authenticate
each other.

Key DisTRIBUTION CENTER (KDC) System for granting
authentication in Kerberos.

Key PAIR Name for the two keys generated in asymmetric-
key algorithm systems.

KILOHERTZ (KHZ) A unit of measure that equals a frequency
of 1000 cycles per second.

LAN (LocAL AREA NETWORK) A group of PCs connected
together via cabling, radio, or infrared that use this connec-
tivity to share resources such as printers and mass storage.

LAST MILE The connection between a central office and indi-
vidual users in a telephone system.

LATENCY A measure of a signal’s delay.

LAYER A grouping of related tasks involving the transfer of
information. Also, a particular level of the OSI seven-layer
model, for example, Physical layer, Data Link layer, and so
forth.

LAYER 2 SWITCH Any device that filters and forwards frames
based on the MAC addresses of the sending and receiving
machines. What is normally called a “switch” is actually

a “Layer 2 switch.”

LAYER 2 TUNNELING PrROTOCOL (L2TP) A VPN protocol
developed by Cisco that can be run on almost any connection
imaginable. LT2P has no authentication or encryption, but
uses IPsec for all its security needs.

LAYER 3 SWITCH Also known as a router, filters and forwards
data packets based on the IP addresses of the sending and
receiving machines.
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LC A duplex type of Small Form Factor (SFF) fiber connec-
tor, designed to accept two fiber cables.

LED (LiGHT EMITTING DIODES) Solid-state devices that
vibrate at luminous frequencies when current is applied.

LEECHING Using another person’s wireless connection to the
Internet without that person’s permission.

LIGHT LEAKAGE The type of interference caused by bending
a piece of fiber-optic cable past its maximum bend radius.
Light bleeds through the cladding, causing signal distortion
and loss.

LIGHTS-OUT MANAGEMENT Special “computer within a com-
puter” features built into better servers, designed to give you
access to a server even when the server itself is shut off.

LIGHTWEIGHT DIRECTORY Access PRoTocoL (LDAP) The
tool that programs use to query and change a database used
by the network. LDAP uses TCP port 389 by default.

LIGHTWEIGHT EXTENSIBLE AUTHENTICATION PrROTOCOL (LEAP)
A proprietary EAP authentication used almost exclusively by
Cisco wireless products. LEAP is an interesting combination
of MS-CHAP authentication between a wireless client and a
RADIUS server.

LiNK LIGHT An LED on NICs, hubs, and switches that lights
up to show good connection between the devices.

LiNk-LocAL ADDRESS The address that a computer running
IPv6 gives itself after first booting. The first 64 bits of a link-
local address are always FE80::/64.

LINK SEGMENTS Segments that link other segments together
but are unpopulated or have no computers directly attached
to them.

LINK STATE Type of dynamic routing protocol that announces
only changes to routing tables, as opposed to entire routing
tables. Compare to distance vector routing protocols. See also
Distance Vector.

LiINUX The popular open source UNIX-clone operating system.

LisT OF REQUIREMENTS A list of all the things you'll need to
do to set up your SOHO network, as well as the desired capa-
bilities of the network.

LISTENING PORT A socket that is prepared to respond to any
IP packets destined for that socket’s port number.

LMHOSTS FILE A static text file that resides on a computer
and is used to resolve NetBIOS names to IP addresses. The
LMHOSTS file is checked before the machine sends a name
resolution request to a WINS name server. The LMHOSTS file
has no extension.

LoAD BALANCING The process of taking several servers and
making them look like a single server.

LocAL Refers to the computer(s), server(s), and/or LAN that a
user is physically using or that is in the same room or building.

LocaL CONNECTOR (LC) One popular type of Small Form
Factor (SFF) connector, considered by many to be the pre-
dominant fiber connector.

LocAL USER ACCOUNTS The accounts unique to a single
Windows system. Stored in the local system's registry.

LOCALHOST The HOSTS file alias for the loopback address of
127.0.0.1, referring to the current machine.

LoGIcAL ADDRESS A programmable network address, unlike
a physical address that is burned into ROM.

LocicAL LiNnk CONTROL (LLC) The aspect of the NIC that
talks to the operating system, places data coming from the
software into frames, and creates the FCS on each frame. The
LLC also deals with incoming frames—processing those that
are addressed to this NIC and erasing frames addressed to
other machines on the network.

LoGicAL NETWORK DIAGRAM A document that shows the
broadcast domains and individual IP addresses for all devices
on the network. Only critical switches and routers are shown.

LoGIcAL TOPOLOGY A network topology defined by signal
paths as opposed to the physical layout of the cables. See also
Physical Topology.

LoopPBACK ADDRESS Sometimes called the localhost, a
reserved IP address used for internal testing: 127.0.0.1.

LooPBACK PLUG Network connector that connects back into
itself, used to connect loopback tests.

LooPBACK TEST A special test often included in diagnostic
software that sends data out of the NIC and checks to see if
it comes back.

MAC (MepiA Access CONTROL) ADDRESS Unique 48-bit
address assigned to each network card. IEEE assigns blocks
of possible addresses to various NIC manufacturers to help
ensure that each address is unique. The Data Link layer of
the OSI seven-layer model uses MAC addresses for locating
machines.

MAC ADDRESS FILTERING A method of limiting access to a
wireless network based on the physical addresses of wireless
NICs.

MAC FILTERING See MAC Address Filtering.



MACRO A specially written application macro (collection
of commands) that performs the same functions as a virus.
These macros normally autostart when the application is
run and then make copies of themselves, often propagating
across networks.

MAILBOX Special holding area on an e-mail server that sepa-
rates out e-mail for each user.

MAIN DisTRIBUTION FRAME (MDF) The room in a building
that stores the demarc, telephone cross-connects, and LAN
cross-connects.

MALWARE Any program or code (macro, script, and so on)
that’s designed to do something on a system or network that
you don’t want to have happen.

MAN IN THE MIDDLE A hacking attack where a person
inserts him- or herself into a conversation between two oth-
ers, covertly intercepting traffic thought to be only between
those other people.

MANAGED DEVICE Networking devices, such as routers and
advanced switches, that must be configured to use.

MANAGED SWITCH See Managed Device.

MANAGEMENT INFORMATION BASE (MIB) SNMP's version of
a server. See Simple Network Management Protocol (SNMP).

ManDATORY Access CONTROL (MAC) A security model
in which every resource is assigned a label that defines its
security level. If the user lacks that security level, they do
not get access.

Maximum TRANSFER UNIT (MTU) Specifies the largest size
of a data unit in a communications protocol, such as Ethernet.

MB (MEGABYTE) 1,048,576 bytes.

MD5 (MEeSSAGE-DIGEST ALGORITHM VERSION 5) Arguably
the most popular hashing function.

MECHANICAL TRANSFER REGISTERED JACK (MT-RJ) The first
type of Small Form Factor (SFF) fiber connector, still in com-
mon use.

MepiA Access CONTROL (MAC) The part of a NIC that
remembers the NIC's own MAC address and attaches that
address to outgoing frames.

MEDIA CONVERTER A device that lets you interconnect dif-
ferent types of Ethernet cable.

MEGA- A prefix that usually stands for the binary quantity
1,048,576. One megabyte is 1,048,576 bytes. One megahertz,
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however, is 1,000,000 hertz. Sometimes shortened to meg, as
in “a 286 has an address space of 16 megs.”

MEesH ToPOLOGY Topology in which each computer has a
direct or indirect connection to every other computer in a
network. Any node on the network can forward traffic to
other nodes. Popular in cellular and many wireless networks.

METRIC Relative value that defines the “cost” of using a par-
ticular route.

MEeTROPOLITAN AREA NETWORK (MAN) Multiple comput-
ers connected via cabling, radio, leased phone lines, or infra-
red that are within the same city. A typical example of a
MAN is a college campus. No firm dividing lines dictate what
is considered a WAN, MAN, or LAN.

MHz (MEGAHERTZ) A unit of measure that equals a fre-
quency of 1 million cycles per second.

MIME (MuLTIPURPOSE INTERNET MAIL EXTENSIONS) A
standard for attaching binary files, such as executables and
images, to the Internet’s text-based mail (24-Kbps packet
size).

MIRRORING Also called drive mirroring, reading and writing
data at the same time to two drives for fault-tolerance pur-
poses. Considered RAID level 1.

MobDAL DISTORTION A light distortion problem unique to
multimode fiber-optic cable.

MOoDEM (MODULATOR-DEMODULATOR) A device that con-
verts both digital bit streams into analog signals (modula-
tion) and incoming analog signals back into digital signals
(demodulation). Most commonly used to interconnect tele-
phone lines to computers.

MOUNTING BRACKET Bracket that acts as a holder for a face-
plate in cable installations.

MS-CHAP Microsoft’'s dominant variation of the CHAP
protocol, uses a slightly more advanced encryption protocol.

MTU (MAximum TRANSFER UNIT) See Maximum Transfer
Unit (MTU).

MTU BLACK HOLE When a router’s firewall features block
ICMP requests, making MTU worthless.

MTU MISMATCH The situation when your network’s packets
are so large that they must be fragmented to fit into your
ISP’s packets.

MuLTICAST Method of sending a packet in which the sending
computer sends it to a group of interested computers.
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MuULTICAST ADDRESSES In IPv6, a set of reserved addresses
designed to go only to certain systems.

MULTIFACTOR AUTHENTICATION A form of authentication
where a user must use two or more factors to prove his or
her identity.

MULTILAYER SWITCH A switch that has functions that oper-
ate at multiple layers of the OSI seven-layer model.

MULTIMETER A tool for testing voltage (AC and DC), resis-
tance, and continuity.

MuttimopEe FIBER (MMF) Type of fiber-optic cable that
uses LEDs.

MuttipLE IN/MutTiPLE OUuT (MIMO) A feature in 8o2.11
WAPs that enables them to make multiple simultaneous
connections.

MULTIPLEXER A device that merges information from multiple
input channels to a single output channel.

MuLtiPROTOCOL LABEL SWITCHING (MPLS) A router feature
that labels certain data to use a desired connection. It works
with any type of packet switching (even Ethernet) to force
certain types of data to use a certain path.

MuLTiSOURCE AGREEMENT (MSA) Interchangeable modular
transceivers used in 1o GbE networking devices.

MuLTisPEED HUB Any hub that supports more than one net-
work speed for otherwise similar cabling systems. Multispeed
hubs come in two flavors: one has mostly dedicated slower
ports, with a few dedicated faster ports, whereas the other
has only special auto-sensing ports that automatically run at
either the faster or the slower speed.

MX RECORDS Records used by SMTP servers to determine
where to send mail.

My TRACEROUTE (MTR) Terminal command in Linux that
dynamically displays the route a packet is taking. Similar to
traceroute.

NAME RESOLUTION A method that enables one computer on
the network to locate another to establish a session. All net-
work protocols perform name resolution in one of two ways:
either via broadcast or by providing some form of name server.

NAME SERVER A computer whose job is to know the name of
every other computer on the network.

NAT TRANSLATION TABLE Special database in a NAT router
that stores destination IP addresses and ephemeral source
ports from outgoing packets and compares them against
returning packets.

nbtstat A command-line utility used to check the cur-
rent NetBIOS name cache on a particular machine. The
utility compares NetBIOS names to their corresponding IP
addresses.

NEAR-END CROSSTALK (NEXT) Crosstalk at the same end of
a cable from which the signal is being generated.

NeTBEUI (NETBIOS EXTENDED USER INTERFACE) Micro-
soft’s first networking protocol, designed to work with Net-
BIOS. NetBEUI is long obsolesced by TCP/IP. NetBEUI did not
support routing.

NEeTBIOS (NETWORK BAsic INPUT/OUTPUT SYSTEM) A pro-
tocol that operates at the Session layer of the OSI seven-layer
model. This protocol creates and manages connections based
on the names of the computers involved.

NETBIOS NAME A computer name that identifies both the
specific machine and the functions that machine performs.
A NetBIOS name consists of 16 characters: the first 15 are
an alphanumeric name, and the 16th is a special suffix that
identifies the role the machine plays.

NETSTAT A universal command-line utility used to examine
the TCP/IP connections open on a given host.

NETWORK A collection of two or more computers intercon-
nected by telephone lines, coaxial cables, satellite links,
radio, and/or some other communication technique. A
computer network is a group of computers that are connected
together and communicate with one another for a common
purpose. Computer networks support “people and organiza-
tion” networks, users who also share a common purpose for
communicating.

NEeTwORK Access CONTROL (NAC) Control over informa-
tion, people, access, machines, and everything in between.

NETWORK AccEess SERVER (NAS) Systems that control the
modems in a RADIUS network.

NETWORK ADDRESS TRANSLATION (NAT) A means of trans-
lating a system'’s IP address into another IP address before
sending it out to a larger network. NAT manifests itself by a
NAT program that runs on a system or a router. A network
using NAT provides the systems on the network with private
IP addresses. The system running the NAT software has two
interfaces: one connected to the network and the other con-
nected to the larger network.

The NAT program takes packets from the client systems
bound for the larger network and translates their internal
private IP addresses to its own public IP address, enabling
many systems to share a single IP address.



NETWORK As A SERVICE (NAAS) The act of renting virtual
server space over the Internet. See Cloud Computing.

NETWORK DESIGN The process of gathering together and
planning the layout for the equipment needed to create a
network.

NETWORK DIAGRAM An illustration that shows devices on a
network and how they connect.

NeTWORK ID A number used in IP networks to identify the
network on which a device or machine exists.

NETWORK INTERFACE A device by which a system accesses a
network. In most cases, this is a NIC or a modem.

NeTwORK INTERFACE CARD (NIC) Traditionally, an expan-
sion card that enables a PC to link physically to a network.

Modern computers now use built-in NICs, no longer requir-
ing physical cards, but the term “NIC” is still very common.

NETWORK INTERFACE UNIT (NIU) Another name for a
demarc. See Demarc.

NETWORK LAYER Layer 3 of the OSI seven-layer model. See
Open Systems Interconnection (0SI) Seven-Layer Model.

NETWORK MANAGEMENT SOFTWARE (NMS) Tools that
enable you to describe, visualize, and configure an entire
network.

NeTwoRk MAP A highly detailed illustration of a network,
down to the individual computers. A network map will show
IP addresses, ports, protocols, and more.

NETWORK NAME Another name for the SSID.

NETWORK PROTOCOL Special software that exists in every
network-capable operating system that acts to create unique
identifiers for each system. It also creates a set of communi-
cation rules for issues like how to handle data chopped up
into multiple packets and how to deal with routers. TCP/IP is
the dominant network protocol today.

NETWORK SHARE A shared resource on a network.

NETWORK THREAT Any number of things that share one
essential feature: the potential to damage network data,
machines, or users.

NeTwork TIME PRoTOCOL (NTP) Protocol that gives the
current time.

NETWORK TOPOLOGY Refers to the way that cables and
other pieces of hardware connect to one another.

NEWSGROUP The name for a discussion group on Usenet.
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NExT HOP The next router a packet should go to at any
given point.

NFS (NETWORK FILE SYSTEM) A TCP/IP file system-sharing
protocol that enables systems to treat files on a remote
machine as though they were local files. NFS uses TCP port
2049, but many users choose alternative port numbers.
Though still somewhat popular and heavily supported, NFS
has been largely replaced by Samba/CIFS. See also Samba and
Common Internet File System (CIFS).

NMAP A network utility designed to scan a network and cre-
ate a map. Frequently used as a vulnerability scanner.

NODE A member of a network or a point where one or more
functional units interconnect transmission lines.

NOISE Undesirable signals bearing no desired information
and frequently capable of introducing errors into the com-
munication process.

NoON-DiscOVERY MODE A setting for Bluetooth devices that
effectively hides them from other Bluetooth devices.

NONREPUDIATION The process that guarantees the data is as
originally sent and that it came from the source you think it
should have come from.

NoORMAL BACKUP A full backup of every selected file on a
system. This type of backup turns off the archive bit after
the backup.

NoveLL NETWARE A powerful, unique, and once dominant
network operating system that operated on a client/server
model.

Ns (NANOSECOND) A billionth of a second. Light travels a
little over 11 inches in 1 ns.

NS RECORDS Records that list the DNS servers for a Web
site.

NSLOOKUP A once handy tool that advanced techs used to
query the functions of DNS servers. Most DNS servers now
ignore all but the most basic nslookup queries.

NTFS (NT FiLE SYsTEM) A file system for hard drives that
enables object-level security, long filename support, compres-
sion, and encryption. NTFS 4.0 debuted with Windows NT
4.0. Windows 2000 offered NTFS 5.0; Windows XP saw the
debut of NTFS s5.1. Later Windows versions continued the
updates, so Windows Vista uses NTFS 6.0 and Windows 7 uses
NTES 6.1.

NTFS PERMISSIONS Groupings of what Microsoft calls spe-
cial permissions that have names like Execute, Read, and
Write, and that allow or disallow users certain access to files.
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NTLDR A Windows NT/2000/XP/2003 boot file. Launched
by the MBR or MFT, NTLDR looks at the BOOT.INT configura-
tion file for any installed operating systems.

OBJECT A group of related counters used in Windows log-
ging utilities.

OEM (ORIGINAL EQUIPMENT MANUFACTURER) Contrary

to the name, does not create original hardware, but rather
purchases components from manufacturers and puts them
together in systems under its own brand name. Dell, Inc.
and Gateway, Inc., for example, are for the most part OEMs.
Apple, Inc., which manufactures most of the components for
its own Macintosh-branded machines, is not an OEM. Also
known as VARs (value-added resellers).

OFFSITE The term for a virtual computer accessed and stored
remotely.

OHM RATING Electronic measurement of a cable’s or an
electronic component’s impedance.

ONSITE The term for a virtual computer stored at your
location.

OPEN PORT See Listening Port.

OPEN SHORTEST PATH FIRST (OSPF) An interior gateway
routing protocol developed for IP networks based on the
shortest path first or link-state algorithm.

OPEN SOURCE Applications and operating systems that offer
access to their source code; this enables developers to modify
applications and operating systems easily to meet their spe-
cific needs.

OPEN SYSTEMS INTERCONNECTION (OSI) An international
standard suite of protocols defined by the International
Organization for Standardization (ISO) that implements the
0SI seven-layer model for network communications between
computers.

OPEN SYSTEMS INTERCONNECTION (OSI) SEVEN-LAYER
MODEL An architecture model based on the OSI protocol
suite, which defines and standardizes the flow of data
between computers. The following lists the seven layers:

Layer 1 The Physical layer defines hardware connections
and turns binary into physical pulses (electrical or light).
Repeaters and hubs operate at the Physical layer.

Layer 2 The Data Link layer identifies devices on the
Physical layer. MAC addresses are part of the Data Link
layer. Bridges operate at the Data Link layer.

Layer 3 The Network layer moves packets between com-
puters on different networks. Routers operate at the Net-
work layer. IP and IPX operate at the Network layer.

Layer 4 The Transport layer breaks data down into man-
ageable chunks. TCP, UDP, SPX, and NetBEUI operate at
the Transport layer.

Layer 5 The Session layer manages connections between
machines. NetBIOS and Sockets operate at the Session
layer.

Layer 6 The Presentation layer, which can also manage
data encryption, hides the differences among various
types of computer systems.

Layer 7 The Application layer provides tools for programs
to use to access the network (and the lower layers). HTTP,
FTP, SMTP, and POP3 are all examples of protocols that
operate at the Application layer.

OPENSSH A series of secure programs developed by the
OpenBSD organization to fix SSH's limitation of only being
able to handle one session per tunnel.

OPERATING SYSTEM (OS) The set of programming that
enables a program to interact with the computer and pro-
vides an interface between the PC and the user. Examples
are Microsoft Windows 7, Apple Macintosh 0S X, and SUSE
Linux.

OPTICAL CARRIER (OC) Specification used to denote the
optical data carrying capacity (in Mbps) of fiber-optic cables
in networks conforming to the SONET standard. The OC stan-
dard is an escalating series of speeds, designed to meet the
needs of medium-to-large corporations. SONET establishes
0Cs from 51.8 Mbps (0C-1) to 39.8 Gbps (0C-768).

OpTicAL TIME DOMAIN REFLECTOMETER (OTDR) Tester for
fiber-optic cable that determines continuity and reports the
location of cable breaks.

ORGANIZATIONALLY UNIQUE IDENTIFIER (OUI) The first 24
bits of a MAC address, assigned to the NIC manufacturer by
the IEEE.

ORTHOGONAL FREQUENCY-DIVISION MULTIPLEXING
(OFDM) A spread-spectrum broadcasting method that com-
bines the multiple frequencies of DSSS with FHSS's hopping
capability.

OS (OPERATING SYSTEM) See Operating System (0S).

OsSCILLOSCOPE A device that gives a graphical/visual repre-
sentation of signal levels over a period of time.

PACKET Basic component of communication over a network.
A group of bits of fixed maximum size and well-defined for-
mat that is switched and transmitted as a complete whole
through a network. It contains source and destination
address, data, and control information. See also Frame.



PACKET FILTERING A mechanism that blocks any incoming or
outgoing packet from a particular IP address or range of IP
addresses. Also known as IP filtering.

PACKET SNIFFER A tool that intercepts and logs network
packets.

PAD Extra data added to an Ethernet frame to bring the
data up to the minimum required size of 64 bytes.

PARTIALLY MESHED TOPOLOGY A mesh topology in which
not all of the nodes are directly connected.

Passive OpTicaL NETWORK (PON) A fiber architecture
that uses a single fiber to the neighborhood switch and then
individual fiber runs to each final destination.

PASSWORD A series of characters that enables a user to gain
access to a file, a folder, a PC, or a program.

PAsSWORD AUTHENTICATION PRoTOCOL (PAP) The oldest
and most basic form of authentication and also the least safe
because it sends all passwords in cleartext.

PATCH CABLES Short (2 to 5 foot) UTP cables that connect
patch panels to the hubs.

PATCH PANEL A panel containing a row of female connectors
(ports) that terminate the horizontal cabling in the equip-
ment room. Patch panels facilitate cabling organization and
provide protection to horizontal cabling.

PATH MTU Discovery (PMTU) A method for determin-
ing the best MTU setting that works by adding a new feature
called the “Don’t Fragment (DF) flag” to the IP packet.

PBX (PRIVATE BRANCH EXCHANGE) A private phone system
used within an organization.

PDA (PerSONAL DIGITAL ASSISTANT) A hand-held computer
that blurs the line between the calculator and computer. Ear-
lier PDAs were calculators that enabled the user to program
in such information as addresses and appointments. Newer
machines, such as the Palm Pilot, are fully programmable
computers. Most PDAs use a pen/stylus for input rather than
a keyboard. A few of the larger PDAs have a tiny keyboard in
addition to the stylus.

PEErR-TO-PEER A network in which each machine can act as
either a client or a server.

Peer-TO-PEER MODE See Ad-Hoc Mode.

PERFORMANCE MONITOR (PERFMON) The Windows XP log-
ging utility.
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PERIPHERALS Noncomputer devices on a network, for exam-
ple, fax machines, printers, or scanners.

PERMISSIONS Sets of attributes that network administrators
assign to users and groups that define what they can do to

resources.

PERSISTENT CONNECTION A connection to a shared folder or
drive that the computer immediately reconnects to at logon.

PersONAL AREA NETWORK (PAN) The network created
among Bluetooth devices such as smartphones, tablets, print-
ers, keyboards, mice, and so on.

PHISHING A social engineering technique where the attacker
poses as a trusted source in order to obtain sensitive infor-
mation.

PHYSICAL ADDRESS An address burned into a ROM chip on a
NIC. A MAC address is an example of a physical address.

PHYSICAL LAYER See Open Systems Interconnection (0SI)
Seven-Layer Model.

PHYsIcCAL NETWORK DIAGRAM A document that shows all of
the physical connections on a network. Cabling type, proto-
col, and speed are also listed for each connection.

PHYSICAL TOPOLOGY The manner in which the physical
components of a network are arranged.

PING (PACKET INTERNET GROPER) A small network message
sent by a computer to check for the presence and response of
another system. A ping uses ICMP packets. See Internet Con-
trol Message Protocol (ICMP).

PLAIN OLD TELEPHONE SERVICE (POTS) See Public Switched
Telephone Network (PSTN).

PLAINTEXT Data that is in an easily read or viewed industry-
wide standard format.

PLATFORM Hardware environment that supports the running
of a computer system.

PLENUM Usually a space between a building's false ceiling
and the floor above it. Most of the wiring for networks is
located in this space. Plenum is also a fire rating for network

cabling.

POINT COORDINATION FUNCTION (PCF) A method of colli-
sion avoidance defined by the 802.11 standard, which has yet
to be implemented.

POINT-TO-MULTIPOINT Topology in which one device com-
municates with more than one other device on a network.
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PoINT-TO-POINT PROTOCOL (PPP) A protocol that enables
a computer to connect to the Internet through a dial-in con-
nection and to enjoy most of the benefits of a direct connec-
tion. PPP is considered to be superior to SLIP because of its
error detection and data compression features, which SLIP
lacks, and the capability to use dynamic IP addresses.

POINT-TO-POINT PROTOCOL OVER ETHERNET (PPPOE) A
protocol that was originally designed to encapsulate PPP
frames into Ethernet frames. Used by DSL providers to force
customers to log into their DSL connections instead of simply
connecting automatically.

POINT-TO-POINT TOPOLOGY A network of two single
devices communicating with each other.

POINT-TO-POINT TUNNELING PROTOCOL (PPTP) A protocol
that works with PPP to provide a secure data link between
computers using encryption.

PoINTER RECORD (PTR) A record that points to canonical
names. See also Reverse Lookup Zone.

PoLyviNyL CHLORIDE (PVC) A material used for the outside
insulation and jacketing of most cables. Also a fire rating for
a type of cable that has no significant fire protection.

PORT That portion of a computer through which a periph-
eral device may communicate. Often identified with the vari-
ous plug-in jacks on the back of your computer. On a network
hub, it is the connector that receives the wire link from a
node. In TCP/IP, ports are 16-bit numbers between o and
65535 assigned to a particular TCP/IP session.

PORT ADDRESS TRANSLATION (PAT) The most commonly
used form of Network Address Translation, where the NAT
uses port numbers to map traffic from specific machines in
the network. See Network Address Translation.

PORT AUTHENTICATION Function of many advanced net-
working devices that authenticates a connecting device at
the point of connection.

PORT BLOCKING Preventing the passage of any TCP or UDP
segments or datagrams through any ports other than the
ones prescribed by the system administrator.

PORT FILTERING See Port Blocking.

PORT FORWARDING Preventing the passage of any IP packets
through any ports other than the ones prescribed by the sys-
tem administrator.

PORT MIRRORING The capability of many advanced switches
to mirror data from any or all physical ports on a switch to
a single physical port. Useful for any type of situation where

an administrator needs to inspect packets coming to or from
certain computers.

PORT NUMBER Number used to identify the requested service
(such as SMTP or FTP) when connecting to a TCP/IP host.
Some example port numbers include 8o (HTTP), 20 (FTP),

69 (TFTP), 25 (SMTP), and 110 (POP3).

Post OFrice PROTOCOL VERSION 3 (POP3) One of the two
protocols that receive e-mail from SMTP servers. POP3 uses
TCP port 110. Most e-mail clients use this protocol, although
some use IMAP4.

POSTSCRIPT A language defined by Adobe Systems, Inc., for

describing how to create an image on a page. The description
is independent of the resolution of the device that will create
the image. It includes a technology for defining the shape of
a font and creating a raster image at many different resolu-

tions and sizes.

PoweR OVER ETHERNET (POE) A standard that enables WAPs
to receive their power from the same Ethernet cables that
transfer their data.

POWER USERS A user account that has the capability to do
many, but not all, of the basic administrator functions.

PPPOE (PPP OVER ETHERNET) See Point-to-Point Protocol
over Ethernet (PPPoE).

PREAMBLE A 64-bit series of alternating 1s and os, ending
with 11, that begins every Ethernet frame. The preamble
gives a receiving NIC time to realize a frame is coming and
to know exactly where the frame starts.

PRESENTATION LAYER See Open Systems Interconnection (OSI)
Seven-Layer Model.

PRIMARY LoOKUP ZONE A forward lookup zone stored in a
text file. See Forward Lookup Zone.

PRIMARY RATE INTERFACE (PRI) A type of ISDN that is actu-
ally just a full Tr line carrying 23 B channels.

PRIVATE PORT NUMBERS See Dynamic Port Numbers.

PROGRAM A set of actions or instructions that a machine
is capable of interpreting and executing. Used as a verb, it
means to design, write, and test such instructions.

ProMIscuous MODE A mode of operation for a NIC in which
the NIC processes all frames that it sees on the cable.

PROMPT A character or message provided by an operating
system or program to indicate that it is ready to accept input.



PROPRIETARY Term used to describe technology that is
unique to, and owned by, a particular vendor.

PROTECTED EXTENSIBLE AUTHENTICATION PROTOCOL
(PEAP) An authentication protocol that uses a password
function based on MS-CHAPv2 with the addition of an
encrypted TLS tunnel similar to EAP-TLS.

PROTOCOL An agreement that governs the procedures used

to exchange information between cooperating entities; usu-

ally includes how much information is to be sent, how often
it is sent, how to recover from transmission errors, and who
is to receive the information.

PrROTOCOL ANALYZER A tool that monitors the different pro-
tocols running at different layers on the network and that
can give Application, Session, Network, and Data Link layer
information on every frame going through a network.

PrROTOCOL STACK The actual software that implements the
protocol suite on a particular operating system.

PROTOCOL SUITE A set of protocols that are commonly used
together and operate at different levels of the OSI seven-
layer model.

PrOxY ARP The process of making remotely connected
computers act as though they are on the same LAN as local
computers.

PROXY SERVER A device that fetches Internet resources for a
client without exposing that client directly to the Internet.
Most proxy servers accept requests for HTTP, FTP, POP3, and
SMTP resources. The proxy server often caches, or stores, a
copy of the requested resource for later use.

PSTN (PuBLic SWITCHED TELEPHONE NETWORK) See Public
Switched Telephone Network (PSTN).

PusLic-Key CRYPTOGRAPHY A method for exchanging digi-
tal keys securely.

PusLic-KEey INFRASTRUCTURE (PKI) The system for creating
and distributing digital certificates using sites like VeriSign,
Thawte, or GoDaddy.

PuBLIC SWITCHED TELEPHONE NETWORK (PSTN) Also
known as Plain Old Telephone Service (POTS). The most common
type of phone connection, which takes your sounds, trans-
lated into an analog waveform by the microphone, and trans-
mits them to another phone.

PUNCHDOWN TOOL A specialized tool for connecting UTP
wires to a 1o-block.

QUALITY OF SERVICE (QOS) Policies that control how much
bandwidth a protocol, PC, user, VLAN, or IP address may use.
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RACEWAY Cable organizing device that adheres to walls,
making for a much simpler, though less neat, installation
than running cables in the walls.

RADIO FREQUENCY INTERFERENCE (RFI) The phenomenon
where a Wi-Fi signal is disrupted by a radio signal from
another device.

RADIO GRADE (RG) RATINGS Ratings developed by the U.S.
military to provide a quick reference for the different types
of coaxial cables.

RADIUS SERVER A system that enables remote users to con-
nect to a network service.

REAL-TIME PROCESSING The processing of transactions as
they occur, rather than batching them. Pertaining to an
application, processing in which response to input is fast
enough to affect subsequent inputs and guide the process,
and in which records are updated immediately. The lag from
input time to output time must be sufficiently small for
acceptable timeliness. Timeliness is a function of the total
system: missile guidance requires output within a few milli-
seconds of input, whereas scheduling of steamships requires
a response time in days. Real-time systems are those with a
response time of milliseconds; interactive systems respond in
seconds; and batch systems may respond in hours or days.

REAL-TIME TRANSPORT PrROTOCOL (RTP) Protocol that
defines the type of packets used on the Internet to move
voice or data from a server to clients. The vast majority of
VoIP solutions available today use RTP.

REDUNDANT ARRAY OF INDEPENDENT [OR INEXPENSIVE]
Devices [orR Disks] (RAID) A way to create a fault-tolerant
storage system. RAID has six levels. Level o uses byte-level
striping and provides no fault tolerance. Level 1 uses mirror-
ing or duplexing. Level 2 uses bit-level striping. Level 3 stores
error-correcting information (such as parity) on a separate
disk and data striping on the remaining drives. Level 4 is
level 3 with block-level striping. Level 5 uses block-level and
parity data striping.

REGEDIT.EXE A program used to edit the Windows registry.

REGIONAL INTERNET REGISTRIES (RIRS) Entities under
the oversight of the Internet Assigned Numbers Authority
(IANA), which parcels out IP addresses.

REGISTERED PORTS Port numbers from 1024 to 49151. Anyone
can use these port numbers for their servers or for ephem-
eral numbers on clients.

REGULATIONS Rules of law or policy that govern behavior in
the workplace, such as what to do when a particular event
occurs.
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REMOTE Refers to the computer(s), server(s), and/or LAN
that cannot be physically used due to its distance from the
user.

REMOTE ACCESS The capability to access a computer from
outside a building in which it is housed. Remote access
requires communications hardware, software, and actual
physical links.

REMOTE AccEess SERVER (RAS) Refers to both the hardware
component (servers built to handle the unique stresses of a
large number of clients calling in) and the software compo-
nent (programs that work with the operating system to allow
remote access to the network) of a remote access solution.

REMOTE AUTHENTICATION DIAL-IN USER SERVICE
(RADIUS) An AAA standard created to support ISPs with
hundreds if not thousands of modems in hundreds of com-
puters to connect to a single central database. RADIUS con-
sists of three devices: the RADIUS server that has access to a
database of user names and passwords, a number of network
access servers (NASs) that control the modems, and a group
of systems that dial into the network.

RemoTe Copy PRoTOCOL (RCP) Provides the capability to
copy files to and from the remote server without the need to
resort to FTP or Network File System (NFS, a UNIX form of
folder sharing). RCP can also be used in scripts and shares
TCP port 514 with RSH.

RemoTE DEskTOP PRoTOCOL (RDP) A Microsoft-created
remote terminal protocol.

REMOTE INSTALLATION SERVICES (RIS) A tool introduced
with Windows 2000 that can be used to initiate either a
scripted installation or an installation of an image of an
operating system onto a PC.

REMOTE LOGIN (RLOGIN) Program in UNIX that enables you
to log into a server remotely. Unlike Telnet, rlogin can be
configured to log in automatically.

REMOTE SHELL (RSH) Allows you to send single commands
to the remote server. Whereas rlogin is designed to be used
interactively, RSH can be easily integrated into a script.

REMOTE TERMINAL A connection on a faraway computer
that enables you to control that computer as if you were sit-
ting in front of it and logged in. Remote terminal programs
all require a server and a client. The server is the computer
to be controlled. The client is the computer from which you
do the controlling.

REPEATER A device that takes all of the frames it receives on
one Ethernet segment and re-creates them on another Ether-
net segment. This allows for longer cables or more computers

on a segment. Repeaters operate at Layer 1 (Physical) of the
0SI seven-layer model.

REPLICATION A process where multiple computers might
share complete copies of a database and constantly update
each other.

RESISTANCE The tendency for a physical medium to impede
electron flow. It is classically measured in a unit called ohms.
See also Impedance.

RESOURCE Anything that exists on another computer that

a person wants to use without going to that computer. Also
an online information set or an online interactive option.
An online library catalog and the local school lunch menu
are examples of information sets. Online menus or graphical
user interfaces, Internet e-mail, online conferences, Telnet,
FTP, and Gopher are examples of interactive options.

REVERSE LOOKUP ZONE A DNS setting that resolves IP
addresses to FQDNs. In other words, it does exactly the
reverse of what DNS normally accomplishes using forward
lookup zones.

RING TOPOLOGY A network topology in which all the com-
puters on the network attach to a central ring of cable.

RIPv1 The first version of RIP, which had several shortcom-
ings, such as a maximum hop count of 15 and a routing table
update interval of 30 seconds, which was a problem because
every router on a network would send out its table at the
same time.

RIPV2 The current version of RIP. Fixed many problems of
RIPv1, but the maximum hop count of 15 still applies.

RISER Fire rating that designates the proper cabling to use
for vertical runs between floors of a building.

RivesT CIPHER 4 (RC4) A popular streaming symmetric-key
algorithm.

RIVEST SHAMIR ADLEMAN (RSA) An improved public-key
cryptography algorithm that enables secure digital signa-
tures.

RJ (REGISTERED JACK) Connectors used for UTP cable on
both telephone and network connections.

RJ-11 Type of connector with four-wire UTP connections;
usually found in telephone connections.

RJ-45 Type of connector with eight-wire UTP connec-
tions; usually found in network connections and used for
10/100/1000BaseT networking.

ROGUE ACCESS POINT An unauthorized wireless access
point (WAP) installed in a computer network.



RoLe-BaseD Access CONTROL (RBAC) The most popular
authentication model used in file sharing, defines a user’s
access to a resource based on the roles the user plays in the
network environment. This leads to the idea of creation of
groups. A group in most networks is nothing more than a

name that has clearly defined accesses to different resources.

User accounts are placed into various groups.

ROM (ReAD-ONLY MEMORY) The generic term for non-
volatile memory that can be read from but not written to.
This means that code and data stored in ROM cannot be
corrupted by accidental erasure. Additionally, ROM retains
its data when power is removed, which makes it the perfect
medium for storing BIOS data or information such as scien-
tific constants.

RoOT DIRECTORY The directory that contains all other
directories.

ROOTKIT A Trojan that takes advantage of very low-level
operating system functions to hide itself from all but the
most aggressive of anti-malware tools.

ROUTE A command that enables a user to display and edit
the local system’s routing table.

ROUTER A device that connects separate networks and
forwards a packet from one network to another based only
on the network address for the protocol being used. For
example, an IP router looks only at the IP network number.
Routers operate at Layer 3 (Network) of the OSI seven-layer
model.

RouTING AND REMOTE Access SERVICE (RRAS) A special
remote access server program, originally only available on
Windows Server, on which a PPTP endpoint is placed in
Microsoft networks.

ROUTING INFORMATION PrOTOCOL (RIP) Distance vector
routing protocol that dates from the 1980s.

ROUTING LOOP A situation where interconnected routers
loop traffic, causing the routers to respond slowly or not
respond at all.

ROUTING TABLE A list of paths to various networks required
by routers. This table can be built either manually or auto-
matically.

RS-232 The recommended standard (RS) upon which all
serial communication takes place on a PC.

RUN A single piece of installed horizontal cabling.

SAMBA An application that enables UNIX systems to com-
municate using Server Message Blocks (SMBs). This, in turn,
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enables them to act as Microsoft clients and servers on the
network.

SC CONNECTOR One of two special types of fiber-optic cable
used in 10BaseFL networks.

SCALABILITY The capability to support network growth.

SCANNER A device that senses alterations of light and dark.
It enables the user to import photographs, other physical
images, and text into the computer in digital form.

SECONDARY LOOKUP ZONE A backup lookup zone stored on
another DNS servers. See also Forward Lookup Zone.

SecURe Cory ProTOCOL (SCP) One of the first SSH-en-
abled programs to appear after the introduction of SSH. SCP
was one of the first protocols used to transfer data securely
between two hosts and thus might have replaced FTP. SCP
works well but lacks features such as a directory listing.

SECURE FTP (SFTP) Designed as a replacement for FTP after
many of the inadequacies of SCP (such as the inability to see
the files on the other computer) were discovered.

SECURE HASH ALGORITHM (SHA) A popular cryptographic
hash.

SECURE SHELL (SSH) A terminal emulation program that
looks exactly like Telnet but encrypts the data. SSH has
replaced Telnet on the Internet.

SECURE SOCKETS LAYER (SSL) A protocol developed by
Netscape for transmitting private documents over the Inter-
net. SSL works by using a public key to encrypt sensitive
data. This encrypted data is sent over an SSL connection and
then decrypted at the receiving end using a private key.

SECURITY A network’s resilience against unwanted access or
attack.

SECURITY LOG A log that tracks anything that affects secu-
rity, such as successful and failed logons and logoffs.

SECURITY PoLICY A set of procedures defining actions
employees should perform to protect the network’s security.

SEGMENT The bus cable to which the computers on an Ether-
net network connect.

SENDMAIL A popular e-mail server program.

SEQUENTIAL A method of storing and retrieving informa-
tion that requires data to be written and read sequentially.
Accessing any portion of the data requires reading all the
preceding data.
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SERVER A computer that shares its resources, such as printers
and files, with other computers on the network. An example
of this is a Network File System Server that shares its disk
space with a workstation that has no disk drive of its own.

SERVER-BASED NETWORK A network in which one or more
systems function as dedicated file, print, or application serv-
ers, but do not function as clients.

SERVICE SET IDENTIFICATION (SSID) A 32-bit identification
string, sometimes called a network name, that’s inserted into the
header of each data packet processed by a wireless access point.

SESSION A networking term used to refer to the logical
stream of data flowing between two programs and being com-
municated over a network. Many different sessions may be
emanating from any one node on a network.

SESSION INITIATION PrROTOCOL (SIP) A signaling protocol
for controlling voice and video calls over IP. SIP competes
with H.323 for VoIP dominance.

SESSION LAYER See Open Systems Interconnection (0SI)
Seven-Layer Model.

SESSION SOFTWARE Handles the process of differentiating
among various types of connections on a PC.

SHARE LEVEL SECURITY A security system in which each
resource has a password assigned to it; access to the resource
is based on knowing the password.

SHARE PERMISSIONS Permissions that only control the access
of other users on the network with whom you share your
resource. They have no impact on you (or anyone else) sitting
at the computer whose resource is being shared.

SHAREWARE Software that is protected by copyright, but the
copyright holder allows (encourages!) you to make and dis-
tribute copies, under the condition that those who adopt the
software after preview pay a fee. Derivative works are not
allowed, and you may make an archival copy.

SHELL Generally refers to the user interface of an operating
system. A shell is the command processor that is the actual
interface between the kernel and the user.

SHIELDED TWISTED PAIR (STP) A cabling for networks com-
posed of pairs of wires twisted around each other at specific
intervals. The twists serve to reduce interference (also called
crosstalk). The more twists, the less interference. The cable
has metallic shielding to protect the wires from external
interference. See also Unshielded Twisted Pair (UTP) for the
more commonly used cable type in modern networks.

SHORT CIRCUIT Allows electricity to pass between two con-
ductive elements that weren't designed to interact together.
Also called a short.

SHORTEST PATH FIRST Networking algorithm for directing
router traffic. See also Open Shortest Path First (OSPF).

SIGNAL STRENGTH A measurement of how well your wireless
device is connecting to other devices.

SIGNALING TOPOLOGY Another name for logical topology. See
Logical Topology.

SiMPLE MAIL TRANSFER PROTOCOL (SMTP) The main pro-
tocol used to send electronic mail on the Internet.

SIMPLE NETWORK MANAGEMENT PROTOCOL (SNMP) A set
of standards for communication with devices connected to a
TCP/IP network. Examples of these devices include routers,
hubs, and switches.

SINGLE-MODE FIBER (SMF) Fiber-optic cables that use lasers.

SITE SURVEY A process that enables you to determine any
obstacles to creating the wireless network you want.

SITE-TO-SITE A type of VPN connection using two Cisco VPN
concentrators to connect two separate LANs permanently.

SMALL FORM FACTOR (SFF) A description of later-genera-
tion, fiber-optic connectors designed to be much smaller than
the first iterations of connectors. See also LC and Mechanical
Transfer Registered Jack (MT-R]).

SMALL FORM FACTOR PLUGGABLE (SFP) A Cisco module
that enables you to add additional features to its routers.

SMART DEVICE Devices (such as credit cards, USB keys, etc.)
that you insert into your PC in lieu of entering a password.

SMART JACK Type of NIU that enables ISPs or telephone
companies to test for faults in a network, such as disconnec-
tions and loopbacks.

SMB (SERVER MESSAGE BLOCK) Protocol used by Microsoft
clients and servers to share file and print resources.

SMURF A type of hacking attack in which an attacker floods
a network with ping packets sent to the broadcast address.
The trick that makes this attack special is that the return
address of the pings is spoofed to that of the intended victim.
When all the computers on the network respond to the ini-
tial ping, they send their response to the intended victim.

SNAP-INS Small utilities that can be used with the Microsoft
Management Console.

SNAPSHOT A tool that enables you to save an extra copy of a
virtual machine as it is exactly at the moment the snapshot
is taken.

SNEAKERNET Saving a file on a portable medium and walking
it over to another computer.



SNIFFER Diagnostic program that can order a NIC to run in
promiscuous mode. See Promiscuous Mode.

SNIP See Cable Stripper.

SOCIAL ENGINEERING The process of using or manipulating
people inside the networking environment to gain access to
that network from the outside.

SOCKET A combination of a port number and an IP address
that uniquely identifies a connection.

SOCKET PAIRS See Endpoints.

SOFTWARE Programming instructions or data stored on some
type of binary storage device.

SoLiD CORE A cable that uses a single solid wire to transmit
signals.

SONET (SYNCHRONOUS OPTICAL NETWORK) A standard for
connecting fiber-optic transmission systems. SONET was pro-
posed in the mid-198os and is now an ANSI standard. SONET
defines interface standards at the Physical layer of the 0SI
seven-layer model.

SoURCE ADDRESS TABLE (SAT) An electronic table of the
MAC addresses of each computer connected to a switch.

SPANNING TREE PROTOCOL (STP) A protocol that enables
switches to detect and repair bridge loops automatically.

SPYWARE Any program that sends information about your
system or your actions over the Internet.

SQL (STRUCTURED QUERY LANGUAGE) A language created
by IBM that relies on simple English statements to perform
database queries. SQL enables databases from different man-
ufacturers to be queried using a standard syntax.

SSL (SECURE SOCKETS LAYER) See Secure Sockets Layer (SSL).

SSL VPN A type of VPN that uses SSL encryption. Clients
connect to the VPN server using a standard Web browser,
with the traffic secured using SSL. The two most common
types of SSL VPNs are SSL portal VPNs and SSL tunnel VPNs.

ST CONNECTOR One of two special types of fiber-optic cable
used in roBaseFL networks.

STAR TOPOLOGY A network topology in which all computers
in the network connect to a central wiring point.

STAR-BUS TOPOLOGY A hybrid of the star and bus topolo-
gies that uses a physical star, where all nodes connect to

a single wiring point such as a hub and a logical bus that
maintains the Ethernet standards. One benefit of a star-bus
topology is fault tolerance.
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STAR-RING TOPOLOGY A hybrid of the Token Ring topology
and the physical star.

STATEFUL Describes a DHCPv6 server that works very simi-
larly to an IPv4 DHCP server, passing out IPv6 addresses,
subnet masks, and default gateways as well as optional items
like DNS server addresses.

STATEFUL FILTERING/STATEFUL INSPECTION A method of filter-
ing in which all packets are examined as a stream. Stateful
devices can do more than allow or block; they can track
when a stream is disrupted or packets get corrupted and act
accordingly.

STATELESS Describes a DHCPv6 server that only passes out
optional information.

STATELESS FILTERING A method of filtering where the device
that does the filtering just checks the packet for IP addresses
and port numbers and blocks or allows accordingly.

STATIC ADDRESSING The process of assigning IP addresses by
manually typing them into client computers.

StaTic NAT (SNAT) A type of NAT that maps a single
routable IP address to a single machine, allowing you to
access that machine from outside the network.

STATIC ROUTING A process by which routers in an internet-
work obtain information about paths to other routers. This
information must be supplied manually.

STORAGE A device or medium that can retain data for subse-
quent retrieval.

STP (SPANNING TREE PROTOCOL) See Spanning Tree Proto-
col (STP).

STRAIGHT-THROUGH CABLE A cable that enables you to con-
nect the uplink ports of two hubs together.

STRANDED CORE A cable that uses a bundle of tiny wire
strands to transmit signals. Stranded core is not quite as
good a conductor as solid core, but it will stand up to sub-
stantial handling without breaking.

STREAM CIPHER An encryption method that encrypts a sin-
gle bit at a time. Popular when data comes in long streams
(such as with older wireless networks or cell phones).

STRIPE SET Two or more drives in a group that are used for a
striped volume.

STRUCTURED CABLING Standards defined by the Telecommu-
nications Industry Association/Electronic Industries Alliance
(TIA/EIA) that define methods of organizing the cables in a
network for ease of repair and replacement.
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STS OVERHEAD Carries the signaling and protocol informa-
tion in Synchronous Transport Signal (STS).

STS PAYLOAD Carries data in STS.

SUBNET Each independent network in a TCP/IP internet-
work.

SUBNET MASK The value used in TCP/IP settings to divide
the IP address of a host into its component parts: network ID
and host ID.

SUBNETTING Taking a single class of IP addresses and chop-
ping it into multiple smaller groups.

SUPPLICANT A client computer in a RADIUS network.

SWITCH A device that filters and forwards traffic based on
some criteria. A bridge and a router are both examples of
switches.

SWITCHING LOOP When you connect multiple switches
together to cause a loop to appear.

SYMMETRIC DSL (SDSL) Type of DSL connection that pro-
vides equal upload and download speed and, in theory, pro-
vides speeds up to 15 Mbps, although the vast majority of ISPs
provide packages ranging from 192 Kbps to 9 Mbps.

SYMMETRIC-KEY ALGORITHM Any encryption method that
uses the same key for both encryption and decryption.

SYNCHRONOUS Describes a connection between two elec-
tronic devices where neither must acknowledge (ACK) when
receiving data.

SYNCHRONOUS DIGITAL HIERARCHY (SDH) European fiber
carrier standard equivalent to SONET.

SYNCHRONOUS OPTICAL NETWORK (SONET) American
fiber carrier standard. See also SONET (Synchronous Optical
Network).

SYNCHRONOUS TRANSPORT SIGNAL (STS) Signal method
used by SONET. It consists of the STS payload and the STS
overhead. A number is appended to the end of STS to desig-
nate signal speed.

SYSTEM LOG A log file that records issues dealing with the
overall system, such as system services, device drivers, or
configuration changes.

SYSTEM RESTORE A Windows utility that enables you to
return your PC to a recent working configuration when
something goes wrong. System Restore returns your com-
puter’s system settings to the way they were the last time

you remember your system working correctly—all without
affecting your personal files or e-mail.

T1 Aleased-line connection capable of carrying data at
1,544,000 bps.

T1 LINE The specific, shielded, two-pair cabling that con-
nects the two ends of a Tr connection.

T3 LINE A leased-line connection capable of carrying data at
44,736,000 bps.

TCP SEGMENT The connection-oriented payload of an IP
packet. A TCP segment works on the Transport layer.

TCP/IP MODEL An architecture model based on the TCP/
IP protocol suite, which defines and standardizes the flow of
data between computers. The following lists the four layers:

Layer 1
to OSI's Data Link and Physical layers. The Link layer

The Link layer (Network Interface layer) is similar

consists of any part of the network that deals with
frames.
Layer 2
layer. Any part of the network that deals with pure IP

The Internet layer is the same as OSI's Network

packets—getting a packet to its destination—is on the
Internet layer.

Layer 3 The Transport layer combines the features of
0SI's Transport and Session layers. It is concerned with
the assembly and disassembly of data, as well as connec-
tion-oriented and connectionless communication.

Layer 4 The Application layer combines the features of
the top three layers of the 0SI model. It consists of the
processes that applications use to initiate, control, and
disconnect from a remote system.

TELECOMMUNICATIONS ROOM A central location for
computer or telephone equipment and, most importantly,
centralized cabling. All cables usually run to the telecommu-
nications room from the rest of the installation.

TELEPHONY The science of converting sound into electrical
signals, moving those signals from one location to another,
and then converting those signals back into sounds. This
includes modems, telephone lines, the telephone system, and
any products used to create a remote access link between a
remote access client and server.

TELNET A program that enables users on the Internet to log
onto remote systems from their own host systems.

TEMPERATURE MONITOR Device for keeping a telecommuni-
cations room at an optimal temperature.

TemPORAL KEy INTEGRITY PROTOCOL (TKIP) The extra
layer of security that WPA adds on top of WEP.



TEREDO A NAT-traversal IPv6 tunneling protocol, built into
Microsoft Windows.

TERMINAL Access CONTROLLER AcCess CONTROL SYSTEM
PLus (TACACS+) A proprietary protocol developed by
Cisco to support AAA in a network with many routers and
switches. It is similar to RADIUS in function, but uses TCP
port 49 by default and separates authorization, authentica-
tion, and accounting into different parts.

TERMINAL ADAPTER (TA) The most common interface used
to connect a computer to an ISDN line.

TERMINAL EMULATION Software that enables a PC to com-
municate with another computer or network as if it were a
specific type of hardware terminal.

TIA/EIA (TELECOMMUNICATIONS INDUSTRY ASSOCIATION/
ELECTRONICS INDUSTRY ASSOCIATION) The standards body
that defines most of the standards for computer network
cabling. Many of these standards are defined under the TIA/
EIA 568 standard.

TIA/EIA 568A One of two four-pair UTP crimping stan-
dards for 10/100/1000BaseT networks. Often shortened to
T568A. The other standard is TIA/EIA 568B.

TIA/EIA 568B One of two four-pair UTP crimping stan-
dards for 10/100/1000BaseT networks. Often shortened to
T568B. The other standard is TIA/EIA 568A.

TIA/EIA 606 Official methodology for labeling patch panels.

TickeT-GRANTING TICKET (TGT) Sent by an Authentication
Server in a Kerberos setup if a client’s hash matches its own,
signaling that the client is authenticated but not yet autho-
rized.

Time DivisioN MULTIPLEXING (TDM) The process of having
frames that carry a bit of every channel in every frame sent
at a regular interval in a T1 connection.

TIME DOMAIN REFLECTOMETER (TDR) Advanced cable tester
that tests the length of cables and their continuity or discon-
tinuity, and identifies the location of any discontinuity due
to a bend, break, unwanted crimp, and so on.

ToONE GENERATOR See Toners.
TONE PROBE See Toners.

TONERS Generic term for two devices used together—a tone
generator and a tone locator (probe)—to trace cables by sending
an electrical signal along a wire at a particular frequency.
The tone locator then emits a sound when it distinguishes
that frequency. Also referred to as Fox and Hound.

Glossary

Tor-LEVEL DOMAIN SERVERS A set of DNS servers—just
below the root servers—that handle the top-level domain
names, such as .com, .org, .net, and so on.

ToPOLOGY The pattern of interconnections in a communi-
cations system among devices, nodes, and associated input
and output stations. Also describes how computers connect to
each other without regard to how they actually communicate.

TRACERT (ALSO TRACEROUTE) A command-line utility used to
follow the path a packet takes between two hosts.

TRAFFIC ANALYSIS Tools that chart a network’s traffic usage.

TRAFFIC SHAPING Controlling the flow of packets into or out
of the network according to the type of packet or other rules.

TRANSCEIVER The device that transmits and receives signals
on a cable.

TRANSMISSION CONTROL PROTOCOL (TCP) Part of the TCP/
IP protocol suite, operates at Layer 4 (Transport) of the OSI
seven-layer model. TCP is a connection-oriented protocol.

TRANSMISSION CONTROL PROTOCOL/INTERNET PROTOCOL
(TCP/IP) A set of communication protocols developed by
the U.S. Department of Defense that enables dissimilar com-
puters to share information over a network.

TRANSMIT BEAMFORMING A multiple-antenna technology in
8o2.11n WAPs that helps get rid of dead spots.

TRANSPORT LAYER See Open Systems Interconnection (0SI)
Seven-Layer Model.

TRANSPORT LAYER SECURITY (TLS) A robust update to SSL
that works with almost any TCP application.

TriviAL FiLe TRANSFER PrROTOCOL (TFTP) A protocol that
transfers files between servers and clients. Unlike FTP,
TFTP requires no user login. Devices that need an operating
system, but have no local hard disk (for example, diskless
workstations and routers), often use TFTP to download their
operating systems.

TROJAN A virus that masquerades as a file with a legitimate
purpose, so that a user will run it intentionally. The classic
example is a file that runs a game, but also causes some type
of damage to the player’s system.

TRUNK PORT A port on a switch configured to carry all data,
regardless of VLAN number, between all switches in a LAN.

TRUNKING The process of transferring VLAN data between
two or more switches.

467
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TUNNEL An encrypted link between two programs on two
separate computers.

TUNNEL BROKER In IPv6, a service that creates the actual
tunnel and (usually) offers a custom-made endpoint client
for you to use, although more advanced users can often make
a manual connection.

TUNNEL INFORMATION AND CONTROL PrOTOCOL (TIC) One
of the protocols that set up IPv6 tunnels and handle configu-
ration as well as login.

TUNNEL SETUP PROTOCOL (TSP) One of the protocols that
set up IPv6 tunnels and handle configuration as well as login.

TwisTeD PAIR Twisted pairs of cables, the most overwhelm-
ingly common type of cabling used in networks. The two
types of twisted pair cabling are UTP (unshielded twisted
pair) and STP (shielded twisted pair). The twists serve to
reduce interference, called crosstalk; the more twists, the less
crosstalk.

Two-FACTOR AUTHENTICATION A method of security
authentication that requires two separate means of authen-
tication, for example, some sort of physical token that, when
inserted, prompts for a password.

U (UNITS) The unique height measurement used with equip-
ment racks; 1 U equals 1.75 inches.

UART (UNIVERSAL ASYNCHRONOUS RECEIVER/ TRANSMIT-
TER) A device that turns serial data into parallel data. The
cornerstone of serial ports and modems.

UDP (User DATAGRAM PROTOCOL) Part of the TCP/IP pro-
tocol suite, a connectionless protocol that is an alternative
to TCP.

UDP DATAGRAM A connectionless networking container
used in UDP communication.

UNC (UNiversAL NAMING CONVENTION) Describes any
shared resource in a network using the convention \\<server
name>\<name of shared resource>.

UNICAST A message sent from one computer to one other
computer.

UNICAST ADDRESS A unique IPv6 address that is exclusive to
a system. Link-local addresses are unicast addresses.

UNIFIED COMMUNICATION (UC) A system that rolls many
different network services into one, for example, instant
messaging (IM), telephone service, video conferencing, and
more.

UNINTERRUPTIBLE POWER SuPPLY (UPS) A device that sup-
plies continuous clean power to a computer system the whole
time the computer is on. Protects against power outages and
sags. The term UPS is often used mistakenly when people
mean stand-by power supply or system (SPS).

UNIVERSAL ASYNCHRONOUS RECEIVER TRANSMITTER
(UART) A device inside a modem that takes the 8-bit-wide
digital data and converts it into 1-bit-wide digital data and
hands it to the modem for conversion to analog data. The
process is reversed for incoming data.

UNIX A popular computer software operating system used
on many Internet host systems.

UNsHIELDED TwisTED PAIR (UTP) A popular cabling for
telephone and networks composed of pairs of wires twisted
around each other at specific intervals. The twists serve to
reduce interference (also called crosstalk). The more twists,
the less interference. The cable has no metallic shielding

to protect the wires from external interference, unlike its
cousin, STP. 1oBaseT uses UTP, as do many other networking
technologies. UTP is available in a variety of grades, called
categories, as defined in the following:

Category 1 UTP  Regular analog phone lines, not used
for data communications

Category 2 UTP Supports speeds up to 4 Mbps
Category 3 UTP Supports speeds up to 16 Mbps
Category 4 UTP  Supports speeds up to 20 Mbps
Category 5 UTP  Supports speeds up to 100 Mbps
Category se UTP  Supports speeds up to 100 Mbps with
two pairs and up to 1000 Mbps with four pairs

Category 6 UTP Improved support for speeds up to

10 Gbps

Category 6a UTP Extends the length of 10-Gbps commu-
nication to the full 100 meters commonly associated with

UTP cabling.

UPLINK PORT Port on a hub that enables you to connect two
hubs together using a straight-through cable.

UPLOAD The transfer of information from a user’s system
to a remote computer system. Opposite of download. See also
Download.

URL (UNIFORM RESOURCE LOCATOR) An address that
defines the type and the location of a resource on the Internet.
URLs are used in almost every TCP/IP application. A typical
HTTP URL is http://www.totalsem.com.

USENET The network of UNIX users, generally perceived
as informal and made up of loosely coupled nodes, that
exchanges mail and messages. Started by Duke University
and UNC—Chapel Hill. An information cooperative linking
around 16,000 computer sites and millions of people.


http://www.totalsem.com

Usenet provides a series of “news groups” analogous to online
conferences.

USER Anyone who uses a computer. You.

USER ACCOUNT A container that identifies a user to the
application, operating system, or network, including name,
password, user name, groups to which the user belongs, and
other information based on the user and the 0S or NOS being
used. Usually defines the rights and roles a user plays on a
system.

User DATAGRAM ProTOCOL (UDP) A protocol used by some
older applications, most prominently TFTP (Trivial FTP), to
transfer files. UDP datagrams are both simpler and smaller
than TCP segments, and they do most of the behind-the-scenes
work in a TCP/IP network.

USER-LEVEL SECURITY A security system in which each user
has an account, and access to resources is based on user
identity.

USER PROFILES A collection of settings that corresponds to

a specific user account and may follow the user, regardless

of the computer at which he or she logs on. These settings
enable the user to have customized environment and security
settings.

V STANDARDS Standards established by CCITT for modem
manufacturers to follow (voluntarily) to ensure compatible
speeds, compression, and error correction.

V.92 STANDARD The current modem standard, which has a
download speed of 57,600 bps and an upload speed of 48 Kbps.
V.92 modems have several interesting features, such as Quick
Connect and Modem on Hold.

VERTICAL CROSS-CONNECT Main patch panel in a telecom-
munications room. See also Patch Panel.

VErY HIGH BITRATE DSL (VDSL) The latest form of DSL
with download and upload speeds of up to 100 Mbps. VDSL
was designed to run on copper phone lines, but many VDSL
suppliers use fiber-optic cabling to increase effective dis-
tances.

VIEw The different displays found in Performance Monitor.

VIRTUAL LocAL AREA NETWORK (VLAN) A LAN that, using
VLAN-capable switches, places some (or any on the more
expensive VLANSs) systems on virtual broadcast domains.

VIRTUAL MACHINE (VM) A virtual computer accessed
through a class of program called a hypervisor or virtual
machine manager. A virtual machine runs inside your actual
operating system, essentially enabling you to run two or
more operating systems at once.
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VIRTUAL MACHINE MANAGER (VMM) See Hypervisor.

VIRTUAL PBX Software that functionally replaces a physical
PBX telephone system.

VIRTUAL PRrIVATE NETWORK (VPN) A network configuration
that enables a remote user to access a private network via
the Internet. VPNs employ an encryption methodology called
tunneling, which protects the data from interception.

VIRTUAL SWITCH Special software that enables VMs to com-
municate with each other without going outside of the host
system.

VIRTUAL TRUNK PROTOCOL (VTP) A proprietary Cisco pro-
tocol to automate the updating of multiple VLAN switches.

VIRUS A program that can make a copy of itself without you
necessarily being aware of it. Some viruses can destroy or
damage files, and generally the best protection is always to
maintain backups of your files.

VIRUS DEFINITION OR DATA FILES Enables the virus protec-
tion software to recognize the viruses on your system and
clean them. These files should be updated often. Also called
signature files, depending on the virus protection software in
use.

Voice over IP (VoOIP) Using an IP network to transfer
voice calls.

VOLTAGE The pressure of the electrons passing through a
wire.

VOLTAGE EVENT RECORDER Tracks voltage over time by plug-
ging into a power outlet.

Volrs (V) Units of measurement for voltage.

VPN CONCENTRATOR The new endpoint of the local LAN in
L2TP.

VULNERABILITY SCANNER A tool that scans a network for
potential attack vectors.

WAN (WiDe AREA NETWORK) A geographically dispersed
network created by linking various computers and LANs over
long distances, generally using leased phone lines. There is
no firm dividing line between a WAN and a LAN.

WARM BOOT A system restart performed after the system
has been powered and operating. This clears and resets the
memory, but does not stop and start the hard drive.

WATTAGE (WATTS OR W) The amount of amps and volts
needed by a particular device to function.
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WEB SERVER A server that enables access to HTML documents
by remote users.

WELL-KNOWN PORT NUMBERS Port numbers from o to 1204
that are used primarily by client applications to talk to server
applications in TCP/IP networks.

Wi-Fi The most widely adopted wireless networking type
in use today. Technically, only wireless devices that conform
to the extended versions of the 802.11 standard—=8o2.113,
802.11b, and 802.11g—are Wi-Fi certified.

Wi-Fi PROTECTED AccEess (WPA) A wireless security pro-
tocol that addresses the weaknesses and acts as a sort of
upgrade to WEP. WPA offers security enhancements such as
dynamic encryption key generation (keys are issued on a
per-user and per-session basis), an encryption key integrity-
checking feature, user authentication through the industry-
standard Extensible Authentication Protocol (EAP), and other
advanced features that WEP lacks.

Wi-Fi PrROTECTED Access 2 (WPA2) An update to the WPA
protocol that uses the Advanced Encryption Standard algo-
rithm, making it much harder to crack.

WIMAX See 802.16.

WIiNDOWS DOMAIN A group of computers controlled by a
computer running Windows Server, which is configured as a
domain controller.

WINDOWS FIREWALL The firewall that has been included

in Windows operating systems since Windows XP; originally
named Internet Connection Firewall (ICF) but renamed in XP
Service Pack 2.

Winpows INTERNET NAME SERVICE (WINS) A name resolu-
tion service that resolves NetBIOS names to IP addresses.

WINIPCFG A graphical program used on Windows 95,
Windows 98, and Windows Me machines to display the current
TCP/IP configuration of the machine; similar to more modern
Windows's ipconfig and UNIX/ Linux’s ifconfig.

WINS PrOXY AGENT A WINS relay agent that forwards
WINS broadcasts to a WINS server on the other side of a
router to keep older systems from broadcasting in place of
registering with the server.

WIRE SCHEME See Wiring Diagram.

WIRED EQUIVALENT PRIVACY (WEP) A wireless security
protocol that uses a 64-bit encryption algorithm to scramble
data packets.

WIRELESS ACCESS POINT (WAP) Connects wireless network
nodes to wireless or wired networks. Many WAPs are

combination devices that act as high-speed hubs, switches,
bridges, and routers, all rolled into one.

WIRELESS BRIDGE Device used to connect two wireless net-
work segments together, or to join wireless and wired net-
works together in the same way that wired bridge devices do.

WIRELESS NETWORK See Wi-Fi.

WIREMAP Term that techs use to refer to the proper connec-
tivity of wires in a network.

WIRESHARK A popular packet sniffer.

WIRING DIAGRAM A document, also known as a wiring
schematic, that usually consists of multiple pages and that
shows the following: how the wires in a network connect to
switches and other nodes, what types of cables are used, and
how patch panels are configured. It usually includes details
about each cable run.

WIRING SCHEMATIC See Wiring Diagram.

WOoRK AREA In a basic structured cabling network, often
simply an office or cubicle that potentially contains a PC
attached to the network.

WORKGROUP A convenient method of organizing computers
under Network/My Network Places in Windows operating
systems.

WORKSTATION A general-purpose computer that is small
enough and inexpensive enough to reside at a person’s work
area for his or her exclusive use.

WORM A very special form of virus. Unlike other viruses,

a worm does not infect other files on the computer. Instead,
it replicates by making copies of itself on other systems on a
network by taking advantage of security weaknesses in net-

working protocols.

WPA2-ENTERPRISE A version of WPA2 that uses a RADIUS
server for authentication.

WWW (WoRrLD WIDE WEB) The (graphical) Internet that
can be accessed using Gopher, FTP, HTTP, Telnet, Usenet, WAIS,
and some other tools.

X.25 The first generation of packet-switching technology,
enables remote devices to communicate with each other across
high-speed digital links without the expense of individual
leased lines.

YosT CABLE Cable used to interface with a Cisco device.

ZOMBIE A single computer under the control of an operator
that is used in a botnet attack. See also Botnet.
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Numbers

6ing4 tunneling protocol, 280—281

10 GbE Ethernet, 69—72

10GBaseER/EW, 69—72

10GBaseLR/LW, 69—72

10GBaseSR/SW, 69—72

10GBaseT, 69—72

ro-punchdown, 83

802 subcommittees. see IEEE (Institute of
Electrical and Electronics Engineers)

1000BaselX, 62—-65

1000BaseSX, 62—-65

1000BaseT, 62-65, 315

A

AAAA records, DNS, 279
Acceptable Use Policy (AUP), 381
access control
Ethernet networks and, 46—48
network security and, 331-335
protecting administrative access, 326
access control lists (ACLs), 410—411
accounts
managing, 325
security settings, 327-328
ACK, DHCP, 133-134
ACLs (access control lists), 410-411
Active Directory domains, 328
ad hoc mode, for wireless networking,
314, 408
Address Resolution Protocol (ARP), 123-130
addresses
configuring e-mail, 177
Ethernet, 58, 122-130
IP. see IP addresses
MAC. see MAC addresses
ad-hoc networks, topology of, 32
administrators
access control and, 331
reviewing names and passwords, 294
ADSL (asymmetric DSL), 291
advanced encryption system (AES), 312
advanced networking devices
configuring QoS, 258—265
configuring VLANs on switch, 250-258
configuring VPN connections, 243—250
exploring network protection, 265-266
exploring network terms, 242-243
key term quiz, 268
lab analysis, 267
Advanced Research Project Agency
Network (ARPANET), 102
adware, 324
AES (advanced encryption system), 312

American National Standards Institute
(ANSI), 37-38
AND, local vs. remote IP addresses, 119
ANSI (American National Standards
Institute), 37-38
antennas, technologies used by WAPs, 313
anti-adware programs, 324
anti-malware programs, 185
anti-spyware programs, 324
anti-static procedures, 88
anti-virus programs, 324
anycast addresses, in IPv6, 273, 285
APIPA (Automatic Private IP Addressing)
defined, 102
DHCP and, 131
VPN connections and, 247
Application layer, in network models, 23
APs (access points). see also WAPs (wireless
access points)
antennas technologies used by, 313
increasing range of, 314
arp
clearing ARP cache, 128
filtering traffic to locate ARP frames, 126
ARP (Address Resolution Protocol), 123-130
ARPANET (Advanced Research Project
Agency Network), 102
associations, port. see port associations
asymmetric DSL (ADSL), 201
ATM (Asynchronous Transfer Mode),
popular WAN-related technologies,
288-290
AUP (Acceptable Use Policy), 381
authentication
port, 265-266
SSH settings, 224
authorization, NAT, 146
Automatic Private IP Addressing (APIPA)
defined, 102
DHCP and, 131
Automatic Updates, 361

Backup and Restore utility, in
Windows 7, 394
backup servers, documenting, 378
backups
creating strategy for, 396397
disaster recovery and, 393
GFS (Grandfather-Father-Son)
technique, 394
hot, cold, and warm backup
sites, 374
in Windows 7, 394—-396

bandwidth
cabling categories, 36
configuring QoS, 258265
performance monitoring and, 382
base 2 numbering system, 106
baselines
in configuration management
documentation, 377
performance and, 374
Performance Monitor and, 384-385
for performance under normal load,
382-383
BGP4, 155
binary conversions
IP addresses and, 119, 130
overview, 103—-108
subnetting and, 114-117
bindings, configuring Web server, 172
blueprints, 96
bootp filter, 133
BPL (Broadband over Power Line), 293
brackets, 81
bricking, 260-261
bridges
802.1D (MAC bridges), 57
connecting virtual machines, 348
bridging loop, 56
Broadband over Power Line (BPL), 293
broadcast addresses, for subnets, 116-117
broadcast channels, configuring wireless
networks, 318
broadcast domains, 243
bulk cable, 35
bus topology, 31
butt set, hardware tool for troubleshooting
networks, 417-418

C

CA (Certificate Authority), 218-221
cable modem
installing physical components for
SOHO network, 406
“last mile” connectivity, 292
cable tester, hardware tool for
troubleshooting networks, 417—419
cable testers
commercial, 52
verifying cable runs with, 84-85
cable verifier, hardware tool for
troubleshooting networks, 417—421
cabling
10 GbE Ethernet, 69-72
1000BaseT, 1000BaseSX, and
1000BaselX, 62-65
building crossover cables, 53
building patch cables, 48-52
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cabling (Continued)
cable runs, 30
categories of, 35-36
documenting, 376
examining structured networks, 78
governing bodies, 36-38
identifying, 17
identifying topologies, 30-33
industry standards, 38-39
key term quiz, 41
lab analysis, 40
laying out cable runs for SOHO
network, 407
laying out cable runs to WAPs, 409
requirements, 33-36
structured cabling. see structured
cabling
troubleshooting connectivity issues,
419420
upgrading CAT 6 UTP to 10GBaseT, 72
validating connectivity, 294
cache entries, 127-128
Career Pathways Web site, 6
Carrier Sense function, 47
Carrier Sense Multiple Access/Collision
Avoidance (CSMA/CA), 311-312
Carrier Sense, Multiple Access/Collision
Detection (CSMA/CD)
defined, 46-48
not appropriate for wireless
networking, 31-312
CAT 5e UTP cabling
building patch cables, 48-52
defined, 35
CAT 6 UTP cabling
building patch cables, 4852
defined, 35
examining structured networks, 78
upgrading to 10GBaseT, 72
cause identification, in troubleshooting
methodology, 435
CDs, backing up to, 394
central office (CO), 290
Certificate Authority (CA), 218-221
certificates, secure transactions over
HTTPS, 227-232
certifications
importance of, 10
Network+ requirements, 3—4
related to Network+, 5-7
certifier, hardware tool for
troubleshooting networks, 417-418
change, managing/documenting,
374-375, 380
Channel Service Unit/Digital Service Unit
(CSU/DSU), 290
charts, for binary conversion, 106
CIDR (Classless Inter-Domain Routing)
configuring subnetting, 113-117
notation, 108
subnet masks and, 135

Cisco
10 GbE Ethernet transceiver, 72
configuring VLANs on switch, 250-258
related certifications, 7
routers, 141
Spanning Tree Protocol and, 57
(Class B addresses, 114
Class C addresses, 104, 109—111, 114
classes, IP address
Class B addresses, 114
Class C addresses, 104, 109—111, 114
overview, 107-108
Classless Inter-Domain Routing. see CIDR
(Classless Inter-Domain Routing)
CLI (Command-Line Interface), 251
clients
in change management document,
380—-381
Conﬁguring DNS client, 202—204
configuring e-mail client, 178
configuring for SOHO network, 411-412
configuring VPN client, 248-250
connecting to SFTP server, 225-226
connecting Windows client to server
using Remote Desktop, 296
documenting client computers, 378
client/server networks, 243
cloud computing, 349
CO (central office), 290
cold backup sites
in backup strategy, 397
network management and, 374
collision detection, 46—48
Command-Line Interface (CLI), 251
commands
configuring VLANS, 254-257
dir, 227
ipconfig. see ipconfig
ipconfig/displaydns, 191-192
lpwd, 227
nbtstat, 185-186
netsh. see netsh (network shell)
netstat. see netstat
ping. see ping
renewing DHCP, 132
route -n, 121
show vlan, 252
tracert. see traceroute (tracert)
communication
testing router, 146
Transport layer and Network layer
protocols for, 162165
compliance with standards, 39
CompTIA A+ exam requirements, 3
CompTIA Network+
exploring requirements, 3-5
key term quiz, 12
lab analysis, 1
overview, 2—3
related certifications, 5—7
scheduling exam, 9-10
study preparation, 7—9

configuration
DHCP, 131-134
DHCP server, 209—213
DNS and WINS, 183-188
DNS client, 202—-204
DNS server, 193-195
documenting, 375-381
firewalls, 335-341
IP addresses, 18-19
IP addresses and subnet masks, 109113
IPv6, 276—279
Network+ requirements, 3—4
organizational structures, 328
QoS, 258-265
reviewing system configuration, 294
routers, 141-146, 151-158
secure transactions over HTTPS,
227-232
of SFTP server, 222—227
subnetting, 113-117
switches, 68
VLANSs (virtual LANs), 346
VLANSs on switch, 250-258
VMware Player, 350-355
VNC remote connections, 297—-301
VPN connector, 243-250
Web servers, 170-174
Windows 7 for IPv6 tunnel broker,
280-284
Windows Live Mail and Gmail, 174-178
wireless networks, 315-319
connections
configuring firewall to block
incoming, 430
conﬁguring VPN connectors, 243-250
displaying current, 425
exploring network connections, 21-22
local. see Local Area Connections
remote. see remote connections
satellite, 292
connectivity
defined, 15
diagnostics and troubleshooting,
90-93
monitoring, 381-387
in network models, 19
Remote Desktop and, 148-149
routers, 154, 159
structured cabling, 89-9o
testing, 84-85
troubleshooting, 135, 418—419
verifying dynamic routing, 157
wireless, 320
connectors, identifying, 17
convergence, 156
conversions
binary/decimal, 103-108
1P address, 119
subnetting, 114-115
copper cabling
1000BaseT, 62-65
requirements, 34—36



costs
cabling, 35-36
switches, 67
counters, Performance Monitor, 383—385
CRC (Cyclic Redundancy Check), 58
crimping tools
building patch cables, 49, 52
hardware tool for troubleshooting
networks, 417-418
crossover cables
building Ethernet, 53
lab analysis, 58
troubleshooting with cable verifiers
and, 420
crosstalk, cable verifiers measuring, 419
CSMA/CA (Carrier Sense Multiple Access/
Collision Avoidance), 311-312
CSMA/CD (Carrier Sense, Multiple Access/
Collision Detection)
defined, 46-48
not appropriate for wireless
networking, 31r-312
CSU/DSU (Channel Service Unit/Digital
Service Unit), 290
custom subnet masks, 113-117
Cyclic Redundancy Check (CRC), 58

D

data collectors, Performance Monitor
and, 385
data delivery
defined, 14-15
understanding, 20-22
data frames. see frames
Data Link layer
defined, 15
in OSI model, 23
vs. Physical layer, 27
DDNS (dynamic DNS), 204-205
DD-WRT, 141, 259—264
DEC (Digital Equipment Corporation), 44
decimal conversions
hexadecimal values for IP addresses
and, 130
overview of, 103-108
subnetting, 115-117
default gateways
configuring for netlabclient and
netlabserver systems, 278
configuring routers, 143-144, 153-154
configuring wired client for Internet
access, 412
implementing dynamic routing,
155-156
overview, 117-121
verifying IP configuration
information, 422—423
default subnet masks, 108
Demarc, 290
Demarcation points, 31, 96

demilitarized zones. see DMZs
(demilitarized zones)
Denial-of-Service (DoS) attacks, 325-326
Department of Defense (DOD), 14
design
modern Ethernet networks, 66-69
structured cabling, 77
desktop switches, 67
desktops, virtual, 348
DHCP (Dynamic Host Configuration
Protocol)
configuring routers for DHCP server, 410
installing and configuring server,
209—213
overview, 130-134
stateful and stateless DHCPv6, 273
diagnostics, structured cabling, go-95
diagrams
IP address and subnet mask, 103-108
mesh topology, 40
network. see network diagrams
differential backups, 397
DigiCert, evaluating digital signatures, 221
Digital Equipment Corporation (DEC), 44
digital linear tape (DLT), 396
Digital Signature Algorithm (DSA),
223-224
digital signatures, 218-221, 223-224
digital subscriber line (DSL), 291
dipole antennas, 313
dir, 227
disaster recovery, 393—-397
discount vouchers, 10
Discover, DHCP, 133
Disk Management, 391
display name, conﬁguring e-mail, 177
distance recommendations
10 GbE Ethernet, 69—72
troubleshooting wireless
connectivity, 320
distance vectors, 159
DIT (digital linear tape), 396
DMZs (demilitarized zones)
firewalls and routers and, 338-339
in network map or diagram, 381
DNAT, 148
DNS (Domain Name System)
client configuration, 202-204
client configuration for SOHO
network, 412
configuring DNS server for netlabclient
and netlabserver systems, 278
creating AAAA records with DNS
Manager, 279
exploring dynamic DNS on the Web,
204—205
installing and configuring DNS server,
193-195
network naming and, 183-188
troubleshooting with nslookup, 424
verifying system configuration for DNS
server, 423
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documentation
configuration management, 375-381
dynamic routing, 156
structured network cabling
installation, 81
in troubleshooting methodology, 434
DOD (Department of Defense), 14
Domain Controllers, configuring
organizational structures, 328
Domain Name System. see DNS (Domain
Name System)
domains
Active Directory, 328
Network+ exam, 3—4
DoS (Denial-of-Service) attacks, 325-326
drop, 30
DSA (Digital Signature Algorithm), 223-224
DSL (digital subscriber line), 291
DVDs, backing up to, 394
DWDM, identifying WAN technologies, 290
dynamic DNS (DDNS), 204-205
Dynamic Host Configuration Protocol.
see DHCP (Dynamic Host Configuration
Protocol)
dynamic IP addressing, 130-134
dynamic routing
defining, 158
implementation, 151-158
protocols, 159

edge routers
in change management document,
380—-381
documenting, 378
educator, tech as, 20
EIA (Electronic Industries Alliance), 38
EIGRP (Enhanced Interior Gateway
Routing Protocol), 155
Electronic Industries Alliance (EIA), 38
e-mail, configuring Windows Live Mail
and Gmail, 174-178
encryption
defining, 238
evaluating digital signatures, 220-221
secure TCP/IP, 236—237
securing WAPs, 319, 409
SSH settings, 223—224
SSL, 227-232
WPA/WPA2 for wireless security, 312
Enhanced Interior Gateway Routing
Protocol (EIGRP), 155
environment, considering environmental
limitations when setting up
network, 405
equipment rack, installing physical
components for SOHO network, 406
error messages
certificate validity and, 231-232
Self-Signed Certificates and, 238
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escalation, in troubleshooting
methodology, 434
Ethernet
802 subcommittee, 40
accessing networks, 46-48
building crossover cables, 53
building patch cables, 4852
defined, 15
enhancing network performance, 54-56
exploring STP, 56-57
installing switches, 87—9o
IP addressing, MAC addressing, and,
122-130
key term quiz, 59
lab analysis, 58
overview, 44
switches vs. routers, 135
transmission media, 289
wireless standards, 310-311
Ethernet, modern
10 Gigabit, 69-72
1000BaseT, 1000BaseSX, and
1000BaselX, 62—-65
implementing switches, 65-69
key term quiz, 73
lab analysis, 72-73
overview, 62
Event Viewer
for benchmark tests, 382
logs, 386—387
exams
Network+ requirements, 3—4
scheduling and administration
centers, 9g—10
ExpressCard NIC, 316
Extended Validation
defining, 237
evaluating digital signatures, 220-221
Self-Signed Certificates and, 232

F

faceplate, 84
far-end crosstalk (FEXT), 84, 419
fault tolerance
in maintaining high availability, 374
methods for, 325
network management and, 387-392
FCS (frame check sequence), 58, 122
FEXT (far-end crosstalk), 84, 419
fiber optic cabling
1000BaseSX and 1000BaselX, 62-65
installing for SOHO network, 406
“last mile” connectivity and, 292
requirements, 33
file servers, documenting, 377
File Transfer Protocol (FTP), 166, 221
file transfers, 221-227
filters
bootp, 133
confirming data capture, 128

data capturing, 125-126
firewall, 337-338
MAC address filtering, 312
firewalls
in change management document,
380-381
configuring routers, 410
configuring to block incoming
connections, 430
hardware firewalls, 335-339
in maintaining high availability, 374
Remote Desktop exceptions, 296
routers and, 145
software firewalls, 339-341
firmware, configuring QoS, 258-265
floor plans, visiting IT department, 96—97
formal site survey, 31
FQDN (Fully Qualified Domain Name),
190-192
frame check sequence (FCS), 58, 122
Frame Relay, popular WAN-related
technologies, 288
frames
capturing, 123-130
defining, 20-21, 27
Ethernet, 46, 58
identifying, 20-21
packet sniffers, 122
freeSSHd, 222-225
frequency, cabling categories and, 36
FTP (File Transfer Protocol), 166, 221
full backups, 397
full-duplex Ethernet, 69, 72
Fully Qualified Domain Names (FQDNs),
182, 190-192
future-proofing, 70

G

game servers, Windows Firewall and, 341
gateways, default. see default gateways
GBIC (gigabit interface converter)
transceivers, 68

GFS (Grandfather-Father-Son)

backup technique, 394

tape rotation in backup strategy, 396
Gigabit Ethernet, 62-65, 69—72
gigabit interface converter (GBIC)

transceivers, 68

glass-cored fiber optics, 34-36
global addresses

accessing Internet via, 279

getting global unicast addresses for

system running IPv6, 284

IPv6 terminology, 273
Gmail, configuring, 174-178
GoDaddy, evaluating digital signatures, 221
governing bodies

cabling and topology, 36—38

IPv6, 270

routing, 138-140

GPOs (Group Policy Objects), in corporate

structure, 328

Grandfather-Father-Son (GFS)

backup technique, 394
tape rotation in backup strategy, 396

Green Address Bar

defining, 237
evaluating digital signatures, 220-221

Group Policy Object editor, 328
Group Policy Objects (GPOs), in corporate

structure, 328

groups

creating security groups, 332
in management of access permissions,

331-333

H

half-duplex Ethernet, 69, 72
hard drives, backup options, 393
hardware

cabling. see cabling

enhancing performance, 54-56

exploring, 15-19

installing switches, network adapters,
and PCs, 86—90

protecting against failure, 325

topology. see topology

for wireless networking, 314

hardware firewalls, 335-339
hardware RAID, 388
hardware tools, for troubleshooting

networks, 416—417

hexadecimal values, for IP addresses, 130,

274-275

high availability, 374
horizontal cabling, 78, 81
host addresses

configuration, rog-113
defining subnet, 116-117

host IDs, 104, 108

host-based firewalls, 336, 339-341
hostnames. see network naming
hosts

exploring Imhosts and, 188-192
network support for, 114-116

hot backup sites

in backup strategy, 397
network management and, 374
HTML (Hypertext Markup Language), 173
HTTP (Hypertext Transfer Protocol)
in Gmail, 174
port associations, 166, 179
Web server configuration, 172-173
HTTPS (Hypertext Transfer Protocol with
Secure Sockets), 227-232
HTTPS (Hypertext Transfer Protocol with
Secure Sockets layer), 166
hubs
enhancing network performance, 54-56
in network models, 19



hybrid star-bus topology, 31, 33

hyperlinks, in secure Web site, 228-230

Hypertext Markup Language (HTML), 173

Hypertext Transfer Protocol. see HTTP
(Hypertext Transfer Protocol)

Hypertext Transfer Protocol with Secure
Sockets (HTTPS), 227-232

Hypertext Transfer Protocol with Secure
Sockets layer (HTTPS), 25

Hyper-V, 356

IANA (Internet Assigned Numbers
Authority)
defined, 103
governing bodies, 139
RIRs (Regional Internet Registries),
270-271
ICANN (Internet Corporation for Assigned
Names and Numbers), 139
ICF (Internet Connection Firewall), 339
ICMP (Internet Control Message Protocol)
defining, 162-165
filtering traffic to locate ICMP

frames, 126
IDFs (Intermediate Distribution Frames),
31, 96
IDS (intrusion detection system), 243,
265—267

IEEE (Institute of Electrical and
Electronics Engineers)
802.1D (MAC bridges), 57
802.3 (Ethernet), 44-46
802.11x (wireless networks), 310-311
802.16 (Internet connectivity), 292
setting up wireless network, 407-409
standards and definitions, 38-39
IETF (Internet Engineering Task Force), 140
IGMP (Internet Group Management
Protocol), 162-163, 165
1IS (Internet Information Services),
170-174, 228
IMAP4 (Internet Message Access Protocol
version 4)
configuring e-mail, 176, 178
e-mail protocols, 174
lab analysis, 179
port associations, 166
RFCs, 140
incremental backups, 397
industry standards. see standards
infrastructure mode
configuring network in, 317
for wireless networking, 314, 408
installation
of DD-WRT on wireless router, 259—264
of DHCP server, 209—213
of DNS server, 193-195
documentation of, 31

Ethernet wiring standards for, 48
implementing small network
infrastructure, 79-86
lab analysis, 98
Network+ requirements, 3—4
of physical components for SOHO
network, 405-407
of routers, 141-146
of SFTP server, 222225
of structured cabling, 76—79
of switches, network adapters, and
PCs, 86—90
of VirtualBox, 362-370
of VMware Player, 350-355
of VPN server, 245
of Web servers, 170-174
of Windows Virtual PCs, 356362
of wireless network adapter to PC, 316
of Wireshark, 123-124
Integrated Services Digital Network
(ISDN), 201
Intel, 44
interference, troubleshooting, 321
Intermediate Distribution Frames (IDFs)
documentation of, 31
in floor plan of IT department, 96
International Organization for
Standardization (ISO)
governing bodies, 37
0SI model, 14
Internet
configuring wired client for
accessing, 412
connecting wireless nodes to, 315
defined, 170
Internet Assigned Numbers Authority.
see IANA (Internet Assigned Numbers
Authority)
Internet Connection Firewall (ICF), 339
Internet Control Message Protocol. see ICMP
(Internet Control Message Protocol)
Internet Corporation for Assigned Names
and Numbers (ICANN), 139
Internet Engineering Task Force (IETF), 140
Internet Group Management Protocol
(IGMP), 162-163, 165
Internet Information Services (IIS),
170174, 228
Internet layer
defined, 15
in TCP/IP model, 24
Internet Message Access Protocol version 4.
see IMAP4 (Internet Message Access
Protocol version 4)
Internet protocols. see TCP/IP
Internet service provider (ISP), 13
Internet Society (ISOC), 140, 271
interVLAN routing, 256—258
intrusion detection system (IDS), 243,
265-266
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intrusion protection system (IPS), 243,
265-266
invitations, Remote Assistance, 302-303
IP addresses. see also IPv6 addresses
assigning for SOHO network, 405
configuring, 18-19, 109-113
configuring for routers, 143-144,
153-154, 410
configuring for wired clients, 412
configuring VPN, 245
diagramming, 103-108
DNS and, 188
exploring NAT, 146-151
implementing dynamic routing,
155-157
local vs. remote, 117-121
MAC addressing and Ethernet and,
122-130
moving from IPv4 to IPv6, 271-272
name resolution and, 188-192
network maps and, 426—427
static vs. dynamic, 130-134
verifying IP configuration
information, 422—423
verifying VLAN, 257-258
Web servers and, 173-174
ipconfig, for verifying IP configuration
information, 422—423
ipconfig /all
enabling DHCP, 132
local vs. remote IP addresses, 121
overview, 18-19
running on client machine, 278
troubleshooting IP addresses, 135
verifying DNS configuration, 423
viewing IP addresses, 107
ipconfig /displaydns, 184-185,
191-192
ipconfig /release, 132-134
ipconfig /renew, 132-134
IPS (intrusion protection system), 243,
265-267
IPv6 addresses
configuration and exploration of,
276-279
configuring Windows 7 for IPv6 tunnel
broker, 280-284
governing bodies, 270
key term quiz, 285
lab analysis, 284-285
moving from IPv4 to, 271-272
notation shortcuts, 274—275
overview, 270
terminology, 272-273
ISDN (Integrated Services Digital
Network), 291
IS-IS, 155
ISO (International Organization for
Standardization)
governing bodies, 37
0SI model, 14
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ISOC (Internet Society), 140, 271

ISP (Internet service provider), 113
IT certifications, Network+ and, 5—7
IT department, 95—97

J

jabbering, 122
Jobs, Steve, 10
Juniper routers, 141

K

Kerberos, 234
key-pair, 218
keystone, 79, 82-84

L

L2TP (Layer 2 Tunneling Protocol)
defining, 243
vs. PPTP, 267
labeling patch panel and wall jacks, 85-86
LANSs (local area networks)
exploring hardware, 16-19
integrating with WANs, 288
“last mile” technologies, 290293
Layer 2 Tunneling Protocol. see L2TP
(Layer 2 Tunneling Protocol)
Layer 3 switches
Cisco 3560, 251
defining, 243
layers of network models
defined, 15
exploring hardware, 16-19
OSI vs. TCP/IP, 23-25
lease, renewing DHCP, 132
Link layer
defined, 15
in TCP/IP model, 24
link state, 159
link-local addresses
defined, 279
IPv6 terminology, 273
recognizing, 284
Linksys
firewall configuration, 335-339
installing and configuring wireless
router, 141-146
security page for wireless router, 337
web-based configuration utility, 318
Linux. see UNIX/Linux
Live Mail, configuring, 174-178
LLC (Logical Link Control)
defined, 15
in network model layers, 24
Imhosts, 188-192
load balancing
for fault tolerance, 325
performance monitoring and, 382

Local Area Connections
enabling DHCP, 132
IP address configuration, 11
properties, 17
troubleshooting, 91-95
local area networks (LANs)
exploring hardware, 16-19
integrating with WANs, 288
local IP addresses, vs. remote IP addresses,
117-121
Logical Link Control (LLC)
defined, 15
in network model layers, 24
logical topology, vs. physical topology, 33
logs, Event Viewer, 386—387
lpwd, 227

M

MAC (Media Access Control)
defined, 15
in network model layers, 24
MAC addresses
configuring, 18
creating network maps, 426—427
defined, 102
filtering, 312
IP addressing and Ethernet and,
122-130
MAC Frame Format, 46
Mac 0Ss, configuring VNCs for remote
connectivity, 297
macro viruses, 326
Main Distribution Frames. see MDFs (Main
Distribution Frames)
malware
anti-malware programs, 185
ipconfig/displaydns and, 185
network protection and, 324
types of, 325
man-in-the-middle attacks, 325-326
MDFs (Main Distribution Frames)
documentation of, 31
in floor plan of IT department, 96—97
installing physical components for
SOHO network, 406
media, types and speed of, 289
Media Access Control (MAC)
defined, 15
in network model layers, 24
mesh topology
diagramming, 40
identifying, 31
Microsoft
certifications, 6
virtualization products, 356
mirrored sets, RAID, 392
MMF (multimode fiber) cable, 71
mnemonics, for network model layers, 24
Mobile Data Services, 292
models, network. see network models

monitoring
performance and connectivity, 381-387
temperature monitor, 417-418
MPLS (Multiprotocol Label Switching),
identifying WAN technologies, 290
multicast addresses, IPv6 supported, 273, 285
multihub-based network, 54-56
multilayer switches, 251, 267
multimeter, hardware tool for
troubleshooting networks, 417—418
multimode fiber (MMF) cable, 71
Multiple Access rules, 47
Multiprotocol Label Switching (MPLS),
identifying WAN technologies, 290
multiswitch-based network, 54-56
MX (mail exchange) records, DNS, 424-425

Naa$S (Network as a Service), 349
naming, network. see network naming
NAS (Network Attached Storage), 393
NAT (Network Address Translation)
configuring, 338
overloaded NAT, 150, 158
nbtstat command, for exploring
NetBIOS names, 185-186
near-end crosstalk (NEXT), 84, 419
NetBIOS (Network Basic Input/Output
System)
accessing resources with, 206-208
exploring names, 185
Imhosts, 188-192
network naming, 182
netsh (network shell)
configuring 6ing tunneling, 280, 282-283
overview, 127-128
netstat
displaying current connections, 425
exploring network connections, 21-22
port associations and, 168-169
secure TCP/IP, 235
viewing active ports, 167
network adapters
diagnostics and troubleshooting, 94
installing, 86-90
installing wireless network adapter to
PC, 316
troubleshooting wireless connectivity,
320
Network Address Translation (NAT)
configuring, 338
exploring, 146-151
overloading, 158
Network and Sharing Center, 91-95
network appliances, 11
Network as a Service (Naa$S), 349
Network Attached Storage (NAS), 393
Network Basic Input/Output System. see
NetBIOS (Network Basic Input/Output
System)



network diagrams
creating, 377
for documentation, 376
of SOHO network, 406
of wireless network, 408-409
network IDs
configuring routers, 142-143
defining, 104, 108
extensions, 114-115
local vs. remote IP addresses, 121
port forwarding and, 150
subnets and, 16117
Network Installation and Configuration,
Network+ requirements, 3—4
network interface cards. see NICs (network
interface cards)
Network Interface layer, 15
network interface, locating, 16
Network layer
defined, 15
in OSI model, 24
protocols, 162-165
network management
disaster recovery and, 393-397
documenting configuration
management, 375—381
fault tolerance and, 387-392
key term quiz, 399
lab analysis, 11, 398
monitoring performance and
connectivity, 381-387
Network+ requirements, 3-5
overview, 374
Network Mapper. see Nmap (Network
Mapper)
network maps
creating, 377
creating with Nmap, 426
for documentation, 376
example showing addition of three
machines, 379
including WAPs on, 409
planning SOHO network based on, 405
troubleshooting networks and, 426-433
Network Media and Topologies, Network+
requirements, 3-5
network models
exploring hardware, 15-19
key term quiz, 28
lab analysis, 27
0SI vs. TCP/IP, 23—25
overview, 14-15
presentation of 0SI seven-layer model,
25-27
understanding data delivery, 20-22
network naming
conﬁguring DNS client, 202—204
DNS and WINS, 183-188
exploring dynamic DNS on the Web,
204—205

exploring hosts and lmhosts, 188-192
installing and configuring DHCP
server, 209—213
installing and configuring DNS server,
193-195
key term quiz, 215
lab analysis, 213-214
overview, 182
troubleshooting, 196—202
using NetBIOS to access resources,
206—208
network nodes, troubleshooting wireless
connectivity, 320
network security
access control, 331-335
exploring network protection, 265-266
hardware firewalls, 335-339
key term quiz, 343
lab analysis, 341-342
Network+ requirements, 3-5
overview, 324
password policies, 327-331
software firewalls, 339-341
threat analysis, 324-327
network share, backing up to, 394
network shell. see netsh (network shell)
Network Technologies, Network+
requirements, 3—4
Network Time Protocol (NTP), 234
network topologies
cabling requirements, 33-36
governing bodies, 36-38
identifying, 30-33
industry standards, 38-39
key term quiz, 41
lab analysis, 11, 40
network-based firewalls, 335-336
networking, defined, 2
networking devices, advanced. see
advanced networking devices
NEXT (near-end crosstalk), 84, 419
NICs (network interface cards)
connecting virtual machines to, 348
in data delivery, 21
Gigabit Ethernet, 64-65
installing in PCs, 86-89
installing wireless network adapter to
PC, 316
in IP address configuration, 109
locating, 16
reading/processing frames, 27
redundant equipment for fault
tolerance, 325
troubleshooting connectivity issues, 419
Nmap (Network Mapper)
configuring firewall to block incoming
connections, 430
downloading and installing, 427-428
launching application and scanning
network, 428-429
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opening specific ports on a remote
Windows system, 431-433
overview, 426
scanning a remote Windows system,
430-431
notation shortcuts, IPv6 addresses,
274~275, 285
Notification Area Icons, 93-94
nslookup
locating mail servers with, 424-425
troubleshooting DNS with, 424-425
NTES Security permissions, 334
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objective domains, 5
Offer, DHCP, 133-134
Open Shortest Path First (OSPF), 155
Open Systems Interconnect model. see OSI
(Open Systems Interconnect) model
Optical Carriers (over fiber). see also fiber
optic cabling, 289
optical drives, backup options, 393
optical time domain reflectometer, 417-418
Oracle VM VirtualBox, 362—370
organizational units (OUs), 328
0SI (Open Systems Interconnect) model
data delivery, 20-22
exploring hardware, 15-19
overview, 14-15
preparing presentation of, 25-27
vs. TCP/IP model, 23-25
OSPF (Open Shortest Path First), 155
OUs (organizational units), 328
overloaded NAT, 150, 158
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packet sniffers
defined, 122
IP addressing, MAC addressing, and
Ethernet, 123-130
packet storm, 56
packets, 122
parabolic antennas, 313
passwords
(Cisco switch, 251
configuring e-mail, 177
policies, 327-331
reviewing names and passwords, 294
SFTP configuration, 226
SSH settings, 224
PAT (Port Address Translation), 148, 150
patch antennas, 313
patch cables
building Ethernet, 48-52
testing, 98
troubleshooting connectivity issues, 419
troubleshooting with cable verifiers
and, 420
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patch panels
diagnostics and troubleshooting, 94
installing physical components for
SOHO network, 406
new installation, 98
overview of, 82-83
testing connectivity, 85
PBX (Private Branch eXchange), 349
PC cards
NICs. see NICs (network interface
cards)
PCle, 316
PCMCIA, 87
PCs (personal computers)
determining connections, 19
installing, 86-9o
peak use reports, Performance Monitor
and, 384
Pearson VUE, g-10
peer-to-peer networks, 243
performance
enhancing Ethernet networks, 54-56
measuring by baselines, 374
monitoring, 381-387
Performance Monitor, for benchmark
tests, 382
Performance tool, in Windows OSs, 383
permissions
access control and, 331, 333-334
VPNs and, 248
phishing attacks, 326
Physical layer
defined, 15
in OSI model, 24
vs. Data Link layer, 27
Physical paths, configuring Web server, 172
physical proxy server, 266
physical security, 325, 327
physical topology, vs. logical topology, 33
ping
data capturing, 126-127
DNS and, 129
testing IP addresses, 112-113
troubleshooting router connectivity, 159
verifying dynamic routing, 157
verifying IP addresses, 423
PKI (Public Key Infrastructure), 218—221
planning
for exam, 9
SOHO network, 402—405
structured network cabling
installation, 81
wireless networks, 313-315
Plenum-Grade cable, 35
PoE (Power over Ethernet)
advanced switches offering, 421
for powering WAPs, 409
Point-Tile-Zoom (PTZ) camera, 412
point-to-multipoint topology, 31
Point-to-Point Tunneling Protocol. see PPTP
(Point-to-Point Tunneling Protocol)

policies
AUP (Acceptable Use Policy), 381
in configuration management
documentation, 377
password policies, 327-331
POP3 (Post Office Protocol version 3)
e-mail protocols, 174
enabling in Gmail, 176
lab analysis, 179
port associations, 166
RFCs, 140
Port Address Translation (PAT), 148, 150
port associations
analyzing, 165-169
analyzing secure TCP/IP, 233-237
DNS, 188
e-mail, 178
lab analysis, 179
SSH, SFTP and SCP, 238
port forwarding, enabling, 149-150
port mirroring, 265-266
port scanning, troubleshooting networks,
426-433
ports
authentication, 265-266
configuring VLANS, 255-256
configuring Web servers, 172
creating network maps, 426—427
opening specific ports on a remote
Windows system, 431-433
Post Office Protocol version 3. see POP3
(Post Office Protocol version 3)
POTS, “last mile” connectivity, 291
Power over Ethernet (PoE)
advanced switches offering, 42r
modern Ethernet networks, 67
for powering WAPs, 409
power supplies
installing physical components for
SOHO network, 406
redundant equipment for fault
tolerance, 325
PPTP (Point-to-Point Tunneling Protocol)
defining, 243
vs. L2TP, 267
practice walls, 8o
Presentation layer, in 0SI model, 24
preventative measures, in troubleshooting
methodology, 435
principle of least privilege, access control
and, 331
printers, documenting, 378
private IP addresses, 135
privileged EXEC mode, 251
problem identification, in troubleshooting
methodology, 434-435
Process Explorer, 169
Prometric, g—10
properties
configuring e-mail, 177-178
enabling DHCP, 132

Internet Protocol Version 4, 18
IP address configuration, 111
Local Area Connection, 17
Remote Desktop, 148
protocol analyzers, 122, 417-418
protocols
dynamic routing, 155
identification, 17-18
port associations, 166167
secure TCP/IP, 233-237
STP, 56-57
TCP/IP. see TCP/IP
Transport layer and Network layer,
162-165
proxy servers, 265—266, 267
PSFTP, 225-227, 235-237
PSTN (public switched telephone network)
“last mile” connectivity, 291
popular WAN-related technologies, 288
PTZ (Point-Tile-Zoom) camera, 412
public DNS servers, 412
Public Key Infrastructure (PKI), 218—221
public proxy server, 266
public switched telephone network (PSTN)
“last mile” connectivity, 291
popular WAN-related technologies, 288
pulling cable, 79-86
punchdown blocks, 31
punchdown tool, hardware tool for
troubleshooting networks, 417—418
PuTTY
configuring SFTP, 225-227
configuring VLANs on switch, 252-253
PVC cable, 35
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QoS (Quality of Service), 258—265
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rackmount switch, 88
RADIUS (Remote Authentication Dial-In
User Service), 234, 312
RAID (Redundant Array of Inexpensive
Disks)
comparing levels of, 390-392
hardware RAID and software RAID, 388
in maintaining high availability, 374
network protection and, 324
redundant equipment for fault
tolerance, 325
RDC (Remote Desktop Connection)
exercise using, 293—296
Remote Assistance compared with, 302
RDP (Remote Desktop Protocol), 149
Redundant Array of Inexpensive Disks. see
RAID (Redundant Array of Inexpensive
Disks)
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availability, 374
Regional Internet Registries (RIRs),
270—271
regulations, in conﬁguration management
documentation, 377
Reliability and Performance Monitor, 383
Remote Assistance, 301-306
Remote Authentication Dial-In User
Service (RADIUS), 234, 312
remote connections
configuring VNC remote connections,
297-301
configuring VPN connectors, 243—250
key term quiz, 307-308
lab analysis, 306-307
“last mile” technologies, 2g0—293
media types and speed and, 289
opening specific ports on a remote
Windows system, 431433
overview, 288
RDC (Remote Desktop Connection),
293—296
scanning a remote Windows system,
430-431
WAN technologies and, 288—290
Windows Remote Assistance, 301-306
Remote Desktop, 147-151
Remote Desktop Connection (RDC)
exercise using, 293—296
Remote Assistance compared with, 302
Remote Desktop Protocol (RDP), 149
remote IP addresses, 117-121
removable hard drive, backing up to,
393-394
renewing DHCP, 132-134
repeaters, 54
Request, DHCP, 133-134
Request for Comments. see RFCs (Request
for Comments)
requirements
cabling, 33-36
exploring Network+, 3-5
planning SOHO network based on, 405
reserved IP addresses, 110
Restore utility
creating strategy for, 397
recovering files with, 396
RFCs (Request for Comments)
defined, 102
governing bodies and, 140
related to IPv6, 272
TCP/IP and, 138
for ULA (Unique Local Addresses), 277
RIP (Router Information Protocol), 151, 156
RIRs (Regional Internet Registries), 270271
RJ-45 connectors, 48-52, 91
RJ-45 keystone, 82-84
roles, configuring Web server, 171
roles, RRAS, 244
rootkits, 326

route -n, 121
route print, 159
Router Information Protocol (RIP), 151, 156
routers/routing
configurable options on Linksys
routers, 338
configuring multiple routers, 151-158
configuring QoS, 258-265
configuring routers for SOHO network,
409—411
exploring NAT, 146-151
governing bodies, 138-140
installing and configuring routers,
141-146
installing routers for SOHO network,
406
interVLAN routing, 256—258
key term quiz, 160
lab analysis, 158-159
local vs. remote IP addresses and,
118-121
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