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Foreword
By John A. Zachman

I am delighted that Scott Bernard has written this book, “An Introduction to
Enterprise Architecture.”

We need as much focus on this critical issue as possible, especially in the
academic environment and especially as we continue the transition into the
Information Age. It is my opinion that this issue of Enterprise Architecture is
not well understood in the ranks of General Management who see Enterprise
Architecture as just an I/S or IT issue, nor in the ranks of I/S management who
see it as taking too long and costing too much, nor in the ranks of academia
who tend to focus on what they perceive constitutes current market demand,
typically a promising technology. My opinion is, Enterprise Architecture may
well be the “Issue of the Century.” In fact, I felt strongly enough about this
issue that I published an article by that title in the year 2000, the turn of the
Century.

Exacerbating the problem, we seem to have raised a generation of people, the
“web generation,” who are facile with the technology, but as a result seem to
think that the solution to all problems lies in technology. They are tempted to
see strategy and architecture, engineering and design, modeling and
methodologies as prehistoric, the preoccupation of cave men. Now, real men
do Java ... or whatever constitutes the current “silver bullet,” technological
panacea.

I have a wise and profoundly insightful friend, Roger Greer, who was the
Dean of the School of Library and Information Management at the University
of Southern California. I sat on his advisory council for many years and he
observed that a few decades ago, the library community became enamored
with the technologies of the library and lost sight of their reason for being,
which he argued was to identify problems of the community and to assemble
the required knowledge to bring to bear and participate in solving the
problems. Now it appears that many universities are de-committing the
Library Schools because they are simply technical, storing and retrieving
books. There is no conceptual substance requiring research or advanced
degrees. You can learn how to store books and find them again in secondary
schools. In fact, USC discontinued Roger’s School because of the persistence
of the technical perceptions on the part of the Administration. In fact, I was
having lunch with the Dean of the Library School at the University of
California, Berkley the day they de-committed that school on the same basis.

An Introduction to Enterprise Architecture — 3™ Edition 7



In “The Next Information Revolution” article published in Forbes ASAP
August 24™ 1998, Peter Drucker observes that the present information
revolution is actually the fourth information revolution. “The printing
revolution (the third information revolution) immediately created a new and
unprecedented class of information technologists ... who became great stars
... great gentlemen ... revered all over Europe ... courted by kings, princes,
the Pope ... showered with money and honors. ... The printers, with their
focus on technology (later) became ordinary craftsmen ... definitely not of the
upper class. ... Their place was soon taken by what we now call publishers ...
whose focus was no longer on the ‘T’ in IT but on the ‘I.”... Is there a lesson
in this for today’s information technologists, the CIOs in organizations, the
software designers and developers, the devotees of Moore’s law?” (said Peter
Drucker).

Several months ago, I saw an old friend, Gordon Everest, the originator of the
“crow’s feet” in logical data models. Gordon is retiring this summer because
the Information Systems Department of the Business School at the University
of Minnesota is being de-committed. In fact, I am afraid that the same thing
may have happened at the Business School, Information Systems Department
at UCLA as I have not seen any of my academic friends from UCLA for
several years.

I know I have a rather radical view of this, but my observation would be the
whole reason you want people with technical skills in your Enterprise is not
for building and running systems. Anybody can build and run systems, the
employment of the technology. The reason you want these kinds of people in
your Enterprise is because they have the capability of engineering and
manufacturing your Enterprise for you. That’s the reason for their being, NOT
simply for building and running systems.

I have some strong convictions that the raw material for engineering and
manufacturing Enterprises are primitive models, not composite models.
Composite models are for implementations, the embodiment of the
technologies. Primitive models are for architecture, ENTERPRISE
Architecture. [ don’t think it is possible to engineer and manufacture
enterprises without building and managing primitive models. It is similar to
elements and compounds. Before Mendeleyev defined the periodic table of
elements, chemistry was not a science. It was alchemy, working with
compounds, trial and error, unpredictable. In like fashion, I believe that until
Enterprise Architects understand and manage the primitive (elementary)
constructs, Enterprise Architecture is dealing with composites (compounds),
technical implementations. It is not a science and is not predictable and it is
not engineering and manufacturing Enterprises.
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Although, Scott does not necessarily share my rather strong and radical
convictions, he graciously makes reference to them several times in the body
of his work, which I greatly appreciate.

In any case, I feel strongly, we must infuse these critical Enterprise
Architecture ideas into the next generation, through the academic
environment. We sorely need a generation of people who understand and are
committed to these complex issues that will persevere and see Enterprise
Architecture become a reality. If we fail to bring these longer term issues into
focus and continue only to focus on technology, on implementations, short
term propositions, we will not only sacrifice our legitimacy as a discipline, but
from an Enterprise standpoint, may even forfeit the Enterprise’s continued
viability.

I was visiting a major telecommunications service provider recently in which
some of the management folks got into a rather heated discussion about what
was more important, to serve the customer ... or to increase the stock price. |
would not argue that it is unimportant to increase the stock price, but I would
suggest that this is a very short term perspective. If somebody doesn’t pay
attention to the customer in this very competitive industry, you may find
yourself out of the game in the longer term and your stock price might not
even appear anymore in the newspaper. It is not EITHER the short term OR
the long term. It is the short term AND the long term.

I am not arguing that technical implementations, composites, building and
running systems in the short term are unimportant, but I am arguing that if we
don’t pay attention to our reason for being, to engineering and manufacturing
Enterprises, to primitive models, ENTERPRISE ARCHITECTURE in the
longer term, we may well forfeit either our relevance as a discipline ... or
sacrifice the continuing viability of the Enterprise in the process. Engineering
and manufacturing Enterprises is the context within which building and
running systems becomes relevant. By the way, this has profound conceptual
implications for research and advanced degrees in academia.

Scott Bernard has taken a major step in intensifying the focus on these critical
issues and I am particularly pleased that he has produced this work as a
textbook for the academic environment.

“Introduction to ENTERPRISE ARCHITECTURE”! Our hope lies in the new
generation’s capacity to grasp its significance and persist in its realization.

Thank you, Scott Bernard!

John A. Zachman
Glendale, CA 2004
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Preface

Intended Audience

An Introduction to Enterprise Architecture is intended for executives,
managers, practitioners, students, and others interested in finding out what
Enterprise Architecture (EA) is all about. EA is as much about the
purpose, structure, and functioning of enterprises as it is about the systems
and technologies that support them. The concepts presented in this book
are applicable to enterprises in the public, private and non-profit sectors.

Hopefully the book will promote the discipline and support the
development of new courses on EA, as well as enhance and update
existing courses on business strategy and planning, information systems
analysis and design, operations research, government planning, change
management, knowledge management, and project management.
Typically these courses are offered in graduate programs or the later part
of undergraduate programs. Though it is not a prerequisite, students using
this book may benefit from having prior business management and/or
information technology knowledge.

Why I Wrote This Book

An Introduction to Enterprise Architecture is the culmination of several
decades of experience that I have gained through work initially as an
information technology manager and then as a consultant to executives in
the public and private sectors. I wrote this book and produced two updated
editions for three major reasons: (1) to help move business and technology
planning from a systems and process-level view to a more strategy-driven
enterprise-level view, (2) to promote and explain the emerging profession
of EA, and (3) to provide the first textbook on the subject of EA, which is
suitable for graduate and undergraduate levels of study. To date, other
books on EA have been practitioner books not specifically oriented toward
a student who may be learning the subject with little to no previous
exposure. Therefore, this book contains references to related academic
research and industry best practices, as well as my own observations about
potential future practices and the direction of the profession.

The response to the first and second editions of this book from teachers
and practitioners was overwhelmingly positive, which I am most grateful
for. The changes presented in the third edition include a discussion of EA
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as a meta-discipline; the identification of six basic elements that an EA
program must have; updates to the security and privacy chapter; a
discussion of the use of EA in mergers and acquisitions; and updates that
have occurred with other approaches to EA.

Relationship to Systems Analysis and Design

This book is a suitable companion to the numerous Systems Analysis and
Design (SA&D) textbooks that are in use, as it can provide an overarching
context and unifying framework for the system development approaches
and documentation techniques described therein. An Introduction to
Enterprise Architecture helps to set the context for SA&D courses and
related professional activities. ~Without the context of EA, systems
development efforts throughout an organization run the risk of being
disjointed and duplicative.... a phenomenon that has occurred during the
past several decades. This book provides a more detailed explanation of
the EA concepts that are often only summarized in SA&D textbooks, in a
way that compliments, extends, and refers to foundational SA&D
concepts.

It should be noted that this book identifies EA documentation techniques at
each level of a generalized framework and documentation methodology,
called the EA® “Cube” Framework. These documentation techniques
originate from existing methods in strategic planning, business
administration, and technology development. ~ While this book identifies
and briefly describes these elements, it does not go into detail or attempt to
build proficiency in a particular technique.... that is left to the many other
books on strategy, business, and technology.

Relationship to Strategy and Business Planning

An Introduction to Enterprise Architecture provides a clear explanation of
the relationship between strategic planning, business planning, and
information technology planning. While IT resources are increasingly
becoming a commodity, the importance of IT services as a business
enabler continues to grow in many public and private sector organizations.
In recognition of this, EA’s identification of integrated IT solutions to
organization-wide  (crosscutting) and  mission-specific  (vertical)
requirements is one of the focal points of this book. Strategic goals and
business requirements should drive IT solutions, and EA’s contribution to
this alignment is another focal point of the book. Finally, this book
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provides specific EA documentation techniques that create strategy and
business-driven views of the enterprise, which in turn can help to identify
gaps in performance that IT solutions can help to close.

Relationship to Component-Based and
Service-Oriented Architectures

An Introduction to Enterprise Architecture presents EA as a holistic
management, planning, and documentation activity and introduces the EA®
Cube Framework and implementation methodology. This approach to EA
identifies distinct lines of business which encompass five sub-architecture
levels and three common thread areas. The five sub-architectures address
strategic initiatives; business services; information flows; systems and
applications; and technology infrastructure. The three threads are security,
standards, and workforce. The EA® Cube Framework is component-based
in that the “building blocks” of each of the sub-architectures are ‘plug-and-
play’ components. These components vary widely in their purpose and
nature, but are increasingly interoperable and integrated due to the
standards thread that promotes non-proprietary solutions. For this reason,
architecture documentation approaches (such as the Model-Driven
Architecture, or IT Infrastructure Library) can be used to populate one or
more of the sub-architectures in the EA’ Cube Framework.

The EA® Cube Framework not only recognizes and preserves the role of
early architecture approaches that addressed data, applications, and
networks, but also recognizes newer approaches that promote strategic
scenario planning, the value of business supply chains, and web-based
services. In particular, the ‘Business Services’ sub-architecture within the
EA® Cube Framework (the second level) exemplifies how EA can link
strategy, business, and technology components across the enterprise within
a “Service Bus” that encompasses platform-independent horizontal and
vertical EA components. Services extend throughout the framework, but
in my opinion have their origination of purpose at level two of the EA’
Cube... being driven by strategic goals and initiatives (the framework level
above the “Business Services’ level), and calling for supporting
information flows, systems, applications, and network infrastructure
components (the framework levels below). Basic to the concept of EA
components presented in this book is the idea that the “Standards” thread
that enables interoperability within the Service Bus by promoting the use
of EA components that are based on open-standards/protocols and non-
proprietary solutions.
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Organization of This Book

An Introduction to Enterprise Architecture is organized into four sections
of material, a case study, and several appendices of amplifying or
reference material. The case study is presented at the beginning of each
section and before selected chapters to reinforce the application of the
concepts in a variety of settings. The four sections are intended to
sequentially develop the student’s understanding of the concepts of EA, as
well as methods for implementing these concepts.

Section I provides an overview and context for the book, identifies the
value and risk of doing an EA, discusses the structure and changing nature
of enterprises, and shows how EA helps to link strategic, business, and
technology planning. Section II defines and describes what an EA
framework 1is, presents a step-by-step methodology to implement an EA
through the documentation of current and future views of resources, and
describes how to communicate changes in the EA through an EA
Management Plan that also can serve as a “blueprint” for modernization.
Section III discusses how to use and maintain EA information in an on-line
repository within the enterprise, and how governance processes can be
integrated (e.g., investment planning, project management, and security).
Section IV provides the author’s thoughts on EA as a profession and
opinions on future trends. The Appendices amplify or extend the material
presented in all Sections and are intended to be primarily for student
reference. A glossary of key terms is provided along with examples of the
EA documentation described in various chapters.

An Introduction to Enterprise Architecture is structured such that each
section and chapter builds on the material previously presented. The
sections and chapters are organized to promote understanding and a
consistent, cogent flow of material by using the following design:

Sections:

» Overview. Describes the general purpose of the Section and the
contribution of each Chapter.

» Case Study. An ongoing case study from the private sector that
provides scenes which make the concepts of the Section and Chapters
more tangible and relevant.

Chapters:
» Overview. Describes the purpose and key concepts of the Chapter.
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» Learning Objectives. Lists the learning objectives for the student in
that Chapter.

» Introduction. Provides context and introductory commentary to build
student interest in the main body of material.

» Discussion. Provides the Chapter’s concepts through descriptions,
graphics, and footnoted references.

» Analogy Boxes. The analogy of the architecture of a house is used
throughout the book to assist readers in understanding and relating the
various concepts of Enterprise Architecture in a context that is
common to most students.'

» Key Term Definition Boxes. Definitions of key terms are provided
when they are first used to promote student understanding at the time
that associated concepts are being presented.

» Summary of Concepts. Provides a recap of the purpose of the Chapter
and its key concepts, and introduces the following Section/Chapter.

» Review Questions and Exercises. Provides questions that address key
concepts and exercises that allow students to further explore key
concepts of the Chapter and tie-in concepts from other Chapters.

General Comments

The EA’ Cube Framework, EA’, and Living Enterprise are registered
Trademarks.  All rights are reserved. Concepts for the EA’ Cube
Framework, EA’, Living Enterprise, and the Organizational Network
Model were generally influenced by the works of John Zachman, Steven
Spewak, Talcott Parsons, and James Thompson, as is acknowledged
throughout the book. The specific concepts for the EA’ Cube Framework,
EA’, Living Enterprise, and the Organizational Network Model were not
developed as a result of, or influenced by, any other public or private
sector enterprise architecture approach or graphic. Any similarity to other
EA approaches or graphics is coincidental. Of specific note; a cubic shape
is generic and may be in use with other systems development, architecture,
and/or business planning approaches. The uniqueness of the EA® “Cube”
is the singular combination of all of its dimensions, functions, levels,
components, and other attributes. The concepts and graphics in this book
were originally presented in lectures given by Dr. Bernard at various

! Spewak, Steven. Enterprise Architecture Planning: Developing a Blueprint for Data, Applications,
and Technology. New York: John Wiley & Sons Publishers. 1992. Dr. Spewak equated the
disjointedness of IT planning without enterprise architecture to the haphazard construction of the 160-
room Winchester House in California over a period of 38 years without a master building plan.
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academic and professional conferences in 2002-2003 and are copyrighted
by Dr. Bernard separate from this or any other publication. Permission for
the use of the E4’ Cube Framework, EA® logo, Living Enterprise, and
Organization Network Model is given for use in this book.
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form specialized views of an enterprise.... views that are often helpful to
managers and executives. My bottom line position is that without solid
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I would also like to thank and remember Dr. Steven Spewak who helped
start the profession of EA. Steve was an inspirational mentor to me during
my initial years as an architect. He passed away in March 2004 a few
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public and private sector organizations. To them I would say good luck,
the work ahead of you will be frustrating at times, yet fulfilling as the
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? Zachman, J.A. A Framework for Information Systems Architecture. IBM Systems Journal: Volume
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One more thought. My father was a successful land developer and home
builder who learned the essentials of traditional architecture on his own.
There are many parallels in our lives, and this is yet another. As the head
of information technology enterprises and projects, I found that I needed
some way to organize the perpetual chaos of systems development and
upgrade projects, ongoing operations, and more than occasional surprises.
Because of this, I learned about EA, which helped to establish a reference
framework for planning and decision-making.... the most valuable tool
one can have in a dynamic field like IT management. Now, with greater
appreciation, I enjoy being part of the growth of this field, which in many
ways is like the one that my father came to know... a nice blessing in the
journey of life.

This book is dedicated with love
to my wife Joyce
and our children
Bill, Kristin, and Katie
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Section I

The Concept of Enterprise Architecture

Section I presents an introduction to the subject and concepts of Enterprise
Architecture (EA), as well as an overview of the purpose and value of EA
for business, government, and non-profit organizations. A case study
based on a fictitious business is introduced that will help the student to
understand and apply EA concepts. Section I is organized as follows:

Case Study  Scene I: Possible Need for an EA Program

Introduction Will this be an Architected Enterprise?

Chapter 1 An Overview of Enterprise Architecture

Chapter 2 The Structure and Nature of Enterprises

Case Study  Scene 2: Considering an EA Program

Chapter 3 The Value and Risk of Creating an Enterprise Architecture

Case Study (Scene 1) - Possible Need for an EA Program

The Case Study introduces the Danforth Manufacturing Company” and
several business and technology challenges that will cause the company
to consider using EA to improve planning, decision-making, and
solution implementation.

Introduction — Will this be an Architected Organization?
Enterprise Architecture is becoming increasingly recognized as
the only management and technology discipline that can produce
holistic designs for organizations that are agile and all-
encompassing. Whether an organization uses EA in this way
becomes the question, and if not, what are the consequences.

Chapter 1 - An Overview of Enterprise Architecture

Chapter 1 provides the student with an overview of the emerging
profession and practice of EA. The chapter’s discussion introduces the
concept that EA provides a holistic view of an enterprise. This differs

3 The Danforth Manufacturing Company that is portrayed in this Case Study is a fictitious enterprise.
Any resemblance to an actual business or similar business activities is coincidental.
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from the more system-centric or process-centric views that previous
analysis and planning approaches have emphasized. EA is both a
management program and a documentation method, and comment is
made on the similarities and differences of doing EA in private and
public sector enterprises.

Chapter 2 - The Structure and Culture of Enterprises

Chapter 2 describes the structure of enterprises and why it is important
to include culture in the EA documentation effort. The driving theme
of this chapter is that an enterprise involves one or more social
activities that involve the sharing of information. It also shows that the
boundary between the structure of the enterprise and the culture is
dynamic. The importance of stakeholder involvement and the
management of expectations are also discussed.

Case Study (Scene 2) - Considering an EA Program

The Case Study continues with the Chief Information Officer of
Danforth Manufacturing Company. The CIO makes a presentation
regarding how an EA approach can help to evaluate several requests for
IT systems, and coordinate their implementation.

Chapter 3 - Value / Risk of Creating an Enterprise Architecture

Chapter 3 discusses the value and risk of creating an enterprise-wide
architecture. The main concepts of this chapter are (1) that EA
represents a different way of looking at resources across the enterprise,
and (2) that the significant cost of creating an EA must be justified by
the value that it brings to the enterprise by linking strategy, business,
and technology. Another key concept is (3) that an integrated set of
planning, decision-making, and implementation processes can better
identify and resolve performance gaps across the enterprise, and that
EA promotes this type of integrated governance. The management of
change is discussed in terms of why an EA may not be accepted or used
if stakeholder buy-in and participation is not achieved.
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Case Study:

Danforth Manufacturing Company
Scene 1: Possible Need for an EA Program

The Danforth Manufacturing Company (DMC) develops, produces, and
sells several lines of photovoltaic storage cells (solar-powered batteries)
for use in various consumer, business, and aerospace products. Robert
Danforth, the President and Chief Executive Officer (CEO) of DMC, has
called a meeting of the Executive Committee to review several recent
capital investment requests. The largest two of these was a request by
Kate Jarvis, the Chief Operating Officer (COO), for a new sales and
inventory tracking system and a request by Jim Gorman, the Chief
Financial Officer (CFO) to invest in a new cost accounting system. Also
invited to the meeting were Sam Young, the company’s first Chief
Information Officer (CIO) who joined the company two weeks before, and
Gerald Montes, the company’s Chief Counsel.

Robert Danforth was the last one to enter the executive boardroom. He
smiled at his top management team and said, “Thank you all for coming by
to talk a bit more about several investment requests that came out of our
annual planning meeting last month. Sam, you hadn’t joined the company
yet, so I'm particularly interested in your thoughts today. Mainly, I want
to better understand from the group why our current capabilities are
insufficient and how these new systems will help bottom-line performance.
Kate, why don’t you go first and then we’ll hear from Jim.”

Kate rose and walked to an easel that held several charts and diagrams.
“Gentlemen, as mentioned at the planning meeting, my request for a new
Sales and Inventory Tracking System (SITS) is based on an insufficient
current ability to match inventory and production information with
customer orders. We are also experiencing excessive turnaround time for
orders in the industrial product lines, as compared to our competition. Our
sales representatives in the field are beginning to lose orders. They can’t
provide on-the-spot quotes based on real-time checks of available
inventory and current pricing. The same goes for our representatives.
They are not able to see when the custom and small job production runs
are being scheduled. This would help sales in this high-profit area which
we will be expanding. Our major competitor fielded this information
capability almost a year ago. While I was skeptical at the time about the
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impact it would have on their sales, I now believe that it’s a successful
model for them and therefore is going to make or break us in the industrial
product line.”

Robert leaned forward. “Kate, this sounds quite serious. Even so, from a
cost perspective I am concerned about the return on investment (ROI) for
SITS. Last month you stated that initial cost estimate for the development
of SITS was over three million dollars. We have tight budgets for the next
two years... have you looked at ROI?” “Yes,” responded Kate. “These
charts show the level of investment and payback period for SITS, which I
estimate to be two years, depending on how quickly and thoroughly the
sales force adopts it. The lifecycle for SITS should be seven years, with
positive ROI seen in years three through seven, and an average of about
twelve percent per year.”

Robert turned to Sam, “What do you think Sam? Isn’t part of the problem
here that many of our information systems don’t talk to each other?” Sam
grimaced slightly and said, “I think you’re right, from what I’ve seen in
my initial survey of information technology (IT) capabilities, a lot of our
systems were built as individual projects based on what then were unique
requirements. We now have some duplication of functionality and
evidence of inefficient support for evolving business processes.” Robert
responded quickly, “Isn’t the SITS proposal just more of the same?”
“Perhaps” said Sam, “I’m hearing that Kate wants to integrate information
exchanges across the sales, inventory, and production lines of business.
This represents a somewhat higher-level approach to meeting several
business requirements.”

Robert turned to Jim, “What do you think about Kate’s problem? Jim
answered with a pensive look, “Well, I agree that we need to address our
competition’s capability. While our aerospace product line is the most
profitable, the industrial product line brings in the most revenue, so there
would be a significant impact on the entire company if we lose market
share in the industrial product area.” Robert then turned to Gerald, “So
what does the Chief Counsel think?” Gerald paused for a moment and
then said, “I think that we must act decisively to protect market share in
the industrial product line, but I’'m not sure that SITS is the answer. You
might be right Robert, the proposal that Kate is making might be more of
the same type of technology solution that Sam says got us in this
situation.”
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Robert leaned back in his chair and said, “Before going further on this
proposal, let’s talk about Jim’s investment request. I wonder if there are
any parallels.” Jim activated the conference room’s projector and brought
up a set of briefing slides. “My request is for a cost accounting system that
would replace the current accounting system. As Robert mentioned, there
are tight budgets the next two years, and having the ability to more readily
see spending and profit generation within each line of business will help us
to manage the budget more effectively. This system is one module of
“WELLCO” a proven commercial enterprise resource planning (ERP)
product. We can utilize this product by expanding it if other back office
requirements emerge. The cost of the investment is just under $600,000.
According to the vendor, the historical payback period for this cost
accounting module is eighteen months, with an average annual ROI of
sixteen percent during the subsequent years.”

“Jim, can this new accounting capability support what Kate is looking
for?” said Gerald. Jim responded, “The WELLCO module can handle
some of the things Kate is probably looking for, including price and
volume information in sales, inventory, and production activities, but this
module is not configured to specifically support all of the information I
believe she will need.” “Can it be modified?” Interjected Robert.
“Possibly so,” said Jim, “and if not, I would think that other modules of
WELLCO could handle it. Sam, help me out with this one if you can.”
Sam responded, “I know that WELLCO is one of the leading ERP
products designed to support many front and back office functions. It
might be possible to get enough functionality to support both Jim’s and
Kate’s requirements. I am concerned that we are still looking at
requirements from a program-level and systems-level viewpoint...
essentially bottom-up planning. Wouldn’t the company benefit more from
a more strategic approach that evaluates requirements and proposed
solutions across the entire enterprise in the context of our strategic goals?”

The group was silent for a moment, and then Gerald spoke. “Our annual
planning retreat is where most of the company’s strategic planning
happens. We look at our current strategic goals and initiatives. We look at
what changes are needed to keep us competitive. As you saw from the
meeting last month, new proposals are also surfaced during the retreat and
then followed-up on. That is to say if they merit consideration for funding
and implementation.” Sam asked, “Is there some model of the enterprise
that is used to support these discussions?” “Well, if you mean our annual
business plan, we have that” said Jim. “More than that” said Sam, “A
model of strategy, business, and technology that enables you to see what
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we have now and what is planned for the future. Something that gives us
the ability to play with the model to see what other future investment and
operating scenarios would look like.” “We don’t have anything as fancy
as that” said Kate, “Though a model like that would have helped me
analyze what we could do to help the field.”

Robert stood up and walked to the window. “Sam, you are new to the
team, but sometimes a fresh look at a situation can provide valuable
insights. What I believe you are telling us is that we lack a true top-down,
strategy-driven capability to surface requirements and solutions... is that
right?” “Yes” responded Sam. “DMC is not alone. Many companies
have the same problem because they still support program-level decision-
making. We tend to let it occur in a relative vacuum with few overarching
goals and standards to guide analysis, planning, documentation, and
decision-making. 1 am going to propose that both Kate’s and Jim’s
proposals be reviewed through a different lens, that of an enterprise-wide
architecture. If we had this type of model, we could see current
capabilities, future requirements, and gaps in our ability to meet those
requirements. We could also see duplicative current capabilities and future
solutions. From what I have heard at this meeting we may have some
overlapping requirements which probably should not be met with separate
solutions if we are to optimize our financial and technology resources.”

“Interesting” said Robert. “Sounds like a silver bullet, and I am wary of
those” said Gerald. Robert spoke again, “Sam, would an enterprise-wide
architecture really help us? If it is doable, that’s great, but why haven’t we
heard about it before? I know there are no free lunches and where is the
ROI in such an architecture?” Kate added “While I appreciate the idea, I
don’t have time to wait for the entire company to be modeled, I need a new
capability now.”

“Well,” said Sam. “You are right, establishing an enterprise architecture
will not be free and it will take time. Fortunately there are approaches
being used by the public and private sector that support the modeling of
requirements and solutions in a standardized way between multiple lines of
business, which are referred to as architecture segments. So, as each
segment is completed it adds to the architecture as a whole. By treating
Jim’s area as the company’s financial segment, and Kate’s area as the
production segment, we can just address these areas first, thereby reducing
the time for completion of the architecture part of the larger project that
may implement a combined solution. We can do this by modeling only
those strategic drivers, business services, and technology solutions that
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apply to those two segments. Eventually though, for the architecture to be
the most valuable to DMC, the entire company should be modeled in its
current state, and several possible future states.”

“As far as ROL” continued Sam, “that is more difficult to pinpoint since
the cost of doing the analysis and modeling depends on the amount of
existing information and the degree of cooperation that is achieved with
stakeholders. By the way, these stakeholders include our executives,
managers, and support staff. But let’s say that a top-down architectural
analysis reveals that there are common requirements between Kate and
Jim, and we can meet those requirements either through adding
functionality to SITS or by buying several more modules of the
commercial WELLCO product, and doing some customization. We
potentially could save several hundred thousand dollars, or perhaps
millions of dollars compared to doing SITS and WELLCO separately... all
of which become ROI from the architecture effort. You probably haven’t
heard about enterprise architecture because when a company is doing it
well, it can become a strategic asset that makes the company more efficient
and agile. That type of capability is normally not broadcasted.”

“So what’s the downside?” asked Gerald. “Enterprise architecture tends to
be viewed as a hostile takeover by program managers and executives who
have previously had a lot of independence in developing solutions for their
own requirements” said Sam. “Also, architecture brings a new language
and planning processes, which like any type of change can be seen as
threatening to those involved and therefore may be resisted. Strong
executive sponsorship and stakeholder involvement can overcome much of
this.”

“Sam, the architecture approach seems to make sense, but I am not
completely sold yet” said Richard. “Let’s do a pilot project. I want you to
work with Kate and Jim and bring me a plan and business case within two
weeks to develop the part of an architecture for DMC that addresses their
current capabilities and stated future requirements. We’ll use this as the
test for whether we want to go forward with an enterprise-wide
architecture. Thank you all for your time today, see you in two weeks.”
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Introduction

Will this be an Architected Enterprise?

Basically, I am asking whether an enterprise (often an organization or part
of an organization) is going to be structured based on an over-arching agile
design and set of standards for how work is done and technology employed
- or is the enterprise going to consist of a collection of un-coordinated
processes, programs, and systems? If the organization decides to develop
and maintain an authoritative enterprise-wide architecture to serve as a
primary reference for planning and decision-making, then leadership and
management must embrace and implement this decision by properly
resourcing the EA function and seeing that it is incorporated into all
aspects of how the organization is run... called “baking it in.”

A similar question is faced when an enterprise considers making a major,
holistic commitment to a quality assurance (QA) approach that will be
consistently applied throughout all lines of business. To date, many
enterprises have decided to do this only to find that their effort fails when
leadership does not continually back it, especially if that enterprise is not
used to standard processes and metrics. We saw how beginning in the
1980’s QA made a tremendous difference in the competitiveness of major
automotive industry players — with Japanese manufacturers being the first
to take the QA plunge. Now, QA is baked into the culture of auto
manufacturers around the world — and the products of the surviving
companies are much better as a result. Some companies could not adapt to
higher quality standards, and are no longer in business or lost major market
shares. It should therefore be no surprise that many of these surviving
companies began embracing EA during the past decade along the same
path that their QA initiatives were implemented. Other industry sectors are
doing this too — insurance, retail, and aerospace to name a few. For some
governments, including the U.S. Federal Government, it is a legal mandate
that agencies develop and maintain a holistic EA.

The existence of an organization chart, documentation on processes and
resources, or employees who hold architect titles do not necessarily mean
that the enterprise is “architected.” The litmus test for this is similar to the
key question for QA adoption — does the enterprise consider the
architecture to be an authoritative reference and are the associated methods
baked into how things are done every day... in other words, is EA part of
the culture? If not, then there is a paper architecture that may provide one-
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time or occasional value — but not a living architecture culture that
contributes to high levels of agility and performance on an ongoing basis
across all lines of business, business units, and program offices.

Let’s say that an enterprise decides to not have an EA, for whatever
reason. The main problems that I see are that leadership will not have the
ability to generate clear, consistent views of the overall enterprise on an
ongoing basis, they won’t be able to effectively compare business units,
and the locus of power for planning and decision-making will be at the
line-of-business, program, and/or system owner levels — with significant
differences in how things are done and high potential for overlapping or
duplicative functions and resources... waste and duplication.

Now let’s say that an enterprise decides to have an EA, and is prepared to
maintain leadership backing and put resources behind it. This would allow
the enterprise to avoid the problems just described and create a culture of
ongoing controlled adaptation and optimization in response to changes in
external and internal drivers. This sounds to me like a more of a recipe for
success, especially in highly dynamic operating environments — but to take
the test for your own enterprise — go ahead and ask “what would happen if
we did not become an architected organization” and play out the costs and
benefits, then ask “what if we do go with EA” and try to identify the cost,
benefits, risks, and mitigation strategies.

On significant benefit for large private sector companies that decide to be
an architected enterprise is that EA can play a key role in evaluating
merger and acquisition (M&A) opportunities, whether that company is
acquiring or being acquired. In that EA helps to rationalize and align
strategic, business, and technology plans — and associated processes and
resources — the architecture can clarify the capabilities, assets, and value of
that company — potentially adding tens or hundreds of millions of dollars
to the valuation and reducing risk in the post- merger/acquisition period as
the resulting company makes dozens or hundreds of decisions about what
business capabilities, systems, and groups should go forward, and which
should be eliminated. A historical stumbling block to M&A efforts is a
lack of understanding of the culture and capabilities of the companies
being brought together — and EA can help with this throughout the M&A
lifecycle — from initial due diligence research, to valuation negotiations, to
post merger/acquisition streamlining and new product/service rollouts.

This book is for enterprises that decide to take the plunge and embrace EA
- I think they will find that it is a source of competitive advantage.
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Chapter 1
An Overview of Enterprise Architecture

Chapter Overview

Chapter 1 provides an overview of the discipline of Enferprise
Architecture (EA). The main concept of this chapter is that EA is a
strategy and business-driven activity that supports management planning
and decision-making by providing coordinated views of an entire
enterprise. These views encompass strategy, business, and technology,
which is different from technology-driven, systems-level, or process-
centric approaches. Implementing an EA involves core elements, a
management program, and a framework-based documentation method.

Key Term: Enterprise

An organization or sub-activity whose boundary is defined by commonly-
held goals, processes, and resources. This includes whole organizations in
the public, private, or non-profit sectors, part(s) of an organization such as
business units, programs, and systems, or part(s) of multiple organizations
such as consortia and supply chains.

Key Term: Enterprise Architecture
The analysis and documentation of an enterprise in its current and future
states from an integrated strategy, business, and technology perspective.

Learning Objectives
» Understand the purpose of EA.

» Understand the elements of an EA management program.
» Understand the elements of an EA documentation method.
» Understand differences to other analysis / planning approaches.

Introduction

Enterprise Architecture is a management and technology practice that is
devoted to improving the performance of enterprises by enabling them to
see themselves in terms of a holistic and integrated view of their strategic
direction, business practices, information flows, and technology resources.
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By developing current and future versions of this integrated view, an
enterprise can manage the transition from current to future operating states.

Home Architecture Analogy: Building a house one room at a time
without the blueprints for the whole house can lead to a poor result. It is
analogous to developing organizations, business units, programs, and
systems without an enterprise-wide architecture for reference, as duplication
and inefficiency in resources, and a lack of overall agility can result.

The strategic use of resources is increasingly important to the success of
public, private, and non-profit sector enterprises, including extended
enterprises involving multiple internal and external participants (i.e.,
supply chains). How to get the most from business, technology, and
human resources requires an enterprise to think in terms of enterprise-wide
solutions, rather than individual systems and programs (Figure 1-1).
Doing this requires a new approach to planning and systems development,
an approach that has come to be known as Enterprise Architecture. The
word ‘enterprise’ implies a high-level, strategic view of the entire entity,
while the word ‘architecture’ implies a structured framework for the
analysis, planning, and development of all resources in that entity.*
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Figure 1-1: The Organizing Influence of Enterprise Architecture
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* The term “enterprise architecture” most likely came from Steven Spewak, Ph.D. in his book
Enterprise Architecture Planning. John Wiley & Sons, 1992.
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With regard to resources, one of the greatest challenges that many
enterprises continue to face is how to identify the business and technology
components of strategic initiatives. A big part of this challenge is that
technology, information technology (IT) in particular, has historically not
been viewed as a strategic asset. As such, planning activities often have
focused on the development of individual technology solutions to meet
particular organizational requirements.

What is Enterprise Architecture?

The following equation is the ‘sound bite’ version of what EA is all about,
and is intended to help readers remember the distinct difference between
EA and other types of IT planning... that EA is driven by strategic goals
and business requirements.

EA=S+B+T
Enterprise Architecture = Strategy + Business + Technology

This is a straight-forward, simple representation of the unique holistic
value of EA, as is the geometry of the “cube” framework that it derives
from. I am a believer in the principle captured by Occam’s Razor, which
in the philosopher Occam’s original 14" Century form states that “entities
should not be multiplied unnecessarily”. It is my hope that the equation
EA =S + B + T and the EA’ Cube Framework are easy to understand and
highly useful in many contexts because they adhere to this principle and
capture the essential elements that characterize human organizations.

EA is primarily about designing virtual things - organizations and their
capabilities, whereas traditional architecture is primarily about designing
physical things. There are many parallels in these two disciplines and
there are a number of intersecting areas such as creating work
environments that promote productivity and support agility. EA is both a
noun and a verb. The architecture of an enterprise is a thing — a collection
of models and information. Creating an enterprise-wide architecture is
accomplished through a standardized process that is sustained through an
ongoing management program. EA provides a strategy and business-
driven approach to policy, planning, decision-making, and resource
development that is useful to executives, line managers, and support staff.
To be effective, an EA program must be part of a group of management
practices that form an integrated governance structure, as is shown in
Figure 1-2 on the next page.
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Figure 1-2: Major Areas of Integrated Governance

Enterprise Architecture as a Meta-Discipline

An enterprise-wide architecture should serve as an authoritative reference,
source of standards for processes / resources, and provider of designs for
future operating states. An EA is therefore THE architecture of the
enterprise and should cover all elements and aspects. Having a single
source of reference is essential to avoiding waste and duplication in large,
complex organizations. It also resolves the “battle of best practices” and
competition between sub-architectural domains which can be problematic
for organizations that are trying to become for efficient.

Developing an enterprise-wide architecture using the EA methods
described in this book is a unique and valuable undertaking for
organizations, in that the EA is holistic and serves as an umbrella or “meta-
context” for all other management and technology best practices. The EA
also creates abstract views, analyses, and models of a current or future
enterprise that helps people make better plans and decisions. EA extends
beyond technology planning, by adding strategic planning as the primary
driver of the enterprise, and business planning as the source of most
program and resource requirements. There is still a place for technology
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planning, which is to design systems, applications, networks, call centers,
networks, and other capital resources (e.g. buildings, capital equipment) to
meet the business requirements... which are the heart of the enterprises
activities... creating and delivering those products and services that
accomplish the strategic goals of the enterprise.

Regarding the “battle of the best practices”, organizations in the public and
private sectors are often faced with decisions about which practices to
adopt as they pursue quality, agility, efficiency; manage risk, and adopt
new technologies. There are dozens of best practices out there, and most
of them were created in isolation — relative to the other best practices. I
call this the “battle of the best practices” and it creates an expensive
dilemma for organizations — what to adopt? Because the implementation
and maintenance methods for many of the best practices are very resource
intensive, and the scope is not all-inclusive, the organization is faced with
the challenge of deciding which to adopt, how to do it, and what overlaps,
contradictions, and gaps are produced from the resulting collection.

When EA is THE architecture of an organization in all dimensions, it
becomes the over-arching, highest level discipline and the authoritative
reference for standards and practices. This is a tremendous and unique
contribution, because when EA is used in this way, the dilemma disappears
and organizations can use the EA framework to make rational decisions
about which best practices need to be adopted, what they will cover, and
how they can relate to each other. Figure 1-3 illustrates how EA serves as
an organizing context for the adoption and use of best practices.
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Figure 1-3: Enterprise Architecture as a Meta Discipline
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The Enterprise Architecture Approach

For an EA approach to be considered to be complete, the six core elements
shown in Figure 1-4 must be present and work synergistically together.
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Figure 1-4: Core Elements of an Enterprise Architecture Approach

Governance

The first core element is “Governance” which identifies the planning,
decision-making, and oversight processes and groups that will determine
how the EA is developed and maintained, accomplished as part of an
organization’s overall governance.

Methodology

The second core element is “Methodology” which are specific steps to
establish and maintain an EA program, via the selected approach.

Framework

The third core element is “Framework™ which identifies the scope of the
overall architecture and the type and relationship of the various sub-
architecture levels and threads. Not all frameworks allow for sub-domains
or are able to integrate strategy, business, and technology planning.

Artifacts

The fourth core element is “Artifacts” which identifies the types and
methods of documentation to be used in each sub-architecture area,
including strategic analyses, business plans, internal controls, security
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controls, and models of workflow, databases, systems, and networks. This
core element also includes the online repository where artifacts are stored.

Standards

The fifth core element is “Standards” which identify business and
technology standards for the enterprise in each domain, segment, and
component of the EA. This includes recognized international, national,
local, and industry standards as well as enterprise-specific standards.

Best Practices

The sixth core element is “Associated Best Practices” which are proven
ways to implement parts of the overall architecture or sub-architectures, in
context of the over-arching EA.

Enterprise Architecture Activities

Enterprise architecture is accomplished through a management program
and an analysis and design method that is repeatable at various levels of
scope. Together the EA program and method provide an ongoing
capability and actionable, coordinated views of an enterprise’s strategic
direction, business services, information flows, and resource utilization.

As a management program, EA provides:
Strategic Alignment: Connects goals, activities, and resources

Standardized Policy: Resource governance and implementation
Decision Support: Financial control and configuration management

YV V VYV V

Resource Oversight: Lifecycle approach to development/management

As an analysis and design method, EA provides:

EA Approach: The framework, analysis/design method, and artifact set
Current Views: Views of as-is strategies, processes, and resources
Future Views: Views of to-be strategies, processes, and resources

YV V V V

EA Management Plan: A plan to move from the current to the future EA

EA as a Management Program

EA an ongoing management program that provides a strategic, integrated
approach to capability and resource planning / decision-making. An EA
program is part of an overall governance process that determines resource
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alignment, develops standardized policy, enhances decision support, and
guides development activities. EA can help to identify gaps in the
performance of line of business activities/programs and the capabilities of
supporting IT services, systems, and networks.

Strategic Alignment

EA supports strategic planning and other operational resource planning
processes by providing macro and micro views of how resources are to be
leveraged in accomplishing the goals of the enterprise. This helps to
maximize the efficiency and effectiveness of these resources, which in turn
will help to promote the enterprise’s competitive capabilities.
Development projects within the enterprise should be reviewed to
determine if they support (and conform to) one or more of the enterprise’s
strategic goals. If a resource and/or project is not aligned, then its value to
the enterprise will remain in question, as is shown in Figure 1-5.

Enterprise Strategic Goals

Enterprise-Wide Strategic Initiatives

Line of Business
#1 Goals

Line of Business
#2 Goals

Line of Business
#3 Goals

Line of Business #1
Program Group

Line of Business #2
Program Group

Line of Business #3
Program Group

Capability Alignment

Project 1-1
Project 1-2
Project 1-3
Project2-1
Project2-2
Project2-3
Project3-1
Project3-2
Project3-3

Resource Alignment

Figure 1-5: Strategic Alignment of Capabilities and Resources

Standardized Policy

EA supports the implementation of standardized management policy
pertinent to the development and utilization of IT and other resources. By
providing a holistic, hierarchical view of current and future resources, EA
supports the establishment of policy for:

= Identifying strategic and operational requirements
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= Determining the strategic alignment of activities and resources

» Developing enterprise-wide business and technology resources

*  Prioritizing the funding of programs and projects

» Overseeing the management of programs and projects

= [dentifying performance metrics for programs and projects

= Identifying and enforcing standards and configuration management

Policy documents include those which can be categorized as general
guidance (e.g., high-level directives and memos); specific program
guidance (e.g., plans, and manuals); and detailed process guidance (e.g.,
standard operating procedures). By using these hierarchical categories of
documents, succinct and meaningful policy is established. It does so in a
way that no single policy document is too long and therefore not too
burdensome to read. It is also important to understand how the various
areas of policy are inter-related so that program implementation across the
enterprise is coordinated. EA policies must integrate with other policies in
all governance areas, so as to create an effective overall resource
management and oversight capability.

Decision Support

EA provides support for IT resource decision-making at the executive,
management, and staff levels of the enterprise. At the executive level, EA
provides visibility for large IT initiatives and supports the determination of
strategic alignment. At the management level, EA supports design and
configuration management decisions, as well as the alignment of IT
initiatives with technical standards for voice, data, video, and security. At
the staff level, EA supports decisions regarding operations, maintenance,
and the development of IT resources and services.

Resource Oversight

EA supports standardized approaches for overseeing the development of
capabilities and optimizing supporting resources. Depending on the scope
of the resources involved and the available timeframe for development,
various system development lifecycle methods can be used to reduce the
risk that cost, schedule, or performance parameters may not be met. EA
further supports standardized, proven approaches to project management
that promote the comprehensive and effective oversight of ongoing
programs and new development projects. Finally, EA supports the use of a
standardized process for selecting and evaluating investment in IT
resources from a business and financial perspective.
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EA as an Analysis and Design Method

References to EA began to emerge in the late 1980’s in various
management and academic literatures, with an early focus on technical or
systems architectures and schemas for organizing information. The
concept of ‘enterprise’ architecture analysis and design emerged in the
early 1990’s and has evolved to include views of strategic goals, business
services, information flows, systems and applications, networks, and the
supporting infrastructure. Additionally, there are ‘threads’ that pervade
every level of the architecture: standards, security, and skills.

EA analysis and design are accomplished through the following six basic
elements: (1) an EA documentation framework, and (2) an implementation
methodology that support the creation of (3) current and (4) future views
of the architecture, as well as the development of (5) an EA Management
Plan to manage the enterprise’s transition from current to future
architectures. There are also several areas common to all levels of the
framework that are referred to as (6) “threads” as shown in Figure 1-6.
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Figure 1-6: Basic Elements of EA Analysis and Design

EA Analysis and Design Element #1: The Framework.

The EA framework identifies the scope of the architecture to be developed
and establishes relationships between the architecture’s areas. The
framework’s scope is reflected through its geometric design and the areas
that are identified for documentation. The framework creates an abstracted
set of “views” of an enterprise through the way that it collects and
organizes architecture information. An example that will be used
throughout the book is the framework that is illustrated in Figure 1-7,
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which has a cubic shape with three dimensions that relate to different
aspects of modeling the abstracted enterprise.

Framework Dimension 3: Artifacts
The documentation of components at each
level of the architecture, including all threads

<
<

Lines of Business

®©
c
Goals & /{ § £
P > Initiatives | /7 |lo| |85 ¢
FE= § ViR g<
iz - Products & / ol | gE s
~ - a o - ©
o ! Services | 41 [|N| | g4
s o 1 o952
S £ Data & / N | 2=
S 3 : /T | 855
2 a Information s| | 352
= ) —/— SR
- | || oS Q0
> 3 Systems & // ! Lo e
% < Applications | /]
pa — &
o <
@ 8 Networks & -
Infrastructure

Figure 1-7: EA® Cube Analysis & Design Framework

Known as the EA® Cube Framework™ the levels of this example
framework are hierarchical so that the different sub-architectures (that
describe distinct functional areas) can be logically related to each other.
This is done by positioning high-level strategic goals/initiatives at the top,
business products/services and data/information flows in the middle, and
supporting systems/applications and technology/infrastructure at the
bottom. In this way alignment can be also be shown between strategy,
information, and technology, which aids planning and decision-making.
Chapters 4 through 6 provide more details on EA frameworks,
components, and methods.

To lower risk and promote efficient, phased implementation methods, the
EA framework is divided into segments of distinct activity, referred to as
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Lines of Business (LOBs). For example, each LOB has a complete sub-
architecture that includes all five hierarchical levels of the EA® framework.
The LOB therefore can in some ways stand alone architecturally within the
enterprise except that duplication in data, application, and network
functions would occur if each LOB were truly independent. An
architecture encompassing all five framework levels that is focused on one
or more LOBs can be referred to as a segment of the overall EA.

Key Term: Line of Business

A Line of Business (LOB) is a distinct area of activity within the enterprise.
It may involve the manufacture of certain products, the provision of
services, or internal administrative functions.

Key Term: Architecture Segment
A part of the overall EA that documents one or more lines of business at all
levels and threads. A segment can exist as a stand-alone part of the EA.

EA Analysis and Design Element #2: EA Components

EA components are changeable goals, processes, standards, and resources
that may extend enterprise-wide or be contained within a specific line of
business or segment. Examples of components include strategic goals and
initiatives; business products and services; information flows, knowledge
warchouses, and data objects; information systems, software applications,
enterprise resource programs, and web sites; voice, data, and video
networks; and supporting infrastructure including buildings, server rooms,
wiring runs/closets, and capital equipment. Figure 1-8 on the next page
provides examples of vertical and crosscutting EA components at each
level of the EA® Cube framework, and Chapter 6 provides additional
details.

Key Term: Vertical Component
A vertical component is a changeable goal, process, program, or resource
(equipment, systems, data, etc.) that serves one line of business.

Key Term: Horizontal (Crosscutting) Component

A horizontal (or crosscutting) component is a changeable goal, process,
program, or resource that serves several lines of business. Examples include
email and administrative support systems that serve the whole enterprise.
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Figure 1-8: Examples of EA Components

EA Analysis and Design Element #3: Current Architecture

The current architecture contains those EA components that currently exist
within the enterprise at each level of the framework. This is sometimes
referred to as the “as-is” view. The current view of the EA serves to create
a ‘baseline’ inventory of current resources and activities that is
documented in a consistent way with the future view of the EA so that
analysts can see gaps in performance between future plans and the current
capabilities. Having an accurate and comprehensive current view of EA
components is an important reference for project planning, asset
management, and investment decision-making. The current view of the
EA is composed of ‘artifacts’ (documents, diagrams, data, spreadsheets,
charts, etc.) at each level of the framework, which are archived in an on-
line EA repository to make them useable by various EA stakeholders.

EA Analysis and Design Element #4: Future Architecture

The future architecture documents those new or modified EA components
that are needed by the enterprise to close an existing performance gap or
support a new strategic initiative, operational requirement, or technology
solution.
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As is shown in Figure 1-9, the future architecture is driven at both the
strategic and tactical levels in three ways: new directions and goals;
changing business priorities; and emerging technologies. The EA cannot
reflect these changes in the future architecture unless the enterprise’s
leadership team provides the changes in strategic direction and goals;
unless the line of business managers and program managers provide the
changes in business processes and priorities that are needed to accomplish
the new goals; and unless the support/delivery staff identifies viable
technology and staffing solutions to meet the new business requirements.

) New Direction & Goals .
ere o (Leadership Team) oPerat'_ng reee
Capabilities & Scenarios Capabilities
of the ® | |New Business Priorities of the
Current . (Management Team) Future
Enterpri g Enterpri
te prise g Emerging Technologies Program te prise
- (Support Team) Plans

Figure 1-9: Drivers of Architectural Change

The future architecture should cover planned changes to EA components in
the near term (tactical changes in the next 1-2 years), as well as changes to
EA components that are a result of the implementation of long-term
operating scenarios that look 3-10 years into the future. These scenarios
incorporate different internal and external drivers and can help to identify
needed changes in processes, resources, or technology that translate to
future planning assumptions, which in turn drive the planning for new EA
components. An example future scenario and additional details on the
future architecture are provided in Chapter 8.

EA Analysis and Design Element #5: EA Management Plan

The EA Management Plan articulates the EA program and documentation
approach. The EA Management Plan also provides descriptions of current
and future views of the architecture, and a sequencing plan for managing
the transition to the future business/technology operating environment.
The EA Management Plan is a living document that is essential to realizing
the benefits of the EA as a management program. How the enterprise is
going to continually move from the current architecture to the future
architecture is a significant planning and management challenge,
especially if IT resources supporting key business functions are being
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replaced or upgraded. Chapter 9 provides additional details on the
development of an EA Management Plan.

EA Analysis and Design Element #6: Threads

EA documentation includes ‘threads’ of common activity that are present
in all levels of the framework. These threads include IT-related security,
standards, and skill considerations.

Security. Security is most effective when it is an integral part of the EA
management program and documentation methodology. A
comprehensive IT Security Program has several focal areas including:
information, personnel, operations, and facilities. To be effective, IT
security must work across all levels of the EA framework and within all
of the EA components. Chapter 11 provides more information on
security.

Standards. One of the most important functions of the EA is that it
provides technology-related standards at all levels of the EA
framework. The EA should draw on accepted international, national,
and industry standards in order to promote the use of non-proprietary
solutions in EA components. This in turn enhances the integration of
EA components, as well as better supporting the switch-out of
components when needed.

Skills. Perhaps the greatest resource that an enterprise has is people. It
is therefore important to ensure that staffing, skill, and training
requirements are identified for LOB and support service activities at
each level of the EA framework, and appropriate solutions are reflected
in the current and future architectures.

Reference Architecture / Segment Architecture

A reference architecture is the part of an EA that provides standards and
documentation for a particular type of capability throughout the enterprise
— such as mobile services or cloud computing. A segment architecture is
somewhat similar, but usually focuses one or more particular business
units or functions — such as the finance and accounting group, or how a
financial ERP system and all of its modules are going to be implemented
(general ledger, accounts payable, accounts receivable, payroll, benefits,
etc.).
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Fitting the Architecture Elements Together

While the basic elements of EA analysis and design provide holistic and
detailed descriptions of the current and future architecture in all areas of
the underlying framework, it is important to also be able to articulate these
relationships in discussions and presentations with executives, managers,
support staff, and other EA stakeholders. Being able to understand and
relate how the architecture fits together is essential to being able to use the
EA in planning and decision-making throughout the enterprise. This
communication is supported through two EA program resources: the EA
Management Plan and the EA Repository. As was mentioned in the
previous section, the EA Management Plan is a living document that is
periodically updated so that it remains relevant as the ongoing primary
reference for describing where the current and future architectures are at.
The EA Repository is the on-line archive for EA information and the
documentation artifacts that are described in the EA Management Plan.
The EA Repository is described in the next section of this chapter.

The following is an example of how to communicate about EA with
stakeholders. In this example, some questions are presented about how to
apply an EA framework to an enterprise, which subsequent chapters of the
book answer. These are the types of questions that should be answered in
the first few sessions of EA program and documentation meetings in order
to promote an understanding of how the EA framework and documentation
can reflect the enterprise. In the following example of how to talk about
EA, the five levels and three vertical threads of the EA® Cube framework
are used for illustration. Notice how the questions build in a way that
reflects the hierarchical relationships between the levels of the EA’
Framework.

Each area of the EA’ Framework represents a functional area of the
enterprise. The EA® Framework can be used in a top-down, bottom-
up, or single-component manner. To begin to use the framework in
a top down-manner, a series of questions at each level should be
asked in order to determine how information about the enterprise
will fit within that level of the framework.

The first questions to ask relate to the strategic 'Goals and
Initiatives’ level of the framework. The questions are: (1) for what
purpose does the enterprise generally exist (usually expressed in the
mission statement) and (2) what kind of organization does the
enterprise generally intend to be (often given in the vision
statement)? What are the primary goals (strategic goals) of the
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enterprise?  What then are the strategic initiatives (ongoing
programs or new projects) that will enable the enterprise to achieve
those goals? Finally, for this level, when will the enterprise know
that it has successfully reached these strategic goals or is making
progress toward these goals (outcome measures)?

Second is the business ‘Products and Services’ level of the
framework, and it is important to first ask what are the ongoing
activity areas (lines of business) that the enterprise must engage in
to support and enable the accomplishment of both strategic
initiatives and normal ‘maintenance/housekeeping’ functions?
What then are the specific activities in each line of business
(business services)? What are the products that are delivered in
each line of business? How do we measure the effectiveness and
efficiency of the line of business processes (input/output measures)
as well as their contribution to strategic goals (outcome measures)?
Do any of these business services or manufacturing processes need
to be reengineered/improved before they are made to be part of the
future architecture?  What are the workforce, standards, and
security issues at this framework level?

Third is the ‘Data and Information’ level of the framework. When
the lines of business and specific business service/products have
been identified, it is important to ask what are the flows of
information that will be required within and between activity areas
in order to make them successful? How can these flows of
information be harmonized, standardized, and protected to promote
sharing that is efficient, accurate, and secure? How will the data
underlying the information flows be formatted, generated, shared,
and stored? How will the data become useable information and
knowledge?

Fourth is the ‘Systems and Applications’ level of the framework and
it is important to ask which IT and other business systems and
applications will be needed to generate, share, and store the data,
information, and knowledge that the business services need? How
can multiple types of IT systems, services, applications, databases,
and web sites be made to work together where needed? How can
configuration management help to create a cost-effective and
operationally efficient ‘Common Operating Environment’ for
systems and applications? What are the workforce, standards, and
security issues at this level?
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Fifth is the ‘Network and Infrastructure’ level of the framework and
it is important to ask what types of voice, data, and video networks
or computing clouds will be required to host the IT
systems/applications and to transport associate, data, images, and
conversations, as well as what type of infrastructure is needed to
support the networks (e.g. buildings, server rooms, other
equipment). How can these networks be integrated to create a cost-
effective and operationally efficient hosting and transport
environment? Will these networks and clouds extend beyond the
enterprise? What are the workforce, standards, and security issues
at this level?  What are the physical space and utility support
requirements for these infrastructure resources?

The EA Repository

Providing easy access to EA documentation is essential for use in planning
and decision-making. This can be accomplished through the establishment
of an on-line EA repository to archive the documentation of EA
components in the various areas of the EA framework. The EA repository
is essentially a website and database that stores information and provides
links to EA tools and other EA program resources. Figure 1-10 provides
an example of how an EA repository might be designed. This example is
called Living Enterprise™ and it is designed to support documentation that
is organized through the use of the EA® Cube Framework. Chapter 12
provides additional details on the design and function of an EA repository.

EA Management P\anI Future EA Views I EA Standards I EA Program I EA Tutorial I Site Map

Enterprise Architecture Repository

CurrentEA Goals Products Data & Systems & | Networks & Security
Views & Initiatives & Services Information | Applications | Infrastructure | Solutions
High
Level Strategic Business Knowledge Business Wide Area Security
- Plan Plan Warehouse Systems Network Program
View
Mid
L | Goals & Business Information Support Local Area System
eve Initiatives | Processes Flows Systems Network | Certifications
View
Detailed Performance | Investment Data Application |  Buildings Data
View Measures Portfolio Dictionary Inventory | &Equipment |  Privacy

Figure 1-10: Example EA Repository Design — Living Enterprise ™
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Summary of Concepts

A program or systems-level perspective is mnot sufficient for the
management and planning of technology and other resources across
enterprises with significant size and complexity. EA is the one discipline
that looks at systems holistically as well as provides a strategy and
business context. EA was described as being as both a management
process and an analysis and design method that helps enterprises with
business and technology planning, resource management, and decision-
making. The purposes of an EA management program were described:
strategic alignment, standardized policy, decision support, and resource
development. The six basic elements of an EA analysis and design method
were presented: the EA documentation framework, EA components,
current EA views, future EA views, an EA Management Plan and multi-
level threads that include security, standards, and workforce planning. An
example of how to communicate the various areas of an EA framework
was also provided. The following chapters of Section I will describe why
EA is valuable to many types of enterprises, what the risks of doing EA
are, and how to ensure that an architecture is driven by strategic goals and
business requirements.

Chapter 1 Questions and Exercises
1. What are some of the differences between enterprise architecture (EA)
and a systems-level planning approach?

2. Why is EA described as both a management program and an analysis
and design method?

3. What are the four elements of an EA management program and the six
elements of an EA analysis and design method?

4. What are some of the EA components and documentation artifacts that
would be included in current and future views at each level of the EA®
Cube framework?

5. Can EA be used by all types of enterprises? If so, why?
6. How does an EA repository support the implementation methodology?
7. Choose a real-world large-sized enterprise and determine:

a. Is information technology seen as a strategic asset?

b. Does an enterprise architecture program exist?

c. Are there gaps in business/technology performance that an
enterprise architecture program could help identify and correct?
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Chapter 2

The Structure and Culture of Enterprises

Chapter Overview

Chapter 2 discusses the need for enterprise architects to understand the role
of organizational structure and cu/ture in developing an EA. Structure and
culture are important to include in the EA in order to accurately reflect the
true nature of organizational goals, processes, and informal structures
which influence the current and future views of the architecture.
Understanding structure and culture are also important in working with
stakeholders to gain their support and manage expectations for the
development and implementation of the EA program. Enterprises are
types of social organizations and as such, the concepts of organizational
theory presented in this chapter are applicable to the practice of EA.

Key Term: Culture

The beliefs, customs, values, structure, normative rules, and material traits
of a social organization. Culture is evident in many aspects of how an
organization functions.

Key Term: Stakeholder

Everyone who is or will be affected by a policy, program, project, activity,
or resource. Stakeholders for the EA program include executive sponsors,
architects, program managers, users, and support staff.

Learning Objectives
» Understand the structural and cultural aspects of an enterprise

» Understand the differences between an organization and an
enterprise

» Become familiar with models of organizations and enterprises

» Be able to tie structural and cultural aspects of the enterprise to
the architecture
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Introduction

Enterprise architecture is as much about people and social interaction as it
is about processes and resource utilization. Understanding each of these
aspects of an enterprise is essential to the development of accurate views
of the current architecture and relevant, meaningful views of the future
architecture.

Home Architecture Analogy: An architect needs to understand the
composition, preferences, and activities of the occupants to be able to
produce an effective design for their new or remodeled home. How they
will use the rooms, their activity patterns, and storage needs are examples of
the factors to be considered.

Insight into the “people aspect” of enterprises is also important to the
development of policy, standards, and an EA Management Plan that will
be accepted by the enterprise. Moving from current to future states of the
EA involves changes in processes and how people will communicate.
Change involves moving from what is familiar to something unfamiliar,
which is uncomfortable and/or threatening to many people. Therefore,
there may be resistance to programs such as EA that cause or support
changes in resources and processes throughout the enterprise.

Discussion

Influences on the Field of Enterprise Architecture

Developing an enterprise-wide architecture involves an evaluation and
depiction of people, processes, and resources. Some of the areas of
practice and theory that have influenced the EA practices include business
administration, public administration, operations research, sociology,
organizational theory, management theory, information science, and
computer science. Understanding the mission, goals, and culture of an
enterprise is as important to implementing an EA as the selection of
analytic methods and documentation techniques. The EA approach
described in this book is based on theories of how social organizations are
structured and how systems and activities function within enterprises.
Figure 2-1 on the next page shows the academic fields and areas of
theory/practice that influence EA.
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Figure 2-1: Influences on the Field of Enterprise Architecture

The Structure of Enterprises

In this part of Chapter 2 there will be some references to organizations
instead of enterprises because the concepts come from established
organizational theory. The concepts of organizational theory also apply to
enterprises because they are types of social organizations. Organizations
and enterprises are essentially complex social systems, which regardless of
mission, share many similarities in their basic structure and functions.

The Leavitt Diamond Model

One of the early models of general et
organizational structure is the
“Levitt Diamond” presented in
1965 and shown in Figure 2-2.° i i
Task -2 Technology

Leavitt argued that a change in any
of these four components will have
an effect on the others and that the
interaction of the components s
underlies organizational success. CRdpiE

Figure 2-2: Leavitt Diamond

5 Leavitt, H.J. 1965. Applied Organizational Change in Industry: Structural, Technological and
Humanistic Approaches in: Handbook of Organizations, edited by J.G. March. Chicago, Rand McNally
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The Parsons/Thompson Model

Another model of general organizational structure is a three-level view that
was originally envisioned by sociologist Talcott Parsons in the 1950’s and
further developed by sociologist James Thompson in the 1960’s.° Parsons’
research identified three general levels that are common to most social
organizations (technical, managerial, and institutional), based on the
observation that different types of activities occur at each level.”
Thompson built on Parsons’ ideas by further identifying the different types
of activities that occur at each level.® Figure 2-3 summarizes the
Parsons/Thompson Model of social organizations.

o Structure Function
Organizational ) )
Parson’s Thompson’s
Level Purpose of each Level | Activities of the Level
Where the organization
establishes rules and relates N
. . The organization is very open
to the larger society as it . .
derives legitimization to the environment in order
Institutional M g z i to determine its domain,

meaning, and higher-level
support, thus making possible
the implementation of
organizational goals.

establish boundaries, and
secure legitimacy.

Where mediation between the
organization and the
immediate task environment
occurs, where the

. organization’s internal affairs
Managerial are administered, and where
the organization’s products
are consumed and resources
supplied.

A dynamic of mediation
occurs where less formalized
and more political activities
occur.

The organization is “rational”
as it carries on production
(input/output) functions and
tries to seal off those
Technical Where the actual “product” of | functions from the outside to
an organization is processed. protect them from external
uncertainties as much as
possible.

Figure 2-3: Parson/Thompson Model of Enterprises

6 Bernard, S. A. Evaluating Clinger-Cohen Compliance in Federal Agency Chief Information Officer
Positions. Doctoral Dissertation, Virginia Polytechnic Institute & State University, April 2001.

! Thompson, James D. Enterprises in Action. New York: McGraw-Hill. 1967.
8 ..
Ibid.
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The geometry of the Parson/Thompson Model has been adapted by the
author to resemble a series of concentric circles. This may provide a more
useful image for depicting a social organization that interacts with its
environment via the model’s Institutional Level, facilitates internal
resources via the Managerial Level, and protects a “core” of essential
processes and resources at the Technical Level. Figure 2-4 shows this
spherical version of the Parsons/Thompson Model, which also is more
useful in relating it to how an EA framework can document organizational
functions.

EA3 Cube Architecture Parsons/Thompson Model
Documentation Framework of Generic Organizational Structure
— T T~
Lines of i 7 - = ~ ~
Institutional Level ~\
e— - \
Goals & | < % / .- ~. \
o - DA 7 C / L S
g 3 Initiatives | 47" || o / Managerial Level \ \\
=9 =& — \
5 § Products & %7%‘ v \
= I Services N Technical \ |
o= § /-? Level ! I
B £ Data & /: N / |
3 3 Information By / /
= 5= c? y /_/ g /
o 3 Systems & 47 e /
> |8 Applications | 47 | N /
= g N\ 7/
rFs— £ - ~ s
o S Networks & 2 ~ -
7] g ~
~ ~N—_—
? Infrastructure |

Figure 2-4: Relating Models of Organizational Function and Structure

The value of the Parsons/Thompson Model is its use as an authoritative
reference for developing EA views of structure and process for an
organization. Regardless of the model’s wide acceptance in academia, the
question of whether this fifty year old view would be relevant and useful to
understanding the structure of current public and private sector
organizations is answered by observing that many large and medium sized
corporations and government agencies continue to be hierarchical, rule-
based, and goal-oriented. These were some of the primary characteristics
of the “rational” organization that Parsons and Thompson originally
studied. Evidence of this still being a valid model is also seen in the
rational nature of organizational charts, mission statements, strategic plans,
operational plans, and business services of these types of organizations.
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However, there are new types of organizations that have emerged due to
technology-based changes in how people communicate and work. Global
telecommunications and the Internet have made location a largely
irrelevant factor in terms of where some types of work are being done
(e.g., knowledge work and on-line services). Two primary changes related
to organizational structure and function have resulted. First, more
organizations are becoming regional or global in nature, and are relying on
remote sub-groups to do significant amounts of the work. Second, more
people are becoming self-employed knowledge workers who contract their
services remotely to various enterprises depending on their interest, skills,
and availability. Examples include people who process digitized health
care forms, software developers, web site developers, distance learning
instructors, financial traders, insurance salespeople, and telemarketers.
Because these organizations can get certain functions accomplished
remotely, their structure may become less hierarchical and more
collaborative.

While it can be argued that these new networked organizations exhibit
many of the structural and functional characteristics found in the
Parsons/Thompson Model, there are enough differences to merit
discussion of a variation of that model which may better describe how
organizations operate in a more global on-line business environment.

The Organizational Network Model

New types of organizations and enterprises are appearing which are based
on cooperative networks of local and remote individual workers and semi-
autonomous teams who carry out key functions. In these enterprises,
greater cost efficiency and more mission flexibility are achieved by
removing layers of management that are not needed in a decentralized
operating mode. These teams are actually sub-groups that have their own
management level and technical level with core processes, and therefore
will still exhibit some of the characteristics of the Parsons/Thompson
Model. The difference presented here is that the organization/enterprise’s
structure is based on these teams and remote workers, whose goals and
functions may change depending on internal and external influences.

Called the Organizational Network Model (ONM), an Executive Team sets
policy and goals, approves resources, and evaluates results, while semi-
autonomous Functional Teams and Independent Workers manage ongoing
programs/lines of business, new development projects, and team-specific
resources. The Functional Teams and Independent Workers receive
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policy, goals, and general direction from the Executive Team, yet carry out
organizational functions in an independent and/or cooperative manner,
depending on the goal(s). Figure 2-5 provides an illustration of the ONM.

— —
—
- . -
“ Executive Team ~
7 Independent \
/ Worker - 1 / ‘
I\ aepondent Functional /
Functional _ -
N Team A Functional Team C y
~ Team B Independant s
~ Wyorker- 3 - -
~ ™
—— — —_
Organizational
Boundary

Functional

Team D
{external)

Figure 2-5: Organizational Network Model

Being less hierarchical, these “flatter” and more flexible ONM
organizations can respond to changing requirements more quickly by
creating, modifying, or eliminating Functional Teams and/or adjusting the
number and type of Independent Workers. These types of ONM
organizations and enterprises can also exist as extended supply chains or
networks of teams from inside and outside the traditional organizational
boundary. This includes trusted business partners and independent
consultants who are allowed to share sensitive information and key
resources with the enterprise as part of the activities of the Functional
Teams and Independent Workers.

Figure 2-6 on the next page shows how Functional Teams in ONM

organizations can be related to an enterprise’s Lines of Business (LOBs) in
the EA’ Cube Framework.
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Figure 2-6: Relating Functional Teams to EA Lines of Business

Organizations and Enterprises

Organizations and enterprises are similar in that they are both types of
social entities that have a culture, a formal and informal structure, goals,
activities, and resources. The difference is that an enterprise can be
defined as a subset of an organization or can involve multiple
organizations.

Why isn’t this book called An Introduction to Organizational
Architecture? Because that would largely limit the subject to architectures
that encompass an entire organization, and while those architectures are
important, a more versatile concept is an enterprise, which can cover part
of the organization, all of the organization, or multiple organizations.

Enterprises are normally made up of vertical, horizontal, and extended
components. Vertical components (also known as lines of business or
segments) are activity areas that are particular to one line of business (e.g.,
research and development). Horizontal components (also known as
crosscutting enterprises) are more general areas of activity that serve
multiple lines of business. Extended components comprise more than one
organization (e.g., extranets and supply chains).

EA views of vertical components are complete stand-alone architectures in
that they contain documentation from all levels of the EA framework.
These types of vertical components are also known as “segments.” When
vertical segments are documented using the same EA framework, they can
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be aggregated into a larger architecture picture that may cover several or
all lines of business. This may be a preferable way to develop the first
version of an enterprise’s EA as it allows them to undertake a more
manageable amount of work at less initial cost (compared to attempting to
do the EA for the entire enterprise all at once, without prior experience).
This is called a “segmented approach” to documenting the overall EA.
The segmented approach is also useful in large and/or decentralized
enterprises where parts of the architecture may need to be developed and
maintained by a number of different groups.

Understanding Culture

Understanding the culture of an enterprise is essential to developing
realistic views of how strategic goals are established, how processes
function, and how resources are used. Every enterprise is different in some
way, as are the vertical, horizontal, and/or extended sub-enterprises. This
is due to the culture of the enterprise being an amalgamation of the values,
beliefs, habits, and preferences of all of the people throughout the
enterprise or sub-enterprise.

Managing Change

Changes within the enterprise will happen regardless of the presence of an
EA program, however they will happen in a more disjointed or completely
independent manner without EA. The effect of the EA program is to
coordinate change such that it is much more driven by new strategies and
business requirements, and less by new technologies.

According to John Kotter, “To date, major change efforts have helped
some organizations adapt significantly to shifting conditions, have
improved the competitive standing of others, and have positioned a few for
a far better future. But in too many situations the improvements have been
disappointing and then carnage has been appalling, with wasted resources
and burned-out, scared, or frustrated employees.” ?

People can be resistant to changes in their environment, whether it is at
home or the workplace. If the EA program promotes changes in the
enterprise, and if people are often resistant to any type of change when
they do not have some level of control, then the EA program may be
resisted by stakeholders unless something is done to increase their level of

o Kotter, J.P. 1996. Leading Change. Harvard Business School Press. Boston, MA.
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control. Increasing their level of control helps to successfully manage
change, and can be accomplished in several ways, including:

e Involving stakeholders in the EA program’s establishment and
management.

e Regularly and effectively communicating EA activities to
stakeholders.

e Allowing for stakeholder input to EA planning and decision-making.
e Managing stakeholder expectations as to what the EA program can do.

Key Term: Change Management

The process of setting expectations and involving stakeholders in how a
process or activity will be changed, so that the stakeholders have some
control over the change and therefore may be more accepting of the change.

Those who are affected by the EA program are called “EA stakeholders”
and they are the ones most likely to resist the program and/or changes that
are perceived to be the product of the EA program. Therefore, one of the
things that the EA program manager needs to ensure is that there is
stakeholder involvement in as many aspects of the EA program as is
possible. This includes governance and oversight activities, the selection
of an EA framework and methodology, participation in and reviews of
documentation activities, and participation in the development of and
updates to the EA Management Plan.

Another aspect of managing change within the EA program is regular and
effective communication on program activities with all stakeholders. This
includes formal documents such as an EA Program Communication Plan,
the EA Management Plan, and notices regarding the periodic update of the
current and future EA views. It also includes informal communication on
an ongoing basis with all stakeholders to ensure that their participation and
support is maintained.

The details of EA program governance are discussed in Chapter 4, but it is
sufficient to say that it is important to provide “a place at the table” for as
many stakeholders as can be accommodated. This increases buy-in for EA
policy and decision-making, as well as the success of implementing
changes called for in the future architecture.

Expectation management is yet another way to promote the success of the
EA program and help stakeholders deal with change. Expectation
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management is about identifying realistic outputs and outcomes. It can be
accomplished by collaboratively assessing the capability of the EA
program to document current and future architectures, the timeframe and
resources that will take, and the obstacles to acceptance by stakeholders.
Expectation management is an ongoing aspect of the EA program.

Summary of Concepts

This chapter described how enterprises are types of social organizations
and discussed the importance of understanding the structure and culture of
the enterprise that an EA is documenting. While it is also important to
understand the enterprise’s processes and supporting technologies, it is the
people of the enterprise who make plans and decisions about strategic
direction, business activities, and resource utilization. The chapter also
covered influences on the field of EA and presented two models of
organizations and enterprises that can assist in the development of current
and future EA views. Finally, the importance of managing change was
discussed in that EA program activities may be resisted by stakeholders
who feel a loss of input or control.

Chapter 2 Questions and Exercises
Why is it important to understand the “people side” of EA?

Compare and contrast an organization and an enterprise.
What are some of the academic fields that influence the field of EA?
Describe the purpose of each level of the Parsons/Thompson Model.

A S

How is the Organization Network Model different from the
Parsons/Thompson Model of organizations?

6. Who are stakeholders in the EA program and associated activities and
might they want to resist the EA program and associated activities?

7. What are four ways to manage change with stakeholders?

Select a large or mid-size enterprise from business or government and
describe the following:

a. What structural and cultural aspects should be captured by EA?
b. Who are the potential stakeholders in an EA program?

c. What strategies for gaining stakeholder buy-in could be used?
d. Relate strategies for managing change to various stakeholders.
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Case Study:
Danforth Manufacturing Company

Scene 2: Considering an EA Program

Robert Danforth, the President and CEO of DMC, has called a follow-on
meeting of the Executive Committee to review several recent capital
investment requests and the suggestion to use an enterprise architecture
approach to evaluate these requests and coordinate potential
implementation projects. COO Kate Jarvis has requested a new custom
Sales and Inventory Tracking System (SITS), and CFO Jim Gorman, has
requested a new cost accounting system that is part of a commercial
software package. Also invited to the meeting is CIO Sam Young, who
joined the company one month ago, and who is giving a briefing on how
enterprise architecture can help in this review.

“Good morning everyone” said Robert. “I’m eager to hear what you have
to say about the architecture initiative. Sam, why don’t you lead off, and
then let’s hear from Kate and Jim.”

“Thank you Robert” said Sam as he handed out an 8-page document
entitlted DMC Enterprise Architecture Plan — Financial and Production
Segments. “Kate, Jim, and I have spent a good deal of time together
during the last two weeks and I believe that we have found several
interesting things about their requirements and how an architecture
approach can save us money and provide a more valuable long-term
solution. We formed a working group to do the analysis and included an
experienced enterprise architect and a senior systems analyst who I know
from some past work, as well as several managers and staff from Kate and
Jim’s groups, including two sales representatives from the field. The
architect, Vince Albright, provided some background on what enterprise
architecture is all about and how to document and evaluate current and
future views of resources and requirements. With that, the group
documented the current business services and associated IT resources that
might be replaced or modified by Kate’s and Jim’s proposals. Then, the
group documented Kate’s and Jim’s requirements from a business process
perspective and looked for areas of commonality or duplication. Finally,
Vince and the systems analyst, Lily Jefferson, led the group in a scenario
planning exercise that developed two plausible business and technology
solutions that meet both of their requirements in an integrated manner.
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Either of these integrated solutions look to be less expensive to implement
than it will be to do Jim’s and Kate’s systems independently.”

Jim then spoke to the group. “I was really impressed with what the group
did in only two weeks. Sam is right about looking at these types of
requirements from an architecture perspective. What I realized is that my
back office support systems can have more types of direct feeds of
information from Kate’s line of business systems. In fact, the more we do
this, the more timely and accurate the information across the company will
be. The big thing here is that we eventually need to look at all of our
business and technology requirements from a company-wide standpoint so
that we can start to integrate and streamline our processes and
capabilities.”

Kate then spoke. “I agree with Jim that this was an eye-opener. There are
flows of information between Jim’s financial group and my business
managers, but these flows and the supporting systems have been developed
independently with no overarching plan in mind. Sam and his associates
showed me an architecture approach and implementation process that can
be completed for our respective areas within the next two months and then
be used to guide the implementation of a solution that I believe will meet
my requirements and those that Jim has as well. This is a win-win that can
lead to more of the same. Even the sales reps were getting into the game,
and provided a couple of ideas about automatically pushing sales and
inventory data to them that I had not considered. I am recommending that
we go with this approach to refine and select a solution so that I don’t lose
any more time on my competition.”

Gerald leaned forward and looked at Sam. “Sam, I remember you saying
that enterprise architecture links strategy, business, and technology. I am
not hearing about strategy.... was that left out?” “Good question Gerald”
responded Sam. “We did not go too much into company strategy because
of the two-week timeframe for developing the initial architecture plan.
However, that is an area that we will have to quickly address if the
architecture plan for these two segments is approved for implementation.
The way that I would pursue this is to identify DMC’s strategic goals that
relate to Kate and Jim’s requirements, and ensure that the solutions align
with the accomplishment of those goals. For example, I see that the
company will be opening a new custom order line of business next year
that builds on what we are doing on an ad-hoc basis right now. [ would
want to see if the solution for Kate and Jim’s requirements could also be
able to support similar requirements for the custom order business.”
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Robert then spoke. “I always want to talk about value and risk before
approving any project. I am seeing value through cost savings and
potential scalability of the solution. So, what is the cost of doing these
segments and then the whole architecture? And, what are the risks and
how do we mitigate those risks?”

“The cost of doing a complete and detailed architecture for a mid-size
company like DMC may be considerable” said Sam. “And I therefore
recommend this type of segmented approach to developing a company-
wide architecture, where we take one line of business at a time. In the plan
we developed, you will see that the cost for the first two segments is
$105,000, which covers analysis, modeling, documentation, and an EA
tool. There is also an $11,600 cost for documenting and applying the
general architecture methodology, framework, and standards, that is
largely reused in subsequent segment efforts. The analysis of these two
segments should take two to three weeks, and depending on which of the
two solutions is selected, the supporting documentation will take another
month. So this plan delays Jim and Kate approximately two months, but
saves the company well over the $121,600 cost if a combined solution is
adopted.”

Sam continued. “By having a standardized architecture approach, we
ensure alignment in each completed segment and can also use it to guide
each new development and upgrade projects throughout the company, so
that architecture alignment occurs much more quickly. This approach is
also a risk mitigation strategy, in that we are spreading out the cost and
effort over time, involving stakeholders in the development of each
segment, and incorporating lessons learned from each segment effort. Two
of the most important success factors for doing an enterprise architecture
are the strong support of executive leadership, and buy-in from
stakeholders. If you see value in having an architecture, and have a say in
how it affects you, then the architecture can become a powerful planning
and decision-making tool for DMC.”

Robert thought for a moment about what Sam had said and then addressed
the group. “I am inclined to approve the plan to develop a standardized
architecture approach and these first two segments, are there any
objections?” There were no other comments. “Ok Sam, let’s proceed with
the plan and get together every two weeks for a progress report.”
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Chapter 3

The Value and Risk of Creating an
Enterprise Architecture

Chapter Overview

Chapter 3 discusses the value and risks associated with creating an
enterprise-wide architecture. The main concepts of this chapter are that
EA represents a different way of looking at resources across the enterprise,
and that the significant cost of creating an EA must be justified in terms of
the value that it will bring to users of EA products in their planning and
decision-making activities.

Learning Objectives
» Understand the potential value of the EA.

» Understand the risks associated with implementing an EA.

» Learn an approach for measuring the costs and benefits of an EA
program.

» Understand how EA helps integrate strategy, business, and
technology.

Introduction

There is both value and risk associated with the establishment of an EA
program in an enterprise. On the value side, EA has the unique capability
to bring together views of strategy, business, and technology that allow an
enterprise to see itself in current and future operating states. EA also
supports the modeling of different future operating scenarios, which may
help the enterprise survive (or thrive) as it responds to changes in the
internal and external operating environment, some of which can be
unexpected. Additionally, an EA program establishes an integrated set of
IT resource planning, decision-making, and implementation processes that
can better identify and resolve performance gaps across the enterprise.
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Home Architecture Analogy: A set of comprehensive blueprints for
building a home takes an architect a fair amount of time and money to
create. ~ Without them though, any construction that occurs is an
uncoordinated activity, and the home that results may not function properly.

On the risk side, creating an EA for an entire enterprise can be time-
consuming, costly, and disruptive to business services. Also, developing
detailed EA documentation that covers strategy, business, and technology
within each area of the enterprise can be time consuming and costly.
Hiring and/or training architects and supporting analysts is one element of
the cost. Another cost element is the time it takes line of business
managers and support staff away from their normal work. Finally, the cost
of EA documentation tools and on-line repositories has to be factored in as
well. Further, there is the risk that the EA will not be used by stakeholders
if they do not buy-in to the concept of EA or its perceived value.

On the value side, EA is unique in its ability to promote enterprise-wide
thinking about resource utilization. EA replaces the systems-level
approaches to IT resource development that have characterized the last
several decades, and has left many enterprises with stovepipe and/or
duplicative IT resources. EA promotes the development of more efficient
enterprise-wide common operating environments for business and
technology, within which more capable and flexible business services and
systems can be hosted. This in turn makes an enterprise more agile and
able to respond to internal and external drivers of change, which promotes
greater levels of competitiveness in the marketplace.

The benefits should outweigh the costs of doing an EA, or the program
should not be established. In the Case Study example, if an EA program
helps DMC’s executives find a combined solution to two sets of business
and technology requirements, then a significant amount of money can be
saved. Multiply this by several of these situations each year, and the EA
program may very well pay for itself. Further, EA helps to identify
existing duplication in functional capability, which can generate additional
savings. Finally, EA documentation helps to identify current and future
performance gaps that may not be otherwise realized, which enables the
enterprise to be more proactive and cost-efficient in addressing solutions.
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Discussion

Value

The value of EA is that it enhances resource-planning capabilities and
supports better decision-making. This is accomplished through
communication improvements in respect to current and future resources.
Ideas are conveyed more rapidly while differences in interpretations and
misunderstandings are reduced.

The overall value of EA will vary with the size and complexity of the
enterprise, the type and number of IT-related performance gaps,
duplication within current IT resources, and stakeholder acceptance. For
those larger, less centralized enterprises that are regional or global in
nature, EA can be an effective governance process for IT resources. For
smaller more centralized enterprises, EA can help to ensure that the
organization remains able to align business requirements with technology
solutions, and enhance inventory, security, and configuration management
activities.

Improved Planning

EA enhances both top-down and bottom-up approaches to planning. Top-
down planning begins with considerations for strategy and business, which
are enhanced by the holistic perspectives of the enterprise that EA
provides. Bottom-up planning is also enhanced, as EA coordinates what
would otherwise be disparate and separate program-level planning
activities. EA also enhances strategic planning as it helps to bring together
multiple perspectives of business and technology at various levels of the
enterprise. Finally, EA supports program and project management by
providing a baseline of reference documentation for business alignment,
standards, and configuration management.

Decision-Making

EA improves decision-making by providing comprehensive views of
current capabilities and resources, as well as a set of plausible future
operating scenarios that reveal needed changes in processes and resources
(see Chapter 8 for additional details on future scenarios). By having an on-
line EA repository of information that is updated at regular intervals,
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decision-makers have real-time access to higher-quality information at
various levels of detail.

In that the EA program links to other areas of resource governance (e.g.,
capital planning, project management, and security), decision-makers can
obtain coordinated information on operations, support, and development
activities.  Chapters 10 and 11 provide additional details on the
relationship between EA, capital planning, project management, and
security.

Communications

EA improves communication throughout the enterprise by providing a
regularly updated baseline of integrated information on strategy, business,
and technology. Also, the EA program and implementation methodology
bring standardized approaches and terminologies for the development and
management of enterprise resources. This standard EA language and
methodology is especially helpful in large, complex enterprises that are
geographically dispersed, and which may have multiple social and work
cultures that have promoted different ways of doing things. EA should not
stifle the creativity that cultural diversity can bring, but should augment
and enhance that creativity by improving the alignment of business and
technology to the strategic goals and initiatives of the enterprise.

The old saying is that “a picture is worth a thousand words.” Having an
on-line repository of EA information is like having a 24x7 gallery of
electronic documents and drawings that can be useful in a variety of
activities throughout the enterprise. It is tremendously valuable if the
members of an enterprise can electronically call-up the same set of EA
reference materials at financial planning meetings, research and
development seminars, sales and marketing reviews, and daily operations
and support activities. With an updated repository of EA materials
available, meetings can convey greater amounts of information in shorter
periods of time, achieving higher levels of understanding based on a
common set of EA terms and information.

Managing Risk

Risk is related to uncertainty, and in applied form is the potential source(s)
for the failure or underperformance of a program or project. The
management of risk involves lowering or eliminating the uncertainty that
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desired outcomes will not be realized. There are several types of risk that
relate to the implementation and maintenance of an EA program,
including:

Financial. Implementing an EA involves establishing current and
future views of enterprise resources, an EA Management Plan, and
updates to this information at regular intervals. Like any
implementation project, establishing the initial set of EA information
will require start-up funding that is more than what will be required for
the periodic updates. Even after the EA is established, cuts in an EA
maintenance budget can severely affect the program, to the point of
making the EA information eventually become of little or no use if it
becomes too out of date.

Lack of Acceptance. EA represents a new way of looking at enterprise
resources by providing an integrated view of strategy, business, and
technology that supports the consolidation or re-engineered of these
resources to produce additional value. Former approaches to program
management that supported systems level planning will be replaced
with EA level planning that is promoted through the EA program. This
will most likely create some tensions between program level
stakeholders, EA stakeholders, and other affected groups.

Loss of Key Personnel. EA is an emerging area of professional practice
that requires architects, analysts, developers, and programmers. Each of
these skill sets is important to the program and the loss of members of
the EA team with those skills can create delays in program
implementation, as well as effect implementation costs.

Schedule Delays. As with all implementation projects, the
documentation of current and future EA views as well as the creation of
the initial EA Management Plan is approached as a project that has
milestones and a specific schedule for completion. Delays to the
schedule can come from many sources and depending on the point at
which a delay occurs during EA implementation, and how long the
delay is, the effect can go from being negligible to being catastrophic
for the EA program.

Documentation Tools. One of the greatest challenges for a Chief
Architect is to develop current and future views of the EA that are rich
in detail, easy to access, and which can support modeling and decision-
making types of queries. The capabilities of EA tools and supporting
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applications at present are such that intuitive and informative
“management views” of EA information are difficult to produce with
these tools. Further, because more than one software application is
normally required in an EA program, tool integration is an issue that
must be dealt with. As new commercial tools are introduced a Chief
Architect has to consider what the effect will be on overall
documentation if that product does not integrate with other tools.

Mitigating Risk

Risk mitigation plans and activities reduce the likelihood that sources of
risk will emerge and negatively impact a program such as EA. Actions
that mitigate risk (lower uncertainty) include strengthening executive
support for the EA program, solidifying budgets, not being the first adopter
of EA tools and documentation techniques, ensuring there are trained
back-ups on the EA team, and using a detailed EA implementation
methodology to guide the overall program. Additionally, basic program
management skills address potential problems of key personnel turnover,
cost and schedule overruns, performance issues, and stakeholder
acceptance. Overcoming issues related to technology compatibility among
EA products is achieved through the use of commercial tools that are based
on open standards, and which are mature and have significant market
share.

Risk identification and mitigation is not a one-time activity, it is an
ongoing management review item that will assist in making an EA
program successful.

Quantifying EA Program Value

How to translate value to the bottom line is one of the biggest questions
executives and Line of Business (LOB) managers have about EA
programs. Building a business case that includes an alternatives analysis,
cost-benefit analysis, and return on investment calculation is the primary
measure for evaluating the contribution to profitability and/or mission
success (see the example Business Case in Appendix A). Many aspects of
EA value can be quantified, including the following areas:

Shortening Planning Cycles. EA can help shorten planning cycles by
providing a robust repository of on-line information regarding current
and future processes and resources. While EA does not replace strategic
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planning or business process improvement activities, it does enhance
them through contribution of useful information that that would
otherwise be gathered separately.

More Effective Planning Meetings. EA information allows for the
presentation of a common baseline of planning and reference
information. It reduces ambiguity and increases levels of common
understanding.

Shorter Decision-Making Cycles. The time it takes to gather and cross-
walk strategy, business, and technology information is greatly reduced
by having a repository of EA information that was developed through
the use of a logical framework and archiving method. Decision-making
processes can be streamlined to reflect the availability of this new
resource of integrated baseline information.

Improved Reference Information. By using an EA documentation
framework and implementation methodology, information on processes
and resources is gathered in a standardized method using the same tools
and applications. Additionally, the method for storing the information
is coordinated through the use of the on-line EA repository, which
requires the use of standardized data and document formats. This in
turn creates the ability to perform queries for information across
otherwise disparate activities and resources. It also supports a more
robust data mining and business analysis capability.

Reduction of Duplicative Resources. One of the greatest contributions
an EA makes to an enterprise is aiding the visualization of the value
that current resources provide, where those value areas overlap, and
where performance gaps exist. For example, duplicative data
represents low-hanging fruit ready for elimination through the
implementation of the future architecture. Subsequent improvements
might then focus on the introduction of new technologies and
improvements in efficiency.

Reduced Re-work. By approaching the planning and execution of new
resources in a holistic manner, potential re-work that might have been
created through individual program level initiatives (containing
duplicative and/or conflicting capabilities) can be avoided. Also, re-
work is reduced through the use of a step-by-step EA methodology and
framework (see Chapters 4 and 5), that call for standard approaches to
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documentation that are based on mature modeling and analysis
techniques.

Improved Resource Integration and Performance. EA promotes
integration through the planning and utilization of resources on an
enterprise-wide basis. EA also helps to compare current and future
requirements for business and technology, in order to identify
performance gaps and solutions. This result is contrasted with
stovepipe program-level inputs to provide incremental improvements
within individual LOBs.

Fewer People in a Process. EA supports business process reengineering
(BPR) and business process improvement (BPI) activities by
encouraging planning in the context of both enterprise-wide
crosscutting requirements and particular LOB requirements.
Quantifying this includes the elimination of parts of a process that are
repetitive.  Also, streamlined processes that use resources more
efficiently can equate to position requirement reductions and payroll
savings.

Improved Communication. EA helps to promote a common language
and central approach that can reduce misunderstandings of resource
requirements and potential solutions. This can reduce re-work. Whole
processes may require repetition due to misunderstandings of different
interpretations of requirements and/or solutions.

Reduction in Cycle Time. EA can help an enterprise to reduce the time
it takes to plan, develop, implement, and retire resources within its
business and technology operating environment. By using an EA
methodology and framework (see Chapters 4 and 5), each resource is
evaluated from the same holistic strategy, business and technology
viewpoint, and is documented using the same set of EA tools and
techniques. Further, EA compliments capital planning and program
management reviews of completed projects (see Chapters 10 and 11) so
that the ‘lessons learned’ can be applied to subsequent efforts. In this
way, the enterprise can improve efficiency and reduce the amount of
time it takes to implement similar resources. For example, using an
integrated enterprise architecture/capital planning/project management
approach to selecting, controlling, and evaluating investments in web
sites, the enterprise will be more effective and efficient in implementing
ecach subsequent web site, and can avoid creating duplicative
capabilities.
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Quantifying EA Program Costs

The cost of EA should be approached from a program lifecycle view that
centers on phases for implementation, maintenance, and refreshment. One
way to estimate EA program costs is to look at each area of the EA
implementation methodology (see Chapter 4), and identify the direct and
indirect costs to accomplish each of the steps. In general, this would
include the following:

e EA program administration and other enterprise administrative tie-ins
o Salary/benefits for a Chief Architect and EA team staff

e Meetings, facilities, materials, and support for stakeholder planning
sessions

e Computers, applications, and web developers to establish the EA
repository

e Interviews and materials to document EA current views

e Future scenario planning sessions with stakeholders

e Interviews and materials to document EA future views

e Development and documentation of the EA Management Plan

e Purchase, use, and refreshment of EA modeling applications and
computers

e Regular (e.g., annual) updates to EA documentation and the online
repository

The cost of establishing an initial version of the EA will be more than the
cost of updating and maintaining it, due to the direct and indirect costs
associated with establishing new EA processes and capabilities, and
gaining stakeholder support.

The full lifecycle cost of the EA program should be established and
presented to the EA program sponsor, so that there is a clear understanding
of the one-time costs for implementation of the EA and the ongoing costs
for EA maintenance and refreshment activities. As with any program, this
budget picture should be baselined relative to the EA program activities
that are approved by the sponsor, so that any approved changes to the
scope of those EA activities are accompanied by a change to the budget. If
this is not done, the EA program may evolve to a position of being
responsible for too much relative to the resources it has available.
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In that EA is an advanced analytic type of activity, most of the cost of
developing and maintaining EA documentation will be the cost of labor for
trained architects. The second largest cost area will be the supporting
technology (hardware, software, web applications, databases, EA tools,
etc.). The other major cost area will be the facility costs for the EA team’s
work area and meetings with stakeholders.

Those who do EA (in total or in part) for a living work under a variety of
job titles, including Chief Architect, Solution Architect, Systems Architect,
Data Architect, Network Architect, Security Architect, IT Consultant,
Management Consultant, and a number of related analyst titles.
Furthermore, there tends to be a set of classifications for senior, mid-level,
and junior positions for many of these jobs. From an informal survey of
EA salaries in 2012 conducted by the author, a senior enterprise architect’s
position can command over $100,000 per year.'” Mid-level positions (3-5
years of experience) can earn in the range of $60,000 to $80,000.00 per
year, and the junior positions for beginning architects can earn in the range
of $40,000 to $50,000 per year.

As expensive as this seems, the cost to outsource these positions is even
greater. The industry average for one work year is about 2,060 hours (this
is Monday-Friday 8-hour days and accounts for time away for holidays
and personal time off). Some federal government contract labor rates for
the outsourcing of a Chief Architect and/or Senior Consultant position are
over $200 per hour, which translates to over $412,000 per year. The rate
for mid-level EA professionals can range from $125 to $175 per hour, so at
the upper end of this range the outsourcing of one of these positions can
cost over $360,050. The rate for junior EA professionals can range from
$55 to $85 per hour, and at the upper end of this range the cost of
outsourcing can be over $175,100.

This significant level of cost for EA labor has caused some enterprises to
pause in considering the implementation of an EA program. However,
when the potential savings generated by the EA program are factored in,
there can be a very high return on investment, especially in enterprises
where EA can reduce duplicative capabilities and help identify common
solutions to otherwise separate requirements. With costs for information
systems in the many millions of dollars, the consolidation of even a few of

10 . . . . .
The labor cost estimates are based on commercial rates used in federal sector information

technology support service and consulting contracts, as surveyed by the author in 2012. The labor rates
cover salary and benefits, but do not cover facilities support, desk, computer, phone, and administrative
costs.
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those systems can make the EA program more than pay for itself, as well
as enable the enterprise to re-direct the funding from duplicative resources
to other business requirements.

Linking Strategy, Business, and Technology

For EA to support an enterprise holistically, it must link strategy, business
and technology. EA is most effective when it simultaneously supports top-
down executive planning and decision-making across the enterprise and
bottom-up management planning and decision-making within each LOB.
In this way, EA helps to ensure that strategy drives business and
technology planning. From a business perspective EA provides the
context and purpose of business activities by ensuring technology is
implemented only after business requirements are identified. From a
technology perspective, EA provides the strategy and business context for
resource planning. This can be critical when working with multiple
organizations to create common resources (i.e., supply chains) or in
merging / acquiring organizations into one enterprise.

Linking EA and Strategy

The EA framework and methodology organizes EA documentation in a
way that allows strategy to influence business and technology planning and
decision-making. This is important especially in the documentation of
future EA views. By first identifying what changes are anticipated in
strategic goals and initiatives, subsequent documentation of business
activities and technology resources can be completed in such a way as to
promote alignment, efficiency, and effectiveness. Documenting strategy
involves the identification of goals, initiatives, and outcome measures.

Strategic Goals. These are the primary objectives of the enterprise.
Strategic goals typically require several years to accomplish. Changes in
strategic goals are made in response in internal and external business and
technology drivers and/or changes in laws and regulations.

Strategic Initiatives. These are the business and technology activities,
programs, and projects that enable accomplishment of strategic goals, such
that they can effect the fundamental direction of the enterprise.

Strategic Measures. These are outcome measures that identify when a
strategic initiative has successfully met a strategic goal. Outcome goals
define when an enterprise is accomplishing its mission... when it ‘wins.’
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Linking EA and Business Planning

As is reflected in the design of the EA framework, strategy creates
business requirements and technology supports solutions for meeting those
requirements. EA documents three primary issues at the business level:

Supporting Strategic Goals. Touch points between strategic initiatives and
business activities need to be clearly documented. Not all business
activities are strategic, and it is important to distinguish in the EA
documentation between those that directly link to strategic initiatives and
those that provide general support functions for the enterprise.

Documentation of Business Activities. Documenting the creation and
delivery of business products and services is important in supporting
Business Process Improvement (BPI) and Business Process Reengineering
(BPR) projects, and in documenting business activities to show inputs,
outputs, outcomes, and other elements of influence regarding each
business process. It’s also important to identify how business processes
are linked to one another.

Identifying Supporting Technologies. Analyzing business requirements
and activities can reveal critical supporting technologies (e.g. marketing
activities require sales trend analysis data, and a manufacturing process
requires various types of resources including raw materials, facilities,
labor, computers, data, and/or robotics). EA helps to identify and
document these supporting technologies.

Linking EA and Technology Planning

Technology is a type of resource that enables information and other
resource flows to support the creation and delivery of business products
and services, which in turn enables the achievement of strategic goals. It is
important that technology not drive business and strategy planning,
especially in resource-constrained enterprises, where the expense of
duplicative non-strategic technologies cannot be afforded. Bottom-up
planning (e.g. where technology is the catalyst for change) is a viable use
of EA; however it’s not the normal process for resource implementation.
It’s more important for the enterprise to understand its primary directions
and priorities, plan necessary business activities, and then identify the
supporting resources, including IT.
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Summary of Concepts

This chapter provided a detailed discussion of the value and risk of
establishing an EA program. A clear articulation of the business case for
EA is needed to obtain executive sponsorship and resources for EA
program implementation and maintenance. Quantifying the areas of
value that the EA program will contribute is important, and those include
improved communication, planning, and decision-making. A total
lifecycle approach to estimating costs is used to differentiate the one-time
direct and indirect costs associated with program start-up and initial EA
documentation from the ongoing costs of EA program management and
documentation updates. Comparisons were made in the area of EA labor
costs between in-house salaries and the expense of paying for external EA
consulting support. In concluding the discussion of EA value, the linkage
between EA, strategy, business, and technology was shown.

Chapter 3 Questions and Exercises

1. What are some of the areas of value that are generated by an EA
program?

2. What are some of the risks associated with implementing an EA

program?

How does EA help an enterprise to view its strategic direction/goals?

How does EA help an enterprise to view its business services?

How does EA help an enterprise to view technology resources?

A

What is meant by managing risk? Provide two methods to manage
risk.

How does EA link to strategy, business, and technology?

Select a real-world medium- or large-sized business and identify the
following:

a. Areas of potential value that an EA program would provide.

b. Areas of potential risk to the implementation and acceptance of an
EA program, and strategies to mitigate those risks.

¢. How EA can help develop views of this business’ strategic
direction and goals; business services; and supporting resources.
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Section 11

Developing an Enterprise Architecture

Section II defines and describes how to accomplish and implement an
Enterprise Architecture. It covers what an EA framework is, presents a
step-by-step methodology to implement an EA, discusses how to document
current and future views of the EA, and describes how to articulate the EA
in an “EA Management Plan,” which also serves as a transition and
sequencing plan from the current to the future architecture.

Foundational elements of an EA program are the documentation
framework and the implementation methodology. The EA documentation
framework defines what the EA program will document, and the EA
implementation methodology defines how that documentation will be
gathered and used. By documenting current and future views, along with
an EA Management Plan, the EA improves planning agility, helps to
prioritize resource utilization, and helps to lower the risk of project
failures. Section II is organized as follows:

Case Study Scene 3: The Importance of a Methodology
Chapter 4  The Implementation Methodology

Chapter 5  The Documentation Framework

Chapter 6  Components and Artifacts

Case Study Scene 4: Developing Current and Future EA Views
Chapter 7  Developing Current Architecture Views

Chapter 8  Developing Future Architecture Views

Chapter 9  Developing an EA Management Plan

Case Study (Scene 3) - The Importance of a Methodology

The Case Study continues the scenario at Danforth Manufacturing
Company that was presented in Section I. Now that the CEO has
decided to proceed with an EA program, this part of the Case Study
will focus on how the EA program and implementation methodology
will be implemented. The CIO has hired a Chief Architect, who
describes the need for and purpose of an EA methodology.
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Chapter 4 - The Implementation Methodology

Chapter 4 describes the EA implementation methodology, which is the
detailed procedure for doing an EA. The EA? ‘Cube’ is used as the
example framework for discussing an implementation methodology.
The value of adopting an EA methodology is discussed in terms of
providing a detailed, comprehensive approach to EA governance and
documentation, reducing the risk of producing an EA that’s not useful
to stakeholders.

Chapter 5 - The Documentation Framework

Chapter 5 describes the purpose of an EA documentation framework
and how it establishes the scope of the EA. Several existing EA
frameworks are presented as examples that have different areas of focus
and relationships for EA documentation. Also, a the EA3 Framework is
presented in detail, as it becomes the basis for further discussion about
how an EA framework can link strategy, business, and technology
together to help improve resource planning and decision-making
throughout the enterprise.

Chapter 6 - EA Components and Artifacts

Chapter 6 describes EA components and related artifacts. EA
components are those plug-and-play ‘changeable’ items that provide
capabilities at each level of the framework. Examples include strategic
goals and measures, business services, information objects, software
applications, and network hardware. EA artifacts are the descriptions
of the EA components. Types of EA artifacts include text documents,
manuals, guides, technical reference material, graphics, drawings,
pictures, raw data, information, presentations, spreadsheets, and videos.

Case Study (Scene 4) - Developing Current / Future EA Views

This part of the Case Study illustrates how current and future EA views
will be developed. The context is that of evaluating several proposed
IT systems and looking for common requirements and combined
solutions. Following this evaluation, two segments of the DMC
architecture will be developed that cover several lines of business.

Chapter 7 - Developing Current Architecture Views

Chapter 7 covers the development of artifacts that reflect current views
of EA components, within the context of the EA® framework and the
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related implementation methodology. Current EA views are important
to an enterprise in that they establish and/or verify what resources
(including IT) are being used in the lines of business to support the
achievement of strategic goals. The current EA views become a
reference baseline much like an inventory that then supports planning
and decision-making regarding the future architecture.

Chapter 8 - Developing Future Architecture Views

Chapter 8 covers the development of future views of EA components,
again within the context of the EA® framework and the related
documentation methodology. The future views of the EA are important
to the enterprise as they encompass one or more possible future states,
which represent strategies for successful performance in response to
internal and external influences. The future views of the EA are
developed in ways that allow them to be directly related to the EA’s
current views at each level of the framework, so that planned changes
are evident, and various types of changes can be modeled. The chapter
also provides a description of a method for developing future views that
is called “scenario planning.” Future scenarios can help the enterprise
to envision one or more potential future business/technology operating
states in a way that helps to identify areas of change that will be
important to the successful attainment of strategic goals.

Chapter 9 - Developing an EA Management Plan

Chapter 9 discusses the development of an EA Management Plan,
which is the document that describes how an enterprise will manage the
transition of its current processes and resources to those which will be
needed in the future. This transition from the current EA to the future
EA is an ongoing activity, as new resources that are identified in the
future EA are implemented and therefore become part of the current
EA. The purpose of configuration management and version control are
also discussed, along with the need to sequence implementation
projects.
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Case Study:
Danforth Manufacturing Company

Scene 3: The Importance of a Methodology

At a meeting of the Executive Committee several weeks before, Robert
Danforth, the President and CEO of Danforth Manufacturing Company
(DMC), had approved the request of CIO Sam Young to use an EA
approach to evaluate two sets of IT system requirements that COO Kate
Jarvis and CFO Jim Gorman had brought to the executive leadership
group. Sam is now moving forward on a plan and a business case to
develop an architecture for several lines of business related to Kate and
Jim’s requirements. These “segments” of the DMC enterprise architecture
will help Kate and Jim to evaluate their recent requests for new
information systems to see if there were overlapping requirements.

To properly provide leadership and resources for the project, Sam worked
with DMC’s Executive Committee during the past week to obtain approval
to establish an EA Program that would be led by a qualified Chief
Architect. The newly appointed Chief Architect reports to Sam. He
selected Vince Albright, whom he had known from earlier work. Also,
Sam was given a budget for this initial EA project within the EA Program,
and a working area that can accommodate several people who will be hired
and/or “borrowed” from other business areas for the period of the project.

This initial architecture effort is the test case for considering the
development of a company-wide EA for DMC. Scene 3 describes the first
meeting of the EA Working Group, which includes Sam, Kate, Jim, Vince,
several line of business managers, Lily Jefferson a senior systems analyst
at DMC, and several end users of DMC’s current sales and finance
systems.

“Hello, and welcome to the Enterprise Architecture Working Group” said
Sam. We are going to develop two segments of the company’s enterprise
architecture, which cover several lines of business. These are lines of
business that need more IT support. Before we can do that, we need to
have a detailed methodology that will guide our efforts and reduce the risk
that we will not be successful in developing the EA segments. I have
handed out a one-page outline of an EA methodology that I used with
another enterprise and it helped tremendously. The four phases of the
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methodology cover program establishment, methodology development,
documentation activities, and maintenance. During the past several weeks,
I have worked with the Executive Committee to formally establish the EA
Program and bring Vince Albright on board as our new Chief Architect.
Vince, congratulations and welcome. Vince was with me during the prior
project that we used this EA methodology, so I am going to turn it over to
him to tell us about that and guide the EA Working Group through a
review to see if we want to make any changes.”

“Thank you Sam” said Vince. “It is a pleasure to be at DMC and to be
working with you again on an EA program, especially one that promises to
bring great value to this enterprise. The first thing I would like you to
know is that as Chief Architect, I will be very inclusive regarding
stakeholder involvement in the development of the EA program and all EA
segments. This is because | have seen that down-road acceptance can only
be gained through the ongoing participation of those who will be using the
EA information, and those who are impacted by the EA program. Second,
I’d like to tell you briefly about my very first EA project, one where we
did not use a methodology. This project started ok, but lost its way as the
segments were being developed. Why? Because the EA Team did not
have anything to use with participants to keep things standardized, or
maintain stakeholder interest with, and we ended up with segments that did
not integrate into an overall EA... so the project did not produce the
amount of value that was expected, and the EA information was rarely
used.” “Since then, I’ve learned to let the business requirements drive the
architecture, and to develop segments collaboratively with those who will
use them, so they can ensure that the types of EA information are there
when they need it.... not just the IT information we think they will need.”

Vince continued. “What you received several weeks ago was the DMC
Enterprise Architecture Plan — Financial and Production Segments report
that Sam, Lily, and I developed with Jim, Kate, and several members of
this EA Working Group. That report lays out the business case for this EA
project, which is to evaluate the business and technology requirements for
two proposed systems. To do that type of analysis, we need several
segments of an overall DMC enterprise architecture, to provide reference
views of the current and planned process and resources involving DMC’s
strategic goals, business activities, and technology capabilities. To
develop these segments for the finance and production lines of business,
we need a methodology. As Sam said, this methodology will help keep us
on track and reduce the risk of project failure.”
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Jim asked, “What do I need to do to help with this methodology?” Sam
answered, “Look at the outline and tell us what is not there, perhaps there
is something more that you as a business executive might need to have as
part of our EA Program or documentation process. Also, when we get to
the modeling steps, we need to know from you, Kate, and your respective
staff what kind of planning and decision-making information you need in
your lines of business. We also need to know the formats you would
require. From that, the EA Working Group can refine the requirements
that we will use to select modeling techniques and tools. Once we get the
current views established for your and Kate’s EA segments, we can
develop some future operating scenarios and identify planning
assumptions. This is the baseline of EA information that we can finally
use to evaluate your proposals for separate system. We’ll see if they fit into
the future architecture as proposed, or we will be able to determine if there
is a better way to meet your requirements.”

Vince spoke up. “Sam talked about a lot of interdependent parts there,
which hopefully reinforces our comments about the value of having a
methodology to guide EA activities. Also, Sam alluded to different types
of EA information that we will be gathering and you may be wondering
what that is and how it is organized? The short answer is that we will use
an EA framework. One of the foundational elements of any EA program is
the selection of an EA framework that defines the scope of the overall
architecture and its sub-segments. Further, the graphic depiction of the EA
framework provides a visual image of the areas of the EA and how they
relate. In our project, we will review several frameworks during this
meeting that are in use and select the one that best serves our needs. So,
let’s get on with the review of the EA implementation methodology.”

The EA Working Group meeting finished its review of the EA
methodology and selected an EA documentation framework. Vince called
for a meeting later that week to discuss how the methodology and
framework would be used to document the current and future views of the
two EA segments that the project is responsible for.  Sam will brief the
selected methodology and framework to the Executive Committee at the
next bi-monthly status meeting. The CEO had requested these meetings to
stay in touch with the EA project.
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Chapter 4

The Implementation Methodology

Chapter Overview

This chapter describes the EA implementation methodology (EA
methodology), which is a detailed procedure for establishing, maintaining
and using an EA framework and documentation approach. The EA
methodology is the first step in coordinating the EA documentation
approach. The value of adopting an EA methodology is that it reduces the
risk of creating an ineffective EA program and/or inaccurate EA
documentation.

Key Term: EA Framework

The EA framework is a structure for organizing information that defines the
scope of the architecture; what the EA program will document and the
relationship of various areas of the architecture.

Key Term: EA Methodology

The EA methodology defines how the EA will be implemented and how
documentation will be developed, archived, and used; including the
selection of a framework, modeling tools, and on-line repository.

Learning Objectives

» Understand the purpose of an EA methodology within the EA
program.

» Understand the steps of an example EA methodology.

» Understand the relationship between an EA framework and EA
methodology.

Introduction

An EA methodology is a detailed, step-by-step description of how the EA
program is to be established and run, and how the documentation of the
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EA is to be developed, maintained, and used. The EA methodology
presented in this book is flexible enough to support the use of many of the
popular EA frameworks, tools, and repositories. Figure 4-1 provides an
overview of the six basic elements of EA documentation that were
presented in Chapter 1. This Chapter builds on the basic elements by
establishing a four phase/twenty-step methodology to establish an EA
program and implement the six EA documentation elements.

Lines of Business Lines of Business
Highest Goals & 2 Updated Strategic }/
Level & View Initiatives M Goals & Initiatives M
PIA . PIA
Products & y Improved Business %
x Services | 4N Architecture Products and Services
= S E / Management & E /
g Data & % Transition Plan Enhanced Data and /’}
g Information Information Flows
-3 v O i
Iy Systems & A Integrated Systems A
Applications and Applications
Lowest Networks & Optimized Networks
Level & View|  Infrastructure and Infrastructure 6
Multi-Level Threads (Security/Standards/Workforce)
CURRENT ©) rurure O
ARCHITECTURE ARCHITECTURE

Figure 4-1: The Basic Elements of EA Documentation

Home Architecture Analogy: An EA methodology is like the standard
approach that architects are taught for designing and constructing a home.
There are things that must be done in a certain way and order for the design
to be successful and for the home to be properly constructed.

Discussion

The establishment of an EA program has many facets and one of the keys
to success is to use a detailed documentation methodology to get the
program started, and then to guide the EA documentation effort. The EA
methodology described in this book is generalized so it can be used in a
wide variety of public and private sector enterprises, and can support many
types of EA frameworks, tools, and repositories. Depending on the type of
enterprise, some parts of the EA methodology may need to be changed.

An Introduction to Enterprise Architecture — 3™ Edition 90



It is important to develop an EA methodology as one of the first steps in
establishing the EA program, because it forces the enterprise to ‘think
through’ the following important considerations:

e  Which areas of the enterprise the EA will cover (scope)
e The approach to EA governance (e.g., centralized or decentralized)

e The types of EA documentation (known as artifacts) that will be
needed to support business and technology resource planning and
decision-making

e The EA documentation framework that best supports the needs of the
enterprise

e The methods and techniques for gathering or developing EA
documentation

e The software modeling tools, web applications, and databases that will
be needed to automate documentation techniques and enable future
scenario modeling

e How EA users will access and share EA documentation (e.g. an EA
repository)

e How often EA documentation will be updated

The 20-step process presented on the following pages is an example EA
implementation methodology that contains all of the general steps that
would support the creation of a new, comprehensive EA program. It
should be noted that the revitalization of an existing EA program will
involve additional steps that will vary with each situation. Revitalization
could focus on the selection of a different EA framework and
implementation methodology, and/or the identification of new vertical and
horizontal partitions of the enterprise that is being documented (segments
and crosscuts).

Enterprise Architecture Implementation Methodology

Phase I: EA Program Establishment

Step 1: Establish the EA Management Program and identify a Chief
Architect.

Step 2: Establish an EA implementation methodology.
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Step 3: Establish EA governance and links to other management
processes.

Step 4: Develop an EA Communication Plan to gain stakeholder buy-in.

Phase I1: EA Framework and Tool Selection
Step 5: Select an EA documentation framework.

Step 6: Identify EA Lines of Business/Crosscuts and the order of their
documentation.

Step 7: Identify the EA components to be documented framework-wide.
Step 8: Select documentation methods appropriate for the framework.

Step 9: Select software applications/tools to support automated EA
documentation.

Step 10: Select and establish an on-line EA repository for
documentation and analysis.

Phase III: Documentation of the EA

Step 11: Evaluate existing business and technology documentation for
use in the EA.

Step 12: Document current views of existing EA components in all
framework areas (levels/threads). Store artifacts in the on-line repository.

Step 13: Develop several future business/technology operating scenarios.

Step 14: Identify future planning assumptions for each future scenario.

Step 15: Use the scenarios and other program/staff input to drive the
documentation of future EA components in all framework areas. Store
artifacts in the on-line EA repository.

Step 16: Develop an EA Management Plan to sequence planned changes
in the EA.

Phase I'V: Use and Maintain the EA

Step 17: Use EA information to support planning and decision-making.
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Step 18: Regularly update current and future views of EA components.

Step 19: Maintain an EA Repository for modeling and analysis products.

Step 20: Release annual updates to the EA Management Plan.

This EA implementation methodology addresses the establishment of a
new EA program and documentation set. The revitalization of existing,
but unproductive EA programs, or switching approaches, key personnel, or
contracted support should be handled through the addition of Steps in
Phase I and/or Phase II to address these changes. The following are more
detailed descriptions of each step in the example EA methodology:

Phase I: EA Program Establishment

Phase I activities are designed to get the EA program initially started,
identify key players, and communicate the EA implementation plan to the
executive sponsor and other stakeholders in order to gain buy-in and
support. These pre-documentation activities are important to ensuring that
the EA program has clear goals, remains focused, and is accepted
throughout the enterprise.

Key Term: Executive Sponsor
The executive who has decision-making authority over the EA program and
who provides resources and senior leadership for the EA program.

Step 1: Establish the EA Management Program

and identify a Chief Architect.

The first step is for an executive sponsor to establish an EA program
and identify a Chief Architect to lead the Program. The EA program is
initially a start-up project (Phases I-III) and then an ongoing program
(Phase IV). The executive sponsor must provide the Chief Architect
with enough resources (e.g., budget, personnel, hardware/software, and
facilities) and the authority to be able to properly establish the EA
program. The Chief Architect should be accountable for EA program
resources. One of the Chief Architect’s first actions should be to
establish an EA team that consists of trained EA architects and
representatives of various stakeholder groups.
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Step 2: Establish an EA implementation methodology.

The second step in the EA methodology is for the Chief Architect and
EA team to identify all of the steps in the methodology that the
enterprise needs in order to create an effective EA program. The
example EA methodology discussed in this chapter can be used as it is
presented or it can be modified to meet the particular needs of the
enterprise. Other methodologies from the public and private sector can
be used. The important thing to remember in starting an EA is to have
a detailed methodology that will guide program implementation and
subsequent documentation activities, as well as reduce the risk of the
EA program losing focus, effectiveness, and value.

Step 3: Establish EA governance and

links to other management processes.

The third step is for the executive sponsor and Chief Architect to co-
develop an approach to EA governance that enables effective policy,
planning, and decision-making within the EA management program.
This approach to EA governance should include links to other
management processes for strategic planning, capital planning, project
management, security, and workforce skills planning.

Step 4: Develop an EA

Communication Plan and gain stakeholder buy-in.

The next step is to develop an EA Communication Plan that articulates
the EA documentation methodology and a schedule for Phase II and I11
activities. The EA Communication Plan should be written in plain
language to gain stakeholder buy-in from non-technical executives, line
of business managers, support staff, and other potential end users of EA
documentation. The Communication Plan should include statements
about the purpose and vision of the EA, examples of how the EA will
bring value to the enterprise, where EA documentation will be available
for access, a summary of the methodology used, and the general
principles that will be used for EA development.

Phase II: EA Framework and Tool Selection

Phase II activities take place when the initial set of EA documentation is
developed. This begins with the selection of an EA documentation
framework that will identify the scope of the architecture, guide the
techniques for the modeling of current views, develop future scenarios and
associated modeling, and establish an on-line EA repository that will
archive all of the EA documentation artifacts.
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Key Term: EA Artifact

An EA artifact is a documentation product, such as a text document, system
specification, application interface information, diagram, spreadsheet,
briefing slides, and/or video clip.

Step 5: Select an EA documentation framework.

The first step of Phase II involves the selection of an EA documentation
framework by the Chief Architect, with input from the EA team and
stakeholders. The framework should identify the areas of the enterprise
that the EA will cover, and how those areas relate. For example, the
EA3 framework identifies five functional areas and three ‘thread’ areas
to be documented, organizes different types of components, and then
orients the components into lines of business. These relationships are
important in conveying how the enterprise uses its processes and
resources in accomplishing its goals.

Step 6: Identify the EA Lines of Business and

Crosscuts and the order of their documentation.

The second step of Phase II involves the identification of vertical Lines
of Business (also known as Segments) and horizontal crosscutting
initiatives within the enterprise that can be separately architected, and
when combined, will represent the EA for the entire enterprise.
Sometimes distinct vertical LOBs are readily apparent such as
functional sub-units of an organization (e.g., the Manufacturing
Division, Sales and Marketing Division, Research and Development
Division, Administration and Finance Division). Sometimes however,
the LOB/Segment is something that makes sense within the EA and is
not an established organizational boundary, so it must be identified
through work with stakeholders (e.g., vertical supply chains, mission-
specific capabilities). Crosscutting initiatives are those horizontal
activities which function in a “common operating environment” across
several LOBs. Examples of horizontal crosscuts include web services,
knowledge warehouses, network infrastructure, security solutions, ERP
modules, and back-office systems/applications (e.g. email, document
tracking, finance and accounting, human resources).

Step 7: Identify the EA components to be documented.

Step 7 of the EA documentation methodology is to identify the EA
components that will have to be documented in each functional area of
the framework. For example, the EA® framework has six functional
areas (strategy, business, information, services, networks, and vertical
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threads). Each of these areas represents a distinct set of activities that
extend across the enterprise, which are represented by EA components.
EA components are plug-and-play goals, processes, measures, projects,
data, services, and IT resources in the various functional areas. An EA
component therefore is unique in the capability and resources that it
represents within the EA framework. Each EA component is
documented using information gathering methods and modeling
techniques that are appropriate for the type of things that are contained
in the EA component. For example, at the strategic level the
enterprise’s strategic goals, activities, and outcome measures are the
primary items to be documented. At the business level, the line-of
business services and associated measures are documented. At the
information level, the flows of information, databases, knowledge
warehouses, and data standards are documented. At the services and
applications level, the various web services, office automation services,
and software applications are documented. At the technology
infrastructure level the voice, data, and video networks, as well as
associated cable plants and equipment facilities are documented. For
the vertical threads, IT security information, IT standards, and IT
workforce information are gathered for associated activities and
resources in each of the five other functional areas.

Step 8: Select documentation methods

appropriate for the framework.

The next step is to select the methods that will be used to gather and
develop EA documentation artifacts. For example, the following are
methods for modeling in the six functional areas of the EA* Cube
framework (five levels and three threads). Appendix E provides
examples of EA artifacts that can be used with the EA’ Cube and other
frameworks.

Strategic Level: Strategic Plan, Scenarios, Balanced Scorecard
Business Level: IDEF-0 Diagrams, Flowcharts, Swim Lane Charts
Information Level: Data Models, Object Diagrams, Data Dictionary
Services Level: System Diagrams, Web Service Models, APIs
Technology Level: Voice/Data/Video Network Diagrams/Documents
Vertical Threads:  Security Diagrams, Standards, Workforce Skills

It is important to choose documentation techniques that will provide the

information that is needed for resource planning and decision-making.
Therefore, the Chief Architect should consult with EA stakeholders and
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the EA team in selecting the methods for artifact development and what
type of information will be gathered.

Step 9: Select software applications/tools

to support automated EA documentation.

Once the functional areas/levels of the framework and the types of EA
components are known, EA documentation and artifact modeling
requirements can be established. Without doing Steps 7 and 8, it would
be difficult for the Chief Architect and EA team to know the particular
modeling techniques that they will have to support. For example, if
object-oriented methods are being used to develop artifacts at the
information level of the framework, then an EA modeling tool that has
capability with the Unified Modeling Language (UML) is called for.
Also, several types of EA documentation tools may be required, as
there may be a requirement for a general EA modeling tool, several
specialty modeling tools, and general document, spreadsheet, and
graphics applications.

Step 10: Select and establish an on-line

EA repository for documentation.

The last step in Phase 11 is for the Chief Architect and EA team to select
an EA repository software application and database. The EA repository
should be hosted on the enterprise’s internal Local Area Network for
security and ease of access to EA documentation. The EA repository is
a database and file directory where all EA documentation is archived.
One method to promote ease-of-use is to establish an EA web site that
is the “front door” for all EA Program activities and documentation.
This website’s homepage can be designed to promote a clear view of
the scope of the EA documentation that is available. Chapter 12
provides more information on the design of the EA repository.

Phase III: Documentation of the EA

Phase III activities are where the actual development of the EA occurs in
the form of documentation artifacts. This involves analyzing and
documenting the current strategy, business, information, services, and
infrastructure of the enterprise. It also involves the development of
artifacts that reflect changes in resources in the short-term and the
development of a group of long-term future scenarios to identify possible
courses of action and resource changes that would be needed in response to
different internal and external influences. The activities in this phase of
the EA documentation methodology conclude with the development of an
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EA Management Plan that summarizes the current and future views of the
architecture and provides a transition and sequencing plan for short term
and long term changes.

Step 11: Evaluate existing business and

technology documentation for use in the EA.

The first step of Phase III is the beginning of actual EA documentation
activities. Preceding activities established what would be documented,
how it would be documented, and who would do the documentation.
The current view of EA components is what is now being documented
through the identification of what the EA components are at each level
of the framework and then using existing and new artifacts to document
the EA components that currently exist. In many ways this activity is
like taking an “inventory” of the components (strategic goals, business
services, measures, data, services, and IT resources) that already exist
in the enterprise and mapping them to existing documentation.

Step 12: Document current views of existing

EA components in all framework areas.

The second step of Phase III is the development of new artifacts to
complete the documentation of all existing components.  The
documentation methods and tools identified in Step 8 are used to gather
and standardize existing artifacts, as well as to develop new artifacts.
These documentation artifacts are organized by levels of the framework
and are stored in the EA repository that was established in Step 10.
Additional details developing on the current architecture are provided
in Chapter 7.

Step 13: Develop several future business

and technology operating scenarios.

Prior to developing future views of EA components, it is helpful to gain
a high-level understanding of the possible future directions that the
enterprise could take, depending on how it responds to internal and
external influences. Three or more future scenarios should optimally be
developed with EA and line of business stakeholders to reflect what
may occur if (1) the status quo is maintained; (2) an optimal
business/technology operating environment is encountered; and (3) a
high threat survival situation. There are several beneficial outcomes
from the development of the scenarios. First, the enterprise is more
prepared and organized to handle future situations and plan needed
resources. Second, a number of planning assumptions are identified in
each scenario that reveal what the priorities of the enterprise might be if
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that scenario is pursued. Third, the planning for future capabilities is
more coordinated, as opposed to simply gathering separate inputs from
line of business managers and technology managers. Separate inputs
are known to perpetuate stovepipe capabilities. Chapter 8 provides
additional details about how to develop future scenarios and the future
architecture.

Step 14: Identify future planning

assumptions for each future scenario.

Each future scenario describes, in story form, a possible
business/technology operating environment that the enterprise might
pursue or face. In this step, the key elements of each future scenario
are analyzed to reveal what things are important to the enterprise and
what changes have to occur for the scenario to become reality. For the
purposes of the EA, these key eclements become the planning
assumptions that can then be grouped together to represent changes in
each of the functional areas of the framework. One of the benefits of
having the scenario and planning assumptions is that they were
developed with stakeholder buy-in, which will help when future
changes are implemented.

Step 15: Use scenarios, program inputs, and scheduled updates to
drive documentation of future components in all framework areas.
This step involves the documentation of changes to EA components in
the near term (1-2 years) and the longer term (3-5 years). These
changes should be derived from the input by the leadership team
(CXOs) via the operating scenarios’ planning assumptions, and from
program and project managers who know what the future business
requirements are, as well as planned system implementations, upgrades,
and retirements.. By doing it this way, the changes are more
coordinated and aligned with the strategic direction of the enterprise.
Future views of EA components should be developed using the same
artifact documentation and modeling techniques that were used to
develop the current views. This helps to more clearly identify what the
changes are in each of the functional levels of the EA framework,
which helps in planning and decision-making.

Step 16: Develop an EA Management Plan

to sequence planned changes in the EA.

The final step in Phase III is the development of an EA Management
Plan. This Plan serves to articulate how the EA was developed and
provides a synopsis of the current and future views. The Plan also
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provides a transition and sequencing sub-plan for the near term
changes, which may already be in the project pre-implementation stage.
Also, a long-range sequencing sub-plan is provided that covers the
potential changes associated with the future scenarios. Chapter 9
provides more detail on the development of an EA Management Plan.

Phase IV: Use and Maintain the EA

Phase IV is an ongoing set of activities that promotes the use of EA
information by all stakeholders, and establishes an annual cycle for
updates. This is where the value of the EA Program is realized, as
planning and decision-making throughout the enterprise are supported.
This value is maintained through regular updates of the current and future
views of the architecture. Value is also gained in the maintenance of the
EA repository and the maintenance of all associated software licenses for
modeling and archiving.

Step 17: Use EA information for resource planning/decision-making.
Upon the completion of Phase III, the current and future views of the
architecture are stored in the EA repository and are ready to be used by the
enterprise to support planning and decision-making. These EA stored
artifacts become a baseline of reference information that can be used in a
wide variety of executive, management, and staff activities. When this is
done, a greater level of understanding is developed of capabilities and
performance gaps among a wider group within the enterprise. Further, by
having the EA documentation in an on-line repository, this information can
be called up and referred to in meetings, which reduces the time it takes to
convey an idea, increases comprehension, and reduces interpretation errors
among meeting participants. For example, if in a planning meeting, one of
the participants wanted to show needed improvements in information
exchange within a particular line of business, EA documentation on the
current and possible future views of that information flow could be called
up from the repository and projected at the meeting. This, along with
information on the associated business services, support applications, and
networks can be referenced meaningfully. The time to convey the ideas is
significantly reduced when diagrams and text are being shown to everyone
at the meeting. This can stimulate more productive discussions and
informed decisions.
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Step 18: Regularly update current / future views of EA Components.
The information in the EA repository is valuable for planning and
decision-making only as long as it is comprehensive and accurate.
Therefore, it is important to regularly update the current and future views
of EA components in all areas of the framework. Further, it is helpful to
users of EA information if the updates are made on a regular schedule,
perhaps twice a year. Also, it is important to maintain version control in
between updates, so that all of the users of the EA information know that
they are conducting planning and decision-making activities based on the
same information. Since what is planned in the future EA views will
eventually become the current architecture (at least some of it), it should
be recognized that EA updates are ongoing activities that do not cease.
Future EA plans will continue as an organization grows and changes.
Consider a time when the enterprise no longer needs changes in future
capabilities and resources. Should this occur, the EA program transitions
from focusing on the establishment of the EA to maintaining the EA and
seeing that it continually brings value to the enterprise.

Step 19: Maintain the EA repository and modeling capabilities.

The Chief Architect and EA team need to ensure that the EA repository
and support applications/tools are kept current in terms of licensing and
functionality. The requirements for archiving and modeling should be
reviewed annually, and new products should be regularly reviewed to
ensure that the EA team has the right application support capability. The
team should be on the lookout for new improvements in tool functionality
so that these improvements can be applied to the advantage of the
enterprise. The costs for software purchases and license renewals should
be part of the annual EA program budget.

Step 20: Release yearly updates to the EA Management Plan.

The Chief Architect needs to regularly inform EA stakeholders about the
status of the EA. This is done through the annual release of an updated EA
Management Plan that discusses changes that were made to the current and
future views of the EA during the past year. The communication should
provide a transition and sequencing plan for changes anticipated during the
coming year. Also, the ongoing value of the EA needs to be
communicated through the citation of examples of where EA
documentation supported planning and decision-making, helped reduce
duplicative capabilities, saved costs, improved alignment, and increased
communication.
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Summary of Concepts

This chapter presented a comprehensive methodology for the
implementation of an EA program and associated documentation activities.
The four phases and twenty steps of the example EA methodology are
generalized so they can be used in many types of public and private sector
enterprises. Phase I activities serve to establish the EA program, identify a
Chief Architect to lead the program, create an EA governance capability to
run the EA program in a way that integrates with other IT management
processes, and issue an EA Communication Plan to gain stakeholder buy-
in and support. Phase II activities serve to select an EA framework that
defines the scope of the architecture, the EA components that will make up
the architecture in each functional area, and software applications/tools to
automate the documentation of EA components. Phase III is where the
actual documentation of current and future views of the architecture
occurs, as well as the development of an EA Management Plan to describe
how the architecture will transition over time. The final Phase IV
activities are where the EA is used throughout the enterprise to support
planning and decision-making and regular updates are performed to keep
the EA relevant and adding value.

Chapter 4 Questions and Exercises
What is an EA implementation methodology?

What is the role of an EA framework within the EA methodology?
What is the purpose of Phase I activities in the EA methodology?
Why are Phase III activities dependent on the completion of Phase I1?
Compare and contrast the purpose of Phase II and Phase IV activities.

IR

Can the steps of the EA methodology be changed for different
enterprises?

7. Who is responsible for execution of the EA program and EA
methodology?

8. How often should an EA be updated? Why?
Select a real-world medium or large size enterprise and provide:

a. The phases and steps of an appropriate EA implementation
methodology.

b. The way that EA stakeholder support will be obtained.
The recommended schedule for updating the EA.

An Introduction to Enterprise Architecture — 3™ Edition 102



Chapter 5

The Analysis and Documentation Framework

Chapter Overview

Chapter 5 defines and describes the purpose of the EA analysis and
documentation framework, provides examples of existing frameworks and
discusses the EA* Cube Framework which is a generalized framework that
is suitable for use in public and private sector enterprises.

Learning Objectives

» Understand the purpose of an EA framework as part of an EA
implementation methodology.

» Understand how an EA framework establishes the scope of an
EA.

» Become familiar with the origin of EA frameworks and several
examples.

» Understand the design of the EA® Cube framework.

Introduction

The foundational elements of an EA program are the analysis and
documentation framework (EA framework), and the implementation
methodology (EA methodology). The EA framework defines what the EA
program will document, and the EA methodology defines how that
documentation will be developed and used. By defining what parts of the
enterprise are included in the EA, the framework defines the scope of the
architecture. The design of the framework communicates the relationship
of the areas of the EA that are documented.

Home Architecture Analogy: The EA documentation framework is like
the structural skeleton of a home. It is the framing that defines the size and
relationship of parts of the house and individual rooms.
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Discussion

The EA analysis and documentation process is accomplished through an
EA implementation methodology that includes (1) the framework, (2)
components, (3) current architectural views, (4) future architectural views,
(5) a plan for managing the ongoing transition between these views, and
(6) vertical threads that effect the architecture at all levels.

Analysis and documentation, as organized through an EA framework,
provides standardized, hierarchical views of the enterprise from an
integrated strategy, business, and technology perspective, as is shown in
Figure 5-1.
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Figure 5-1: EA? Cube Framework

The Origin of Frameworks

Information modeling and documentation frameworks emerged during the
era of mainframe computing as data, software, and hardware requirements
became more complex and multifaceted, and as the types of end-users
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increased and their locations became more distant. Reflecting the nature of
that era, most early architectures were technically-oriented, often vendor
and/or product-specific. Vendors of software and hardware products
increasingly touted their own proprietary solutions, standards, and product
lines under the banner of information or systems architectures. While this
vendor-driven approach to architecture did serve to advance the capability
of computing in general, it also created significant incompatibility
problems for enterprises that operated a collection of IT products from
multiple vendors.

In addition to the issue of product incompatibility, there was a focus on
developing and operating individual information systems versus the
creation of an overall IT capability within an enterprise. Furthermore,
systems-level IT planning grew out of an approach to analysis and design
that focused on meeting a specific set of requirements within the
enterprise. For example, many enterprises introduced IT in response to a
perceived need for automated support for accounting, payroll, and
administrative business functions. This often grew to include
manufacturing, service, and sales support. In most cases, each of these
business requirements were met by individual system solutions based on
proprietary vendor approaches and products.  The result was a
heterogeneous collection of IT resources that independently supported
business areas, but could not exchange information outside of a particular
system or business area. It was this scenario that gave rise to terms like
“stovepipe systems” and “islands of computing capability.”

This scenario was increasingly problematic to enterprises that sought to
share information between lines of business and support functions.
Further, the duplication in systems capability and cost of operating and
maintaining a myriad of independent systems became a focal point for
improvement. A desire to create interoperability, reduce costs, and
increase capability was the organizational driver that changed things.

During the mid-1970’s and 1980’s this change came in two main areas:
database and network design. First, an approach to information systems
analysis and design that was based on the enterprise’s information
requirements came about through the introduction of standardized methods
for modeling data, structure, and process. Second, the era of distributed
client-server computing came into being as “dumb” mainframe terminals
began to be replaced by “smart” desktop computers that could be
networked in a client-server design that reached throughout an enterprise.
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In the first area, an approach to database design, now known as the
“structured” approach, was developed for modeling the processing and
structure of data. Data Flow Diagramming (DFD) techniques allowed
enterprises to identify how an information system would process data in
support of a business function. The Entity-Relationship Diagram (ERD)
technique allowed analysts to identify the types of data items that an
enterprise wanted to collect along with the attributes and relationships of
those data items. Through these two analysis methods, enterprises could
design more efficient and capable “relational” databases that used
procedural programming languages (e.g., COBOL, FORTRAN, C) which
were capable of serving multiple information systems and business
processes.  Further, this shifted the analysis and design focus from
proprietary solutions to generic information requirements.

In the second area, the movement from mainframe to distributed
computing also served to change the way that information systems and
networks were designed. @ While structured information modeling
techniques promoted new relational database designs, networked
computing promoted the hosting of these databases in multiple locations
on smaller computer “servers” that could be located closer to the end-user.
Information systems standards based on international and industry
agreements emerged, as did new designs for the hosting and transport of
the information.  Important examples include the Open Systems
Interconnection (OSI) Reference Model for information networks that was
proposed by J.D. Day and H. Zimmerman in 1983."" This model has seven
layers that address services, interfaces, and protocols. In 1974 the
Transport Communications Protocol/Internet Protocol (TCP/IP) was
proposed by Vinton Cerf and Robert Kahn ' that led to work on a
dedicated data network that connected universities and selected military
and business enterprises throughout the nation (known as the ARPANET).
The acceptance of TCP/IP on a broad scale in the late 1980’s and early
1990’s promoted the integration of telecommunications and data network
infrastructures and provided the catalyst for the dramatic growth of the
global Internet. Other standards for data transfer emerged in the late
1980’s and early 1990°s including a standard that defined “Ethernet” local
area networks and ‘Asynchronous Transport Mode’ (ATM) networks that
promoted integrated voice, data, and video transmission.

" Day, J.D., and Zimmermann, H. “The OSI Reference Model.” Proceedings of the IEEE. Volume
71, pages 1334-1340. December 1983.

12 Cerf, V. and Kahn, R. “A Protocol for Packet Network Interconnection.” IEEE Transactions on
Communication. Volume COM-22, pages 637-648. May 1974.
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Data hosting also changed as developments in computer micro processors,
hard drive storage, removable disk storage, and telecommunications
interfaces all made the desktop computer, also known as the personal
computer (PC), a viable candidate to support print, file, and application
hosting functions. Since the early 1980°s the performance capability of
PCs has risen dramatically each year, while the cost of PCs has dropped.
This dynamic boosted the movement away from mainframe computing to
networked computing based on ‘client’ and ‘server’ PCs working together
to share data and applications. Standardized approaches to application
development began to emerge as a result, along with protracted
competitive battles among vendors to develop products that would
dominate in the new networked computing environment.

The early 1990’s also saw the introduction of a new approach to designing
databases. Focusing on the problem of separating structure from process
in modeling relational databases, an “object-oriented” approach was
developed that took advantage of new programming languages (i.e., Java,
C++) that could support data objects that had attributes and behaviors.
Additionally, these data objects could encapsulate (prohibit changes to)
certain areas of their code to protect them from alteration. This was
significant in that objects then represented reusable code whose quality in
key areas was assured. Finally, the non-encapsulated areas of code offered
users the ability to customize or add attributes and behaviors such that
objects became a reliable and flexible building block for application and
database development.

It was in this time that some of the first writing on information architecture
frameworks began to emerge. In 1987 Dennis Mulryan and Richard Nolan
wrote about “Undertaking and Architecture Program” " and in 1991
Brandt Allen and Andrew Boynton wrote an article entitled “Information
Architecture: In Search of Efficient Flexibility.” '* In 1989 and 1992, John
Zachman published seminal articles in the IBM Systems Journal about an
idea for an Information Systems Architecture (ISA) that served to organize
the documentation of information hierarchically and by function."” '
Zachman’s work served to elevate the discussion of architectures to the

! Richard Nolan & Dennis Mulryan. “Undertaking an Architecture Program.” Stage by Stage.
Volume 7, Number 2. March/April 1987. Note: Nolan later introduced the concept of the “Balanced
Scorecard” for use in IT strategic planning (with Richard Kaplan).

!4 Brandt Allen & Andrew Boynton. “Information Architecture: In Search of Efficient Flexibility.”
MIS Quarterly. December 1991.

15 Zachman, 1989.

!¢ John Zachman and J. Sowa. “Extending and Formalizing the Framework for Information Systems
Architecture.” IBM Systems Journal. Vol.31, No. 3. 1992.
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level of the enterprise and stimulated additional writing on enterprise-wide
information architectures that was to continue throughout the 1990s. In
1992, Steven Spewak built upon Zachman’s work and developed the
concept of ‘Enterprise Architecture Planning’ (EAP)."” The EAP method
represented a distinct departure from the technically-oriented architectures
of previous years, as it focused on how IT would be used to support
business functions on an enterprise-wide (enterprise) basis. It is the
combined work of John Zachman and Steven Spewak that form the basis
of most of the enterprise architecture frameworks that are in use today
throughout business and government, including the EA* Cube framework
introduced in this book.

Examples of Enterprise Architecture
Frameworks

The Zachman ISA Framework (1987 and 1992)

In the mid-1980’s John Zachman observed that the data processing
requirements of many of his IBM clients were becoming more complex.
There was a need to show information systems from several perspectives
that addressed this complexity and promoted planning, design, and
configuration management. Zachman drew from both the aircraft and
construction industries in developing a highly intuitive and comprehensive
schema for documenting information systems architecture (ISA) in the
context of several hierarchical perspectives characteristics. Zachman’s
ISA framework is a schema with rows and columns that functions much
like a relational database in that he calls for the development of basic or
“primitive” architectural artifacts for each of the 30 cells in the schema,
such that none of these artifacts are repeated in other cells or combined to
create what Zachman calls “composite” products. By documenting the
ISA (now known as the Zachman EA Framework) in detail at each level of
the EA framework, an enterprise develops multiple views of their
processes and resources that are useful to senior executives, line managers,
and support staff. Further, Zachman’s approach addresses the what, how,
where, who, when, and why questions about an enterprise. Figure 5-2
provides the current version of the Zachman Framework for EA (v3.0)."*

17 Spewak, S. 1992. Note: the Foreword of his book was written by John Zachman.
'8 Zachman, J. 2011. Zachman Framework for EA: The Enterprise Ontology. www.zachman.com
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Figure 5-2: The Zachman Framework v3.0

Since 1992, John Zachman has gone on to influence a number of different
EA frameworks and writings on the EA, including the author’s EA’
framework and this textbook. While the basic ISA approach is evident in
the current Zachman EA Framework, many new concepts have been
addressed such as how IT security is an implicit element in each cell’s
artifact(s). Zachman has written a number of papers that are available
through his website on how his approach to EA addresses a number of old
and new issues and how it is used in current work with organizations
worldwide. See Appendix B (Figure B-11) for mappings of other EA
approaches to the Zachman Framework.

The Spewak EA Planning Method (1992)

About the time that John Zachman was releasing his second article to
expand the original ISA Framework, Steven Spewak was further extending
these ideas into a planning-oriented framework that incorporated new
features including a focus on business, an implementation approach that
includes principles and values, a migration strategy, and ties to project
management. Spewak was the Chief Architect for DHL Systems Inc. at
the time of developing his “Enterprise Architecture Planning” (EAP)
method. He was also the first person to prominently feature the term
“enterprise” in his framework as a way to emphasize the need for
architecture to move beyond individual systems planning. Spewak’s
definition of the term architecture is as follows:
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“Since the aim of EAP is to enable an enterprise to share data, the
term enterprise should include all areas that need to share
substantial amounts of data. A good and proper scope for
enterprise often equates to a business unit, division, or subsidiary
because such enterprise units include all of the business functions
for providing products and services to customers. Also, with
responsibility and control of the bottom line, the economic benefits
and justification of EAP can more easily be established”. "

Spewak states that EAP is a method for developing the top two levels of
Zachman’s Framework. The seven phases of EAP are grouped into a four-
layer “wedding cake” shaped model that crates an implementation
sequence, as is shown in Figure 5-3.
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Figure 5-3: The Spewak Enterprise Architecture Planning Approach

The EA®* Cube Framework (2004)

A generalized framework for EA analysis and documentation is introduced
in this book, which can be used in both the public and private sectors. The
concepts used in the “EA3 Cube” Framework are founded on the works of
Talcott Parsons, James Thompson, John Zachman, Steven Spewak, and the
creators of the FEAF. The EA® Framework employs the generic shape of a
cube, to show multiple vertical levels that are different EA documentation
areas; multiple layers of depth that are distinct activity areas — referred to

1 Spewak, 1992.
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as lines-of-business; and multiple sub-cubes at each level that represent
plug-and-play EA components.

Enterprises can implement the EA3 Framework directly, or can use it as an
initial baseline for the development of their own EA management and
documentation approach. Many enterprises will most likely need to
modify certain elements of the EA3 Framework to fit their particular needs,
which is encouraged as it is recognized that business, government,
military, non-profit, and academic enterprises have fundamentally different
cultures, economic drivers, and critical success factors. These differences
may require adjustments in the framework in order to best implement an
EA program that captures the current and future business and technology
environment.

Common characteristics of most EA frameworks that the EA® Framework
also captures are that they address multiple, often hierarchical views of the
enterprise and technology, and that they support integrated systems
planning and implementation. The EA® Framework serves primarily to
organize IT resource planning and documentation activities. The
framework is hierarchical to distinguish high-level views that are of value
to executives and planners from the more detailed views that are of value
to line managers and support staff. Figure 5-4 shows the design and key
features of the EA® Framework.
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Figure 5-4: The EA3 Cube Analysis and Documentation Framework
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Hierarchical Levels of the EA3 Cube Framework

The five levels of the EA® Framework are hierarchical and integrated so
that separate sub-architectures are not needed to reflect different levels or
functional areas of the enterprise. The architectural areas covered at each
level are arranged to position high-level strategic goals at the top, general
business services and information flows in the middle, and specific support
applications and the network infrastructure at the bottom. In this way
alignment can be shown between strategy, information, and technology,
which aids planning and decision-making.

Goals and Initiatives. This is the driving force behind the architecture.
The top level of the EA® Framework identifies the strategic direction,
goals, and initiatives of the enterprise and provides clear descriptions of
the contribution that IT will make in achieving these goals. Strategic
planning begins with a clear statement of the enterprise’s purpose
and/or mission, complimented by a succinct statement of the vision for
success. This is followed by descriptions of the strategic direction the
enterprise is taking, scenarios that could occur, as well as the
competitive strategy that will ensure not only survivability, but success
in terms that the enterprise must define. These overarching statements
are then supported through the identification of goals and supporting
initiatives that include measurable outcomes and performance
measures.

Products and Services. This is the architecture’s intended area of
primary influence. The second level of the EA3® Framework identifies
the business products services of the enterprise and the contribution of
technology to support those processes. The term ‘business service’ is
used to mean processes and procedures that accomplish the mission and
purpose of the enterprise, whether that is to compete in the private
sector, provide public services, educate, provide medical services, or
provide a defense capability. Strategic planning helps to direct and
prioritize the various business services and product delivery activities in
an enterprise to ensure that they are collectively moving the enterprise
in the strategic direction that is set out in the Strategic Plan. Business
services then need to be modeled in their current state and if change is
anticipated, also modeled in the envisioned future state. Business
services and product delivery processes should be eliminated if they are
not adding sufficient value to the enterprise’s strategic goals and
initiatives. Business services and product delivery activities should be
modified if change can increase value to the enterprise, be it a minor
adjustment or a major shift in how that activity is accomplished.
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Technology is often a key enabling element in increasing value, but
should not be the driving factor in the reengineering or improvement of
business services and product delivery processes. It is important to
review and adjust the process before IT is applied to ensure that optimal
value and efficiency are achieved.

Data and Information. Optimizing data and information exchanges is
the secondary purpose of the architecture. The third level of the EA3
Framework is intended to document how information is currently being
used by the enterprise and how future information flows would look.
This level can be reflected through an IT Strategy document that ties
into the enterprise’s Strategic Plan and/or Business Plan. The purpose
of the IT strategy is to establish a high-level approach for gathering,
storing, transforming, and disseminating information throughout the
enterprise. The use of concepts such as knowledge management, data
mining, information warehouses, data marts, and web portals can be
organized through the IT strategy. The design and functioning of
databases throughout the enterprise are also documented at this level as
are standards and formats for data, data dictionaries, and repositories
for reusable information objects.

Systems and Applications. The fourth level of the EA® Framework is
intended to organize and document the current group of information
systems, and applications that the enterprise uses to deliver IT
capabilities. Depending on changes at the upper levels of the EA3
framework (Business services or Information Flows) there may be
planned changes to systems/applications that must be reflected in the
architecture’s future views. This area of the EA3 framework is also
where components are a prominent feature in service-oriented
architectures, as increasingly interoperable commercial applications are
available to enterprises (e.g., J2EE and .NET industry standards).
Large, modular applications can handle entire lines of business and/or
back office functions (i.e., financial systems, manufacturing control
systems, and supply chain management systems). Often referred to as
Enterprise Resource Planning (ERP) systems, these commercial
applications may offer modules of functionality that can be customized
to allow an enterprise to reduce the overall number of applications that
they operate and maintain. While ERP systems rarely provide all of the
functionality that an enterprise needs for business functions and
administrative support, this modular approach is reflective of a “plug-
and-play” strategy that enterprises can adopt at this level of the EA3
Framework to increase interoperability and reduce costs.
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Networks and Infrastructure. This is the connectivity grid of the
architecture, the host environment for applications and systems. The
fifth and bottom level of the EA3 Framework is intended to organize
and document current and future views of the voice, data, and video
networks that the enterprise uses to host systems, applications,
websites, and databases. This level also documents the infrastructure of
the enterprise (e.g. buildings, server rooms, capital equipment). Local
Area Networks (LANs), Wide Area Networks (WANSs), System
Application Networks (SANs), Intranets, Extranets, Wireless Networks,
Mobile Networks, and Computing Clouds are documented at this level
so that efficient designs can be implemented through the future
architecture that reduce duplication, increase cost and performance
efficiency, and promote availability and survivability. Often, an
enterprise will determine that certain IT capabilities are critical to the
success of the enterprise, and in these areas the architecture should
reflect redundant resources in different locations such that these
capabilities could continue to be available if the primary resource
became unavailable.

Lines of Business within the EA3 Cube Framework

A Line of Business (LOB) is a distinct area of activity within the
enterprise. LOB can also be referred to as ‘vertical’ mission areas. It may
involve provision of services, product development/delivery, or internal
administrative functions. Each LOB has a complete architecture that
includes all five hierarchical levels of the EA® framework. The LOB
therefore can in some ways stand alone architecturally within the
enterprise, except that duplication in data, applications, and network
functions would occur if each LOB were truly independent, and
crosscutting activities that reduce this duplication would not be
represented. There may be cases where an enterprise would want to
incrementally develop their EA due to cost or other considerations, and
architecting individual LOBs is one way to do this. The LOB architectures
then must be tied together so that the EA correctly represents the entire
enterprise, which is what is needed for the EA to be of maximum value to
executives, management, and staff.

Crosscutting Components within the EA* Cube Framework

To avoid the inefficiencies of duplicative support within LOBs,
crosscutting business and technology components are established to
provide common service and product delivery capabilities, databases,
application suites, and network infrastructures. Crosscutting services are
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aimed at reducing application hosting costs, increasing the sharing of
information, and enabling enterprise-wide infrastructure solutions.
Examples of crosscutting initiatives include email service, administrative
services, telephone service, video teleconferencing facilities, and computer
server rooms.

Planning Threads within the EA? Cube Framework

EA documentation includes “threads” of common activity that pervade all
levels of the framework. These threads include security, standards, and
workforce considerations.

Security. Security is most effective when it is an integral part of the EA
management program and documentation methodology. A
comprehensive security and privacy program has several focal areas
including: information, personnel, operations, and facilities. To be
effective, IT security must work across all levels of the EA framework
and within all of the EA components. Chapter 11 provides more.

Standards. One of the most important functions of the EA is that it
provides technology-related standards at all levels of the EA
framework. The EA should draw on accepted international, National,
and industry standards in order to promote the use of non-proprietary
commercial solutions in EA components. This in turn enhances the
integration of EA components, as well as better supporting the switch-
out of components when needed.

Skills. One of the greatest resources that an enterprise has is its people.
It is therefore important to ensure that staffing, skill, and training
requirements are identified at each level of the EA framework, and
appropriate solutions are reflected in the future architecture. A
Workforce Plan (Human Capital Plan) is perhaps the best way to
articulate how human capital will be employed in enabling technology
capabilities, which underlie business services and information flows.

Summary of Concepts

This chapter described how an EA framework is one of the foundational
elements of an EA program and implementation methodology. The EA
framework establishes the scope of the EA documentation effort, and
relates the areas of the architecture together. EA frameworks were first
developed in the 1980’s and have evolved in the public and private sectors,
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as well as internationally to provide support for particular approaches to
EA. The EA® Cube Framework was described in detail, as part of an
overall EA methodology. Chapters 6 and 7 will provide information on
how to develop current and future views of EA documentation using this
framework.

Chapter 5 Questions and Exercises

1.

Why does an EA implementation methodology begin with the
selection of an EA framework?

What are some of the basic characteristics of an EA framework?

Why are hierarchical levels of an EA framework helpful in
documenting an enterprise?

Why is it necessary to show current and future views of EA
documentation?

How does the Spewak Enterprise Architecture Planning approach
relate to the Zachman EA framework?

Would the Federal EA Framework be useable in private sector
(business) enterprises? If so, how? If not, why?

Choose a medium or large size enterprise and provide the following
regarding the areas of the EA® Cube framework:

a. List examples of documentation from the enterprise that would be
appropriate at each of the five functional levels.

b. List examples of documentation from the enterprise that would be
appropriate for the three common planning threads.

c. List examples of documentation from the enterprise that would
illustrate Lines of Business.

d. List examples of documentation from the enterprise that would
illustrate crosscutting and vertical EA components.
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Chapter 6

Components and Artifacts

Chapter Overview

Chapter 6 defines and describes EA components and artifacts within the
context of an EA framework. Using the EA® Framework as an example,
EA components are replaceable elements within the framework that come
and go with changes in strategy, business services, and new designs for
resources involving information flows, applications, networks and other
infrastructure. Descriptions are provided of example EA components at
each level of the framework. Appendix E gives examples of each artifact.

Key Term: EA Component

EA components are those ‘plug-and-play’ changeable resources that provide
capabilities at each level of the framework. Examples include strategic
goals and initiatives; business services; information flows and data objects;
information  systems, web services, and software applications;
voice/data/video/mobile networks, cable plants, equipment, and buildings.

Key Term: EA Artifact

An EA artifact is a documentation product, such as a text document,
diagram, spreadsheet, briefing slides, or video clip. EA artifacts document
EA components in a consistent way across the entire architecture.

Learning Objectives

» Understand what EA components are and their role in an EA
framework.
» Understand how EA artifacts describe EA components.

» See examples of EA components and artifacts throughout an EA
framework.

» Understand how management views help executives understand
EA components.
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Introduction

While an EA framework provides an overall structure for modeling the
enterprise’s business and technology operating environment, EA
components are the working elements of the framework at each level. In
other words, EA components are “building blocks™ that create discrete
parts of the overall IT operational capability. EA artifacts describe EA
components.

Home Architecture Analogy: EA components are like the rooms of the
house. Rooms can be added, remodeled, or taken away. EA documentation
products are the description of each room, and can include statements,
stories, pictures, and/or videos.

Discussion

EA components are the active elements of the enterprise’s business and
technology operating environment. EA components include IT-related
strategic goals and initiatives, supply chains, information systems,
software applications, knowledge warchouses, databases, websites, and
voice/data/video networks, and the security solution. These EA
components should function together to create a robust and seamless IT
operating environment that effectively supports the enterprise’s business
needs. Availability, reliability, security, scalability, and cost effectiveness
are key performance measurement areas for the general IT operating
environment. These areas apply to each EA component, along with
measures for integration and reuse.

EA artifacts are types of documentation that describe components,
including reports, diagrams, charts, spreadsheets, video files, and other
types of recorded information.  High-level EA artifacts are often text
documents or diagrams that describe overall strategies, programs, and
desired outcomes. Mid-level EA artifacts are documents, diagrams, charts,
spreadsheets, and briefings that describe organizational processes, ongoing
projects, supply chains, large systems, information flows, networks, and
web sites. Low-level EA artifacts describe specific applications, data
dictionaries, technical standards, interfaces, network components, and
cable plants. When these EA artifacts are harmonized through the
organizing taxonomy of the EA framework, new and more useful views of
the functioning of EA components are generated. This is one of the
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greatest values of EA as a documentation process... creation of the ability
to see a hierarchy of views of the enterprise that can be examined from
several perspectives.

For example, by recognizing that EA components are the building blocks
of the an EA framework, and that most IT hardware and software is now
commercially procured (versus being custom developed in-house), the
stage has been set for a “plug-and-play” approach to IT support that must
be reflected at all levels of the EA framework. Figure 6-1 provides
examples of EA components and artifacts at each level of the EA* Cube
Framework.

A |
Goals & - Mission Statement \ Vertical
ies s - Strategic Goals Components
Initiatives - Strategic Initiatives
Al /
Products & « Manufacturing
. « Financial Services
Services « Marketing & Sales
A A Examples
Data & + Knowledge Warehouse
. » Databases & Data Marts Of EA
Information « Data Interchange Components
7l
Systems & * Information Systems
. . * Web Sites
Appl ications « Desktop Applications
Z21E] Crosscutting
Tech nology & * Intranets & E?(tra-nets Components
* Telecommunications /
Infrastructure * Buildings & Equipment

Figure 6-1: EA Components and Artifacts

The following are detailed descriptions of EA components at each level of
the EA3 Cube Framework. A more detailed description of the current view
of EA components and artifacts is provided in Chapter 8, and a description
of the future view of these components/artifacts is provided in Chapter 9.
Appendix E provides detailed examples of each type of artifact.
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EA Components at the Goals and Initiatives Level

EA Components:
e Strategic Plan
o E-Commerce/E-Government Plan

EA Artifacts:

Strategic Plan (S-1)

SWOT Analysis (S-2)

Concept of Operations Scenario (S-3)
Concept of Operations Diagram (S-4)
Balanced Scorecard™ (S-5)

Large, complex enterprises often require a formalized approach to
planning that accounts for changing conditions, participants, and goals.
An enterprise’s purpose and direction, as well as its approach to leveraging
resources, are documented at the strategic ‘Goals and Initiatives’ level of
the framework. Strategic Plans should be viewed as “living documents”
which are updated periodically and which help an enterprise understand
itself and adapt to changing conditions. Strategic Plans almost never are
implemented without changes to the original version, because unforeseen
internal and/or external events make elements of the plan unfeasible or
sub-optimal for ensuring survival and maximizing success. The value of
strategic planning is more in the process than in the product. By having a
rational, repeatable process for dealing with the chaos and complexity of
many operating environments, enterprises can better and more rapidly set a
direction and goals in a formal plan that provides a common referent. The
plan can be then modified periodically in response to changes in the
environment.

The two EA components at this level are (1) the Strategic Plan, and (2) E-
Commerce or E-Government Plan. EA artifacts at this level are the
mission and vision statements, scenarios, strategies, goals, and initiative
measures that are developed through the strategic planning process. While
the basic mission, purpose, and/or direction of an enterprise may change
infrequently; the scenarios, goals, initiatives, and measures are the flexible
components of the process that can be changed as needed to reflect new
mission areas, market opportunities, competitor actions, laws and
regulations, economic conditions, resource constraints, and/or management
priorities.
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Strategic Plan

Strategic planning produces a high-level view of the direction that an
enterprise sets for itself. This direction is further articulated in long-range
scenarios, strategies, goals, and initiatives that serve as the baseline for
short-term tactical (operational) planning that is updated annually.
Strategic Plans for enterprises in dynamic and/or highly competitive
environments should look three to five years into the future and be updated
annually. Strategic Plans for enterprises in more stable environments
should look five to ten years into the future and be updated approximately
every three years.

A Strategic Plan is a composite EA artifact that should guide the
enterprise’s direction over a 3-5 year period in the future by providing the
following items, each of which are primitive (basic) EA artifacts. Full
versions of abbreviated primitive artifacts are separate artifacts.

e Provide a Mission Statement and a Vision Statement that
succinctly captures the purpose and direction of the enterprise.

e Develop a Statement of Strategic Direction that fits the
enterprise’s purpose, ensures survivability, allows for flexibility,
and promotes competitive success. This statement is a detailed
description of where the enterprise intends to go.

e Summarize the results of a SWOT Analysis that is based on the
statement of strategic direction and which identifies the
enterprise’s strengths, weaknesses, opportunities, and threats.
The full SWOT analysis is artifact S-2.

e Summarize the situation and planning assumptions for several
‘Concept of Operations’ CONOPS Scenarios that support the
enterprise’s strategic direction. This summary should include
one current scenario that describes at a high-level the
coordination of ongoing activities in each line of business, as
well as several future scenarios that account for different
combinations of internal and external drivers identified through
the SWOT Analysis. The complete scenarios are artifact S-3.

e Develop a CONOPS Graphic that in a single picture captures
the essence of and participants in the current operating scenario.
This graphic is artifact S-4.

e Develop a General Competitive Strategy for the enterprise that
incorporates the current and future CONOPS scenarios and
moves the enterprise in the intended strategic direction in a way
that and address internal/external drivers such as culture, line of

An Introduction to Enterprise Architecture — 3™ Edition 121



business requirements, market conditions, competitor strategies,
and risk.

o Identify Strategic Goals that will accomplish the competitive
strategy, and specify the executive sponsors who are responsible
for achieving each goal.

o Identify Strategic Initiatives and resource sponsors for the
initiatives, which are the ongoing programs or development
projects that will accomplish each Strategic Goal.

e Summarize Outcome Measures for each Strategic Goal and
Initiative, using the Balanced Scorecard™ or similar approach.
The full scorecard is artifact S-5.

Because some of these areas will contain sensitive information that the
enterprise will want to protect from its competitors, the full Strategic Plan
should be written for internal use by decision-makers. A generalized
version can then be developed for external distribution.

By using proven approaches to developing the Strategic Plan, such as the
Balanced Scorecard”, enterprises are able to identify IT-related goals for
the enterprise that support overall strategic goals, as well as initiatives for
achieving those goals and measures for tracking progress within each
initiative. Figure 6-2 shows these relationships.

Mission Statement
Vision Statement
Strategic Plan

Strategic Goal #1
Intended Outcome (s)

Initiative 1-1 IT Component Performance Measure(s)
Initiative 1-2 IT Component Performance Measure(s)
Initiative 1-3 IT Component Performance Measure(s)

Strategic Goal #2
Intended Outcome (s)

Initiative 2-1 IT Component Performance Measure(s)
Initiative 2-2 IT Component Performance Measure(s)
Initiative 2-3 IT Component Performance Measure(s)

IT Implementation and Support Strategy

Figure 6-2: Relationship of Strategic Level Artifacts
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Mission Statement

An enterprise’s Mission Statement succinctly describes the purpose and
direction of the enterprise. This statement should be long enough to get
the point across but provide no detail (1-2 sentences is recommended).
The Mission Statement answers the “who are we” question at the level of
the entire enterprise. Examples are provided below.

Mission Statement Example — Business:
“The Acme Insurance Company provides high-quality, affordable business
insurance to small business owners and farmers.”

Mission Statement Example — Government:
“The Orange County Highway Department provides safe and efficient
roadways and bridges for pedestrian and vehicle traffic.”

Vision Statement

An enterprise’s Vision Statement describes in abbreviated form the
competitive strategy of the enterprise. This statement should be short and
memorable. The Vision Statement answers the “how are we getting
there?” question at the level of the entire enterprise. The following are
examples of Vision Statements from business and government:

Vision Statement Example — Business:
“In offering unbeatable value and service, the Acme Insurance Company will
be the insurance provider of choice for small business owners and farmers.”

Vision Statement Example — Government:
“State-of-the art planning, execution, and responsiveness will make Orange
County’s roads and bridges the safest and most efficient in the State.”

Vision statements are more than advertising slogans, they are meant to
help members of the enterprise understand the primary direction that is
being pursued, and then be able to communicate that inside and outside of
the enterprise.

Strategic Direction Statement

This statement establishes the strategic direction that the enterprise will
pursue during the period covered by the Strategic Plan. It builds on the
statements of purpose, mission, and vision, and identifies the character of
the enterprise in its envisioned future state. While protecting sensitive
competitive information, the statement of strategic direction should
provide a guidepost for members of the enterprise to use in understanding
general expectations for their contribution to survival and competitive
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success. It should also promote understanding among external
stakeholders such that trust and perceptions of value are increased.

SWOT Analysis

One of the earliest activities the enterprise performs in developing a
strategic plan is a ‘Strength, Weakness, Opportunity, Threat’ (SWOT)
Analysis.”®  This analysis looks at internal and external factors to
determine areas that the enterprise should focus on to increase its
survivability and success, as well as areas that the enterprise should avoid,
or decrease its exposure to. The results of the SWOT Analysis should be
summarized in the Strategic Plan, and the full SWOT Analysis is archived
in the EA Repository as a separate primitive artifact (S-2). Figure 6-3
provides an example of how to present the results of a SWOT Analysis.

External Factors

Internal Factors

!

External Opportunities (O)
01. Contracting
02. Government
03. New Technology
04. Partnerships

Internal Strengths (S)
$1. User Community

$2. Relationships

$3. Involved Leadership
84. In-house Technology
$5. Legacy Architecture

$6. Training Budget
87. Culture

SO

$5/03: Legacy Web Portals
$1/03: Security

Internal Weaknesses (W)
WH1. Policy / Regulations
W2. Governance Value
Wa3. IT Skills — Systems
W4. Enterprise Architecture
WS. T Skills — Process

W86. Low Usability/Implementation

wo

W4/04: EA Sharing

External Threats (T)

T1. Funding

T2. Market Drivers

T3. Merger

T4. Advanced Technology
T5. IT Adoption Rate

ST

$1/T2: FED Requirements
S6/T5: IT Training
S1/T5: IT Awareness

WT

WA4/T1: Funding Data

Figure 6-3: Example of a SWOT Analysis Summary Table

Concept of Operations Scenarios

Enterprises may find it helpful to develop detailed current and future
‘Concept of Operations’ (CONOPS) scenarios that encompass several
years of operating activity, and which take into account different
combinations of internal and external drivers that were identified in the
SWOT Analysis. In so doing, the enterprise can evaluate the planning
assumptions and expected outcomes in each scenario and evaluate the
relative merit and danger of pursuing a particular course of action.
Additionally, the enterprise can refine and maintain an ongoing file of

» The SWOT analysis method was developed by Albert Humphrey in the 1960’s.
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information on several of the most plausible scenarios in order to be able
to “bracket” a range of suitable strategies and goals for successful
competition. The scenario development activity may be particularly
valuable to enterprises in highly dynamic and turbulent operating
environments. A summary of the scenarios and planning assumptions
(matrix format) is included in the Strategic Plan, while the full version of
the scenarios is a separate ‘primitive’ artifact (S-3). Chapter 8 provides
more details on the development of future scenarios.

Concept of Operations Graphic

The CONOPS Graphic is very important to the enterprise, as it describes in
one picture all of the major activities in the current CONOPS, as well as
the relationship of those activities. The CONOPS graphic becomes a
touchstone to help the enterprise understand what it does at a basic level.

Competitive Strategy

This area of the Strategic Plan identifies how the enterprise will achieve
success in pursuing its stated strategic direction. This is done at two
levels: first, a general strategy related to growth, and second, a more
specific strategy related to competition and/or differentiation.

First, at a general level the enterprise establishes that it intends to grow,
shrink, or stabilize. Whether it is a turnaround strategy to recover lost
ground, a growth strategy to enter new markets or provide new services, or
a stabilization strategy to absorb and solidify recent growth or reduction,
the competitive strategy must first and foremost be flexible enough to
ensure survival in the face of unplanned internal and external events, and
then promote success in the goals that the enterprise decides to pursue
during the period of the Strategic Plan.

Second, the competitive strategy is detailed in a statement regarding
service and/or product differentiation and delivery. This area identifies
one or more methods that the enterprise will pursue to achieve success in
what it produces. Examples include delivering the highest quality;
delivering the lowest price; having the most flexibility and/or options;
being first-to-market; being a niche player; dominating market share; and
acquiring competitors. These statements involve sensitive information,
which the enterprise may want to hold in a separate addendum to the
Strategic Plan.
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Strategic Goals
The enterprise’s strategic goals are those objectives that when achieved

together will ensure survival and attain success, as defined in the outcome
measures and performance metrics that the enterprise develops for itself.
Strategic goals also serve to logically divide enterprise activities into areas
that will make a meaningful and valued impact on the enterprise to move it
in the direction that the Strategic Plan sets forth.

Strategic Initiatives

The enterprise’s strategic initiatives are those activities which are chartered
by and support strategic goals. Not all of an enterprise’s activities are
strategic in nature, as some activities are support functions (i.e., payroll,
accounting, IT infrastructure management, and human resources).
Initiatives that are strategic in nature include those ongoing programs and
specific projects that accomplish one or more strategic goals. One of the
questions that executive decision makers often ask when funding decisions
are made for an initiative is whether there is strategic value in the planned
outcome(s). Investments that have a linkage to strategic goals are said to
be “aligned”.

Outcome Measures

Knowing that progress is being made on strategic goals and initiatives is
imperative for an enterprise’s success. By definition, these are the
activities that are the most important to the enterprise and therefore require
regular review and refinement. By identifying goals and initiatives that
can be measured, the enterprise is able to manage these activities.
Measures are the most detailed EA component at the strategic level of the
EA framework, and are found at each of the other levels as well.

It is important to understand the difference between “outcome” measures
and “output” measures. Outcome measures identify progress being made
toward some new end-state, such as better product quality, increased
customer satisfaction, or more efficient processes. Output measures
provide data on activities and things, such as how many cars are produced
in a day, how many new customers are gained or lost each month, or how
closely an activity meets a quality checklist. Outcome measures often
have both quantitative and qualitative elements to them, while output
measures are usually quantitative. Output measures are important for
indicating progress in an initiative area, but it is the attainment of
outcomes that correlate to goal attainment, and an enterprise’s strategic
progress. Examples of outcome and output measures are provided below.
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Outcome Measure #1: Improve the factory safety environment by reducing
injuries by 5 percent within one year.

Output Measure #1-1: Increase the number of safety inspections by 10 percent.
Output Measure #1-2: Require 100 percent use of safety helmets and eyewear.
Output Measure #1-3: Require accident report completion within 24 hours.

E-Commerce/E-Gov Plan

An E-Commerce/E-Government Plan is often needed by an enterprise in
addition to the general Strategic Plan. This is because the general Strategic
Plan usually does not address IT in sufficient detail to identify the various
IT-related initiatives that may enable many of an enterprise’s strategic
goals. This is said in recognition that many enterprises are becoming
“information centric”, in that they depend on information and on IT
resources to successfully accomplish key business, manufacturing, service,
research, financial, human resources, and office automation functions. The
E-Commerce/E-Government Plan is more like a tactical plan due to the
dynamic nature of IT resources and the processes they support. The E-
Commerce/E-Government Plan should provide specific program, outcome,
and performance information for a two or three-year timeframe. Beyond
about three years, it is difficult to predict with accuracy what new
capabilities IT will be able to provide. The E-Commerce/E-Government
Plan should be updated every 1-2 years.

EA Components at the Products & Services Level

EA Components:

e Business Services

e Business Products

e IT Capital Planning Portfolio

EA Artifacts:

Business Plan (B-1)

Node Connectivity Diagram (B-2)
Swim Lane Process Diagram (B-3)
Business Process/Service Model (B-4)
Business Process/Product Matrix (B-5)
Use Case Narrative and Diagram (B-7)
Investment Business Case (B-8)

An enterprise’s key business and support processes are documented at the
Business level of the EA framework. EA components at this level include
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business process documentation and an IT capital planning portfolio that
provides business case documentation on each investment in IT that meets
operational and financial thresholds. Relationships between participants in
E-Commerce and E-Government activities are often referred to as “B” for
business, “G” for government, and “C” for citizen, resulting in acronyms
such as B2B for business-to-business and G2C for government-to-citizen.

Business Services

Business services are those enterprise activities that directly contribute to
mission accomplishment. This can be in the form of strategic initiatives to
develop new or improved services or artifacts, ongoing manufacturing
activities, public service delivery, and “back office” finance, accounting,
administrative, and human resource functions.  Business process
documentation includes flow charts and modeling techniques that detail
the inputs, outputs, enabling resources, and controls of an enterprise
activity. It also includes the documentation of activities that completely
reengineer an organizational process (called Business Process
Reengineering - BPR), and activities that provide minor adjustments to a
process (called Business Process Improvement - BPI).

Business Products

Business products are the tangible and intangible goods that the enterprise
produces in pursuit of business and strategic goals. Examples include
manufactured items, financial instruments, vehicles, structures, intellectual
capital, art, music, and special events. Business product documentation is
important to an enterprise as it captures and protects intellectual capital
and various patent, trademark, and copyrights. Also, documentation of
products is useful in BPR and BPI activities. EA artifacts that document
business products contain sensitive information that should be protected
when it is archived in the EA repository (see Chapter 12).

IT Capital Planning Portfolio

Because resources are limited in most enterprises, the value of making a
significant investment in IT should be shown in order to identify the costs,
benefits, and rate of return on capital. It may be shown in a manner to
justify not using those resources on other initiatives (opportunity cost). A
‘business case’ for any investment is a standardized format for developing
and presenting the various aspects of alternatives, cost and benefit, and
return that executives are interested in. A business case should include:
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Requirement Statement
Alternatives Analysis
Cost-Benefit Analysis

Net Present Value Calculation
Return on Investment Calculation

The IT Capital Planning and Investment Control (CPIC) process is a key
management activity that is designed to plan, select, control, and evaluate
the enterprise’s major investments in IT. The CPIC process works in
concert with the EA Management Plan to move an enterprise from the
current architecture to the future architecture on an ongoing basis. The use
of standardized IT Project Management Plans helps make the CPIC
process more efficient and more useful to project managers (see Chapter
10 for more information).

EA Components at the Data and Information Level

EA Components:

e Knowledge Warehouses

e Information Systems

e Databases

EA Artifacts:

Knowledge Management Plan (D-1)
Information Exchange Matrix (D-2)
Object State-Transition Diagram (D-3)
Object Event Sequence Diagram (D-4)
Logical Data Model (D-5)

Physical Data Model (D-6)
Activity/Entity (CRUD) Matrix (D-7)
Data Dictionary/Object Library (D-8)

How an enterprise uses data and information is documented at the ‘Data
and Information’ level of the EA® Cube Framework. EA components at
this level include documentation on the design, function, and management
of information systems, databases, knowledge warehouses, and data marts.
It also includes detailed documentation on the structure and processing
logic of data that the enterprise is interested in.
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Knowledge Warehouses

Knowledge warehouses evolved from large mainframe databases that
served multiple applications and user groups across multiple systems and
networks. A knowledge warchouse is a one-stop-shop for data and
information about various activities and processes in the enterprise. The
more types of data and information in the knowledge warehouse, the more
valuable it is for analysis activities that extend beyond simple queries and
report generation, but enable ‘data mining’ wherein all levels of the
enterprise can look for patterns or new information from otherwise
disparate data. This helps build new views of these activities and the
enterprise.

Typically, users interact with a knowledge warehouse through a portal-like
interface that enables customized access to various elements such as
databases, presentations, and data, audio, and video files. A knowledge
warchouse may be developed for a specific use or bought as a
customizable product.

Information Systems

Information comes in three forms: data, information, and knowledge.
Aggregation, meaning, and context are what differentiate each of these
forms.

n |::> Information |::> Knowledge

Definitions are provided as follows: '

Data: Raw facts about people, places, events, and things that are of
importance in an organization. Each fact is, by itself, relatively
meaningless.

Information: Data that has been processed or reorganized into a more
meaningful form for someone. Information is formed from combinations
of data that hopefully have meaning to the recipient.

Knowledge: Data and information that is further refined based on the
facts, truths, beliefs, judgments, experiences, and expertise of the recipient.
Ideally information leads to wisdom.

2! Jeffrey L. Whitten, Lonnie D. Bentley. Introduction to Systems Analysis and Design. McGraw-
Hill/Irwin Publishers. New York. 2006.

An Introduction to Enterprise Architecture — 3™ Edition 130



Information systems consist of hardware and software that work together
to efficiently collect and disseminate data, as well as to enable the
development and analysis of information. Information systems serve many
lines of business in enterprises including administrative and financial
support, manufacturing, marketing and sales, government regulation,
public services, and defense systems.

Information systems originally were designed to support a particular need
in an enterprise and connect to a single database. As enterprises developed
more uses for information systems, greater efficiencies were achieved
when several information systems shared one or more databases. This
movement from “stovepipe” information system designs to more
distributed and integrated designs, which span the entire enterprise and
which tie together via information warehouses, is one of the driving factors
in the development of the concept of enterprise architecture.

Databases

Databases are software applications that are designed to support the
storage, retrieval, updating, and deletion of data eclements and/or data
objects. Data elements are the fundamental facts and values that are stored
in databases. Data clements and their identifying and characteristic
attributes are usually stored in relational databases that consist of data
tables which are logically related to create a speedy, efficient, and flexible
query capability. Data objects are discrete ‘blocks’ of code that contain
attribute information about a data element as well as behaviors that create
an ability for objects to interact with each other in different ways,
depending on the type of triggering event.

EA Components at the Systems and Applications Level

EA Components:
e Software Applications

o Web Services

o Service Bus and Middleware

e FEnterprise Resource Planning (ERP ) Solutions
e  Operating Systems

EA Artifacts:

o System Interface Diagram (SA-1)
o System Communication Diagram (SA-2)
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System Interface Matrix (SA4-3)

System Data Flow Diagram (SA-4)
System/Operations Matrix (SA-5)
Systems Data Exchange Matrix (SA06)
System Performance Matrix (SA-7)
System Evolution Diagram (SA-8)

Web Application Diagram (SA-9)

The systems and applications that an enterprise uses to support its business
services, product delivery processes, and information flows are
documented at the ‘Systems and Applications’ level of the EA3
Framework. One of the purposes of EA is to improve the integration and
efficiency of the support systems and software applications across the
enterprise. Duplication of functions and a lack of interoperability can be
addressed through the establishment of technical and product standards for
software. Components at this level range in size and complexity from
large multi-function ERP solutions that extend throughout the enterprise to
single-user desktop tools that enhance productivity.

Software Applications

Applications are software programs that provide a functional capability for
“front-office” IT systems (e.g., manufacturing, sales, government services,
logistics, and knowledge warehouses) or “back-office” IT systems (e.g.,
financial systems, human resources systems, e-mail, and office automation
products such as word processors, spreadsheets, diagramming tools, photo
editors, and web browsers). Enterprises often possess a myriad of
applications from different vendors that are limited in their ability to
function together. The selection of applications from a controlled number
of vendors and/or which adhere to widely accepted standards is a method
that can be used to promote the interoperability of software applications.

Web Services

Just as EA trends are emphasizing the use of plug-and-play software
applications; the use of web-based IT services is significantly extending
and accelerating this concept. These open-standards based web services
are replacing software applications that have unique hosting and access
requirements. By using the TCP/IP, SOAP, and UDDI protocols for web
service management and internationally-accepted formats for information
retrieval/exchange (e.g., HTTP, HTML, J2EE, and XML), a common
hosting and operating environment is created for web services. A web
service is defined as any IT resource (e.g., application, program, database,
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or information portal) that functions through a web-based graphical user
interface (GUI), such as a web browser. Web services include email, web-
based ERP applications, websites, electronic commerce systems, web-
based knowledge warehouses.... virtually any front or back-office function
that is web-based and which operates within the enterprise on TCP/IP
based compliant internal networks (Intranets). Service-Oriented
Architecture (SOA) is the EA-related movement that focuses on web
services.

Service Bus/Middleware

The “Service Bus” is a SOA term for a common operating environment for
systems, applications, and web services that is characterized by non-
proprietary open standards protocols and middleware for data exchange,
software/hardware interfaces. The Service Bus is platform independent
and allows any system/service to interoperate with any other
system/service that is logically and physically linked to the Bus. SOA
approaches promote the support of business functions through the use of
shared, reusable services, which increasingly are web-based. The term that
SOA approaches use for this capability is a “Virtual Enterprise Network”,
and the SOA term for the Service Bus is a Network Application Platform.
Middleware is a software program that links other applications together
which otherwise would not be able to exchange data and information.
Examples include integrating older mainframe applications and databases
to those which are web-based, or enabling the sharing of data between
artifacts from different vendors that may have different application
programming interfaces (APIs) that incorporate standards such as the
Simple Object Access Protocol (SOAP) or the Representational State
Transfer (REST) .

Enterprise Resource Planning (ERP) Solutions

ERP solutions are marketed by vendors as one way to increase application
interoperability and reduce the duplication of functions. Often based on
“modules” of capability, ERPs are essentially a suite of applications
offered by the same vendor that are designed to work together to create an
enterprise-wide capability. ERP solutions exist for finance, marketing,
human resources, payroll and accounting, and supply chain management,
all of which can be interconnected to create a relatively seamless
environment for sharing information. While ERPs accomplish some of the
goals of EA, they fall short of providing the holistic planning,
documentation, and decision-making support that EA is intended to
develop and maintain. Also, ERPs normally are not able to support all of
the application requirements of the enterprise (i.e., office automation,
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finance and accounting, product line support, executive decision-making,
e-mail). This wider yet incomplete coverage of application component
requirements is one of the shortfalls of ERP solutions, which the EA
program can address by establishing standards for the integration of ERP
modules with other applications.

Operating Systems

Operating systems are applications that enable computers to provide basic
networking and processing functions. Differences in operating systems are
a large part of what distinguishes older centralized mainframe designs
from newer decentralized client-server designs. Larger enterprises may
operate computers that use several different types of operating systems,
which may hinder the interoperability of these component resources.
Commercial vendors traditionally have produced operating systems that
are proprietary and are designed to limit integration to their own products;
however, the proliferation of client-server network designs and the
emergence of the Internet have forced vendors to offer operating systems
that are increasingly interoperable.

EA Components at the Network & Infrastructure
Level

EA Components:

Data Networks
Telecommunications Networks
Video Networks

Mobile Networks

Cable and Wireless Backbones
Security Solutions

Buildings and Server Rooms
Equipment

EA Artifacts:

Network Connectivity Diagram (NI-1)
Network Inventory (NI-2)

Capital Equipment Inventory (NI-3)
Building Blueprints (NI-4)

Network Center Diagram (NI-5)
Cable Plant Diagram (NI-6)

Rack Elevation Diagram (NI-7)

An Introduction to Enterprise Architecture — 3™ Edition 134



The Technology Infrastructure level of the EA3 Cube Framework functions
to integrate and connect the enterprise’s IT resources at the application and
information levels. Seamless integration of voice, data, video, and
transport (cable/wireless) resources is one of the keys to creating an
operationally effective and cost-efficient IT infrastructure.

Data Networks

Data networks are designed to transport data and information in coded
digital form between various computers that support storage, retrieval,
updates, and processing for end-users. These networks have a logical
design that identifies how data and information will flow between systems,
applications, databases, and websites. The network also has a physical
design that consists of a data transmission “backbone”, an information
hosting environment, and external interface points (unless it is a stand-
alone system). The network backbone often consists of commercially
procured routers, switches, hubs, security equipment, backup power units,
equipment racks, and cable. The hosted network environment includes
commercially procured computers for storage, processing, and end-users,
as well as commercial software for business and office automation
requirements and custom-developed software that is designed to support
unique requirements. Data networks within an enterprise, referred to as
Local Area Networks (LANs) or Internal Networks (Intranets) normally
interface with a telecommunications network to connect to the global
Internet.  Enterprise-specific External Networks (Extranets) are also
known as Wide-Area Networks (WANS).

Telecommunications Networks

Telecommunications networks are designed to transport voice signals in
coded form (analog waves or digital electron/photon flows) between end-
users. These networks also have a logical design that identifies how voice
signals are transported between network components and a physical design
that identifies the types of equipment involved in signal processing and
transmission. This includes hardware, software, cable plants,
cellular/wireless nodes, microwave repeaters, and relay satellites.
Telecommunications networks exist at a local level to support parts of an
enterprise or an entire enterprise. These are known as “Public Business
Exchange” (PBX) systems which are commercially available from a
number of vendors. Telecommunications systems that are regional,
national, or international in nature often involve multiple sub-networks that
interface at numerous points to increase coverage, routing, and reliability.
Because of the ubiquitous presence of telecommunications networks, the
rapid development of the Internet on a global basis has been made possible
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in large part due to the conversion of voice transmission capacity to
dedicated data transmission, as well as the addition of significant amounts
of new capacity from existing and new commercial providers. The co-
transmission of digital voice and data signals is now commonplace, and
new standards have arisen to support this on most telecommunications
networks (e.g., ISDN and Voice-Over-IP).

Video Networks

Video networks are designed to transport video image signals in coded
form (analog waves or digital electron/photon flows) between production
sites and viewing sites. Like the other types of networks, video networks
have logical designs to show the flow of image signals and physical
designs to identify production, transmission, and receiving equipment.
National and international standards have emerged that promote the
transmission and reception of video signals on a global basis. Video
networks can be as small as peer-to-peer computer-based applications or
video teleconferencing (VTC) equipment that operates within an enterprise
or between several users, or as large as a regional, national or international
television network.

As with voice networks, digital coding of video signals supports the co-
transmission of this information on the same network backbone that
transports voice and data. This seamless integration of voice, data, and
video transmission capabilities brings new capabilities for information
exchange within and between enterprises. Future architectures will often
call for this type of integration, with applications and equipment that will
support it.

Mobile Networks

Mobile networks are those which are specifically focused on providing
telecommunications connectivity to users who are using compact devices
to remotely connecting to a voice, data, or video network from outside of
the network. This includes the use of cellular telephones, portable laptop
computers, tablets, and personal digital assistants. Connectivity to mobile
(also called wireless) networks from a distance of up to 50 miles can be
achieved through wireless radio frequency (RF) connections between
telecommunications networks, cellular transmission towers and repeaters.
Longer range RF connections to remote locations can be relayed by
satellites in geostationary or low-earth orbit. Close proximity connectivity
between mobile devices can be achieved through infra-red
communications of up to 100 feet or low-power RF connections provided
by technologies such as Bluetooth™.
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Transmission Backbones

The transmission capability of an information network (voice, data, or
video) has its foundation in connectivity between network equipment.
This connectivity can be provided through various media including cables
(copper or glass fiber), wireless cells (short-range radio waves),
transmission towers (medium range microwaves), and/or satellite links
(long-range up-link and down link of VHF, UHF, or EHF radio waves).
These “backbones” of interconnectedness are what allow the electrons
and/or photons to flow in a super fast stream of binary (on or off) code or
in analog waves that are translated into data, voice signals, and/or video
signals. Improvements in hardware, software, and cable media have
allowed for the near instantaneous transmission of millions of binary
elements called bits (one binary element) and bytes (a group of 8 binary
elements). The ability to now transmit billions of bits and bytes of digital
information has allowed for the development of sophisticated applications
and databases that bring new capabilities for people and enterprises to
communicate in robust ways that include information in the form of data,
images, and sound.

Management Views of EA Artifacts

EA management views are high-level composite graphics that depict
multiple aspects of EA components in a simplified or more attractive big-
picture format than that which is normally produced by EA tools. Without
management views, the basic (primitive) EA artifacts may consist
primarily of technical models that do not hold the interest of EA executive
sponsors and users, therefore putting the EA program at risk. The purpose
of management views is to lower this risk by:

Gaining and maintaining EA executive sponsors and resources
Communicating high-level management-friendly views of EA
Showing the boundaries of the enterprise being documented
Combining EA and other IRM artifacts into actionable information for
managing and decision-making

EA management views can help various types of users to both understand
and share EA artifacts. For example, members of the EA team who are
modeling data in several information systems can develop a management
view to show how information from those systems is used between various
LOBs, and in so doing gain the support of managers in those business
areas. In addition, management views can help to translate EA artifacts
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that are in technical modeling or analytic formats into views that are easier
to understand by those who are not trained in that documentation
methodology.

Summary of Concepts

This chapter described the purpose of EA components and artifacts within
an EA framework. Using the EA3 Cube Framework as an example, EA
components were described as replaceable elements within the framework
that come and go with changes in strategy, business services, and new
designs for IT resources involving information flows, applications, and the
technology infrastructure. Descriptions were provided of the types of EA
components that exist at each level of the framework. Chapters 7 and 8
will focus on current and future views of the EA artifacts that describe EA
components at all levels of the framework.

Chapter 6 Questions and Exercises
1. What are EA components and how do they relate to a framework?

2. What are EA artifacts and how do they relate to EA components?

3. What parts of an enterprise’s Strategic Plan could be viewed as EA
components?

4. Why can an enterprise’s business services, information flows,
applications, and networks be viewed as EA components?

5. Why are national and international standards important to EA
components?

6. Which elements of a security and privacy program can be viewed as
EA components?

7. List several hypothetical EA components at each level of the EA3
Framework for a large automobile manufacturing company.

a. Compare and contrast the use of the term “component” in the
context of how it is used in this chapter with the use of the term in
the software and application development industry.

b. Obtain the Annual Report of a Fortune 500 corporation and list
potential EA components at each level of the EA® Framework.
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Case Study:
Danforth Manufacturing Company 3
Scene 4: Developing Current and Future EA Views '

CIO Sam Young and Chief Architect Vince Albright are leading an EA
Working Group through the development of architecture segments that
cover several lines of business at DMC. These segments of the overall
DMC enterprise architecture will help COO Kate Jarvis and CFO Jim
Gorman work together as they evaluate requirements and plan solutions for
new information systems. Scene 3 had covered the need for a detailed
implementation methodology, and this scene describes the approach the
Working Group will take in documenting the current and future views of
these segments of the DMC EA.

“Thank you for coming to today’s meeting of the Enterprise Architecture
Working Group” said Sam. We are going to talk about the method for
developing current and future views of the two segments of the company’s
enterprise architecture we are developing. These segments cover
manufacturing and production, which are the lines of business identified
by Kate and Jim that require more IT support. At the last meeting we
developed the detailed implementation methodology that will guide our
efforts and reduce the risk that we will not be successful. Vince Albright,
our Chief Architect, will describe the documentation of current and future
views.”

“Thank you Sam” said Vince. “In accordance with our implementation
methodology, we will be using the EA® framework to organize and guide
the documentation of current and future views of these segments of the
DMC architecture. Following the framework’s structure, we will gather
existing artifacts of information on the lines of business in the following
order: strategic goals and initiatives, business services, information flows
and data elements, systems and support services, and the network
infrastructure.  These documentation artifacts come in many forms
including reports, policy memos, manuals, spreadsheets, briefing slides,
diagrams, and video files. By organizing these artifacts in the online EA
repository into categories that match the levels and areas of the framework,
we can establish links between the information to produce robust new
views of the lines of business. This also establishes a baseline of EA
information for future planning and decision-making.”
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Vince continued. “As for documenting the future views, we will start by
establishing several future operating scenarios with Jim, Kate and their
staff members. These scenarios are short stories about possible future
activities in a variety of friendly and hostile business climates. The
scenarios help us to identify important planning assumptions about their
future line of business activities, depending on the environment. Once the
most probable scenario is selected, we will use the planning assumptions to
guide discussions in our Working Group, and decisions by Jim and Kate
on what they want to invest in to best position themselves for success in
the future. Finally, we will identify how these decisions cause changes to
the current EA at each level of the framework, and will document those
changes in new artifacts that are saved in the EA repository in a separate
future EA section.”

Over the next several weeks, the EA Working Group gathered existing or
developed new documentation artifacts for the current views of the two EA
segments at each level of the EA framework. The Group then developed
several future operating scenarios from which future view artifacts were
developed. Chapters 7 and 8 provide more details on the development of
current and future EA views.
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Chapter 7

Developing Current Architecture Views

Chapter Overview

Chapter 7 covers the development of current views of the EA, within the
context of a documentation framework and implementation methodology.
The current architecture is actually a collection of EA artifacts that
document existing EA components throughout the enterprise. Current EA
views are important to an enterprise in that they establish or verify what
resources (including IT) are being used in lines of business to support the
achievement of strategic goals. This becomes a reference baseline much
like an inventory that then supports planning and decision-making
regarding the future architecture.

Learning Objectives

» Understand how current views relate to the EA implementation
methodology.

» Understand how current views relate to the EA documentation
framework.

» See examples of current views of EA components and artifacts.

Introduction

The current view of the EA is intended to show the IT resources that are
presently active in the enterprise’s IT operating environment. This is also
known as the “as-is” view of the EA. Depending on the amount of prior
EA planning, these IT resources may or may not be aligned with the
enterprise’s strategic goals and business services. If little EA planning has
occurred, then a significant amount of duplication in function may be
present. As is shown in Figure 7-1 on the next page, current views of the
EA provide an enterprise with documentation of existing strategic goals,
business services, information flows, IT systems/services, and technology
infrastructure, as well as the common “thread” areas of security, standards,
and workforce planning.
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Discussion

Documentation of the current EA is important to an enterprise because it
provides a set of baseline reference information/artifacts for planning and
decision-making. Also, by completing the documentation of current EA
components at all levels of the framework, a view of the enterprise
emerges that reveals associations, dependencies, and performance gaps
between the enterprise’s business requirements and current capabilities.
Selected examples of how artifacts showing current EA components can be
developed are discussed as follows. Appendix E provides examples of all
of the artifacts that are recommended in using the EA® Cube Framework
for the analysis and documentation of an enterprise in the public or private
sector.

Home Architecture Analogy: Having a completed current EA is like
having a full set of blueprints for an existing home. It provides an
authoritative reference source for future planning and decision-making, as
well as a historical archive that may be required for audit or research

purposes.

An Introduction to Enterprise Architecture — 3™ Edition 142



Strategic Level EA Artifacts — Current View

EA Components:
o Strategic Plan
o E-Commerce or E-Government Plan

EA Artifacts:

e Strategic Plan (S-1)

o  SWOT Analysis (S-2)

e Concept of Operations Scenario (S-3)
e Concept of Operations Diagram (S-4)
o Balanced Scorecard™ (S-5)

Strategic planning produces a high-level view of the direction that an
enterprise sets for itself. This is documented in the general Strategic Plan
and accompanying E-Commerce or E-Government Plan where the role of
IT is described in more detail. The enterprise’s strategic direction is
further articulated in EA artifacts that include long-range scenarios, goals,
and initiatives that serve as the baseline for identifying short-term tactical
(operational) goals. Strategic Plans should look five to ten years into the
future and be published every two to three years. The current view of
strategic level artifacts should be updated only as changes to the Strategic
Plan and/or E-Commerce/E-Government Plan are formally published.
This preserves the authoritative nature of the artifacts at this level and
represents what is currently endorsed as policy by executive leadership.
These artifacts include:

Strategic Level Artifact — Current Strategic Scenario

Some enterprises choose to develop and maintain future scenarios of how
the business and technology operating environment might function under
different sets of internal and external influences (see Chapter 8 for more
details on future scenarios). In the current view of the EA, the desired
artifact related to scenario planning is the scenario that has become the
current planning context for the enterprise, and contains the current
planning assumptions. In other words, of the several future scenarios that
are periodically developed through the strategic planning process, one
eventually is selected as representing what the enterprise is going to do.
When implemented, this selected future scenario becomes the current
operating scenario. Periodically comparing the current strategic scenario
to several potential scenarios that are maintained in the EA’s future views
can be a valuable strategic planning activity.
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Strategic Goals
All of the enterprise’s current strategic goals are artifacts that should be

documented in the current EA. Of particular interest are IT-related
strategic goals, which are those that rely on some element of IT to help to
move the enterprise in the strategic direction described in each of several
scenarios. These IT-related goals should be thoroughly documented in
terms of related initiatives and outcome measures. These goals must meet
several criteria to be of strategic value: (1) achieve some element of the
enterprise’s purpose, (2) result in an outcome within a scenario that is
discernible and measurable, (3) not reduce the enterprise’s flexibility so
much that other scenarios cannot be pursued and/or threats to enterprise
survival cannot be addressed, (4) have enterprise support for
implementation. Examples of strategic goals that have an IT element are
provided below:

“Improve global communications availability, quality, and cost.” (The IT
element is the voice, data, and video infrastructure).

“Improve product quality and availability” (The IT element is the data on
product manufacturing, quality control, inventory levels, and retail outlet
re-order levels).

Strategic Initiatives

Each strategic goal that the enterprise identifies is pursued though strategic
initiatives. Initiatives include such activities as mergers and acquisitions,
research and development projects, system implementation or integration
projects, process redesign and improvement, new market entries, product
consolidation, business alliances, and service improvement to internal and
external customers. Progress in achieving strategic initiatives must be
measurable so that the enterprise can manage the resources given to that
initiative and know whether success has been achieved. Strong executive
support, sufficient resources, and program management skills are needed
for an initiative to succeed.

IT-related strategic initiatives are those which relate to strategic goals in a
way that enhances information flows, improves/integrates supporting
systems, services, and/or applications, or optimizes the network
infrastructure. An example of how strategic initiatives that are tied to
example of a strategic goal and supporting initiatives are:

Strategic Goal #1: Improve marketing and sales information.

- Strategic Initiative #1-1: Begin sales data mart within six months.
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- Strategic Initiative #1-2: Consolidate marketing systems in two years.
- Strategic Initiative #1-3: Increase customers by eight percent in a year.

Performance Measures

Each strategic goal should be stated in a form that includes a measurable
and meaningful outcome. Each supporting strategic initiative should
include measurable and meaningful outcome and output measures.
Outcome measures describe an intended future state. Output measures
describe levels of activities/items that contribute to achieving an outcome.

Example Outcome Measure: “Improve competitiveness by being no
lower than #3 in national market share across all product lines within
one year.”

Example Output Measure: “Increase the availability of products in
retail outlets by ten percent within six months.”

Business Level EA Artifacts — Current View

EA Components:

o Supply Chains

e Business Processes

o [T Capital Planning Portfolio

EA Artifacts:

Business Plan (B-1)

Node Connectivity Diagram (B-2)
Swim Lane Process Diagram (B-3)
Business Process/Service Model (B-4)
Business Process/Product Matrix (B-5)
Use Case Narrative and Diagram (B-7)
Investment Business Case (B-8)

Process Documentation

One method for modeling business processes is known as the Integration
Definition for Function (IDEF) technique. Developed in the mid-1970’s
for modeling complex military projects, IDEF-0 uses Inputs, Controls,
Outputs, and Mechanisms (ICOM) to show the parts of an activity within
an enterprise, as is illustrated in Figure 7-2.
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Figure 7-2: IDEF-0 Activity Modeling

Inputs: Items that initiate/trigger the activity and are transformed,
consumed, or become part.

Controls: Guide or regulate the activity; usually indicate when/ how a
process will be performed.

Outputs: The results produced by the activity; the reason for which the
process was performed.

Mechanisms: Systems, people, and equipment used to perform the
activity.

IDEF-0 activity modeling is suitable for business process
documentation in that it provides both high level context views, and
more detailed views of each step in the activity in a format that can be
further decomposed and interrelated with other processes to show
linkages. IDEF-0 modeling is useful in showing linkages between steps
in a process as well as internal external influences, but does not indicate
a particular time sequence for the overall set of activities.

Another method for showing business processes is a “swim lane”
diagram that shows activities in horizontal rows, so as to identify areas
of responsibility for those activities. Figure 7-3 provides an example of
a swim lane diagram.

An Introduction to Enterprise Architecture — 3™ Edition 146



Planning Phase | Selection Phase

. 1
h )
Chlef Disapproved 1 Review RO, Approved
Information T Value & EA
. 1 Alignment
Officer !
' 1
1
1 |
1
Capital PIanning Schedule CPB H Review Assign
Board Review : Project Plan Funding
1
1
— ]
1
: : Review : f
Capital Planning Business ! nelude in
Working Grou o Case ! N
orking p 2 1 Portfolio
] 1
E 1 1 T
5 | 1 l
- 1
. g i 1 .
Architecture g Roview i Put Project
Worki G ) 1 in Sequencing
orking Group Alignment : Plan
i ' T
[ ' !
Prog ram Initial Develop : Prepare for
M Project — Project 1 Project
anager Proposal Plan 1 Implementation
1
1

Figure 7-3: Example “Swim Lane” Diagram of a Process

In this example of a swim lane diagram, the various stakeholders in an
enterprise’s IT Capital Planning and Investment Control (CPIC)
process are shown during the Planning and Selection Phases. See
Chapter 10 for more details on the CPIC process.

A third method for showing business processes is a traditional flow
diagram that includes events, decision-points, and sequenced flows of
the activities and decision points in a business process. Figure 7-4 on
the next page provides an example of a flow diagram of a simple
business process.

The drawback of flow diagrams, in comparison to IDEF models is that
the regulatory controls on inputs/outputs are not shown, nor are the
mechanisms that are needed to perform the activity.

The drawback of flow diagrams, in comparison to swim lane diagrams

is that the particular roles of the various participants in the process are
not identifiable.
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It is important for an enterprise to maintain descriptions and models of
all of its key business services. This not only aids in reengineering and
improvement activities, but also supports design and analysis work
related to business process reengineering/improvement activities, as
well as the development of future architecture views.

Business Level Artifact — Project Management Plans

The Project Management Plan (PMP) is a standard format document
used by project managers, project sponsors, and the project team to
improve the conceptualization, documentation, tracking, oversight, and
execution of project work throughout the enterprise. The PMP should
be used in new IT system, application, database, or infrastructure
projects, as well as upgrade efforts in the same areas. In small-scale,
quick-turnaround projects some of the elements of the PMP can be
minimized, but none should be eliminated. By establishing project
documentation in each area of the PMP, project managers will have
more control over cost, schedule, and performance goals, and the
resultant IT resource is more likely to add value to the enterprise by
being in alignment with strategic direction, investment policy, and
architecture.
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The PMP should be tailored to identify the business need being
addressed by the project as well as how the project will be
accomplished. The amount of information and level of detail included
in the sections of the PMP should be determined by program
characteristics such as size, complexity, and enterprise. It is important
to include supporting documents in appropriate sections of the PMP,
such as the IT Strategic Plan, a Work Breakdown Structure, business
case documentation, the Technical Standards Reference Model, training
plans, and test plans.

The PMP documents the overall management concept and approach
used to achieve program objectives. The project manager prepares and
issues the PMP during the Planning Phase of the capital planning
process (See Chapter 10). The PMP is the common link between the
Project Manager and all others involved in the project. The Project
Manager uses the PMP to schedule and direct the entire system
development process, while higher levels of authority use the PMP as a
baseline for planning activities. Many participants may see a project
only via a PMP. The PMP should be updated at each project milestone
as a prerequisite for proceeding to the next phase in the project life
cycle. At a minimum, the PMP should cover the following areas
(additional details are provided in Chapter 10):

Executive Summary
Project Requirements
Strategic Alignment
Architectural Alignment
Business Case

Project Controls

Project Enterprise
Security and Privacy
Appendices

Business Cases

A business case is an analysis of the requirements and value of making
a particular investment. In the context of EA, developing a business
case for investments in IT helps to ensure that maximum value is
generated from new development projects, as well as ongoing
operations and maintenance activities. In addition, the routine
development and review of business cases for IT investments helps to
promote strategic alignment and architectural alignment such that the

An Introduction to Enterprise Architecture — 3™ Edition 149



components and products of an EA are more integrated (Appendix A
contains an example business case from the DMC Case Study).

There are six areas to an investment business case: (1) statement of the
requirement, (2) an alternatives analysis, (3) a cost-benefit analysis, (4)
a risk analysis, (5) a calculation of the return on the investment “ROIL,”
and (6) selection of an alternative with comments and recommendations
on implementation.

Statement of the Requirement: This part of the business case clearly
and succinctly establishes what the business requirement is, and should
avoid making any recommendation on solutions, including technology.
This part of the business case should describe the current situation and
what need is not being met (a gap in performance).

Alternatives Analysis: This analysis looks at several (preferably three
or more) alternatives to meeting a business requirement. The
requirement may be to upgrade an existing component in the EA,
develop a new component, or for the provision of support services such
as help desk or systems administration functions. The alternatives can
differ in the recommended process, technical solution, type of
personnel to be employed, facilities to be used, etc. The chosen
alternatives should represent the full scope of options that could be used
to meet the requirement. One of the alternatives can be the “status quo”
which recommends doing nothing different from what the current
situation is.

Cost-Benefit Analysis: This analysis identifies and compares the costs
and benefits of each alternative for meeting an IT requirement. Costs
include the total of direct and indirect expenses incurred. Benefits
include those that are tangible (measurable) and intangible (not directly
measurable). The benefits must exceed costs for an alternative to be
viable and should add significant value to the enterprise.

Risk Analysis: This analysis identifies the risk for each alternative.
Risk is the identification of sources of uncertainty in a project and/or
obstacles to success. Areas of risk for IT projects include being the
first adopter of a new technology, budget reductions, loss of key
personnel, insufficient testing or training, and schedule delays.
“Mitigating” risk is the term commonly used to refer to the strategy
identified to lower the probability that a particular risk will occur. Risk
mitigation strategies should reduce uncertainty, prevent obstacles to
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success, or provide responses to overcome obstacles should they occur.
An example of this is to have trained back-ups for key positions, or
using open standards products to avoid being locked into one vendor.

Return on Investment: This “ROI” calculation is done for each
alternative and is calculated by dividing total quantified benefits (in
dollars) by total quantified costs (in dollars). It is the percentage return
on the originally invested capital. For multiple year calculations, the
ROI should be discounted using Net Present Value (NPV) methods.
NPV discounts future levels of funding in order to take into
consideration inflation and other rising costs over the lifecycle of the
alternative (e.g., a 3% discount factor is applied each year). ROI is
calculated as a percentage by dividing quantified benefits in dollars by
quantified costs in dollars over the total lifecycle of the alternative.
ROI is one of the factors that executives use to determine the merit of
investing in a proposed project and also to compare that merit to other
investments/projects that cannot be done if that particular alternative is
implemented (opportunity cost). Enterprises often establish a minimum
acceptable ROI level in order to enforce evaluating the “opportunity
cost” of the investment, which considers whether the amount equal to
the cost of the IT investment would be better spent on another
investment. Some IT investments can produce very high ROI levels if
significant savings in personnel costs and/or cycle times are achieved.

Alternative Selection Statement:  This statement documents the
selection of the best alternative based on all aspects of the business
case. This includes types of costs, types of benefits, the risk mitigation
strategy, and ROI. The rationale for selecting an alternative and
rejecting others should also be documented for future reference.

Information Level EA Artifacts — Current View

EA Components:

o Knowledge Warehouses

e [nformation Systems

e Databases

EA Artifacts:

o Knowledge Management Plan (D-1)

e Information Exchange Matrix (D-2)

e Object State-Transition Diagram (D-3)
e Object Event Sequence Diagram (D-4)

An Introduction to Enterprise Architecture — 3™ Edition 151



Logical Data Model (D-5)

Physical Data Model (D-6)
Activity/Entity (CRUD) Matrix (D-7)
Data Dictionary/Object Library (D-8)

Documenting information flows involves the development of data models
that show the structure and flow of data in the enterprise’s business
services and supporting IT systems/services. Data can be modeled and
analyzed using “traditional” and/or “object-oriented” methods, depending
on how the resulting documentation is intended to be used. For example,
if the intended use is with relational databases and/or third-generation
procedural programming languages (i.e., C, FORTRAN, or COBOL) then
the use of traditional methods (i.e., Entity-Relationship Diagrams and Data
Flow Diagrams) is called for. If the intended use of data is with object-
oriented databases, fourth generation object-oriented (OO) programming
languages and associated object-oriented diagrams that use the Universal
Modeling Language (UML) are called for (e.g.., Java, C++, ADA, and
Smalltalk). This OO approach also uses what is called the Common
Object Reuse Brokered Architecture (CORBA).

Data Structure and Data Flow Diagrams

Modeling Information Structure. The “traditional” approach to
information systems development is based on the modeling technique
called Entity Relationship Diagramming (ERD). ERDs are used by IT
systems analysts and programmers to identify the “things” (data entities)
that an enterprise wants IT systems to capture, as well at those external
entities that a system interfaces with. ERDs also provide data entity
descriptions, attributes, relationships, and the rules for the frequency of
those relationships. In that enterprise architecture seeks to provide an
enterprise-wide view of all IT resources, it is important that ERDs show
not only what is in each system, but also how systems interface with each
other. ERDs are not decomposed per se, but they can serve to show
several systems, or parts of large complex systems. Figure 7-5 on the next
page shows an example of an ERD diagram for a hypothetical real estate
tracking system.
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Figure 7-5: Example Entity-Relationship Diagram

Modeling Information Flows. Data and information flows are
documented in traditional and object-oriented methods, depending on
how the resulting documentation is intended to be used. The traditional
method of documenting data flows was developed in the early 1970’°s
and centers on the use of Data Flow Diagrams (DFDs). DFDs should
reflect the processes that transform data within an information system.
Transformation can involve the creation, update, deletion, or reading of
data. An Entity/Activity Matrix** can help analysts and programmers
to move from ERDs to DFDs as they design how an information system
will function in support of enterprise requirements. DFDs can be
decomposed from a very high “context” level, to a basic process level,
to several sub-levels that examine each process in greater and greater
detail. Figure 7-6 on the next page provides an example of a high-level
DFD for a hypothetical highway maintenance tracking system.

22 Also known as a “CRUD” matrix, as it shows how data is used in an information system as it is
Created, Read, Updated, or Deleted.
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Figure 7-6: Example Data Flow Diagram

Object-Oriented (OO) approaches to modeling data structure and
process together were developed in the mid-1980°s by Ivar Jacobson,
Grady Booch, and James Rumbaugh. Their combined efforts produced
what is now known as the Uniform Modeling Language (UML).
Objects are specific sequences of code in fourth generation
programming languages that represent something in the business
requirements domain that an IT system must create, use, or interact
with. Objects are like entities in that they have a name and attributes,
and link to other objects according to rules for frequency. One might
say that objects “know things about themselves.” Objects are unlike
entities in that the code for objects also contains behaviors (also known
as methods), which are triggered by events that are also identified in the
code... one might say that objects also “know how to do things.”
Beyond knowing things about themselves and knowing how to do
things, there are three defining characteristics of an object:
polymorphism, inheritance, and encapsulation:

- Polymorphism: Multiple object behaviors invoked by triggering events.
- Inheritance:  Attributes that carry over between parent and child objects.
- Encapsulation: Hidden code that protects object attributes and behaviors.
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The concept of objects allows analysts and programmers to take a more
intuitive approach to designing information systems, applications,
databases, and websites. Also, because objects are specific sequences
of code they can be reused, which saves programming time and
increases quality and performance. For example, an “invoice” object
developed for a sales system might be reused across several lines of
business in an enterprise that has multiple product lines and billing
procedures. The basic functionality of the invoice object is both
protected and inherited in all systems, with additional custom features
and behaviors being added as they are needed.

Object-oriented analysis and design activities begin with the
documentation of business requirements in the form of a narrative Use
Case. Four basic types of diagrams are then used to describe the Use
Case, each of which is an EA artifact that should be maintained at the
Information level of the EA framework: (1) Use-Case Diagram; (2)
Class/Object Diagram; (3) Object Sequence Diagram; and (4) Object
State-Transition Diagram. Use Case Diagrams show a static
(snapshot) overall view of the activities (use cases) and actors in an
information system, and how information will be exchanged.
Class/Object Diagrams show a static view of the things that interact in
ecach Use Case in the information system, and how the object’s
behaviors will perform those interactions. Object Sequence Diagrams
show how groups of objects exhibit behaviors in response to a specific
event called a trigger. Note that the same Object can exhibit different
behaviors in response to different events. The State-Transition
Diagram shows the entire lifecycle of a particular Object, in terms of
how event triggers can invoke different behaviors.

Data Dictionary / Object Library

Data Dictionaries are repositories for the data entities and attributes that
an enterprise collects and stores in databases. Standards for the format
of data are documented in the Data Dictionary, as are dependencies and
rules for relationships and dependencies among data entities that are
identified in Entity Relationship Diagrams.

Object Libraries are repositories for reusable objects. From a technical
perspective, it is the discrete pieces of programming code that actually
make up an object, and that are being stored in the Object Library as a
complete reusable unit. Object-oriented programming languages (i.e.,
JAVA, ADA, Smalltalk, C++) develop code segments that are distinct
in their identity and function, and which are reusable in that the object
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can be integrated into other applications with little customization.
Commercial software developers increasingly create applications using
an object-oriented approach so that they can maintain the application
more efficiently by adjusting or adding/deleting individual objects.
Vendors also are increasingly selling objects that are common to
financial, manufacturing, and administrative applications.  These
commercial objects and those custom developed by the enterprise
should be archived in the Object Library. Other information products
developed in platform independent languages should also be included
in the Object Library. These include EA artifacts such as web pages
and web service components that are developed in object oriented
languages and saved in compatible formats such as HTML, XML,
XHTML, J2EE, and ebXML.

System & Service Level EA Artifacts — Current View

EA Components:

Software Applications

Web Services

Service Bus and Middleware

Enterprise Resource Planning (ERP ) Solutions
Operating Systems

EA Artifacts:

System Interface Diagram (SA-1)
System Communication Diagram (SA-2)
System Interface Matrix (SA-3)

System Data Flow Diagram (SA-4)
System/Operations Matrix (SA-5)
Systems Data Exchange Matrix (SA06)
System Performance Matrix (SA-7)
System Evolution Diagram (SA-8)

Web Application Diagram (SA-9)

The current view of IT systems and applications should function to show
an accurate picture of the software applications, front/back office services,
and operating systems that the enterprise currently has active in its IT
operating environment. In that many of these IT resources were developed
in an independent manner, the completed current view of the support
applications level of the framework may show (1) a lack of integration in
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areas with requirements for exchanges of information, (2) duplications of
function, (3) little or lots of vendor diversity, and/or (4) where business
requirements are not being met.

System Level EA Artifact — Application Programs

The various types of software applications that an enterprise uses to
support business, office automation, and other functions are often
varied in their design, programming languages, interface points, and
source vendors. It is sometimes helpful to develop a graphical view of
these support applications to show what is present, and the general
types of functions being supported. Figure 7-7 is an example of the
type of diagram that can show an overview of the enterprise’s current
“suite” of systems, applications, and supporting network protocols.
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HR Payroll Inventory Sales Enterprisepl .
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Print Server Web Server Security Firewall
Operating System Operating System Operating System

Frame Relay Asynchronous ISDN TCP/IP Network Transport

Ethernet
& VPN Transfer Mode (ATM) Protocols (voice, data, video)

Figure 7-7: General View of Systems and applications

Additional descriptions and views can focus on specific types of
support applications to show specific functions and interfaces. As was
shown in Figure 7-8, it may be beneficial to show a “hierarchy” to the
applications such that operating systems are at the base, office
automation and business applications are in the middle, and web
applications are on top.
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An Application Programming Interface (API) is a series of functions
that software applications use to make other applications and operating
systems perform supporting actions. In other words, APIs define how
applications will interact at the Systems/Services level of the EA. For
example an API for a program can be used to open windows, files, and
message boxes and perform more complicated tasks, just by passing a
single instruction. API descriptions should describe both internal
function and external connectivity so that a picture of activity and
interrelationships is created.

System and Service Interface Diagrams

IT systems are distinct collections of applications, databases, operating
systems, and hardware that meet specific business or technology
requirements of the enterprise. These systems increasingly are required
to directly and indirectly interface with other IT systems to enable
information sharing across the enterprise. The use of non-proprietary
industry and international standards for software and hardware
solutions enables these interfaces. System Interface Diagrams (also
called Node Connectivity Diagrams) are physical and logical depictions
of how and where these interfaces occur. Additional documentation on
the type of supporting standards and protocols is needed to complete
the documentation of system and service interfaces.

As was described in Chapter 6, a Service-Oriented Architecture (SOA)
approach is used to describe and document IT systems and web services
within the Systems/Services level of the EA’ framework, and can be
considered to be a sub-architecture of the EA’ framework. Web
services are based on the TCP/IP (HTTP) information exchange
protocol and open standards information formats such as HTML, XML,
and J2EE (.NET is a proprietary protocol owned by Microsoft ©). Web
services are therefore platform independent, and can exchange
information with any other web services in the common operating
environment, which is referred to as the Network Application Platform
(NAP) Service Bus, or an Enterprise Service Bus (ESB).

Web service interfaces within the NAP/ESB Service Bus are defined by
two major industry standards, the first being Simple Object Access
Protocol (SOAP), which is an extensible XML messaging format and
the World Wide Web Consortium (W3C) adopted as an international
standard. SOAP interfaces consist of an envelope, header and body,
and utilize a transport binding framework to define HTTP bindings, and
a serialization framework for XML encoding. The other standard is the
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Representational State Transfer (REST) or “RESTful” interface which
promotes communication between ESB-discoverable applications by
transferring a representation of that resource in a format that matches a
standard data type that that is determined dynamically to match the
capabilities of a sender and recipient.

Universal Description, Discovery, and Integration (UDDI) is a standard
format and method for registering and discovering web services. UDDI
is a web “meta-service” that functions as a registry by using SOAP
messages to find web services. The UDDI registry organizes web
service information into four categories: business entity, business
service, binding template, and service type. Additionally, a Web
Services Description Language (WDSL) is used to describe the web
service found by the UDDI registry. Figure 7-8 shows a general view
of web services and the roles of SOAP, the UDDI Registry, and WDSL.

Security Data E-Mail Search
Service Service Service Service
SOAP-XML SOAP-XML SOAP-XML SOAP-XML
Interface Interface Interface Interface
SOAP/XML Web uDDI
SWe'b Service Network Access Protocol (NAP) Web
ervice .
Request (WSDL) Web Service Bus Service
Message Descriptions L Registry
Web
Service
User
SOAP-XML SOAP-XML SOAP-XML SOAP-XML
Interface Interface Interface Interface
E-Biz ERP CRM Other Web
Service Service Service Services

Figure 7-8: General View of Web Services

Technical Standards

IT applications should be selected based on technical standards and
protocols from industry, national, or international bodies which have no
bias toward particular vendors or products. Standards for APIs, service
functionality, and software/hardware integratability should be
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documented to assist in decision-making regarding the selection of new
applications and the operations and maintenance of existing
applications. The WSDL web service descriptions and NAP Web
Service Bus interface documentation are some of the additional artifacts
that need to be gathered.

Infrastructure Level EA Artifacts — Current View

EA Components:

Data Networks

Computing Clouds
Telecommunications Networks
Video Networks

Cable Plants

Security Solution

EA Artifacts:

Network Connectivity Diagram (NI-1)
Network Inventory (NI-2)

Capital Equipment Inventory (NI-3)
Building Blueprints (NI-4)

Network Center Diagram (NI-5)
Cable Plant Diagram (NI-6)

Rack Elevation Diagram (NI-7)

Network Documentation

At the infrastructure level of the EA, networks, backbone
routers/switches/hubs, equipment rooms, wiring closets, and cable
plants should be described in detail using both text documents and
diagrams that show logical and physical design. Each of the
enterprise’s voice, data, and video networks should be documented
such that analysis and decision-making regarding current operations
and maintenance is supported. Figure 7-9 on the next page provides an
example of this type of documentation.
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Technical Standards

Technical standards for voice, data, and video networks should be
identified to provide a reference for the analysis and support of current
infrastructure resources as well as the planning for future resources.
Standards from national and international bodies should be used to
encourage the selection of vendor products that will better integrate
with other existing and future products. Network technical standards
are also provided in the form of policies, technical specifications, and
Standard Operating Procedures.

Security Documentation

Each network, computing cloud, and IT system that is supported by the
technology backbone must be tested and certified for security
vulnerabilities. This is done so that an effective level of business
support is maintained, and that an overall IT security solution is
established for hosted applications, services, databases, and websites.
The related EA artifacts include the development of system/network
security plans, vulnerability test reports, disaster recovery and
continuity of operations plans, and certification and accreditation
review results (see Chapter 12 for additional details).
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Configuration Change Requests
There should be a standard method for requesting changes to the EA

artifacts, so that configuration control over the current and future EA
views can be maintained. Using an EA Change Request (EACR) form
is one way to have a standardized format and process for updating EA
documentation. Making the EACR form an electronic template helps
promote use by all stakeholders, as does the archiving of pending and
approved EACRs in the EA repository’s database.

Hardware/Software Inventories

One of the functions of the EA is to provide a repository for periodic
inventories of the enterprise’s software and hardware assets.
Maintaining an inventory of these IT resources helps to determine what
levels of investment will be needed for operations, maintenance, and
training as well as major technology upgrade and replacement projects.
Using automated inventory systems and bar code labels assists in
maintaining an accurate inventory as resources are brought into and
retired from the IT operating environment.

Summary of Concepts

This chapter provided descriptions and examples of EA artifacts that
document the current state of components at all levels of the EA
framework. The collection of current artifacts represents the “as-is” view
of the EA. This is important to the enterprise because it serves as an
integrated inventory of reference information for resource planning and
decision-making. The current views of EA components also show how
strategic goals, business services, and technology resources are effectively
aligned, and performance gaps can also be revealed. Chapter 8 will discuss
the development of future views of the architecture, and Chapter 9 will
describe the concept of an EA Management Plan that serves to manage the
ongoing transition between current / future states of the enterprise’s EA.

Chapter 7 Questions and Exercises

1. What is the purpose of current views of EA components?

2. How do artifacts relate to EA components?

3. Provide some examples of artifacts at the Goals & Initiatives level of
the EA’ Cube Framework.
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4. What is IDEF-0 modeling and how can it be used to document EA
components at the Products & Services level of the EA* Cube
Framework?

5. What are the differences between traditional (ERD and DFD) data
modeling techniques and object oriented data modeling techniques
(UML)?

6. Provide some examples of artifacts at the Applications & Services
level of the EA® Cube Framework.

7. Is vendor-supplied documentation on software and hardware products
important to retain as EA artifacts? Why?

8. What are some of the EA artifacts that would be desired at the
Network & Infrastructure level of the EA® Cube Framework?

9. Find a public or private sector enterprise and identify the following
current EA components/artifacts at each level of the EA® Cube
Framework:

a. Identify current strategic goals, initiatives, and outcome measures.

b. Identify current LOBs, business services, and associated
activity/flow diagrams.

c. Identify current information flows and data documentation in each
LOB.

d. Identify the current IT systems and applications that support
information flows for each LOB.

e. Identify the current IT infrastructure and networks that host IT
systems and applications.
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Chapter 8

Developing Future Architecture Views

Chapter Overview

Chapter 8 covers the development of future views of the EA, within the
context of a documentation framework and implementation methodology.
The future views of the EA are important to the enterprise because they
capture one or more possible business and technology operating scenarios,
which supports planning and decision-making. These future operating
scenarios are based on assumptions of capability and strategies for
successful performance in response to internal and external influences.
The creation of future view artifacts is accomplished by using the planning
assumptions in the scenarios and the same documentation and modeling
techniques as were used to develop the current view artifacts. This allows
future view artifacts to be directly related to current view artifacts at each
level of the framework, so that potential and planned changes are evident,
and various types or combinations of changes can be modeled.

Learning Objectives

» Understand how future views relate to the EA documentation
framework.

» Understand how future views relate to the EA implementation
methodology.

» Understand how scenario planning helps the development of
future views.

» See examples of future views of EA components and artifacts.

Introduction

The future view of the EA documents the IT resources that will be active
in the operating environment several years in the future. This is also
known as the “to-be” view of the EA, as opposed to the “as-is” view that
documents current IT resources and was described in Chapter 7.
Depending on the amount of EA planning that has occurred previously in
the enterprise, future IT resources may or may not be aligned with the
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enterprise’s strategic goals and business services. If little EA planning has
occurred, then a significant amount of duplication in function may be
present and the future view of the EA should show how that duplication
will be eliminated.

Home Architecture Analogy: Having future EA views is like having a
full set of blueprints for the modification of an existing home or for building
a new home. It provides an authoritative reference for the architect and
homeowner to use in discussing options and changes during development.

As is shown in Figure 8-1, future views of the EA provide an enterprise
with documentation of identified changes to strategic goals, business
services, information flows, support applications, and network resources.
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CURRENT ARCHITECTURE vu TURE ARCHITECTURE /

Figure 8-1: Future Architecture Views

Discussion

The development of future EA views is important to an enterprise because
it supports resource planning and decision-making. Also, by completing
the documentation of the future EA at all levels of the framework, a view
of the potential future enterprise emerges that reveals changes in priorities,
processes, and resources. This serves to promote communication about
these potential changes throughout the enterprise.

In developing the future EA, each level of the framework is documented
with artifacts to show components that are approved for implementation,
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or are in the idea/planning stages. The potential changes to existing EA
components include new or updated strategic goals and initiatives,
business services, information flows, systems, support applications, and
networks. Initiatives that are in the very early stages of consideration can
be left out of future views until they have firm backing from sponsors,
strong business cases, and viable technical solutions. This avoids
cluttering future EA views with initiatives and updates that have little
chance of being implemented, and which over time will detract from the
perceived value of the EA as an authoritative reference for planning and
decision-making. Candidate initiatives are better documented in a special
section of the EA Management Plan (see Chapter 9).

Developing Future CONOPS Scenarios

Concept of Operations (CONOPS) scenarios looking into the future have
been used as a military planning tool for millennia. Similarly, the ability
to envision several potential courses of action is key to winning many
types of recreational games. Using chess as an example, anticipating how
an opponent might react to your moves is part of what makes for a chess
master. Top levels of play involve being able to think through several
alternative scenarios of moves and counter-moves that create a dynamic
balance between acting and reacting. Similarly, an enterprise should
continuously monitor the internal and external operating environment and
make tactical and strategic moves so as to simultaneously avoid
catastrophic situations and pursue opportunities to maximize mission
success. Large enterprises in the public and private sector have used future
scenarios for a number of years to support their planning, including Royal
Dutch Shell and the World Bank.

One of the most effective formats for developing a shortened version of a
CONOPS Scenario that is easy to share and use in the enterprise was
developed by Dr. Robert Neilson.*® This type of scenario takes the form of
a short story which is told through the eyes of a central character who is
involved in future events that reveal the internal and external drivers of the
business and technology operating environment at that time. These drivers
are then related to specific planning assumptions in three areas of change:
process, people, and technology. Neilson states that stories are easy to
remember, and the highlighting of planning assumptions reveals the
resources and capabilities that will be needed if that scenario is
implemented. Figure 8-2 provides an example CONOPS scenario.

2 Neilson, Robert. “Strategic Scenario Planning at CA International.” Knowledge Management
Review, Issue 12, January/February 2000.
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Planning Assumptions

1. New Video
Teleconferencing
capability.

2. Product roll-outs at
National conferences.

3. Need to hold detailed
product discussions on
short notice, globally.

4. 24x7 work availability.

5. Increased suburban
commuting and
telecommuting.

6. Tracking of
Government reports to
anticipate product needs.

7. Changing population
demographics, driving
new product
development.

8. Increased cost benefit
of solar powered
lighting.

Making a Sale in 2013
Future Challenges for DMC

Jeff Linder, Vice President of Industrial Sales for
Danforth Manufacturing Company (DMC) had just
finished a presentation at the 2013 National
Highway Safety Conference along with Richard
Danforth, DMC’s CEO, who had teleconferenced in
on the big display screen behind the podium.' As
Jeff was leaving the main conference room, Andrea
Newman, Director of Safety and Transportation for
the State of Tennessee, asked Jeff if they could talk
for a few minutes about the new line of solar-
powered highway and street lights that they had just
given a presentation on. *>

“Thanks for taking a minute to talk Jeff. I want to
tell you about a situation we have in Tennessee and
see if your new product line can help” said Andrea
as they found a table in the refreshment area.* “No
problem, thanks for asking” Jeff said. Andrea
pulled up a document on her tablet computer and
said “Jeff, here is a report that shows an increasing
number of serious accidents in rural areas of
Tennessee involving passenger cars and agricultural
equipment or commercial trucks. We’ve attributed
it to the growth of suburban communities further
out in the countryside that then depend on two-lane
country roads for commuting into the city.” When
you put slow tractors and trucks together with cars
that are in a hurry at all hours to get somewhere,
you have a recipe for disaster.” “Isn’t this problem
being seen in other places around the country?”
asked Jeff. “Yes, and one of the contributing
factors that is consistently coming out of
investigations of the night-time accidents is the lack
of good lighting on these country roads. I am
thinking that your highway grade solar lighting can
help us provide more night time visibility on high-
risk rural roads without having to invest in the
supporting electrical infrastructure.” ™
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DMC Future Scenario (continued)

Planning Assumptions

8. Increased cost benefit
of solar powered
lighting.

9. Continued
incorporation of
additional product
features to expand
customer base.

10. Global use of PDAs
for employee
communication.

11. Integration of sales,
marketing, and
production information.

12. Accurate customer
quotes on the fly.

Jeff thought for a minute before responding. “You
know, the new line of highway lights has options to
incorporate 911 emergency call boxes and Global
Positioning System (GPS) equipment that can
connect to both State and local level first
responders.”  This might be useful in also
improving response times should an accident occur
in spite of the improved lighting.” Andrea nodded
and said, “Yes, I doubt that better lighting will
solve the entire problem, but it will help people see
each other better, and these other options can
improve accident response times, which will also
save lives. What is the pricing like on these units?”

Jeff pulled his Personal Digital Assistant (PDA)"
out of his pocket and connected to DMC’s
marketing and sales database at headquarters via a
satellite Internet link.!! “Andrea, these units are
$11,300 each, including the GPS and 911 features.”
Andrea took notes and responded, “If I can get
permission to conduct a pilot test in a couple of
months can you provide the lights?” Jeff asked
“How many miles of road?” “About four miles in
the particular area I’m thinking of” said Andrea.
“Ok, the suggested density for the new unit is 18
per mile, so that would be 72 units total. I can give
you our 10 percent early-adopter discount, so the
total would be $732,240. Let me check what the
shipping time would be.” Jeff sent a high priority
email to Bob Green, Vice President of
Manufacturing. Bob was in the factory when he
received Jeff’s email on his PDA, and after
checking the DMC Production Scheduling System,
responded two minutes later that a special order for
72 units could be completed and shipped 35 days
from when the order is received. Jim relayed this
information to Andrea, who said, “Wow, that was
fast. I have all the information I need to propose
the pilot project. I will get back to you in the next
week. Thanks.” "2

Figure 8-2: Example CONOPS Scenario and Planning Assumptions
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The role that future scenarios can play in the development of EA future
views is that of identifying a range of operating options and planning
assumptions for the enterprise. Developing several scenarios that capture a
variety of good and bad operating environments helps the enterprise to
think through its probable responses (defensive moves) and initiatives
(offensive moves) in advance. It also helps to identify the resources and
capabilities that will be needed for those responses/initiatives.

CONOPS Scenarios can be quite detailed, and are used to document both
the current operating environment, and a number of plausible future
operating environments. Enterprises should identify a range of internal
and external factors from the SWOT Analysis in deciding which future
CONOPS scenarios to document. Having a number of future scenarios is
helpful to an enterprise because it is impossible to predict which particular
internal/external factors will come into play to create either a helpful or
hostile operating environment.

Updating Future EA Views — Version Control

At some point the new components and artifacts in the future view of the
EA become implemented and therefore should be documented as part of
the current view of the EA. These ongoing changes to the EA represent a
challenge in terms of how best to show at any given time what is current
and what is planned. Perhaps the simplest and most effective way to
approach this is to ‘freeze’ the current and future views of the EA at
regular periods (e.g., twice each year). This promotes clarity and supports
EA version control. Using this example, changes to current and future
views are collected for four to five months and then are published in the
sixth month as a new release of the enterprise’s EA. EA stakeholders
come to expect the new releases and know that they can then rely on the
information not changing in the EA repository for the next few months.
Special releases can be made if a there is an important change in the
middle of the normally static period. Without this type of version control,
the EA repository becomes a free-for-all whereby no one is sure when and
where changes will appear, and this will detract from the perceived value
of EA information.

The following are examples of how new or upgraded EA artifacts would
be documented in the future view of related EA components at each level
of the EA® framework. Appendix E provides examples of each artifact.
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Strategic Level EA Artifacts — Future View

EA Components:
e Strategic Plan
o E-Commerce or E-Government Plan

EA Artifacts:

e Strategic Plan (S-1)

o  SWOT Analysis (S-2)

e Concept of Operations Scenario (S-3)
e Concept of Operations Diagram (S-4)
o  Balanced Scorecard™ (S-5)

EA components and artifacts at the Strategic Level of the EA* Cube
Framework serve to articulate the general direction and priorities that the
enterprise intends to take along with the goals, initiatives, and measures
that define success. The E-Business or E-Government Plan then serves to
provide more detailed descriptions of how IT initiatives will support the
enterprise’s Strategic Plan, with a focus on strategic goals and key business
services. Updated plans should be published every few years to reflect the
changes in direction and priorities that the enterprise intends to take. The
future view of these plans can serve as draft documents where potential
changes that have executive sponsorship are recorded until the official
publication of the new plans. The future view of these EA components
should link to the future view of all related EA artifacts, such as strategic
goals, scenarios, initiatives, and performance measures (described below).

Strategic Scenarios

Strategic scenarios can be added or deleted from the Strategic Plan’s future
view in response to changes in the internal and external operating
environment. To promote comparison and analysis, potential future
scenarios should be documented in the same way that the current scenario
is documented: as an integrated narrative and set of planning assumptions
regarding enterprise priorities, performance, resources, and risks.

Strategic Goals

While the current view of IT-related strategic goals represents high-level
EA artifacts that are documented in the enterprise’s current Strategic Plan,
the future view of these EA artifacts represents changes to those goals, or
new goals that are not yet formally adopted and published as part of the
Plan. New strategic goals also serve to direct the development of future
operating scenarios, which should capture the priorities and direction of
those new goals.
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Strategic Initiatives

The current view of IT-related strategic initiatives serves to create an
awareness and appreciation for the role that IT plays in supporting key
business and administrative processes throughout the enterprise. It also
supports high-level resource planning, also known as “capital planning and
investment control (CPIC) process (see Chapter 9 for additional details).
The future view of IT-related strategic initiatives is intended to show the
changes that are being planned to existing initiatives as well as new
initiatives that will be introduced in coming years. This is valuable to
enterprises that have highly structured planning and budget processes.

Performance Measures
Changes to strategic goals and initiatives in the future views will require
new or modified outcome and output measures of success.

Business Level EA Artifacts — Future View

EA Components:

o Supply Chains

e Business services

e [T Capital Planning Portfolio

EA Artifacts:

Business Plan (B-1)

Node Connectivity Diagram (B-2)
Swim Lane Process Diagram (B-3)
Business Process/Service Model (B-4)
Business Process/Product Matrix (B-5)
Use Case Narrative and Diagram (B-7)
Investment Business Case (B-8)

Enterprises continually change their business services in response to a
number of influencing factors including new customer requirements,
different competitive strategies, new technologies, and changes in resource
availability. These factors (also known as drivers) are documented at both
the Strategic Level and the Business Level of the EA® framework. The
documentation of drivers at the Strategic Level often centers on those
influencing factors that originate in the external operating environment,
while the documentation of Business Level drivers often focuses on
influencing factors that originate in the internal operating environment.
EA components at the Business Level may extend beyond the internal
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operating environment (i.e., supply chains involving external suppliers),
but they are fundamentally internal management processes. Future views
of related EA artifacts primarily reflect approved changes to these business
services and associated implementation activities.

There are four general types of changes to business services that occur: (1)
the introduction of a completely new process, (2) elimination of an existing
process, (3) major reengineering of an existing process, and (4) minor
improvement of an existing process. Effective management at the
Business Level requires that these changes be coordinated so that the
performance of the enterprise does not decline. Therefore, reviews of
existing business services should be performed periodically by line-of-
business managers to identify those which may be obsolete, duplicative, or
not adding sufficient value to the achievement of strategic goals. Resulting
decisions to eliminate or change existing processes, or add new processes,
are what get documented in the future view of Business Level EA
components and artifacts.

Process Documentation

Similar to the approach to documenting future views at the Strategic Level
of the EA3 Cube Framework, only those potential changes to business
services that have executive sponsorship should be documented at the
Business Level. This maintains value in the future view and promotes the
use of this information for planning and decision-making,.

Documenting approved changes to business services helps to maintain
“upward alignment” in the EA® Cube Framework with strategic goals and
initiatives. It also promotes “downward alignment” in the EA*® framework
to ensure that EA components and artifacts at the lower three levels are
properly adjusted to best support the anticipated process changes. The
enterprise should be consistent in how current and future business process
are documented (e.g., IDEF-0 models, swim lane diagrams, and/or flow-
charts) so that analysis and planning is best supported.

Project Plans
The Project Management Plan (PMP) is a living document that promotes

proven, standardized approaches to implementing new or upgraded IT
resources. The current view of the PMP is developed in the requirements
planning stage of the project lifecycle, with updates being made as changes
in requirements, solutions, or resources occur. A future view of a PMP
may not be needed with certain EA component development approaches,
also known as Systems Analysis and Design Methods (SADMs) that
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promote the development of the entire system capability in one effort (e.g.,
the “waterfall” or “rapid application development” methods). However,
those SADM approaches that promote the incremental (phased), or
evolutionary (spiral) development of EA components may benefit from
having a future view of the PMP to show the implementation of system
modules that are envisioned at some future time. The phased
implementation of large ERP projects with several modules would be an
example of where having both a current and future view of the PMP would
be beneficial. PMPs are maintained on systems throughout the lifecycle,
until the system is disposed.

Business Cases

The investment business case is the part of the PMP that documents the
value of the investment to the enterprise. The business case is unique in
that it ties directly to the enterprise’s budget and financial planning
process, and as such usually requires a review at least annually. The initial
approval of the business case centers on an identification of benefits that
exceed costs (both quantitative and qualitative). Approval also focuses on
a determination that the rate of return on the capital invested (ROI) meets
meaningful, measurable targets established by the enterprise, such that
another use of those funds is not warranted (opportunity cost). The
business case should then be reviewed annually to determine if sufficient
benefits continue to be generated to merit continued investment. If they
are not, the investment should be cancelled or modified such that sufficient
ongoing value is created. = Chapter 9 provides additional details on
business case development and evaluation as part of the IT capital
planning process.

Information Level EA Artifacts — Future View

EA Components:

o Knowledge Warehouses

o Information Systems

e Databases

EA Artifacts:

o Knowledge Management Plan (D-1)
Information Exchange Matrix (D-2)
Object State-Transition Diagram (D-3)
Object Event Sequence Diagram (D-4)
Logical Data Model (D-5)
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e Physical Data Model (D-6)
e Activity/Entity (CRUD) Matrix (D-7)
e Data Dictionary/Object Library (D-8)

Future views of EA components and artifacts at the Information Level of
the EA® framework reflect changes that are anticipated in the collection
and flows of information that are needed to support changes in business
services (upward alignment) or changes that are anticipated at the
Systems/Services Level or the Technology Infrastructure level of the EA®
Cube Framework.

Data Models

Traditional views of data models that show structure (Entity-Relationship
Diagrams) and process (Data Flow Diagrams) can be developed to show
future changes either as separate documents or through the use of special
notation that can be integrated into current views (e.g., the use of dashed
lines and symbols to show future data entities, flows, stores). Whichever
approach is taken, the important idea is to provide a future view of data
structure and process in a way that is directly comparable to the current
view so that areas of change can be easily identified.

Another “traditional” data modeling artifact that merits the development of
a future view is the Activity/Entity Matrix (also called a CRUD Matrix).
This matrix maps activities occurring at the IT system boundary to the data
entities that are affected. This mapping enables the data analyst and
enterprise architect to see where and how data is Created, Read, Updated,
or Deleted (CRUD). By identifying who in the enterprise is responsible
for (owns) the activity, the logical owner of the data and the processes that
transform the data can also be identified. Having current views of the
CRUD Matrix and knowledge of future changes in business services
enables the development of a future view of the CRUD Matrix, which
identities potential changes in the ownership of data and which may lead to
discussions of changes in data standards and formats. IT system
consolidation, upgrade, or replacement activities that seek to improve the
efficiency of data handling or increase the cost-effectiveness of the new
system will benefit from a detailed analysis of current and future views of
the CRUD Matrix.

Object-Oriented Data and System Models

Object-Oriented (OO) views of future system activities (Use Cases), data
process/structure (Class and Object Diagrams), data transformation (State
Transition Diagrams), and information flows (Sequence Diagrams) should
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be developed in the same way that the current views of these same EA
artifacts were developed so that an easy identification of changes can be
made.

One of the most powerful reasons for adopting an OO approach to data
modeling and IT system analysis and design is that objects can be modified
with minimal effort to reflect changes in requirements or use in different
scenarios. Object reuse lowers the cost of systems upgrade projects, and
supports the use of modular applications that are object-based (e.g., Java
applications). Developing future views of how information in the form of
objects will be stored differently helps analysts, programmers, and
architects to produce better logical and physical data models, promotes
application interoperability, and supports plug-and-play EA components
that are based on open standards or a particular vendor product line.

Data Dictionaries / Object Libraries

Data Dictionaries provide taxonomies and standard formats for the data
entities that are used in the enterprise’s various IT systems. Data
Dictionaries do not store actual data, they just provide a list of entities,
attributes, data field formats, and standards. These standards help to
promote system interoperability and the consolidation of databases. The
future view of a Data Dictionary would show the changes in data standards
and formats that are anticipated to be needed as a result of
system/application/database changes.

Object Libraries are similar in concept, except that they store both the
formats/standards and the actual modules of code that constitute an object.
Since one of the basic features of objects is encapsulation (protection of
parts of the code module from alteration) the object library can store
distinct objects just as a book rests independently on the shelf among other
books until pulled off the shelf and checked out of the library. Various
versions of an object can be separately stored for use in different systems
and applications (e.g., an invoice object that provides different types of
invoices that are custom tailored for different product lines).

Systems/Services Level EA Artifacts — Future View

EA Components:

o Software Applications

o Web Services

o Service Bus and Middleware
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e  FEnterprise Resource Planning (ERP ) Solutions
e Operating Systems

EA Artifacts:

System Interface Diagram (SA-1)
System Communication Diagram (SA-2)
System Interface Matrix (SA-3)

System Data Flow Diagram (SA-4)
System/Operations Matrix (SA-5)
Systems Data Exchange Matrix (SA06)
System Performance Matrix (SA-7)
System Evolution Diagram (SA-8)

Web Application Diagram (SA-9)

The Systems/Services level of the EA’ Cube Framework is organized
around integrated “plug-and-play” components that are based on open
standards, and reusable objects of code that underlie and enable a
component-based and service-oriented approach to EA, as is promoted in
the EA® Cube Framework. Various EA artifacts are used to document the
future components at the Systems/Services level, including program code
and technical documentation on releases and upgrades; interface diagrams;
and standards.

Application Interface Descriptions

Descriptions of application software programs and their interfaces in the
future view provide an understanding of what will change from what is
currently in operation as well as what new functional capabilities will have
to be integrated. Application Program Interfaces (APIs) are a feature of
most commercial software programs and are where the designed interface
points in the programming code are located. These APIs define the extent
of interoperability and may include open standards if maximum integration
with a wide variety of other products is desired by the vendor. Conversely,
APIs may be proprietary and limit interoperability to products from a
specific vendor (e.g., interfaces between modules of an ERP product). The
EA artifacts at this level are the technical description of APIs and lists of
API standards.

Application Interface Diagrams

Interface diagrams in the future view show the changes to existing system,
service, and application interface points. These interface points are where
information exchanges occur, and infer connectivity which is shown in
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more detail at the Technology Infrastructure Level of the EA. Interface
diagrams are also important to show how component applications will
interact the enterprise’s common operating environment, including how
web-based services exchange information through the NAP/ESB Web
Service Platform. In the case where these applications are commercial
products from different vendors, these interfaces can identify where
compatibility must be present and as such help to establish future
requirements for integration.

Standards

Technical standards documentation in the future view shows the
international, national, local, and industry standards that changes to
commercial and custom-developed services, systems, and applications
must meet. This includes APIs and other interoperability or performance
requirements, WSDL descriptions of web services in the UDDI Registry
are an example of the technical standards that need to be identified for
future implementation if a Service-Oriented Approach to this level of the
EA® Cube Framework has not yet been adopted by the enterprise.

Infrastructure Level EA Artifacts — Future View

EA Components:

Data Networks

Telecommunications Networks

Video Networks

Cable Plants

Security Solutions

EA Artifacts:

Network Connectivity Diagram (NI-1)
Network Inventory (NI-2)

Capital Equipment Inventory (NI-3)
Building Blueprints (NI-4)

Network Center Diagram (NI-5)
Cable Plant Diagram (NI-6)

Rack Elevation Diagram (NI-7)

The Technology Infrastructure level of the EA’ Cube Framework
documents components such as the enterprise’s voice, data, and video
networks, as well as the security solution that protects them. In that one
of the goals of EA is to promote the integration of these networks into one
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seamless technology backbone, the future view of EA artifacts at this level
documents changes to this infrastructure.

Network Documentation

Documentation of the enterprise’s IT networks in the future view show
changes to the integrated voice, data, and video infrastructure components.
The enterprise’s LAN, WAN, and other networks are shown mainly in
diagrams and technical specification documents. These EA artifacts
should focus on changes to cable plant(s), wireless, telephone and data
wiring closets, network backbone hardware and software, servers, desktop
and portable computers, peripherals, and remote access resources.

Technical Standards

IT network technical standards documentation in the future view shows
changes to national, international, and commercial standards that are being
used to guide changes to the enterprise’s technology backbone. This
includes changes to standards that are reflected in models of networks,
including the OSI model and TCP/IP model. It also includes standards for
telephony, wireless communications, and remote video conferencing.

Security Documentation

Future views of security documentation shows the expected changes and
updates to security standards, plans, testing, and certification of each IT
system and network component of the EA, as well as related security
documentation for applications and databases, and the COOP Plan.

Configuration Changes

The future view of EACRs consists of an archive of approved, but yet to
be implemented EA Change Requests. These EACRs document the
technical and operational impact of changes to EA components at all levels
of the EA. See Chapter 9 for more information on EACRs.

Hardware/Software List

The EA artifact in this area of future views is a list that documents
anticipated changes in the quantity and type of IT hardware and software
products that will be used in EA components throughout each of the levels
of the EA framework
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Summary of Concepts

This chapter provided examples of EA artifacts that document future views
of EA components at all levels of the EA® Cube Framework. The use of
future scenarios is one way to identify possible future operating
environments and planning assumptions which the future EA views can
then be based on. The same documentation techniques should be used in
developing both current and future views of EA components so that
changes are easier to highlight and compare. Chapter 9 will describe the
purpose and composition of an EA Management Plan, which provides a
description of the ongoing transition between current and future views of
the EA.

Chapter 8 Questions and Exercises

1. How far into the future should the EA future views attempt to provide
documentation?

2. Why is the same documentation technique used in the current and
future view of an EA component?

3. What is the relationship between the enterprise’s Strategic Plan and
EA future views?

4. How can the ongoing transition between current and future EA views
be managed?

5. How can Business Process Improvement (BPI) and Business Process
Reengineering (BPR) activities be reflected in future views at the
Products & Services level of the EA® Cube Framework?

6. How can changes in information flows and data structures be reflected
in future views at the Data & Information level of the EA3 framework?

7. How can changes in applications and functionality be reflected in
future views at the Applications & Systems level of the EA’ Cube
Framework?

8. How can changes in voice, data, and video networks be reflected in
future views at the Networks & Infrastructure level of the EA® Cube
Framework?

9. Develop a future scenario for an enterprise that describes changes in
processes, human factors, and technology. Identify the planning
assumptions that underlie these changes.
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Chapter 9

Developing an Enterprise Architecture
Management Plan

Chapter Overview

Chapter 9 discusses the development of an EA Management Plan, which is
the document that describes how an enterprise will manage the transition
of its current processes and resources to those which will be needed in the
future. This transition from the current EA to the future EA is an ongoing
activity, as new resources are implemented and therefore become part of
the current EA. The purpose of configuration management and version
control are also discussed, along with the need to provide a sequence for
implementation projects.

Learning Objectives
» Understand the purpose of an EA Management Plan.

» See an example format for an EA Management Plan.

» Understand the types of content that go into an EA Management
Plan.

» Understand the purpose of summaries of the current and future
architecture.

Introduction

The EA Management Plan documents the enterprise’s performance gaps,
resource requirements, planned solutions, a sequencing plan, and a
summary of the current and future architecture. The Plan also describes
the EA governance process, the implementation methodology, and the
documentation framework. It is a living document that is updated at
regular intervals (e.g., annually) to provide clear version control for
changes in current and future views of EA components and artifacts
throughout the framework. The EA Management Plan should be archived
in the on-line EA repository to support easy access to the information and
to promote the linkage of EA to other IT management processes.
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Discussion

The enterprise’s EA is in continual transition as IT implementation and

upgrade projects are completed.

Large and mid-size enterprises often

have many IT projects underway at any given time, which requires an

overarching level of coordination, prioritization, and oversight.

As is

shown in Figure 9-1, the EA Management Plan provides this coordination
and supports oversight for changes to the enterprise’s EA, between the

current and future views.

Lines of Business
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*g Services
= =
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o Information
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5 Systems &
Applications
Lowest Networks &
Level&View Infrastructure
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Architecture
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Goals & Initiatives

Improved Business
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Integrated Systems
and Applications

Optimized Networks
and Infrastructure
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Figure 9-1: The Role of the EA Management Plan
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Home Architecture Analogy: The EA Management Plan is like the
architect’s project plan, which summarizes the work and shows the design,
approach, timeframe, and sequencing of work for the remodeling of a home.

EA transition and the management thereof are documented in an EA
Management Plan, which has several sections as is shown in the example

format provided in Figure 9-2 on the next page.
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Enterprise Architecture Management Plan

Part 1. EA Program Management
1.1 Governance and Principles
1.2 Support for Strategy and Business
1.3 EA Roles and Responsibilities
1.4 EA Program Budget
1.5 EA Program Performance Measures

Part2. EA Current Architecture Summary
2.1 Strategic Goals and Initiatives
2.2 Business services and Information Flows
2.3 Systems and applications
2.4 Technology Infrastructure
2.5 IT Security
2.6 EA Standards
2.7 Workforce Requirements

Part 3. EA Future Architecture Summary
3.1 Future Operating Scenarios
3.2 Planning Assumptions
33 Updating Current & Future Views
34 Sequencing Plan
3.5 Configuration Management

Part 4. EA Glossary and References

Figure 9-2: Example Format for an EA Management Plan

EA Management Plan: Part 1. EA Program Management

EA as a management program supports policy development, decision-
making, and the effective/efficient use of resources. The EA Program
Management section documents the activities associated with
administering EA as an ongoing program.

1.1. Governance and Principles: This section documents the way that
policy and decision-making will occur within the EA program. It is also
where the underlying principles of the EA program are articulated.” EA
governance is perhaps best described through a narrative that provides EA
program policy and an accompanying flow chart that shows how and when

* The concept of “EA Principles” was first proposed by Steven Spewak in Enterprise Architecture
Planning: A Blueprint for Data, Applications, and Technology. John Wiley & Sons. 1992.
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decisions are made on EA issues such as IT investment proposals, project
reviews, document approvals, and standards adoption/waivers. EA
principles articulate the enterprise’s values as they relate to the EA. These
principles then guide the EA program’s establishment and management.
Examples of EA principle are (1) the degree to which the enterprise
promotes the open sharing of information, (2) an emphasis on stakeholder
participation, (3) the recognition that IT is normally a means and not an
end in itself, (4) an emphasis on using commercial products that are based
on open standards, and (5) a recognition that EA adds value for planning,
decision-making, and communication.

1.2. Support for Strategy and Business: This section emphasizes that one
of the main purposes of the EA program is to support and improve the
enterprise’s strategic and business planning, as well as to identify
performance gaps that EA components can help close. By showing how
EA components are being currently used, and identifying useful new
processes and technologies at each level of the framework, improvements
in performance can occur that are captured in the future EA views. For
EA components to be viewed as a strategic asset and EA be viewed as part
of the strategic planning process, business executives must see the value of
the EA program in supporting the outcomes that matter to them. It is
therefore important to show the linkage of the EA program to the
accomplishment of the enterprise’s strategic goals, as well as to clearly
show how EA components support line of business activities.

1.3. EA Roles and Responsibilities: This section documents the roles that
stakeholders in the EA program will play, and what the responsibilities
associated with those roles will be. This is where the players on the EA
team are also identified. A table format is an effective way to show roles
and responsibilities, as is exemplified in Figure 9-3.

EA Team EA Team | EA
Position Role Responsibilities
Executive Be the champion of the EA program.
Sponsor Leadership Provide resources. Assist in resolving
high-level EA issues.
Chief Executive Facilitate the establishment and ongoing
Information Leadership operation of the EA Program. Lead the
Officer (CIO) and Decision- | resolution of high-level EA issues.
Making Integrate EA and other governance.
EA Team EA Team | EA
Position Role Responsibilities
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Manage the EA program and
documentation process. Select and
Program implement the EA framework and
Chief Architect | Management documentation methodology. Identify
EA standards and manage EA
configuration management sub-process.
Participate in EA program decision-
Line of Business | Requirements | making. Promote the identification of IT-
Managers Identification | related requirements and EA solutions for
each LOB.
Collaboratively identify solutions for IT-
Solutions Problem related problems within LOBs. Support
Architect Solving EA documentation.
Provide technical analysis and design
support for systems-related EA
Systems Analysis and | component selection and implementation.
Architect Design Ensure that IT systems meet integration
and interoperability requirements.
Support EA documentation.
Provide technical analysis and design
support for database-related EA
Data Analysis and | component selection and implementation.
Architect Design Ensure that databases meet integration
and interoperability requirements.
Support EA documentation.
Application Maintenance of EA Software
EA Tool Expert and Database | Application. Maintenance of EA
Support repository and information.
End-User Requirements | Identify end-user requirements for EA
Representative Identification | components. Provide feedback on the
/ QA effectiveness of solutions.
Maintenance of EA website, associated
Webmaster Website content, and links to other websites as
Support needed.
Document and verify LOB and end-user
Research Requirements | requirements. Assist in EA component
Analyst Analysis design and documentation activities

Figure 9-3: Example EA Roles and Responsibilities Matrix

1.4. EA Program Budget: This section documents the budget for the EA
program by fiscal year and over the total lifecycle, so that the total cost of
ownership (TCO) is identified. While EA program is ongoing, a lifecycle
period of five years is recommended to be able to calculate TCO. In
general, the costs to be included are those for EA program start-up and
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operation, salaries and work facilities for the EA team, the initial
documentation of the EA, periodic updates to the EA, development of the
EA Management Plan, EA tool purchase and support, and EA repository
development and maintenance. The initial estimate of these costs
represents the “baseline” for EA program funding. Spending during the
lifecycle should be tracked against this baseline to promote effective
management of the EA program. If changes in the scope of the EA
program occur, a corresponding change in the funding baseline should also
be made.

1.5. EA Program Performance Measures: This section documents how the
effectiveness and efficiency of the EA program will be measured. As was
described in previous Chapters, there are two types of measures: outcome
and output. Outcome measures identify progress being made toward some
new end-state, such as better EA component integration, increased
application end-user satisfaction, or more effective IT investment decision-
making. Output measures provide data on activities and things, such as
how many databases exist, how many e-mail are sent each day, or how
closely an IT project is meeting baseline estimates for
cost/schedule/performance. Outcome measures often have both
quantitative and qualitative elements to them, while output measures are
usually quantitative in nature. While output measures are important for
indicating progress in an initiative area, it is the attainment of outcomes
that correlate to goal attainment, which is the most important thing to an
enterprise. It is important to be able to measure the attainment of
outcomes, so that the positive effects (added value) of the EA program can
be identified. Examples of outcome and output measures for the EA
program are provided below.

EA Outcome Measure #1: Reduce IT project planning average costs
by ten percent within one year.

EA Output Measure #1-1: Number of IT projects planned that year.

EA Output Measure #1-2: Prior three year’s average cost of IT project planning.
EA Output Measure #1-3: Prior three year’s average # of project scope changes.
EA Output Measure #1-4: Current year’s average cost of IT project planning.
EA Output Measure #1-5: Current year’s average # of project scope changes.
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EA Management Plan: Part 2.
Summary of Current Architecture

One of the purposes of the EA Management Plan is to show an overview
of the linkage between current EA components and products at each level
of the EA® Cube Framework. In this way, the present role of IT within the
enterprise is better understood and can be further analyzed from either a
top-down, or bottom-up perspective. The objective of this part of the EA
Management Plan is not to duplicate the extensive documentation
described in Chapters 4 and 5, but to provide an integrated view of how the
components and artifacts work in support of each other. This also sets the
stage for Part 3 of the EA Management Plan, which discusses future
changes in EA components and artifacts to achieve improved performance
and/or efficiency. The following are examples of how current EA
components and artifacts can be described at each level of the EA’ Cube
Framework.

2.1. Strategic Goals and Initiatives: This section identifies how the EA
program and specific EA components support the attainment of the
enterprise’s strategic goals and initiatives. This section builds upon
comments provided in the Strategic Plan, and is included to more clearly
show which EA components and strategic initiatives are involved in each
strategic goal area. A general description is then provided of how IT
components support each goal and initiative at the Strategic Initiatives
level of the EA’ Cube Framework. Figure 9-4 provides an example format
for an artifact that maps EA components to the enterprise’s strategic goals
and initiatives.

Strategic Strategic Supporting EA
Goal Initiative Component(s)
New Service Website,
Be #1 in New Customer Service Database, Product
Product Service Website Parts Database, Customer
. Database, PCs and
Service Laptops, Sales Database
Upgrade of Service Database,
Customer Service Customer Database, e-
Database Billing Application, Sales
Database
Increase New Assembly Robotics Controllers,
Safety Line Safety Production Scheduler,
Features Safety Database

Figure 9-4: Mapping EA Components to Strategic Goals/Initiatives
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2.2. Business services and Information Flows: This section identifies and
emphasizes the role that EA plays in supporting business process analysis
and improvement, as well as identifying and optimizing information flows
within and between these processes. It also re-affirms the EA principle
that EA components are a means to enable effective business services, and
should not be procured unless there is a strong business case that supports
investment. Within this section, the enterprise’s main LOBs should be
listed along with the key business services and associated information
flows in each LOB. A general description is then provided of how IT
components support each key business process at the Business services
level of the EA3 framework.

Detailed diagrams of information flows and data structure are also
provided using the various types of artifacts that populate the Information
Flow level of the EA’ Cube Framework (e.g., Entity Relationship
Diagrams, Data Flow Diagrams, and Object-Oriented Diagrams). As
shown in Figure 9-5 on the next page, a table format can be effective in
creating an artifact that maps the relationships between LOBs, key
business services, information flows, and supporting EA components.
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file management and
archiving, print, copy, and
fax transmissions.

Line of Key Information Supporting
Business Processes Flows EA
Component(s)
Sales Data Mart
Daily marketing and sales | Web Site, Sales &
Marketing data pushed to data mart. Inventory Database,
Periodic summaries. Laptops, Remote
Sal Access Extranet
ales Receipt and processing of | Customer Database,
Invoicing customer orders. e-Billing System,
Customer invoicing. Sales Database
Commissions Recording and payment of | Sales Force Tracking
sales commissions, in Database, ERP-
conjunction with base Payroll Module and
salary payments. Database
Tracking of product Robotics Controllers,
Production manufacturing and Scheduling
Runs inventory levels. Application,
Manufacturing Inventory Database
Supplier Parts End-to-end supply chain Supplier’s Extranet
Orders management with internal | Web Portal, Parts
and external customers. Inventory Database
Payroll Recording of work hours
data, salary data, and ERP - Payroll
payment information for Module and
.. . bi-monthly payroll and Database
Administration Mo/Qtr/Yr Summaries.
Accounting Integrated management of | ERP — Accounting
data for the General Module, Customer
Ledger, Working Capital Database, e-Billing
Fund, Accounts Payable, Application, Sales
and Accounts Receivable Database g Module.
Human Employee benefit ERP-HR &
Resources participation and claims Benefits Module and
information. Database, External
Supplier of 401K
Plan’s Database
Office Email transmission and Bundled COTS
Automation archiving, document and Application for

Word Processing,
Spreadsheets, Web
Page Creation, and
Presentations

2.3. Systems and applications:

Figure 9-5: Mapping EA Components,
Lines of Business, and Information Flows

This section identifies how current EA

components and artifacts at the Systems and applications level of the EA’

An Introduction to Enterprise Architecture — 3™ Edition

189




Cube Framework support the information flows that are required for LOBs
throughout the enterprise. The discussion should summarize how well this
“suite” of commercial and custom developed IT systems and front/back
office services provide the functionality the enterprise needs for LOB
operations and office automation. This can range from large scale, multi-
module ERP solutions, to commercial applications and databases, to small
custom-developed websites. Comments should focus on degree of
integration, potential scalability, user satisfaction, and any reliance on
proprietary solutions.

2.4. Technology Infrastructure: This section discusses the voice, data, and
video EA components and artifacts that make up the Technology
Infrastructure level of the EA® Cube Framework. The discussion should
focus on how well these internal and external networks, systems, and cable
plants integrate to create a “seamless” infrastructure. Comment should
also be made on how well the infrastructure currently handles the transport
of voice, data, video, and mobile information, in terms of reliability,
scalability, and cost-efficiency.

2.5. IT Security. This section discusses the general approach to IT
security at all levels of the EA framework. IT security should be part of
any strategic goal or initiative that depends on accurate, properly
authenticated information. High-level descriptions are provided on how
security is built into business services and the control of information flows,
as well as the design and operation of systems, services, and networks.
Specific IT security information should not be part of the EA Management
Plan because it could reveal vulnerabilities. This type of information
should be documented in a separate IT Security Plan that only certain
people in the enterprise have access to (see Chapter 11).

2.6. EA Standards. The standards section documents the Technical
Standards Reference Model (TSRM), which provides EA standards for
voice, data, video, and IT security that are used during EA component
development. The TSRM can also provide a list of preferred vendors and
products that meet the technical standards that an enterprise adopts. EA
standards are a key element of the configuration management (CM)
process and come from international, national, local, government, industry,
and enterprise sources. Selected standards should include standards for
voice, data, and video technologies from leading standards bodies
throughout the world, including the Institute of Electrical and Electronics
Engineers (IEEE), the National Institute of Science and Technology
(NIST), the International Enterprise for Standardization (ISO), the
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European Committee on Standardization (CEN),

and the Federal

Enterprise Architecture’s Reference Models (see Appendix B). An
example of the format for a TSRM is provided in Figure 9-6.

Standards
Area

ISO/CEN
Standard

IEEE
Standard

NIST
Standard

Local
Standard

Products

Voice

Data

Video

Security

Figure 9.6: Example Technical Standards Reference Model

The following examples of international EA standards from ISO and CEN:

e ]SO 14258 (1998): Concepts and Rules for Enterprise
Models.

e SO 15704 (2000): Requirements for Enterprise Reference
Architectures and Methodologies.

e CENENV 40003 (1991): CIM-Systems-Architecture
Framework for Modeling.

e CEN ENV 12204 (1996): Constructs for Enterprise Modeling.

2.7. Workforce Skill Requirements.

This section describes the approach

to IT workforce planning and training that the enterprise uses in human

capital management.

People are often the most valuable resource an

enterprise has, and IT workforce plans should detail training requirements
for EA component operations support and new development projects at all
levels of the framework.
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EA Management Plan: Part 3.
Summary of Future Architecture

3.1. Future Operating Scenarios. In this section, the future operating
scenarios are presented along with a narrative description of the purpose of
the scenarios and the spectrum of operating environments that the
scenarios respond to. For example, three scenarios are presented with an
opening narrative that explains that they represent:

- Scenario 1: Continuing with the status quo.

- Scenario 2: An aggressive business strategy in a good market
environment.

- Scenario 3: A defensive business strategy during a market down-turn.

Each scenario has planning assumptions built into it, as was described in
Chapter 8, that highlight changes that will need to occur in processes,
people, and technology. Lastly, in this section, a description is provided of
the selected course of action for the enterprise (e.g., Future Scenario 2 will
be pursued because a good business environment is forecast for the next
several years).

3.2. Planning Assumptions. The planning assumptions from the scenarios
are further discussed in terms of what they mean to the priorities of the
enterprise as it implements the future EA. The assumptions identify new
capabilities and resources that will be needed if the enterprise is to be
successful in each scenario. This section then focuses on the selected
scenario and the planning assumptions that will underlie that course of
action. Continuing the example from above, if Future Scenario 2 is being
pursued, then several new e-commerce systems may need to be built and
new manufacturing capacity supported. The planning assumptions that
were identified in Future Scenario 2 become the guideposts for decisions
about how to change the current EA, which needs to be described.

3.3. Updating Current and Future Views of the EA. Documentation of
planned changes in processes and resources is what creates the future
views of the EA at all levels of the framework. Using the EA® framework
as an example, these updates should be accomplished in a “top-down”
manner, to preserve the emphasis on strategy and business, and to maintain
the logic of the documentation’s relationships. Therefore, these updates
would begin with to the enterprise’s strategic goals and initiatives.
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Changes to the enterprise’s strategic plan are made periodically or in
response to a significant new internal or external business or technology
driver. Most strategic plans are intended to last several years, with
associated goals, initiatives, and measures changing very little. Changes in
the EA® Cube Framework at this level therefore may be minimal if it is not
time to update the strategic plan. Goals, initiatives, and measures should
be considered as exchangeable EA components. This means that a goal or
measure can be added, dropped, or modified without nullifying the entire
strategic plan.

A similar approach is used to review and update the enterprise’s business
services at the second level of the EA’ Cube Framework. It is important to
ensure that the current views of business services are complete and can
show how they support the accomplishment of current strategic goals. The
changes in business services then can be made considering any changes in
strategic goals, initiatives, and measures that may be planned and
documented at the top level of the EA® Cube Framework. Also,
documentation at the Business Process Level of the EA’ Cube Framework
should show future planning for more effective, cost-efficient, and
technically integrated processes.

At the third level of the EA* Cube Framework, the development of future
views enables proactive planning to improve information exchange within
the enterprise, and promotes the establishment of standards for the format
of commonly used data entities/objects which further promotes EA
component interoperability. Planning at this level of the EA® framework
first considers the information-related requirements of the level above,
business services. Once these are identified, cross-cutting information
flows between processes, as well as flows within single processes can be
identified and documented using whatever methodology is selected for use
in the EA’ Cube Framework (either traditional structured methods or
object-oriented methods). Finally, planning for information flows looks
downward in the EA’ Cube Framework at the Systems/Services level and
the Technology Infrastructure level.

Documenting changes to the flow of information within and between
business services (and new data standards) will enable EA planners to
select EA components at these two lowest levels of the EA® Cube
Framework that best support the information flows and data standards. A
focal point for the discussion in this Section is to identify any current
performance gaps that exist at the higher levels of the EA’ Cube
Framework and map them to current EA components and products. The
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future view of the Systems/Services level of the EA® framework should
show which EA components will be changing and in what timeframe (see
the Sequencing Plan). EA components at this fourth level of the EA
should increasingly be selected for their interoperability as well as
performance and scalability.

At the Technology Infrastructure level of the EA* Cube Framework, future
changes will reflect EA components (hardware and software) that will
provide a more robust, reliable, and secure voice, data, and video backbone
transport capability. Interoperability, cost-effectiveness and open
standards are additional factors to be considered.

3.4. EA Sequencing Plan: The Sequencing Plan section of the EA
Management Plan documents the tasks, milestones, and timeframe for
implementing new EA components and artifacts. Large and mid-size
enterprises often have many new development, upgrade, retirement, or
migration projects underway at any given time and these require
coordination to establish the optimal sequencing of activities. Sometimes
there are dependencies between projects that also require proper
sequencing. For example, an improvement to the capacity of the data
infrastructure may be required before additional systems and/or databases
can be effectively hosted so that maximum performance can be attained.
Another common example is the consolidation of EA components (IT
resources such as systems, applications, and databases) to improve both
performance and overall cost effectiveness. Figure 9-7 on the next page
provides an example of a sequencing diagram that shows EA component
consolidation activities.
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System A

System A-1

Intranet
System A-2

System B

Website X
System C

System D System D-1

SystemE
System D-2
Database
Q System D-3
System H
System G-1

System F

Figure 9-7: Example EA Sequencing Diagram

3.5. EA Configuration Management: The EA Configuration Management
(CM) section of the EA Management Plan serves to support the sub-
process by which changes to the EA are managed and the standards in the
TSRM are applied. Changes to the EA include the addition, upgrade,
retirement of EA components or artifacts. CM ensures that (1) a
standardized process is used in reviewing proposed changes, (2) technical
standards for voice, data, and video are followed or waived, (3) there is a
documented waiver process, (4) waivers have specific time limits, so that
EA standards are eventually realized, (5) there is enforcement for EA
documentation version control. The CM process should be overseen by
the Chief Architect, and be supported by an Architecture Working Group
that includes stakeholders from throughout the enterprise. The CM
process works through the submission, review and approval/rejection of an
EA Change Request (EACR) form by any stakeholder, as shown in Figure
9-8 on the next page.
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Date Submitted:
EACR Control #:

Enterprise Architecture
Change Request Form

Submitted By:

EAF Level: Strategic Business Information Application Technology

Description of Requested Change :

Justification:

Group(s) Affected:

Description of Supporting Documentation (attach to EACR):

EACR Action (completed By Chief Architect)
Approved Not-Approved  Waiver Granted Until (date:
Include in EA Version Publication Date:

EAF Standard Area: Documentation Voice Data Video

EAF Standard(s) Affected:

Security

Reason for Non-Approval or Waiver:

Chief Architect:

Signature Date

Figure 9-8: Example EA Change Request Form
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EA Management Plan: Part 4.
EA Glossary and References

This part of the EA Management Plan is where a Glossary of EA terms is
provided along with an Acronym List. There should also be a
bibliographical list of reference books and articles that might provide
additional background or that help the reader’s understanding of the EA
Management Plan. Because the EA is still an emerging area of
professional practice, the Acronym List and Glossary are helpful in
creating a common set of terms and definitions for use throughout the
enterprise.

Summary of Concepts

This chapter provided a description of the purpose, format, and content of
an EA Management Plan. This Plan describes the EA management
process, implementation methodology, and documentation framework, as
well as summaries of current and future views of the EA. It is a living
document that is updated at regular intervals to provide clear version
control for changes in current and future views of EA components and
artifacts at each level of the framework. The EA Management Plan should
be archived in the on-line EA repository to support easy access to the
information and promote linkage of the EA program to other IT
management processes.

Chapter 9 Questions and Exercises
1. What is the purpose of an EA Management Plan?

2. What is an EA Change Request and how is it used within the
Configuration Management process?

What is the purpose of the Sequencing Plan?
What is the role of a Chief Information Officer in the EA program?

What is the role of a Chief Architect in the EA program

A O

How do technical and product standards contribute to the EA
program?
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7. Why are standardized terms important to an EA program?

8. What are summaries of current and future views an important part of
the EA Management Plan? Who is the intended audience of the EA
Management Plan?

9. How can an EA Management Plan show “gaps” in enterprise
performance?

10. Develop a flow chart for EA governance in a public or private sector
enterprise. Show where policy development and decision-making
occur, as well as interfaces to other management processes, including
capital planning, project management, and security.

11. Develop a Sequencing Plan for the implementation of a major
commercial Enterprise Resource Planning (ERP) product that has
software modules for finance, accounting, payroll and benefits,
manufacturing, inventory, and sales. Show how existing stovepipe
systems in each of these areas would be replaced by the ERP.

12. Develop an EA Roles and Responsibility Matrix for a public or private
sector enterprise of your choice.
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Section 111

Using an Enterprise Architecture

This section discusses how to use and maintain Enterprise Architecture
information within the enterprise; and how related governance processes
can be integrated.

Case Study Scene 5: Linking EA to Other Management Processes
Chapter 10  The Role of Investment Planning and Project Management
Chapter 11  The Role of Security and Privacy

Chapter 12 The Enterprise Architecture Repository and Support Tools

Case Study (Scene 5) - Linking EA to Other Management
Processes

The Case Study continues the scenario at Danforth Manufacturing
Company (DMC) that was presented in Sections I and II. This scene
describes how the EA information will be used in the company’s capital
planning process to support investment decision-making. It also talks
about how the EA information supports project management and
security planning.

Chapter 10 - The Role of Investment Planning and Project
Management

Chapter 10 introduces the concepts of the capital planning and
investment control (CPIC) process and its relationship to enterprise
architecture and project management. The four phases of the CPIC
process are described (plan, select, control, and evaluate). The chapter
also introduces the concepts of project management and how they relate
to enterprise architecture.

Chapter 11 - The Role of Security and Privacy

Chapter 11 introduces the concepts of security and privacy and how
they relate to enterprise architecture. Four elements of an IT Security
Program are described: information security, personnel security,
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operational security, and physical security. Additionally, EA artifacts
related to IT security are discussed, including system security plans,
risk assessments, test and evaluation reports, continuity of operations
plans, disaster recovery plans, and system certification and
accreditations.

Chapter 12 - Repository and Support Tools

Chapter 12 discusses the purpose and functionality of the on-line EA
repository. The design of an example repository (Living Enterprise™)
is described, as well as the relationship of a repository to the underlying
EA documentation framework. The chapter also provides a mapping of
EA component documentation techniques to the areas of the EA
repository, and discusses the role of EA support tools.
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Case Study: 3
Danforth Manufacturing Company
Scene 5: Linking EA to Other Management Processes

The Case Study continues the scenario at Danforth Manufacturing
Company (DMC) that was presented in Sections I and II. The CIO and
Chief Architect have now completed a project with the sponsors of two
lines of business who currently have requirements for IT systems. The
sponsors, CFO Jim Gorman, and COO Kate Jarvis, had their teams work
with the EA Working Group to develop EA segment documentation for the
financial and production lines of business. These segments represent the
first parts of the company’s architecture. This scene describes how the EA
segment documentation will be used in the company’s new capital
planning process that will support IT investment decision-making. This
scene also includes a discussion about how the EA artifacts support project
management and security planning activities. Upon Sam’s
recommendation, Jim agreed to lead a new Capital Planning Working
Group, and DMC’s CEO Robert Danforth acknowledged that the
Executive Committee’s would serve as the company’s Capital Planning
Board with final investment decision approval.

CIO Sam Young opened a day-long workshop for DMC’s EA Working
Group, which included members of the newly formed Capital Planning
Working Group. “Today’s workshop will be a bit different because we are
going to use the EA documentation that we have developed during the past
few weeks to help Kate and Jim make decisions about solutions to their IT
requirements. Vince Albright, our Chief Architect, will lead the morning
session and will start by describing the documentation of current and
future views of the production and financial segments and how that will
support the analysis and decision-making process. Then, Jim Gorman, our
CFO, will lead the afternoon session, which is also the first meeting of the
Capital Planning Working Group, who will work with us to develop a
combined recommendation on the solution to Jim and Kate’s requirements
for new IT systems. Vince, what have we learned from the EA
documentation activities?”

“Thanks Sam” said Vince. “The EA Working Group did a great job with

Jim’s and Kate’s staff teams over the past two weeks in developing EA
artifacts for the EA components in the production segment and the
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financial segment of the DMC architecture. We now have EA artifacts
that describe the components in these two segments at each level of the
framework. This includes the strategic goals, initiatives, and
output/outcome measures related to finance and production, the flow
diagrams of processes in these two lines of business, the data structure and
flow diagrams for the IT systems, application/web service lists and
interface diagrams, and network diagrams. Further, we were able to
develop a future operating scenario together that looks three years in the
future and highlights both the unique and common IT requirements in the
two lines of business that these segments represent. From this scenario,
several planning assumptions were revealed, which may help us determine
a common solution to several IT requirements. The other aspect of the EA
framework that we addressed was a set of EA components that represent
IT security resources that serve these two segments, as well as an initial set
of standards for voice, data, and video infrastructure resources that serve
the segments. Finally, we identified the current IT workforce and training
requirements related to these lines of business, but are waiting on
developing the future requirements until the groups determine the
recommended solution.

Vince led the two working groups in a more detailed review of the EA
documentation that had been developed, and Jim then opened the
afternoon working group session. “Thanks again Sam and Vince for
providing the approach and oversight for the documentation of the EA
segments for production and finance. Kate and I are now going to review
the requirements that we have for additional IT support within our lines of
business. We would like the Enterprise Architecture and Capital Planning
Working Groups and our staff members to help us this afternoon to
determine what the most effective way is to meet those requirements, be it
separate systems or a combined solution. DMC is always interested in
maximizing the return on any investment in resources we make, and it
already is apparent that by looking across the entire enterprise of DMC,
that our planning and decision-making will be enhanced.”

Jim and Kate discussed their previous proposals for IT systems in their
respective lines of business. Jim had initially identified a commercial ERP
solution (WELLCO) which had the service modules that he needed. Kate
had initially identified a custom-built Sales and Inventory System (SITS)
as the solution for new requirements in those areas. The working groups
and line of business staff members reviewed the information from the
initial requests, and then used the EA documentation of these lines of
business to establish what the most operationally efficient and cost
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effective solution would be. They were able to determine that the
WELLCO commercial ERP application suite had a module available for
sales and inventory functions. By contacting the vendor, they were also
able to determine that this module could support the addition of some
custom functionality, which would then allow it to fully meet Kate’s
requirements. The cost of this additional WELLCO module would be
approximately $1,675,000, as opposed to the $3,000,000 that was
estimated to create SITS. Further, the use of the WELLCO ERP product
within both lines of business promoted additional information exchanges
through the use of common data formats.

Jim addressed the group in the late afternoon after the analysis work and
discussions had been completed. “Thank you all for taking the time today
to help us review the creation of the first two segments of our company’s
architecture, and use that information to evaluate two requests for new IT
support. Originally, these two requests were submitted by Kate and me
separately at our annual planning conference several months ago. The
estimated cost of the two separate solutions was $3,600,000. By looking at
our business areas from an enterprise-wide architecture perspective, we
have been able to find a combined solution that will save the company
$1,325,000 and promotes higher levels of information sharing than we
otherwise would have achieved. Sam, this is a win-win for Kate and me. I
believe it is a win for you and Vince, because you have just shown why the
EA program is needed, and how it will more than pay for itself. Sam and I
will now take the combined recommendation of the EA Working Group
and the Capital Planning Working Group to the Executive Committee for
final approval. If approved, we will be calling on the two groups to assist
in conducting the control reviews and evaluation review of the project that
are part of our new capital planning and investment control process. This
will lower the risk of failure and help us to mature our EA and capital
planning processes. Ilook forward to seeing you all at those reviews.”

The DMC Executive Board approved the recommendation of the working
groups, and CEO Robert Danforth commended Kate, Sam, and Jim for
working together to identify a more cost-efficient solution for their needs.
The EA program was then approved for funding to complete the remaining
segments of the DMC architecture over the following 18 months, as well
as annual operations and support funding for the next two years, at which
time the value of the EA program would be reviewed by the Executive
Committee.
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Chapter 10

The Role of Investment Planning
and Project Management

Chapter Overview

Chapter 10 introduces the concepts of the capital planning and investment
control (CPIC) process and its relationship to enterprise architecture and
project management. The four phases of the CPIC process are described
(plan, select, control, and evaluate). The chapter concludes with a
discussion of how a significant part of IT governance is implemented
through the CPIC process.

Key Term: Capital Planning

The management and decision-making process associated with the planning,
selection, control, and evaluation of investments in resources, including EA
components such as systems, networks, knowledge warehouses, and support
services for the enterprise.

Learning Objectives

» Understand the concepts of capital planning.

» Understand the four phases of the capital planning process.
» Understand how capital planning relates to EA.
>

Understand how project management relates to EA.

Introduction

The EA program is only effective if the enterprise’s resources are
effectively applied to gaps in operational performance. It takes people,
money, facilities, software, hardware, training, and other resources to do
this through the investment in an ongoing series of development and
improvement projects. If there were no gaps in operational performance,
there would be no requirement for new or upgraded EA components.
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However, this is rarely the case, and so capital planning and project
management processes are needed to manage the projects that enable the
ongoing transition from the current architecture to the future architecture.
These processes also help to ensure that strategic, business, and
architectural alignment are maintained as the enterprise plans, selects,
controls, and evaluates investments in EA components.

Home Architecture Analogy: For an architect’s design to be approved, the
owner’s requirements must be met within the budget that is available. The
architect must then work with a builder to ensure that the design is properly
constructed, that the schedule is met, and that the budget is not exceeded.

Discussion

Capital Planning and Investment Control (CPIC) process supports EA by
planning, selecting, controlling, and evaluating investments in new or
upgraded EA components. This cyclic process promotes the attainment of
the following:

o Identification of operational performance gaps in the enterprise

e Identification of new or upgraded EA components to close
performance gaps

e Development of business cases that consider alternatives,
alignment, and value

e Development and management of an overall portfolio of
investments in the EA

e Maximizing the value of individual investments in EA components

e Encouraging a culture of learning by evaluating each completed
investment

The CPIC process operates in four distinct phases that serve to (1)
standardize how requirements for technology are identified within a
strategic and business context; (2) associate the technology requirement
with an EA component; (3) make an investment decision; and (4)
implement a solution through standardized project management practices
and the EA program.”® The Project Management Plan (PMP) serves as the

 The original concept of a CPIC process was developed by the Federal CIO Council in the late 1990’s
and is now codified in annual guidance from the Office of Management and Budget in Circular A-11.
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common documentation source for all phases of the CPIC process. Figure

10-1 shows the four phases of the CPIC process.

Proposed
Investments

Planning Phase

Requirements,
Business Case.
Project Plan

Selection Phase

Funding Selection,
Project Sequencing

/ﬁwx Project =F
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=R Management 29
S5 oa
25 Plan ~
O

Control Phase

Management of
Cost, Schedule,
Performance & Risk

Evaluation Phase

Lessons Learned,
Continuing Value

Completed
Projects

Figure 10-1: The IT Capital Planning Process

CPIC Planning Phase

The CPIC Planning Phase is where business and technology requirements
that emerge throughout the enterprise are reviewed at a preliminary level
for merit, need, and identification of an association with an EA component.
Those requirements that are determined to have sufficient value to
enterprise are then associated with an EA component and formalized in a
PMP using standard templates for large and small projects. The PMP
contains detailed information about the proposed investment/project
including the requirement, the business case, a work breakdown structure,
a schedule, a budget, roles and responsibilities, measures for success, and a
communications plan. The PMP is intended to be a living document that is
updated throughout the lifecycle of a project from conception to
completion. When the PMP is completed and all project and investment

The OMB approach identifies three phases: select, control, and evaluate. This book adds the planning
phase to recognize the importance and amount of activity that is required to properly evaluate
alternative solutions and implementation strategies prior to making an investment decision in the
selection for funding phase.
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information are present, the potential investment/project moves to the
CPIC Selection Phase. Here is also where a cost-benefit analysis is done.

CPIC Selection Phase

The CPIC Selection Phase is where a funding decision is made for a
proposed investment in an EA component. The funding proposal, as
documented in the PMP, is reviewed for value, alignment, strength of
business case, strength of technical solution, security, risk, and return.
Based on this review of the PMP, the enterprise’s management determines
if the investment should be made in light of available resources. Some
enterprises review proposed investments as a group on a periodic basis
(e.g., quarterly or annually) so as to align the selection process with budget
and business cycles.

Return on Investment (ROI) can be one of the most difficult aspects of a
proposed investment’s business case to develop because many of the
benefits of enterprise-wide technology solutions are qualitative in nature.
For example, in calculating benefits attributable to the EA component that
contains enterprise-wide e-mail, there will be an estimate of the dollar
values for improvements in productivity, communication, record keeping,
and morale; all of which are difficult to precisely measure. For that
reason, enterprises should use ROI as only one of a number of factors in
selecting investments in EA components.

Once a proposed investment in an EA component is selected for funding,
the investment becomes an active project and the PMP is refined to reflect
any updates to the implementation schedule and funding plan that may be
needed for that project to be activated within the Sequencing Plan of the
EA Management Plan. The project then moves to the CPIC Control Phase.

CPIC Control Phase

The CPIC Control Phase is where ongoing development and upgrade
projects are evaluated for how closely cost, schedule, and EA component
performance milestones are being met, and how well areas of risk are
being managed.

Cost, schedule, and performance milestones are tracked by establishing
baseline estimates and then managing to that baseline. This is the basis of
“Earned Value Management” (EVM) which is a project management
technique that looks at planned versus actual cost, schedule, and
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performance data throughout the life of the project. ** One of the key
concepts in EVM is that projects that significantly diverge from planned
(baseline) estimates are more difficult to return to the baseline the further
along that the project is. EVM emphasizes identifying significant
divergence within the first third of the project’s schedule in order to have
the best chance to recover to baseline values, or to reset the baseline if new
requirements have been added which increase cost and/or time estimates.
Project planning and tracking documentation is maintained as part of the
PMP and includes a Work Breakdown Structure (WBS), project task list
and schedule (Gantt Chart), critical path information (PERT Chart), EVM
information, and performance metrics. Performance metrics are those
which measure the capability of the EA component that is being created.
This could include database query speed, application refresh rate, website
page refresh rate, usability, navigability, peak network bandwidth, and
interoperability.

Risk is related to uncertainty and any potential obstacle to success in the
project. It is important to have identified risk areas before the start of the
project and implemented proactive and reactive strategies for limiting
(mitigating) those risks. Sources of risk include the use of new
technologies, loss of key personnel, loss of funding, adding new
requirements without adding time/money (called “scope creep”),
insufficient testing prior to acceptance, lack of stakeholder buy-in, and
insufficient training for end-users and maintenance personnel.

CPIC Evaluation Phase

The CPIC Evaluation Phase is where (1) completed IT projects receive a
Post-Implementation Review (PIR), and (2) where operational systems are
periodically reviewed for continuing value. PIRs help an enterprise to
review the “lessons learned” from each project and in so doing, to mature
in their ability to implement similar projects in the future. For example, if
an enterprise completes several website projects a year and no PIR is held,
the problems, successes, approaches to risk, etc. will not be shared and an
opportunity to improve in this area is lost. PIRs help to reduce cost, cycle
time, and risk for IT projects, and they help to create a culture of sharing
and learning in the enterprise.

Once a system is accepted into the IT operating environment, it becomes
what is referred to as a “legacy” system. It is important to not only

% The Earned Value Management System (EVMS) was developed in the 1960’s by the Department of
Defense to track large, complex acquisition programs.
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conduct PIRs just after systems are brought into the IT operating
environment, but also to review these legacy systems at regular intervals
(perhaps annually) to determine if each one is continuing to add sufficient
value to the enterprise to merit additional spending for operations,
maintenance, and upgrades. If it is found that a legacy system is not
performing to the level that the enterprise needs, or is duplicating
capabilities, then that system is identified for phase-out and disposal.
Disposing of legacy systems (after needed data and functionality are
transferred) is important to maintaining an IT operating environment that is
as effective, flexible, and cost-efficient as possible.

Governance and Capital Planning

Governance processes, including CPIC, are those that provide policy and
decision-making, and they should be overseen by some form of Executive
Steering Committee that is comprised of the enterprise’s top executives.

The CPIC process should be managed by the enterprise’s Chief Financial
Officer (CFO) in collaboration with the Chief Information Officer (CIO)
and LOB managers. Because CPIC is primarily a financial investment
decision-making process, the CFO should lead it, but it is very important in
information-centric enterprises that the CIO be a partner in the process and
that these two executives effectively integrate CPIC and the EA
Management process. CPIC decisions in each phase of the process should
be made by an executive level Capital Planning Board (CPB) that is
supported by a Capital Planning Working Group (CPWG) and an
Enterprise Architecture Working Group (EAWG). In this way, CPIC
decision-making has senior stakeholder involvement and the
documentation and analysis activities are accomplished by subordinate
groups of experts in business and technology. Figure 10-2 shows theses
relationships.
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Figure 10-2: The CPIC Governance Process

The Executive Steering Committee

The ESC is a top-level policy making and decision review committee. Its
purpose is to establish the enterprise’s strategic goals and initiatives,
governance processes, and policies to implement and integrate those
processes. Enterprise-wide governance regarding the use of information
technologies primarily involves six processes, which must work together to
promote effective policy and decision-making: strategic planning,
enterprise architecture, capital planning, project management, security, and
workforce planning.

The ESC provides the CPB with policy and guidance regarding strategic
goals and governance. The ESC also reviews the decisions of the CPB to
ensure that they best promote the achievement of the enterprise’s strategic
goals.

The Capital Planning Board

The CPB is an executive-level decision-making board. The CPB decides
which investments/projects are selected for funding, determines if active
projects involving capital assets (including EA components) are being
effectively implemented, evaluates completed projects for lessons learned,
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and determines if ongoing programs are continuing to add value to the
enterprise.

To establish a baseline for investment decision-making, the CPB develops
a portfolio to aggregate, categorize, and manage individual investments in
capital assets, including EA components. This “Investment Portfolio”
reveals total spending on capital assets, supports portfolio-level
management, and allows for the shifting of resources away from categories
with low ROIL. Alternatively, general business categories can be used such
as Operations, Sales and Marketing, Finance and Accounting, Human
Resources, Research and Development, and Office Automation. The goal
of portfolio level investment management for the CPB is to identify the
right balance of capital spending between categories, and to weed out weak
investments in each category. The CPB also does cost-benefit analyses.

The CPB should establish a regular schedule for reviewing investment
proposals, current projects, and ongoing programs. Each investment (and
investment is a new project or legacy program) in the portfolio should be
reviewed at key schedule milestones or at least once a year. The CPB
should be chaired by the CFO, and the members should include the CIO,
program sponsors, and program managers.

The Capital Planning Working Group

The CPWG supports the CPB by (1) helping Project Managers to prepare
and update PMPs, especially the business cases, (2) providing
documentation and business analysis support for CPB reviews, (3)
coordinating their analyses with the EAWG, and (4) maintaining an
archive of CPB documents. The CPWG should be chaired by a CPIC
Portfolio Manager and the members include project managers and CPIC
stakeholders. Support staff for the CPWG should include experts on
strategic planning, business analysis, project management, and workforce
planning. The CPWG also performs Cost-Benefit Analyses.

The Enterprise Architecture Working Group
The EAWG supports the CPB by (1) helping Project Managers to prepare

and update PMPs, especially EA information, (2) providing documentation
and technical analysis support for CPB reviews, and (3) coordinating their
analyses with the CPWG. The EAWG should be chaired by the Chief
Architect and the members should include project managers and EA
stakeholders. Support staff for the EAWG should include the EA team and
experts on information technology analysis at all levels of the EA* Cube
Framework, security, project management, and configuration management.
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The Role of Project Management

Project (and program) management is a professional discipline that focuses
on developing, implementing, operating, improving, and/or retiring
enterprise resources. Project and Program Managers (PMs) are responsible
for meeting the goals of the project or program. Controlling successful
outcomes involves the management of five primary aspects of a
project/program: managing scope; controlling costs, maintaining the
schedule, achieving desired levels of product performance, and mitigating
risk.

Projects and Programs are terms that encompass the work that an
enterprise does. Projects are different from programs in that projects
create new or updated resources/capabilities. Programs include projects as
well as the ongoing governance and business services that constitute most
of the activities of an enterprise. Programs are oriented toward the
management of existing (legacy) resources/capabilities, whereas projects
build new or upgrade existing resources/capabilities. >’

Key Term: Project
A temporary endeavor undertaken to create a unique product, service, or
result.

Key Term: Program
An ongoing endeavor that manages existing processes/resources, or oversees
the development of new processes/resources via projects.

PMs manage both projects and programs by establishing a detailed plan for
accomplishing the strategic and/or tactical goals that are supported.
Project Management Plan (PMP) and adjusting it to meet changes in
requirements or resources. The PMP is a living document that provides
information for PMs and others in all phases of the CPIC process. When
the project involves the development, upgrade, or retirement of EA
components, the development of the PMP also provides some of the EA
artifacts needed for that component. Figure 10-3 on the next page provides
an example outline of a Project Management Plan.

27 Project Management Institute (PMI). The Project Management Body of Knowledge (PMBOK®)
Guide (4" Edition) 2008.
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Project Management Plan
Executive Summary

1. Project Requirements
a. Project Description
b. Project Sponsorship and Stakeholders
2. Strategic Alignment
a. Alignment to Strategic Goals
b. Value to and Impact on Strategic Initiatives
3. Architectural Alignment
Alignment with the Enterprise Architecture
Integration With Existing Resources
Standards and Product Selection Strategy
System Development Lifecycle Methodology
System Performance Metrics
System Standard Operating Procedures
4. Business Case
a. Alternatives Analysis
b. Cost-Benefit Analysis
c. Return on Investment Analysis
5. Project Controls
a. Cost Controls and Project Budget
b. Schedule and Work Breakdown Structure
c. Project Performance Goals and Metrics
d. Risk Management
6. Project Enterprise
a. Project Sponsor, Manager, and Team Structure
b. Roles and Responsibilities
c. Testing and Quality Assurance
d. Workforce Training
7. Security and Privacy
a. Security Plan
b. Data Privacy Procedures
c. Records Management Procedures

mo Ao o

Appendix A Business Case Worksheets
Appendix B Reference Documents
Appendix C Glossary of Terms

Figure 10-3: Example Outline of a Project Management Plan
PMs should develop the Project Management Plan as follows:
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PMP - Executive Summary
Provide a one or two-paragraph summary of the purpose of the project, its

value to mission accomplishment, the technical approach, alternatives
considered, the total lifecycle cost, funding availability, the proposed
schedule, and potential implementation risks.

PMP - Project Requirements: Documentation and Analysis

Provide a general description of the background and context of the project,
as well as the EA-related requirement(s) that this project meets. Determine
the outcomes that the project must achieve, and how the successful
attainment of those outcomes will be measured. Describe the type of EA
component(s) that this project develops, upgrades, or retires (system,
application, database, website, cable plant, hardware platform, etc.).
Determine if this project creates a new IT capability or upgrades an
existing capability. Also determine if there is any duplication of existing
capability and if so, describe why it is beneficial to create this duplication.
For project sponsorship and stakeholders, identify who the funding and
implementation sponsor is at the executive level; this is the person with
budget approval and operational approval authority. Finally, identify who
the stakeholders are in this project (i.e., users, sponsors, developers, and
managers).

PMP - Strategic Alignment: Value and Impact

For strategic alignment, describe how this project supports the enterprise’s
strategic goals. Describe if this project responds to a directive or a
government mandate or initiative, and how this project will meet all
aspects of these requirements. For value and impact, describe the value of
this project in terms of improving internal and/or external business services
and optimizing the utilization of resources. Determine if re-engineering or
improvement of those processes is needed before (or as part of) project
implementation and operations. Describe the impact if this project is not
implemented.

PMP - Architectural Alignment: Integration, Standards, and Approach

For EA alignment, discuss and then document the project’s proposed
technical approach with the enterprise’s EAWG for design and operational
alignment at the various levels of the EA® Cube Framework: strategy,
business, information, applications, and technology infrastructure.
Determine the costs associated with documenting the project throughout its
lifecycle in the on-line EA repository, including views of EA components
at all levels of the EA® Cube Framework in both the current and future
architectures, as well as the EA Management Plan. Include these costs in

An Introduction to Enterprise Architecture — 3™ Edition 215



the total lifecycle cost of the project. For integration, determine if there are
data or telecommunication interfaces to other EA components and describe
how integration, interface, and information exchange issues will be
handled. For standards, determine if approved data, telecommunications,
and video technical ~ standards at all levels of the EA* Cube Framework
are being followed. If there are new standards being introduced, explain
the effect of adopting those new standards on other IT system(s),
application(s), database(s), and/or website(s). Describe the approach to
configuration management that will be taken in terms of using EACRs at
all levels of the EA* Cube Framework. Determine and describe the System
Development Lifecycle Methodology (SDLC) method that will be used to
organize IT system implementation efforts (e.g., waterfall, rapid
application development, evolutionary, incremental/phased). For
performance measures, determine the performance metrics that will be
used to measure proper system design performance, to be evaluated as part
of acceptance criteria, and during the operations and maintenance phase of
the delivered EA component(s). Determine the Standard Operating
Procedures (SOPs) that will have to be written for the operations and
maintenance phase of the lifecycle, and utilize draft SOPs as part of
acceptance testing.

PMP - Business Case: Value and Results

Perform an Alternatives Analysis to determine if there are several viable
alternatives for meeting the stated EA-related requirement(s). Identify
how each alternative meets or does not meet the requirement(s). Perform a
Cost-Benefit Analysis for each alternative and then determine what the
Return on Investment will be (using a Net Present Value discount factor)
during the lifecycle. Perform a risk analysis to identify areas of risk and
mitigation strategies. Select the best alternative based on (1) strategic
alignment, (2) architecture alignment, (3) ROI, (4) security solution, (5)
level of risk, (7) total cost of ownership, and (7) available resources.
Ensure that the rest of the PMP documentation focuses only on the selected
alternative. (See Appendix A for additional details on the business case).

PMP - Project Controls: Cost, Schedule, Performance, and Risk

For cost controls, describe the total lifecycle cost of this project, including
planning, design, development, operations, and maintenance. Describe the
source of funding for the project during the total lifecycle including
operations and maintenance. Describe the method for acquiring key
project resources (i.e., funding, hardware, software, operating facilities,
trained personnel). Use an Earned Value Management approach to track
planned versus actual costs, as well as the baseline schedule and actual
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progress.  For additional schedule controls, document the baseline
schedule with both task (Gantt Chart) and critical path (PERT Chart) views
that identify major milestones, in-progress, reviews, testing, and post-
implementation events. For project performance oversight, establish what
the performance metrics are for the EA components that are being created
and/or upgraded in this project, especially what the acceptance criteria are
prior to going operational. In the area of risk mitigation, describe what the
potential obstacles to success in implementing this project are and how
will this risk be mitigated (overcome the obstacle). Examples include
technological risk if the enterprise is an “early adopter”, cost risk imposed
by budget cuts, schedule risk imposed by losses of key personnel, late
shipment of hardware or software components, and implementation risk if
all stakeholders were not involved in all aspects of project development.

PMP - Project Enterprise: Structure and Responsibilities

Identify the Project Sponsor, PM, and the project team. Determine and
describe the roles and responsibilities of the Project Sponsor, PM, and
other key team members. Document this in a project “Roles and
Responsibilities Matrix.” Determine a project Work Breakdown Structure
(WBS) that identifies all of the major work areas and then decomposes
each significant activity in terms of time and budget goals. Use these cost
and schedule goals in the Gantt Chart and business case. For testing and
quality assurance, describe the approach to testing during development and
acceptance. Determine if third-party integration or verification testing is
also required, and if so, describe the approach and key participants.
Describe the training, user guide, operations, maintenance, and other
reference materials that will have to be written for the project’s delivered
system(s), application(s), database(s), and website(s). Identify the
technical, business process, or other training that users will be required to
have in order to operate and maintain the delivered system(s),
application(s), database(s), or website(s). Identify sources and cost
estimates for all required training and schedule accomplishment prior to
acceptance and operations. Identify back-up personnel for key positions to
receive training.

PMP - Security and Privacy: Protecting and Assuring Information

In the area of physical security, determine and describe the facilities and
other direct access protection that will be required to achieve an acceptable
level of risk to prevent unauthorized access to these EA components. In
the area of information security, determine how the information
created/used by the EA component will be protected and authenticated. In
the area of personnel security, determine how access control will be
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provided for system administrators, database administrators, webmasters,
security personnel, and end-users. In the area of operational security,
determine and document (via a SOP) the procedures for handling end-user
agreements, login and access control, incident response (i.e. virus attacks,
denial of service attacks, hackers), password issuance and control, and
employee termination. For testing and accreditation, determine and
describe the method that will be used to test certify that the delivered EA
components(s) meet the risk adjusted-goals in the areas of physical,
information, personnel, and operational security. For data privacy,
determine the sensitivity and classification of information on delivered EA
component(s). Determine the issues related to data privacy and describe
how they will be handled (e.g., access to employee’s personal
information). For records management, determine the issues related to
records management and describe how they will be handled. Determine if
information exchange and records management issues exist with other IT
resources and describe how they will be handled.

PMP — Appendices.

Appendices to the PMP should provide amplifying documentation. This
can include the detailed worksheets used in the business case (alternatives
analysis, cost-benefit analysis, and NPV/ROI calculations), EA Artifacts,
and a project glossary and list of terms.

Summary of Concepts

This chapter discussed the role of capital planning and project management
processes in the EA Management Program and the implementation of EA
components. The four phases of the Capital Planning and Investment
Control process were described, as was an investment governance process
that centers on the decision-making of the Capital Planning Board and its
supporting working groups. These are the groups that perform both
business case and EA alignment analyses and help PM prepare and update
their Project Management Plans in all phases of the Capital Planning and
Investment Control process. The role of project and program management
was also discussed in the chapter and an example Project Management
Plan was provided.
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Chapter 10 Review Questions

1.

10.

11.

12.

Why is it important to integrate the EA Management Program with the
enterprise’s capital planning process and project management
practices?

Describe the four basic phases of the capital planning process.

How can the capital planning process help support decisions on
investing in future EA component upgrades or new capabilities?

What is a business case for investment in EA components? What are
the roles of an Alternatives Analysis, Cost Benefit Analysis, and
Return on Investment calculation in the business case?

Describe roles and responsibilities in the capital planning governance
process.

Why is it important to have a standardized format for a Project
Management Plan?

How are security and privacy issues described in the Project
Management Plan?

What kinds of updates to a Project Management Plan occur in each of
the four phases of the capital planning process?

What is meant by “architectural alignment” in developing a Project
Management Plan?

Describe how an enterprise’s Chief Information Officer, Chief
Financial Officer, and Chief Operating Officer should cooperate and
coordinate in developing and managing an integrated approach to
enterprise architecture, capital planning, and project management.

Describe how cost, schedule, performance, and risk managed would be
managed in a project to implement an email system in a new location.

Develop a business case for the hypothetical outsourcing of an
enterprise’s IT Help Desk. The elements of the business case are (1)
an Alternatives Analysis that compares in-house operation of the Help
Desk and outsourcing to an external service provider, (2) a Cost-
benefit Analysis for each of the two alternatives and (3) a Return on
Investment calculation for each of the two alternatives.
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Chapter 11
The Role of Security and Privacy

Chapter Overview

Chapter 11 discusses the role of security and privacy as part of an EA
program and architecture. Security is one of the vertical “threads” that has
an impact at all levels of the EA framework. The enterprise’s Security and
Privacy Program is described in four basic parts: information security,
personnel security, operational security, and physical security. The chapter
also covers discusses the role of security and privacy as part of risk
management and the elements of an example Security and Privacy Plan.

Learning Objectives

» Understand the role of security and privacy in the EA program
Understand the role of security and privacy in managing risk
Understand balance between information sharing and protection

Understand the eight basic elements of a security framework

YV V. V V

Understand the parts of an example Security and Privacy Plan

Introduction

The role of security and privacy within an EA program is best described as
a comprehensive set of controls that pervade all architectural domains and
are a key part of an organization’s risk management strategy. One can
think of this as a vertical thread that weaves through all levels of the
architecture. The thread metaphor is used (as opposed to a separate
dedicated level) because security and privacy are most effective when they
are integral to the enterprise’s strategic initiatives, business services,
information flows, applications, and technology infrastructure.

Home Architecture Analogy: The set of security controls are like a
home’s intruder detection and response service that monitors entry points,
and internal spaces, provides an alarm system, notifies occupants of a
problem, and can generate a response from a security service.

An Introduction to Enterprise Architecture — 3™ Edition 221



Discussion

Effective security and privacy controls should operate throughout the
architecture and reflect a comprehensive and integrated risk management
solution for the enterprise. This is implemented through a Security and
Privacy Program comprised of eight areas that are implemented and
maintained in the context of an enterprise-wide EA and risk management
strategy. Those areas are Governance, Operations, Personnel, Workflow,
Information, Applications, Infrastructure, and Physical; as is shown in
Figure 11-1.

Risk Management Strategy

Governance

Operations

Personnel

Workflow

Information Exchange

Systems

Infrastructure

Aupqesadoisiu| / Buleys Joy 1Al

Physical

Drivers for Protection / Compartmentalization

Security and Privacy Plan

Figure 11-1: Risk Management and Security / Privacy

Drivers and Threats

Drivers for managing risk come primarily from an enterprise’s need to
integrate processes/systems and share information, with a concurrent need
to protect those resources from unauthorized access and use. Finding the
right balance point in each area of an enterprise is the purpose of the Risk
Management Strategy.

Threats to the security of an enterprise’s business and technology operating
environments come in many forms. This includes fires, floods,
carthquakes, accidents, terrorism, hackers, disgruntled employees,
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runaway technologies, and unintentional mistakes. Additionally, as the
global use of IT continues to accelerate, fueled by the ubiquitous Internet,
enterprises are increasingly exposed to daily threats from both the outside
and the inside. How seriously the enterprise addresses these threats is
often related on how aware the enterprise is of its dependency on IT to
support key business services, and the probability of a threat affecting the
enterprise. Without an awareness of threats, or an appreciation of their
relevance, enterprises will not invest in a robust security/privacy program.

One fundamental aspect of security and privacy is the realization that there
isn’t a 100% foolproof solution for any enterprise. The reason for this is
that the security and privacy program and risk management strategy are
created by members of that enterprise or by contracted service providers,
The employees and contractors who are in security and system
administration positions can decide to disable, evade, or sabotage the
security and privacy solutions. This type of “insider threat” is the Achilles
Heel of all IT security and privacy programs, and is what underlies what
are referred to as “risk-adjusted” solutions. This means that a security or
privacy solution is selected based on several considerations, including the
cost, the level of protection needed, the effect on end-users and system
administrators, and the effectiveness of available technologies.

The best way to address security and privacy solutions throughout the
enterprise is to a set of controls/solutions within and around key business
and technology resources and services. Using a “defense in depth”
approach, these controls provide an integrated set of risk-adjusted security
solutions in response to physical, personnel, and operational threats to the
proper functioning of EA components.

Creating an Integrated Set of Controls

An integrated set security and privacy controls for the enterprise is created
by including these considerations security in the planning, design,
implementation, and operation of all EA components and artifacts. For
information-centric enterprises, including IT security and data privacy as
required design elements of EA components, and having leadership
support at the strategic and line of business operations levels can provide a
strong and meaningful statement about the importance of protecting the
business and technology operating environment.

Security and privacy controls should also be a consideration in business
process reengineering and improvement activities, and should be a
requirement for the design of information flows. Security and privacy
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should also be key checklist items when making acquisition decisions for
systems, hardware, software, and support services at the Systems/Services
level and the Technology Infrastructure level of an architecture.

Security and privacy controls should function to reduce or eliminate
external and internal threats — doing so through a combination of perimeter
defense and internal configuration control. Controls should also support
rapid bounce-back capabilities (called “resilience”) when incidents occur —
from minor to major in scope. When done correctly, controls can serve to
detect and deter unauthorized access attempts, denial of service attacks,
malware insertion attempts, spoofing, phishing, and virus attacks, and code
manipulation attempts.

The Security and Privacy Program / Plan

The Security and Privacy Program is intended to provide expertise,
processes, and solutions for the protection of IT resources active in the
business and technology operating environment. The Security and Privacy
Program supports the EA by providing requirements for standards and
procedures that are used in the planning and implementation of EA
components and artifacts. Each EA component and artifact should be
assessed to determine if the proper level of protection is provided, and if
not, that solutions are identified on a risk-adjusted basis. Risk-adjustment
refers to the trade-off between sharing and protection, as well as how much
security is desired versus the cost and effort required to implement it.

The Security and Privacy Program looks at all possible sources of threat,
including threats to the source and validity of information, control of
access to the information, and threats to the physical environment where IT
resources are located. The Security and Privacy Program also provides
Standard Operating Procedures (SOPs) that help to organize and improve
the development and certification of new systems, the operation of legacy
systems, and the response to security incidents.

The Security and Privacy Program should be managed by a specialist in
this field, and increasingly enterprises are establishing positions for an
Information Systems Security Manager (ISSM). The ISSM should have
business and IT operating experience in addition to training in the various
elements of IT security. The ISSM should report to the CIO and work
collaboratively with the Chief Architect to ensure that EA component and
artifact design, implementation, and operational activities have effective
security as a requirement. The ISSM should also be responsible for the
development, implementation, and maintenance of the enterprise’s
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Security and Privacy Plan, in alignment with the Risk Management Plan
and the EA. The Security and Privacy Plan should provide the security-
related policies and procedures for the documentation, testing,
certification, accreditation, operation, and disposal of EA components and
artifacts at all levels of the EA framework, as shown in Figure 11-2.

Security & Privacy Plan

1. Introduction

Purpose of the Security & Privacy Program / Plan
Principles of Risk Management

Critical Success Factors

Intended Outcomes

Performance Measures

2. Policy

Executive Guidance

Technical Guidance

Applicable Law and Regulations
Standards

3. Reporting Requirements
Roles and Responsibilities
Schedule and Milestones
Incident Reporting

4. Concept of Operations

Threat Summary

Risk Mitigation

Integration with Enterprise Architecture
Component/System Level Accreditation

5. Security Program Elements
Information Security

Personnel Security

Operational Security

Physical Security

6. Standard Operating Procedures
Test and Evaluation

Risk Assessment

Certification and Accreditation

Disaster Recovery/Continuity of Operations
Records Protection and Archiving

Data Privacy

IT Security Training and Awareness

Appendix A Inventory of IT Components
Appendix B Terms and Definitions
Appendix C References

Figure 11-2: Example Security & Privacy Plan Format
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There are four key elements of the Security and Privacy Program that
will be discussed in more detail: information security, personnel,
operations, and physical protection.

Program Key Element #1: Information Security

In the area of information security, the Security and Privacy Program
should promote security and privacy-conscious designs, information
content assurance, source authentication, and data access control.
Additional information on this area is as follows:

Design: These are the physical and logical systems analysis and design
activities that look at data structure, relationships, and flows. Whether
traditional structured methods are used or the newer object-oriented
methods are used (see Chapter 4 for additional details), security and
privacy controls should be one of the requirements that must be met for the
design to be approved. Security and privacy issues in this area affect the
Business Process and the Information Flow levels of the architecture.

Assurance: This is the protection of information content from being
altered unintentionally or by an unauthorized source. Enterprises rely on
the quality of data and information, regardless of subject matter. The
quality is important, whether the data takes the form of financials,
employee benefits, manufacturing, research, or government services.
Controlling the access to information significantly contributes to assuring
the integrity of that information. Also, configuration management
activities such file naming conventions, automated document archiving
(full and incremental saves), and version control of information all
maximize information assurance. Security and privacy issues in this area
mainly affect the Business Process and the Information Flow levels of the
architecture.

Authentication: This refers to being able to verify the source of
information. It is often important to know, without a doubt, who it was
that created or manipulated information. Software applications often
automatically create a log entry or attach a “stamp” to
information/documents created by that application. Computer machine
addresses, Internet Protocol (IP) addresses, instant messaging names, and
e-mail addresses that are automatically generated in on-line transactions
provide a basic level of authentication, however, “spoofing” of these is
possible. Some enterprises are using digital signatures and a Public Key
Infrastructure (PKI) to be able to authenticate someone’s handling of
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information (e.g., banking transactions, e-commerce, and executive
correspondence). Security and privacy issues in this area affect all levels
of the architecture.

Access: This focuses on who can access information within the enterprise
and how that access is managed. Software applications often provide some
form of access control through the use of login identifications and
passwords. Some applications use what is called “user rights and
permissions” to limit the extent of access that a particular user has. There
are often several levels of rights and permissions, including: normal user;
super user; and system administrator. The system administrator level of
access often enables unrestricted use of a system, application, or database
and as such, has a high level of security interest and should be monitored
closely. Security and privacy issues in this area mainly affect the
Information Flow, Systems/Services, and Technology Infrastructure levels
of the architecture.

Program Key Element #2: Personnel

In the area of personnel security, the Security and Privacy Program should
promote user authentication, security awareness, and training as follows:

User Authentication: The verification of the identity of employees,
contractors, and others who use the enterprise’s facilities and systems, and
other resources. With regard to IT this includes all end-users and system
administrators before they gain access to an EA component. Technologies
that can help in this area include personal passwords, smart cards,
identification badges, and biometrics. Security and privacy issues in this
area mainly affect the Systems/Services and Technology Infrastructure
levels of the architecture.

Awareness Training: Security and privacy awareness training should be
provided to all of the enterprise’s end-users and system administrators. It
includes having all end-users and administrators read and sign an IT
Awareness Agreement before they have access to any EA component,
which acknowledge that the enterprise owns these resources and hosted
information. The IT Awareness Agreement should also state that access to
these resources is contingent upon following the enterprise’s operational
and security SOPs and that monitoring of end-user and system
administrator on-line activity is to be expected. IT awareness training
should be repeated annually to reinforce compliance. Security and privacy
issues in this area affect all levels of the architecture.
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Procedures Training: Security and privacy procedures training should be
provided to end-users and system administrators to build proficiency in
avoiding security breaches, recognizing threats, and reacting to security
incidents. This training is very important because the timely response to a
security incident (such as a virus attack) can mean the difference between a
minor inconvenience and a total disruption of IT operations. Procedures
training should be repeated annually or as follow-up to significant security
upgrade actions or incidents.  Security and privacy issues in this area
mainly affect the Systems/Services and Technology Infrastructure levels of
the architecture.

Program Key Element #3: Operations

In the area of operational security, the Security and Privacy Program
should promote the development of SOPs for EA component security, risk
assessment, testing and evaluation, remediation, certification, operation,
and disposal. SOPs should also be developed for extreme events such as
recovery from major outages or natural disasters, and enabling the
continuity of operations if all or part of the enterprise becomes disabled.
Additional information on this area is as follows:

Risk Assessment: An overall evaluation of risk at all levels of the
architecture. EA components at different levels of the architecture have
different security risks. Strategic risks include not promoting IT security if
the enterprise is information-centric, not identifying desired outcomes and
enabling initiatives, and not providing sufficient resources for the IT
Security Program. Business process risks include activities that expose
information, applications, and/or the technology infrastructure to
unauthorized access and manipulation. Information risks center on the
protection of the source and integrity of data. Support application and
infrastructure risks include corruption and/or disablement. Security and
privacy issues in this area affect all levels of the architecture.

Component Security Testing and Evaluation: This is the testing of EA
components or integrated groups of EA components in order to identify
security or privacy vulnerabilities. Testing is followed by an evaluation of
the nature of each vulnerability and the potential effect on the enterprise’s
business and operating environment if the vulnerability is left uncorrected.
Testing is performed on the hardware, software, and procedures of each
EA component as well as auditing security-related documentation (system
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and firewall logs, administrator files, reports, etc.). Security and privacy
issues in this area affect all levels of the architecture.

Vulnerability Remediation: This is the act of correcting any security or
privacy vulnerabilities found during EA component Testing and
Evaluation. Remediation actions are based on an evaluation of the effect
of the vulnerability if it is left uncorrected. This involves the selection of a
security or privacy solution based on the determination of an acceptable
level of risk. Level of risk determinations take into consideration various
alternatives for corrective action and the cost and operational affect of each
alternative. Higher levels of protection often cost more and have a more
intrusive affect on business services. Security and privacy issues in this
area affect all levels of the architecture.

Component Certification and Accreditation: This is the certification that
all remediation actions have been properly implemented for an EA
component or integrated group of EA components. Accreditation is the
acceptance of component certification actions by the appropriate executive
(usually the CIO or ISSM) and the issuance of a formal letter to operate
that EA component in the configuration in which it was tested and
evaluated. If the configuration changes, the process of risk assessment,
test and evaluation, and remediation should be repeated to ensure that the
IT security solution remains effective and has the identical corresponding
risk level that is accepted by the enterprise. Security and privacy issues in
this area affect all levels of the architecture.

Standard Operating Procedures: The documentation of security and
privacy SOPs is important to ensuring that timely and effective action is
taken by end-users and system administrators when faced with an IT
security incident. SOPs also help in the training of new personnel. SOPs
are normally required for items such as password management,
biometrics/access control, loss of sensitive data, virus incident response,
denial of service attacks, hackers and other unauthorized users, spam,
inappropriate material, user agreements, periodic backups, training
requirements, disaster recovery, and submission of EA Change Requests.
Security and privacy issues in this area affect all levels of the architecture.

Disaster Recovery:  The assessment and recovery procedures for
responding to a man-made or natural event that significantly disrupts or
eliminates business and technology operations, yet does not threaten the
existence of the enterprise. This includes sabotage, theft or corruption of
resources, successful large scale hacker/virus attacks, building damage,
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fire, flood, and electrical outages. Two time-related aspects of disaster
recovery need to be immediately and continually evaluated: (1) the method
for recovery, and (2) the affect on mission accomplishment. Both of these
may change as the amount of time increases from the moment the disaster
occurred (e.g., facilities considerations, system and data restore procedures
and the affect on business services will probably be different for 2-minute,
2-hour, 2-day, and 2-week outages). Security and privacy issues in this
area affect all levels of the architecture.

Continuity of Operations: This refers to procedures that are invoked if all
or part of the enterprise are unexpectedly destroyed or forced to disband.
In this scenario, the enterprise is unable to conduct any business or IT
operations for a period of time. The recovery response is scripted in a
Continuity of Operations Plan (COOP) that identifies where, how, and
when business and IT functions would be restored. Security and privacy
issues in this area affect all levels of the architecture.

Program Key Element #4: Physical Protection

The aspects of physical protection that should be captured in the EA
include controls for the facilities that support IT processing, control of
access to buildings, equipment, networks, and telecommunications rooms,
as well as fire protection, media storage, and disaster recovery systems.

Building Security: This focuses on the control of personnel access to the
enterprise’s buildings where IT resources are used. Depending on the level
of building security that is desired, a perimeter around the building can be
established with barriers and/or monitoring. This is augmented by limited
entry points to the building, elevators, and workspaces with doors that
open only with an authorized and current employee badge, appropriate
lock combinations or biometric scan. Security and privacy issues in this
area mainly affect the Business Process and the Technology Infrastructure
levels of the architecture.

Network Operation Centers, Server Rooms, and Wiring Closets: This
refers to the control of personnel access to those places where EA
components are physically located. This includes network operation
centers, remote server rooms, and wiring closets where voice, data, and
video cables and patch panels are located. Doors to these areas should be
locked and entry should be controlled by badge swipe and/or biometric
devices. Access to the power and air-conditioning units that support these
rooms should also be controlled and monitored. Security and privacy
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issues in this area mainly affect the Business Process and the Technology
Infrastructure levels of the architecture.

Cable Plants: This refers to the control of logical, physical, and personnel
access to the various types of fiber and copper cable that connect the
technology infrastructure together. Unauthorized tapping is possible, so
some level of protection is recommended. If highly sensitive information
is being carried by the cable plant, the enterprise may consider enclosing
the cables in hard-to-cut metal pipes or cable run boxes along the upper
wall/ceiling edges. Security and privacy issues in this area mainly affect
the Business Process level and the Technology Infrastructure level of the
architecture.

Summary of Concepts

This chapter provided an overview the relationship of security and privacy
considerations to the EA program and the documentation of EA
components. The chapter also described the four key areas that should be
included in a Security and Privacy Program and Plan that articulates and
guides the design, implementation, and use of protective controls for every
EA component. In this way, an effective, risk-appropriate set of security
and privacy controls are created that encompasses the entire architecture
and that penetrates each level of the architecture. Only by addressing all of
the relevant aspects of security and privacy drivers and threats can
effective solutions be identified for individual EA components, or groups
of EA components that function together. Finally, there should be
awareness that foolproof security is not possible because EA components
are designed and managed by humans, and “insider” access is the ultimate
threat which cannot completely be overcome.

Chapter 11 Questions and Exercises

1. Why is it important to include security and privacy in an EA program
and the documentation of EA components?

2. What are the key elements of an Security and Privacy Program?

3. What are the Physical Security issues that should be reflected in
Security and Privacy Program/Plan?
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4. What are the Personnel Security issues that should be reflected in the
Security and Privacy Program/Plan?

5. What are the Information Security issues that should be reflected in the
Security and Privacy Program/Plan?

6. What are the Operational Security issues that should be reflected in the
Security and Privacy Program/Plan?

7. Why are there no 100 percent fool-proof IT Security solutions?

8. How can the EA Management Program help to promote effective
security and privacy solutions?

9. What is the difference between a Disaster Recovery Plan and a
Continuity of Operations Plan?

10. Describe how security functions at each level of the EA® Cube
Framework.

11. What are the differences between perimeter defense and core
configuration controls?

12. Find a Risk Management Plan and a Security/Privacy Plan for a real-
world enterprise in the public or private sector, and evaluate whether it
links to an EA program. If not, suggest how the relationship could be
established.
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Chapter 12

The Enterprise Architecture Repository
and Support Tools

Chapter Overview

Chapter 12 describes the role of an on-line EA repository and support tools
in the EA program and the documentation of EA components. The design
and structure of an EA repository is discussed, and the relationship to an
underlying EA documentation framework. The example of the EA3 Cube
Framework and the Living Enterprise™ repository design is used in this
discussion. Additionally, different types of EA documentation and support
tools are discussed in the context of developing EA component
documentation and populating the on-line EA repository.

Learning Objectives

» Understand the role of an on-line EA repository in the EA
program.

» Understand how the EA repository supports documentation of EA
components.

» Understand how the design of the EA repository relates to an EA
framework.

» Understand the role of EA support tools in documenting EA
components.

Introduction

The EA repository is intended to provide a single place for the storage and
retrieval of EA artifacts that are created using EA software applications
(tools). A repository works best if it is easy to access and use. For this
reason, an on-line, web-based EA repository is recommended. This type
of web “portal” for EA should be located on the enterprise’s internal Local
Area Network to promote security of the information while still supporting
access by executives, managers, and support staff.
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Home Architecture Analogy: The EA repository is like having an
electronic copy of the home’s current blueprints and future remodeling
plans. This electronic information is stored on a home PC in a web format to
allow for easy navigation with a web browser.

Discussion

Providing easy access to EA information and artifacts is essential for their
use in planning, management, and decision-making. The EA repository is
intended to provide this type of easy access by being a “one-stop-shop” for
all of the documents that populate the various levels of an EA framework
as is shown in Figure 12-1.

EA Management Plan| _Future EAViews | EA Standards | EAProgram | EATutorial | _Site Map

Each level of the EA®

Search ————

framework is documented Enterprise Architecture Repository ...,
in the repository as a Released: March 15, 2005
column of information Current EA Strategic Business | Information | Systems & | Technology | Security
h b d Views Initiatives Processes Flows Services Infrastructure |  Solutions
that can be navigate: / /
LT Missio Lines o Knowley Sup Common Security
-/gé_/z/e}/ 3w ?"ég/ WaeBuse Gos | goboraing | poicy
Lines of Business LA
H e A A /
Strategic | / / L~ >
3 Initiatives " Mid "
£ Business |4 1 Bals & estment Data g;;?"' Wide Area Data
$ Processes s el A initativ Portfolio Flows Syetoms Network Privacy
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£ Information 1 /
B i
,':; Flows |~
@ Systems & | 4
£ Services e Detailed Performance s Data Sack Local Area I
8 Technology Vi Measures Projects Dictionary ice Network Inventory
M Infrastructure ew Systems
'l

Figure 12-1: Relating the EA Framework and Repository

EA Repository

The approach to the design of the example EA repository (and the
underlying EA3 Cube Framework) provided in Figure 12-1 is based on the
work of John Zachman who in 1987 first introduced a very intuitive
schema for visually organizing EA information. He did this by using
hierarchical rows and functional columns to create cells that contain
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“primitive” EA artifacts which answer basic questions about information
systems (who, what, why, where, when, and how). 28

The design of the “Living Enterprise” EA repository is similar in that it
uses hierarchical rows and functional columns. However, it is different in
that (1) it is based on a separate meta-framework (the EA3 Framework); (2)
it uses three hierarchical levels; (3) the functional columns are not based
on basic interrogative questions; (4) the cells of the matrix are changeable
and are often populated with EA documentation that represents composite
views of several types of primitive products; (5) it has areas for additional
information on the EA program; and (6) it is designed to be implemented
as a website and therefore has navigation and version control features. As
is shown in Figure 12-2, this overall design for an EA repository is referred
to as the Living Enterprise, which is shown on the next page in Figure 12-
3. This EA repository is linked to EA software tools and a database to
store EA data and artifacts.

EA Website & Repository

Future Views and EA Program Information

EA Management Plan| _Fulure EA Views | EAStandards | EAProgram | EATuiorial | SiteMap Web ' raphic:
- oy o Tools /\ Tools
Enterprise Architecture Repository .., } Search &
Relea 15,2005 Version
P [ Stategic I Business I nformation I Systams & I Technology | Securty Control
Views initistives | Processes |  Flows | Services |infrastructure| _Solutions.
High Mi Lines of Knowleds St Common Sec
‘‘‘‘‘‘ nes noviedge | Support nmon curty
Hierarchical be“e' aVison | Businees Warchouse | Servces | (0P | ooy
fEA b
iews o Cell names
T can be
Srganze M9 e | | ows | 5 | wenes | one modified to
cu?ren tview Level Initatves | Portiolo Flows e Network Privacy meet the
v View enterprise’s
documentation needs
of EA
components
P Detailed Performance | T Data Sack | Localarea w
View Measures Projects | Dicto oMo | Network | inventary
Repository
The columns related to the areas of the EA® Framework Data base

Figure 12-2: The Living Enterprise®* EA Repository

% The word “primitive” in Zachman’s work refers to EA documentation that is singular in its method
of development and use. For example, using traditional methods, diagramming data structure yields an
Entity-Relationship Diagram and diagramming data process yields a Data Flow Diagram that are
Zachman primitives in that they are fundamentally different in both symbology and use. If one were to
find a way to combine them into one diagram, this would yield what Zachman calls a “composite” EA
documentation product.
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Figure 12-3: Example EA Repository Design — Living Enterprise™

In implementing the Living Enterprise approach to a web-based EA
repository, it is recommended that enterprises stay with the six columns,
because they directly relate to the levels of the EA® Cube Framework,
which also guides the type of EA artifacts that go in each column and cell.
If another framework is needed, the number of rows and columns can be
changed, along with the names of the cells. It should be noted that the
amount of time, money, and effort to complete additional perspectives
(rows) of EA component documentation will be significant, which is one
reason that only three perspective rows were chosen for this format. Three
rows provide distinct perspectives that are analogous to executive,
manager, and support staff views.

One of the valuable aspects of having this approach to an EA repository is
that the different levels of the enterprise can view complete perspectives of
business and technology, which they otherwise might not be able to see. If
limits to access are desired, then particular cells or groups of cells can be
password protected.

One of the flexible features of Living Enterprise is that the purpose and
names of the cells in each framework column can be changed to fit the
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particular needs of the enterprise. For example, the middle cell in the
Business Process column can be changed from Investment Portfolio to
“Customer Relationship Management” if that is more important and/or
appropriate. In this way, a customized version of Living Enterprise can be
created for each enterprise. Drawing from the descriptions of EA
components and artifacts in Chapters 4 and 5, comments on potential
content for each cell is provided as follows.

Strategic Goals and Initiatives Column

Mission and Vision Cell: Here is where the enterprise’s mission and
vision statements are located. These are the highest level policy statements
that the enterprise has, reflecting why the enterprise exists and in general
what it strives to be.

Goals and Initiatives Cell: Here is where a list of the enterprise’s strategic
goals and initiatives is presented. For each strategic goal the desired
outcome should be identified. For each strategic initiative, mapping to the
goal(s) should be provided, as well as identification of the performance
gaps that the initiative will correct. If there is an IT component in the
initiative, that should be clearly identified. Each strategic initiative should
then be hyperlinked to amplifying metrics information in the Performance
Measures Cell, as well as related investments in the Business services
column.

Performance Measures Cell: Here is where the IT performance gaps are
again identified for each strategic initiative. Then the outcome and output
measures are provided that will measure the success of each initiative.
Tracking information on the measures should also be provided, beginning
with the original levels of achievement in each measurement area (called
the “baseline”), and subsequent levels of achievement, which will form a
trend line that tracks toward a goal level of improved level of performance.

Business Products and Services Column

Lines of Business Cell: Here is where the basic areas of activity (lines of
business) for the enterprise are identified. The lines of business should
support the enterprise’s strategic goals and initiatives, or there is no reason
to be doing those activities... they are not adding value. To better show
this, the lines of business should be hyperlinked to the strategic goals and
initiatives that they support in the Strategic Initiatives column.
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Investment Portfolio Cell: Here is where the enterprise’s investments in IT
are shown. When aggregated, these investments form an “investment
portfolio”. This portfolio should be documented along with categories for
investments in IT (e.g., IT operations, office automation, IT research and
development, IT infrastructure). Information on the business case for each
particular investment should be shown, to include how the investment
supports a particular strategic initiative and/or LOB. Investment
performance information on the overall portfolio and individual
investments should also be provided in this cell.

IT Projects Cell: Here is where information on all of the active IT projects
throughout the enterprise is shown. Project Management Plans and other
associated documentation are the types of EA artifacts that should be
archived in this area. @ Summaries of Earned Value Management
information regarding project status are also helpful (e.g., planned vs.
actual cost, schedule, and performance graphs).

Data and Information Column

Knowledge Management Cell: Here is where the enterprise’s approach to
Knowledge Management (KM) is provided. Items to be covered include
the overall concept for sharing knowledge, information, and data, as well
as whether there is an acknowledged commitment to being a learning
enterprise. A learning enterprise is one which has a process for evaluating
LOB processes and the management of programs and projects, and
continually incorporating the lessons learned into the improvement of
those processes, programs, and projects. In this way a culture of learning
is created which can lead to increased levels of performance for the
enterprise. Documentation of this can be effectively accomplished through
a combination of diagrams and text descriptions of the EA components
that are active in aggregating data into information and then into
knowledge, as well as how that knowledge is shared (e.g., knowledge
warehouses, data marts, storage area networks, and databases).

Data Flows Cell: Here is where the sharing and transformation of
information and data is documented for all processes in the enterprise’s
LOBs. Documentation should also reveal how the information and data is
used within each LOB, in the form of requirements. Documentation
methods should provide the structure of basic data entities/objects, the
rules for relationships between these data entities/objects, and the flow of
the data entities/objects through the various EA components at the
Information Level of the EA3® Framework. This includes Entity-
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Relationship Diagrams and Data Flow Diagrams that document relational
databases and are used in procedural programming languages such as
COBOL, FORTRAN, and C. It also includes object-oriented
documentation using the Unified Modeling Language, which documents
object-based databases that are created using event-driven programming
languages such as JAVA, SMALLTALK, and C++.

Data Dictionary Cell: Here is where standards and the format for the
enterprise’s data entities/objects are documented, and where a link is
provided to a library (database repository) of those entities and objects.
The library promotes the reuse of data entities and objects throughout the
EA components, which increases interoperability and lowers development
costs.

Systems and Applications Column

Support Services Cell: Here is where the overall view of business-related
support services is presented in a format which promotes an understanding
of how these resources are supporting the information sharing
requirements of each LOB. There is a focus on supporting business
operations in this cell. As was presented in Figure 7-7, an effective
presentation format is a high level diagram that shows the applications
being used within each LOB and across the enterprise, and shows this as
distinct areas of support (e.g., databases, operating systems, websites, and
middleware).

Front Office Systems Cell: Here is where the overall suite of front office
support systems and applications are presented in a format that promotes
an understanding of how they support the enterprise’s information sharing
requirements across all LOBs. This includes ERP solutions, supply chain
management systems, customer relationship management systems, sales
and marketing supports, manufacturing support, and on-line e-commerce
transactions.

Back Office Systems Cell: Here is where the overall suite of back office
(administrative) systems and applications are presented in a format that
promotes an understanding of how they support the enterprise’s
administrative support requirements across all LOBs. This includes
financial and accounting systems, human resource systems, a common e-
mail system, telephone, video-teleconferencing, fax, print, and copying
systems. Also located here are the standard desktop, laptop, and personal
digital assistant applications. Enterprises increasingly are distributed
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across multiple geographical locations, have individuals who are
telecommuting, and have individuals in the field doing remote-site work
and/or meeting with customers. This creates requirements for portable
computing that should be documented in this cell, along with a clear
picture of how information is being shared between these computing
platforms to support LOB processes.

Networks and Infrastructure Column

Common Operating Environment Cell: Here is where information about
the enterprise’s Common Operating Environment (COE) is presented. The
COE is the integrated business and technology operating environment,
wherein a seamless voice, data, mobile, and video network infrastructure
hosts front office and back office services and systems.

Wide Area Network Cell: Here is where information about the
enterprise’s Wide Area Network (WAN) is presented. An effective way to
present information about the WAN is a map with WAN symbols for
hardware and communication links that are hyperlinks, that when clicked-
on lead to a new level of detail about that part of the WAN (e.g., dedicated
voice and data lines, wireless links, mobile solutions, and interfaces with
service providers). Also appropriate for documentation in this cell is the
connectivity for Supply Chains and/or information transfer via Extranets
that connect to specific external business partners and/or remote office
locations. Standards for voice, data, mobile, and video WAN components
should also be available in this cell.

Local Area Network Cell: Here is where information about the
enterprise’s Local Area Network(s) is provided. There may be several
LANSs (also called Intranets) in the enterprise... perhaps in particular LOBs
or at headquarters and several remote offices. In this case, the relationship
of these LANs and their external linkage via the WAN needs to be shown.
An effective way to present information about the LAN is a map with
LAN symbols for hardware and communication links that are hyperlinks,
that when clicked-on lead to a new level of detail about that part of the
LAN (e.g., location of segments, interface points, and hosted applications,
databases, and websites). The local and LAN aspects of mobile solutions
should also be covered in this cell.
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Security Solution Column

Policy and Procedures Cell: Here is where a high level view is presented
of the enterprise’s policies regarding IT security. Key extracts form the
enterprise’s IT Security Plan are appropriate that link to specific Standard
Operating Procedures (SOPs) to handle various security and privacy
activities and the response to incidents (e.g., password policies, access
procedures, user agreements, virus protection, inappropriate material, and
incident handling). The full text of the Security and Privacy Plan and the
SOPs should be available in this cell, and links to additional educational
information on IT security should be available in this cell and links to
additional educational information on IT security should be provided. IT
Security on particular vulnerabilities should not be part of the
documentation available in this cell, as it should be protected from all but
those with a need-to-know. This protected information includes EA
component security plans, risk analysis reports, security test and evaluation
results, disaster recovery procedures, and technical diagrams of security
hardware and software.

Data Privacy Cell: Here is where the enterprise’s policy on information
privacy is presented. How information and data are collected, archived,
and disseminated should be covered for each EA component at the
Business Process Level and the Information Flows Level of the EA3
Framework, with comments on how privacy requirements are being met.
For example, in on-line financial transactions credit card information must
be protected. For general sales and marketing databases, customer contact
information must be protected.

IT Inventory Cell: Here is where an inventory of all IT resources
(hardware and software) in each EA component throughout the enterprise
is maintained. This inventory not only promotes effective IT security, but
also enables EA planners to obtain information on the “as-is” business and
technology operating environment. For example, to support a decision on
purchasing an upgrade to a COTS product, it is important to know how
many licenses are currently owned, and when the expiration date is. In
another example, knowing how many desktop PCs of a particular type
exist can help procurement decisions that accompany “technology
refreshments” throughout the enterprise that need to occur every two to
three years.
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Tabular Information

EA Management Plan Tab: Here is where the EA Management Plan is
archived. The EA Management Plan documents the enterprise’s
performance gaps, resource requirements, planned solutions, and a
summary of the current and future architecture. The Plan also describes
the EA management process, the implementation methodology, and the
documentation framework. It is a living document that is updated at
regular intervals (e.g., annually) to provide clear version control for
changes in current and future views of EA components and artifacts
throughout the framework.

Future EA Summary Tab: Here is where a summary of changes to the
current architecture are provided along with the EA artifacts that represent
changes at each level of the EA® Framework. It is important to show in
both graphical and narrative form how the enterprise EA is changing.
Also, the future scenarios can be archived in this area of the EA repository
for easy access.

EA Standards Tab: Here is where information on the EA’s Technical
Standards Reference Model (TSRM) is presented. As was described in
Chapter 9, the technical standards for voice, data, and video products are
provided in the TSRM. This can be effectively presented in the form of a
table that shows the ISO/NIST/IEEE or a local standard that is approved to
meet the enterprise’s requirements in each of the three categories (see
Figure 9-6). Then, approved COTS or custom-developed products are
listed within each standard area, as well as those products that are
approved for use on an interim (waiver) basis.

EA Program Tab: Here is where information on the EA program is
archived, including schedules for the release of new version’s of the EA,
EA team information, budget information, contact information, or other
relevant, similar information may be found.

EA Tutorial Tab: Here is where EA training information is archived to
support EA awareness among stakeholders and other interested
individuals. This is also where other EA reference information may be
archived and/ or linked.

EA Site Map: This is a navigation map of the EA repository website.
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EA Support Tools

Various types of commercial software applications (tools) are required to
support EA documentation and analysis activities. At present, no one
commercial tool can do all of the things that are needed in the EA
program, including:

o EA repository website and content to create a visual representation of
the framework;

e Dynamic views of the EA for a variety of users;

e Archived EA products;

e Management views of EA artifacts;

e Strategic planning products and performance measures;

e Business process documentation to answer key questions and solve
problems;

e Physical and logical design of data entities and objects;

e Physical and logical design of voice, data, and video networks;

e Linked applications and databases;

e Portfolio of IT investments and asset inventory;

e Configuration management documentation (EACRs);

e Project planning and tracking (cost, schedule, performance, risk); and

e Security and privacy solutions for physical, information, personnel and
operational needs.

Because no one EA tool can do all that is required in the EA program, a
“set” of tools is required. This will include an EA modeling tool, a
graphics tool, a word processing tool, a website development tool, a
database, a configuration management tool, and any application
development and programming tools that the enterprise needs to create or
modify EA components. Figure 12-3 provides a view of how this set of
tools interrelate and how they support EA documentation product
development and display via the web-based EA repository.
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Figure 12-3: EA Tools — Product Development and Display

The following is a discussion of the contribution of the various types of
software tools to EA documentation activities, the relationship of which is
shown on the next page in Figure 12-4.

An Introduction to Enterprise Architecture — 3™ Edition 244



Web Development Tools Graphics Tools
To Create The To Create
On-Line EA Website Management Views
of EA Documentation Products

. . Other Support
EA Repository Website Supp EA Datahase
Applications To Create The
To Create The ) e
- i Links to Other Applications | Web-Based EA Database That
Web-Based EA Repository !
That Influence EA Program Stores EA Documentation
Application Database
EA Modeling Tools Development Tools Development
To Create The To Create or Modify Tools
EA Documentation Products Software Applications Used in To Create The
EA Components Web-Based EA Database
Conflguratlon Mgmt T°°I Programming Tools
To Maintain EA Documentation
) : To Create EA Components
Quality and Version Control

EA Website Host Platform / Web Server Application
To Host the EA Website Repository, Database, and Associated Tools/Applications

Figure 12-4: The Relationship and Purpose of EA Documentation Tools

EA Framework Modeling Tools

These software tools are designed to use various EA frameworks that are
pre-loaded and support various methodologies to develop EA artifacts
throughout the chosen framework. These tools also support the conversion
of EA artifacts into HTML and XML formats for increased utilization with
websites and other tools. Some EA tools come bundled with web-enabled
“front-ends” and databases that allow for the creation of an EA repository
to store and retrieve the EA artifacts created with the tool. Some EA tools
also have configuration management capabilities that support version
control for the EA artifacts.

EA Repository Web-Application

This is a web-based software application that provides (1) a user-friendly
graphical front end to support easy access to, and navigation of EA
Artifacts in a way that relates to the chosen EA framework, and (2)
interfaces with a back-end database that stores the EA artifacts. The
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database might be integral to the EA repository web application, or might
be a separate database software application (e.g., when more robust storage
is required).

Web Service Development Tools

These software tools provide the capability to create a web-based EA
repository that links to other web services and web sites. The development
of a web-based EA repository is essential to providing easy access to the
entire enterprise via a protected Intranet web site. Many EA modeling
tools have web-based front ends (application interfaces) and can create EA
artifacts in HTML. This allows the EA modeling tool to be directly
accessed through the EA repository website.

General Graphics Tools

These software tools support general graphics design requirements and the
custom creation of management views of EA artifacts. The development
of briefings, HMTL pages, enterprise charts, and simple flowcharts are
examples of these types of products.

Strategy Modeling Tools

These software tools support the development and modeling of EA
components at the Strategic Initiatives level of the EA® Cube Framework.
The resulting EA artifacts include the enterprise’s strategic goals,
supporting initiatives (programs and projects), and performance measures
for the outputs and outcomes of each initiative. The Balanced Scorecard”
methodology is a popular approach to developing these EA Artifacts and
several commercial tools support this methodology, including overall EA
Framework modeling tools and specific strategic planning tools.

Business Modeling Tools

These software tools support the development and modeling of EA
components and the Business services level of the EA3 Cube Framework.
The resulting EA artifacts include the processes and supply chains in each
of the enterprise’s LOBs. Business Process Reengineering (BPR) and
Business Process Improvement (BPI) activities can also be documented.

Information Modeling Tools

These software tools support the development and modeling of EA
components at the Information Level of the EA* Cube Framework. The
resulting EA artifacts include the logical and physical design for
knowledge warehouses, data marts, databases, web sites, web portals, and
data mining products. Also documented is the structure and processing of
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basic data elements using traditional or object-oriented modeling tools,
along with the data dictionaries and object libraries that store these
products.

Application Modeling Tools

These software tools support the development and modeling of
applications that support general operational and administrative processes
and office automation capabilities throughout the enterprise that are not
specific to a LOB. This includes financial systems, personnel and pay
systems, e-mail, and applications that support collaboration, word
processing, graphics, and spreadsheets. The resulting EA artifacts include
the specifications for application capabilities, interfaces, standards, license
inventories, and required support platforms. Documentation may also
include the programming code for custom developed applications, or
modified commercial applications.

Network Modeling Tools

These software tools support the development and modeling of the
enterprise’s internal and external voice, data and video networks, as well
as associated backbone cable plants, network operations centers, server
rooms, and wiring closets. The resulting EA artifacts include the logical
and physical design of the networks, performance specifications, interface
points, standards, and inventories.

Security Analysis and Modeling Tools

These software tools support the development and modeling of security
processes, considerations, and capabilities at all levels of the EA3 Cube
Framework. The resulting EA artifacts held to develop and model physical
security, operational security, personnel security, and information security
requirements and solutions as they relate to business services, information
flows, support applications, and network infrastructures. These tools also
support the development of security planning and management
documentation including Security Plans, Security Risk Assessments, Test
and Evaluation Plans/Reports, Disaster Recovery Plans, Continuity of
Operations Plans, and Security Certification and Accreditation Reports.

Linked Software Applications

These software applications support other IT governance processes that
integrate with the EA program. This includes capital planning, program
management, and workforce planning. Being able to easily assess and
relate information in these other areas of governance is essential to using
EA documentation to improve communication and decision-making
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regarding the use of EA components in improving mission and/or Line of
Business Performance.

The criteria for selecting an EA tool depends on the role it will play in the
EA tool set. If it is an overall EA framework modeling tool, then a wide
variety of capabilities are needed including the built-in support of various
frameworks and modeling techniques, usability, scalability, development
of management views, report generation, web interoperability, version
control, security, training, licensing, and total cost of ownership. An
example matrix for the side-by-side assessment of several EA tools in the
same category is provided in Figure 12-5 below and on the next page.

EA Tool Tool A Tool B Tool C
Evaluation Matrix
Tool Grading
Requirement Weight | Grade | Score | Grade | Score | Grade | Score

Framework Support

Multiple Built-In
Frameworks

Custom Framework

Sequencing of As-Is
& To-Be Views

Creation of
Management Views

Incorporation of EA
Management Plan

Modeling Support

Strategic Modeling

Business Modeling

Data Modeling

Application
Modeling

Infrastructure
Modeling

Custom Modeling

Symbology

Robustness of
Symbols

Custom Creation of
Symbols & Icons

Importing of
Symbols & Icons

Performance

Usability

Navigability

Queries

Reports

Importing of Data
and Products

Integrated Web-
Based Repository
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Integrated Database
and Data Dictionary

Support of
Programming
Languages

Link to Capital
Planning Info.

Link to Project
Mgmt Information

Link to Workforce
Planning
Information

Configuration Management

Version Control

Consistency
/Completeness
Checking

Status Accounting

Product Labeling &
Dating

Tracking Ownership
of Data Entered

Vendor

Technical Support

User and
Administrator
Training

Product Maturity

Proprietary Product

Version Updating

Vendor Stability

Financial

Total Cost of
Ownership

Cost Per Seat

Licensing Flexibility

Integration

Supports Multiple
Data Formats

Support for Standard
APIs

Platforms Supported

Data Interchange
(XML, HTML)

Direct Web
Importing/Publishing

Web Site Creation
Capability

Security

Access Controls

Read-Only and
Multi-User Controls

Remote Access /Use

Total Scores

Figure 12-5: Example EA Tool Evaluation Matrix
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Summary of Concepts

This chapter provided a discussion of the role of an EA repository and
documentation tools in the EA program. The importance of developing a
web-based EA repository was stressed in that it provides easy access to EA
artifacts which can assist planning and decision-making throughout the
enterprise. The various types of EA-related software tools were discussed
as was the idea that a set of tools are needed to support the overall EA
management program and documentation process. EA tool selection
criteria were also provided.

Chapter 12 Review Questions

I. What is an EA repository and how does it support the EA
implementation methodology?

2. How does each column of the EA repository relate to the EA> Cube
Framework, and what EA artifacts go into the cells of this column?

3. How does the Technology Infrastructure column of the EA repository
relate to the EA3 Cube Framework, and what EA artifacts go into the
cells of this column?

4. How does the IT Security column of the EA repository relate to the
EA3 Cube Framework, and what EA artifacts go into the cells of this
column?

5. What considerations should be made in developing an EA Tool
Evaluation Matrix?

6. Why are management views of EA artifacts important?

7. Describe how cell names and content might change between the EA
repository for a government agency and the EA Repository for a
business.

8. Develop an EA Tool Evaluation Matrix and evaluate two current
commercial EA modeling tools.

9. Develop the management view of information flows in a business
warehouse inventory stocking system.
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Section IV

Future Trends in Enterprise Architecture

Section IV provides commentary on the future direction of the profession
and practice of EA. Section IV is organized as follows:

Chapter 13 - Future Trends in Enterprise Architecture

Chapter 13 provides the author’s thoughts on future trends in the
profession and practice of enterprise architecture, based on readings
and observations during work on EA projects. This is done to give the
reader a sense of the issues that are currently of interest to enterprise
architects and organizations considering EA programs.  These
comments are also intended to help promote discussion in each topic
area as well as to encourage the adoption of a common language for EA
greater collaboration among those in the profession.
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Chapter 13

Future Trends in Enterprise Architecture

Chapter Overview

This chapter provides the author’s thoughts on future trends and issues in
the practice of enterprise architecture, based on readings and observations
during work on EA projects. This is done to give the reader a sense of the
issues that are currently of interest to enterprise architects and
organizations considering EA programs. These comments are also
intended to help promote discussion in each topic area as well as to
encourage the adoption of a common language for EA greater
collaboration among those in this emerging profession.

Learning Objectives
» Familiarize the reader with current issues in the practice of EA.
» Stimulate discussion of EA issues.

» Provide a high-level view of where the practice of EA may be
going.

Introduction

EA is increasingly being used by corporations, governments, non-profit
groups, and academic institutions in many nations. While there are similar
benefits to be gained from EA for these large, complex, enterprises, the
drivers are quite different. In the private sector, profit drives most
planning and decision-making, and EA is an optional activity. In the
public sector, service delivery is the primary driver, money is a use-or-lose
resource, and EA may be an activity mandated by law. However,
outweighing these differences is the basic similarity that public and private
sector enterprises are social entities based on patterns of human
interaction, which therefore must deal with issues of purpose, legitimacy,
culture, goal achievement, and the sharing of information.
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Discussion

As I said in the 2005 2™ Edition of this book, and will say again, it is my
observation that the basic trend for EA is continued global growth. This is
based on the number of major corporations now using EA to a significant
degree, a steady stream of professional conferences on EA, articles in
publications, and references to ongoing EA programs in the literature and
websites of public and private sector enterprises.  Systems-level
approaches are too limited in that they often do not emphasize human
factors or business drivers and tend to produce stovepipe views of the
enterprise’s processes and IT resources. Executives and government
leaders now want more holistic and robust views of their enterprises,
presented in ways that they can drill into the information to gain insights,
see performance gaps, promote communication, and enhance decision-
making. As stated at the beginning of the book, the value added
proposition of EA is simply that it is the one meta discipline that can
provide a dynamic perspective of the whole enterprise in ways that are
meaningful to all areas of the enterprise.

EA is about the analysis, design, and documentation of all types of
enterprises, regardless of the nature of business, legal, and technology
drivers. By developing a holistic picture of the enterprise, communication
and decision-making are improved. These improvements then translate to
enhanced performance as future goals are more readily identified and
achieved. The difference in EA approaches center not on the applicability
of frameworks, or documentation methodologies, but on access to the EA
information once completed. Private sector enterprises tend to greatly
restrict access to highly tailored EA approaches, as it reveals a great deal
about the strengths, weaknesses, and direction of the business. Public
sector enterprises often have required approaches and are more
forthcoming with EA information, though it too is protected to some
degree so that data privacy and security requirements are met.

As the field of EA continues to grow, the following are some of the future
trends that we will likely see:

e Corporations use EA for competitive advantage

o EA becomes an essential element in mergers and acquisitions

e [T resources/services become commodities, forcing new EA models
e Federal, State, and Local Government integration of EA

e National, regional, and global EA standards mature
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e Military EA benefits grow, but so do vulnerabilities

e Academia grounds EA practices in social and management theory
e Universities increase EA teaching

e Professional EA certification grows

e The profession of EA matures - is recognized as a distinct career path

Private Industry Models of EA — Competitive Advantage

Many if not most large size businesses have technology architectures that
describe their IT systems, data flows, and network infrastructures, but they
may not have enterprise architectures that incorporate strategy and
business. The initial concepts of EA that were developed by John
Zachman and Steven Spewak are fairly well known in the private sector, as
is the TOGAF, but full implementation of these ideas in businesses
remains uneven. Mid-size and smaller businesses often forgo any ongoing
IT systems documentation and regard EA as too expensive to undertake
and maintain. The problem with all of this is that these businesses,
regardless of size, cannot “see themselves” and therefore are less agile. By
this I mean that they cannot make consistently informed decisions on
business and technology that reflect an understanding of current
capabilities and future goals. The result are meetings to pass information
or make decisions wherein people are trying to describe needed change,
rather than being able to show the areas needing change via the EA views.
I do believe that “a picture is worth a thousand words”, and businesses
should realize that an updated EA repository is invaluable in terms of
increasing enterprise effectiveness by decreasing the amount of time it
takes to articulate a requirement or make a decision, and decreasing the
amount of misinterpretation of the ideas and requirements being presented.
EA also helps to mature the enterprise in terms of being able to field
technology solutions that are more aligned with strategic goals, doing so in
less time and with higher quality. Finally, EA helps to free a business
from the proprietary solutions of vendors. By knowing its own current and
future business and technology requirements, and being able to map those
to open standards, the business has more leverage with commercial
vendors to be able to obtain solutions that meet the enterprise’s needs, not
the vendor’s needs.

Private sector companies do not usually publish their approaches to
architecture. It is understandable that businesses would not want to share
the internal blueprints of their enterprises. However, that creates a
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dilemma for them in terms of wanting to obtain good examples of EA from
others to guide and benchmark their own efforts. One way for private
sector businesses to get EA examples is to establish non-disclosure and
teaming agreements with other businesses that have similar operational
and technology issues. Obviously, competitors in the same market sector
would not want to do this, but benchmarking partnerships can be effective
between businesses in different industries if the EA issues are similar. It
would be beneficial to the private sector if general descriptions of EA
approaches are shared in trade publications and academic case studies. For
example, case studies of EA in the banking, manufacturing, insurance,
retail, transportation, and freight industries would be helpful to all
businesses. Understanding how technology is leveraged to improve
business performance at an enterprise level is what these EA case studies
could reveal. Beyond this, comparative studies of EA practices between
industry sectors would also be helpful to understand what the common
areas of value are and to highlight EA management practices that work.
Because of the lack of detailed private sector EA case studies, there is an
opportunity for a business to gain notoriety if they were willing to share
their approach to EA and specifics on how EA is adding value at the
bottom line. Hopefully, case studies will emerge in coming years.

EA is Essential to Mergers and Acquisitions

One of the primary ways that large private sector companies continue to
grow is through mergers and acquisitions (M&A). Two critical success
factors for M&A activities are the preliminary analysis (known as “due
diligence”) and post-agreement decisions on which business units,
systems, and processes will continue as part of the new combined
organization, and which will be eliminated. EA can play a significant role
in both of these activities — and the greatest value is seen when a mature
EA programs are present in both organizations. This is because a mature
EA program provides extensive, consistent visibility into all areas of the
company through standardized documentation and resource optimization.

With regard to due diligence for an acquisition, the most important element
is the valuation of the company to be acquired. Companies that want to be
acquired, or are forced into an acquisition — and that do not have a good
way to show their capabilities and assets - make it harder for the acquiring
company to make accurate assessments of areas of strength and weakness,
and put a monetary value on business units and the target company as a
whole. A mature EA program should provide the documentation and
scalable views needed to do that assessment. This could result in a change
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in the total valuation estimate (and purchase price) by tens or hundreds of
millions of dollars — in an upward or downward direction. An EA program
would have paid for itself many times over when financial impact on this
scale is the result. Upward valuation is what the company being acquired
wants, downward valuation is what the company doing the acquisition
wants — and again, EA documentation helps to produce a more accurate
picture on both sides, that helps analysis, and ultimately helps in finding
accurate valuations and fair purchase prices.

With regard to pre- and post- merger analyses (and post acquisition
analyses), EA documentation can provide essential information on
strategic initiatives, business processes, information exchanges, data
formats, applications and interfaces, systems, networks, and security
solutions. All of this is needed to make decisions on which business units,
processes, systems, and other resources will be kept and which will be
eliminated. EA may also be able to provide insight into similarities and
differences between corporate cultures — which is an extremely important
aspect of successfully combining two organizations in one enterprise that
maintains a strong competitive position. Mergers and acquisitions have
been known to totally fail because cultures could not be brought together
or important systems and processes could not be migrated into an effective
and cost-efficient end-state operating environment. The price of the failure
of part or all of a merger or acquisition can be in the millions or billions of
dollars. Knowing that having a mature EA program with enterprise-wide
adoption can play a significant role in reducing the chance of that failure
makes the decision to invest in EA a no-brainer — yet many enterprises
choose not to do this because they are resistant to standards and/or want
the locus on control to remain at the business unit, program, and system
levels. Companies can survive without EA as long as they are not
challenged with mega-events such as mergers, acquisitions, major changes
in market conditions, or new disruptive technologies.

IT Services/Resources Become Commodities - New EA Models

The cost of computing services and associated software and hardware,
when compared to the capability it delivers, has come down consistently
and dramatically during the past twenty years. The advent of cloud
computing, client-server architectures, and mainframe computing are
examples of the unusual trend in IT, wherein an industry makes quantum
leaps in performance on a regular basis.... and it is Moore’s Law that best
captured the underlying dynamic that has been fueling this performance
increase. In 1965, Gordon Moore, co-founder of Intel Corporation,
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observed that the number of transistors per square inch on an integrated
circuit had roughly doubled every year since the integrated circuit had
been invented, and he predicted that this trend would continue for the
foreseeable future. During the 1990’s transistor density doubled on
average every 18-months, which is the pace that currently defines Moore’s
Law, and is expected to continue for at least another decade.  The
increases in raw computing power that resulted have made the
development of new software and IT services during the past decade that
would not have been able to be supported or fielded on a wide-spread
basis. Large software programs a decade ago were in the 200-300 kilobyte
range, and today are in the hundreds of megabyte and gigabyte range (or
more). Data storage was also revolutionized several times over during the
past forty years as the type and capacity of internal, external, and portable
hard drives have increased many fold. The capacities of the largest
internal hard drives of five years ago are now found in low-end “thumb-
drives” and insertable storage card that are no bigger than a postage stamp.
Internal and external hard drives are soon to pass the terabyte level —
moving into petabytes at very affordable prices (hundreds of dollars). The
end result of advances in storage, processing, and networking has been a
convergence effect that causes the performance of many mid-range IT
products to be more than what the average user needs, and the price
reductions of these non-leading-edge products have made them
commodities whereby it is often more cost effective to replace an IT
resource than to have it repaired (e.g., PC, printer, hard drive, flat screen
monitor, switch, cell phone, tablet).

What this means for EA is that IT is becoming ubiquitous and enables
many more business functions than it did a decade ago. The reliability and
cost effectiveness of IT resources is therefore essential to the viability of
those business services, and EA methods are one of the critical success
factors for ensuring that IT functions properly and in harmony with the
business operating environment.

There is a debate continues over whether IT resources are strategic in
nature, or are common consumables. I suggest that IT resources are both.
Leading-edge IT resources such as web services and manufacturing
controls can provide an enterprise with strategic competitive advantage....
in terms of helping an enterprise to be first to market with products,
finding and exploiting market niches who’s opportunity windows can open
and close in a matter of hours/days/weeks, and in driving down costs while
holding quality at acceptable levels. More mature and common IT
resources such as front and back office automation systems can help an
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enterprise to maintain cost-efficiency in LOB activities, and increase
communication effectiveness.

How EA deals with these trends will be seen in adjustments to
documentation frameworks and implementation methodologies, similar to
what drove the development of the EA® Cube framework presented in this
book.... which primarily was capability gaps in other previous EA
approaches that were created as IT advancements occurred, or as issues
such as security became more prominent.

Government Integration and EA

The use of EA use in the U.S. public sector is growing due to legal
mandates for EA programs at the federal level, and adoption of EA as a
best practice by States and Local Governments. Performance and market-
based approaches to measuring government services have emerged during
the past decade. Customers of government services want the Federal,
State, and Local levels to increasingly integrate, so that it is easier to do
things. In opposition to this general expectation is the fundamental
characteristic of our form of government that protects individual and
State’s rights, promotes a market-based economy, and seeks to limit
Federal power. As such, there will always be a desire for independence
and choice that counterbalances expectations for unified approaches to
government services.

Having recognized the need for a diversification of government power, it is
still possible to achieve better service to citizens and industry through
standardized and integrated processes that are supported by ever-
improving technologies. =~ Whether that government service involves
national or homeland defense, financial assistance, healthcare, rulemaking,
licensing, enforcement, or disaster response; harmonized approaches
between Federal, State, and Local government agencies are needed. EA is
a particularly good way to achieve integration, as the definition of
“enterprise” is such that particular service areas can be focused on with
different government stakeholders.

For example, homeland defense and first-responder effectiveness is largely
dependent on information exchanges between all levels of government. A
detailed set of current views of an EA for this government service area
would be invaluable to operational effectiveness, and a detailed set of
future EA views that were collaboratively developed would promote cross-
agency cooperation and identify the funding and other resources that will
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be needed so that the changes can be planned for in forthcoming agency
budgets. In a second example, integrating information on the Internet
regarding government services is already occurring, but much work needs
to be done so that simple searches for things like health care benefits do
not yield a plethora of confusing and sometimes contradictory or outdated
information. Smart searches and smart responses to on-line questions
about government services are needed and EA can promote the
development of information sharing strategies at all levels of government.

One of the things that will be needed to support an integrated approach to
government services is an agreement on EA frameworks and
implementation methodologies. This is already happening, as is evidenced
by the development of a State-level approach to EA through the National
Association of State Chief Information Officers (NASCIO).  The
development of this approach was supported through a grant from the U.S.
Department of Justice.”” Additionally, NASCIO is increasingly working
with the Federal Government on commonalities in their approach to EA,
which will aid in developing consistent models of services and technology
between and across levels of government.

The problems with integrating government services do not stop at the
national border, as they are increasingly global in scope. International
trade, humanitarian relief, communications, politics, and defense treaties
all rely on a robust global IT infrastructure. This infrastructure is
comprised of a myriad of voice, data, and video capabilities that are carried
on an equally diverse group of ground, air, and space telecommunications
networks. EA on a global basis is emerging among governments and
multi-national corporations as agreements are reached on IT resource
connectivity and interoperability. While the diversity of communications
paths will not diminish any time soon, the protocol for information
exchange is increasingly becoming the Internet, which is the first
apolitical, non-proprietary communications medium that has reached a
global “critical mass” of participation. The growth of Internet providers
and participants will continue to be significant, as will be the development
of Internet-capable voice, data, and video applications. This will
accelerate the need for regional and global EA programs among Internet
service providers, telecommunications carriers, and commercial product
developers.

¥ The National Association of State Chief Information Officers (NASCIO), published the NASCIO
Enterprise Architecture Development Toolkit (Version 3.0) in July 2004. www.nascio.org. (See
Appendix C for more details).
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Emerging EA Standards

While there are widely accepted standards for technical documentation and
modeling techniques, a standard nomenclature for EA frameworks that
incorporate business and technology functions continues to emerge among
and between the major standards enterprises. *° *' Many of the rapidly
developing object-oriented and component technologies are being
combined with new delivery concepts based on web-services and related
data standards (e.g., J2EE, .NET, SOAP, REST, UDDI, WSDL, XML,
HTTP, XHTTP, XBRL) which create new more robust common IT
operating environments. .. topics that are at the forefront of discussions.

Perhaps the area of greatest need for standards is the lexicon of this
emerging profession. There are a growing number of EA frameworks and
methodologies (including the EA® framework introduced in this book), and
each one brings with it new terms or re-definitions of old terms. While
this helps to mature the practice of EA, the lack of a standard base of
terminology allows for the continuing proliferation of approaches and
prevents meta-concepts from emerging, which serves mainly to confuse
enterprises that are implementing and/or maintaining EA programs.
Within the European Union, the UEML (Unified Enterprise Modeling
Language) has been developed by the CIMOSA Association along with the
CIMOSA Reference Architecture. In the past few years, the terms and
modeling concepts of the UEML have been accepted by the European
Commission. However, this standard language for modeling has not been
adopted in the U.S., nor has it transcended to the level of EA. The terms
and concepts introduced by John Zachman remain the de-facto standard in
the U.S. for EA practices. It is the resolution of these types of differences
in language and approach that will move EA forward.

The Military’s Use of EA

The U.S. military is one of the largest and complex enterprises in the
world. It is also an enterprise that is increasingly dependent on
information to perform its warfighting and peace-keeping missions.
Currently, the U.S. Department of Defense (DOD) is using the DOD
Enterprise Architecture Framework (DODAF) to standardize the way that
DOD agencies and military commands in the three Service Departments
are modeling their IT resources. Enterprise-wide operating and support

3180 Standards related to EA include ISO 14258: Concepts and rules for enterprise models, and ISO
15704: Requirements for enterprise reference architectures and methodologies.

3! European Commiittee for Standardization (CEN). CEN ENV 12204 (Pre-standard) Constructs for
Enterprise Modeling.
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capabilities in DOD exist through the senior staffs and major military
commands. The increasingly integrated requirements of these top
enterprises are forcing DOD to continue to develop enterprise-wide
planning approaches, as exemplified by the DODAF.

One of the most pressing considerations that the military has in using EA
is the vulnerabilities that a consolidation of capability and detailed
documentation present. If the duplication in IT resource capabilities is
completely eliminated, then there will most likely be a reliance on fewer
sources of IT products and solutions. The potential to create “single points
of failure” in systems and applications is increased when duplication is
totally eliminated. For example, if DOD were to totally rely on a single
commercial operating system, then security vulnerabilities become critical
in terms of potentially enabling hackers to take down large parts of the
DOD warfighting capability. For this reason, EA needs to promote a risk-
adjusted level of interoperability and functional duplication, and the
subsequent cost inefficiency be viewed as acceptable in order to reduce IT
vulnerabilities. The military is also working on international standards for
EA methods, called the Unified Defense Architecture Framework (UDAF).

Academia’s Contribution to EA

I have been a university-level instructor in IT since 1998 and it is my
observation that the trend with regard to EA in the academic sector
continues to be slow growth. Universities are participating in standards
bodies (e.g., IEEE, ISO, and CEN), and development groups (e.g., the
Object Modeling Group - OMG). However, the real contribution that
academia should make to EA is theory, and that is largely being ignored.

The EA frameworks and modeling approaches that are in use in the public
and private sector were largely developed by government groups and
commercial practitioners. The social sciences, management sciences, and
physical sciences all have a contribution to make. In that EA is about the
documentation of complex social enterprises and how they use technology
to improve performance, there are many areas that academia can and
should comment on. This includes the ability of particular EA frameworks
to capture enterprise resources, requirements, performance gaps, and
cultures. Also, determining the true qualitative and quantitative value of
EA to enterprises is a question that is perhaps best answered by academics
with no vested interest. Multi-disciplinary methods to evaluate the
effectiveness of EA approaches are also needed.
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Perhaps the most telling aspect of academia’s contribution to EA is the
lack of undergraduate and graduate level courses in this area of practice.
Systems analysis and design (SA&D) courses remains a staple of programs
in business, information studies, public administration, operations
research, and computer science (there are over 20 textbooks on this subject
in active use). However, there are very few courses on EA, and only a
handful of practitioner books exist. Academia should recognize EA
courses as the logical extension of SA&D courses, and that employers will
accord higher value to graduates who understand enterprise requirements
for integrated business and technology at both the systems and enterprise
levels. More textbooks need to be written on EA to tie this discipline to
other management and technical disciplines. Additionally, more case
studies are needed of EA use in public and private sector enterprises.
Finally, the Journal of Enterprise Architecture began publishing in August
2005, and continues as a global publication, which will further the
contribution of academics and practitioners.

EA as a Profession / Certification

EA is a profession that has levels of capability that will increasingly be
supported by training/education programs. It takes 15-20 years of
experience to qualify a senior enterprise architect, and up to 10 years to
become proficient as a domain architect for business process improvement,
systems designs, service-oriented architecture, data architecture, network
engineering, and security architecture.

As the founder of an EA training and certification program at Carnegie
Mellon University in 2004, I have observed that several similar groups
have been established in the U.S. and internationally during the past
several years. I believe that the trend in EA certification is one of
continuing growth as the number of EA programs in business and
government grows. While academia needs to focus on developing EA-
related theories, courses, and case studies, professional training groups
need to provide EA Certification programs. The training and certification
of Chief Architects to lead EA programs is essential for the advancement
of the profession. Equally important is the training of other participants in
the EA process including data architects, network architects, solutions
architects, and IT program managers. A steady number of EA conferences
and seminars are being offered each year, and EA certification groups
continue to grow. That said, more is needed in terms of basic and
advanced EA training programs, and continuing education offerings.
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Concluding Thoughts

Enterprise architecture is a growing professional discipline within the
larger practice areas of business management, public administration,
information management, and computer science. The reason for this
growth is that public and private sector enterprises increasingly depend on
scalable, consistent views to be successful, as well as to see performance
gaps and resources/requirements on an enterprise level. To plan and
operate at a systems level is to look at requirements in isolation and
thereby sub-optimize the enterprise’s planning and management functions.

EA is one of the three most powerful governance processes that a CXO has
to use in implementing change (the others are strategic planning and
capital planning). When used together, these processes can improve
communications about current business and technology capabilities and
can provide the information that executives and managers need in order to
make good decisions about investing in future resources, including IT.

There is a need for EA frameworks that include and integrate strategic,
business, and technology planning, such as the one that is presented in this
book. There is often a lack of recognition in other frameworks of the role
of strategy and business in EA planning, as well as the incorporation of a
component and service orientation at all levels. Seeing goals, measures,
processes, information flows, applications, and networks as
interchangeable components is a unique contribution that the EA* Cube
Framework makes. Additionally, this approach can serve to connect and
integrate the use of other more specialized EA frameworks and models.

Architecting enterprises is a challenging endeavor, especially large,
complex enterprises. The challenge comes in many forms, including
executive support, sufficient resources, choices of methodology, and
stakeholder buy-in. For these reasons, many EA programs are not given
priority and therefore produce less value than they are capable of. Yet, as
advances in the Information Age continue to fuel globalization, technology
convergence, and mobility; enterprises will be forced to continually
evaluate at their strategies for success, and develop agility to remain
successful in rapidly changing competitive operating environments.

The last thought I would like to leave you with is that EA is the only
management and technology discipline that has the potential to create
agility and resource optimization across an entire enterprise. Full
recognition of this value is still in the future — which makes EA a relative
secret — such that it can be used to gain/sustain competitive advantage.
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Appendix A

Developing a Business Case for an
Enterprise Architecture Component

The following is an example format for developing business cases for
investment in EA components.*> The purpose of the business case is to
identify sufficient value in a proposed investment to merit the expenditure
of resources including people’s time, the enterprise’s money, facilities,
equipment, and other assets. The Business Case format that Federal
Agencies use is a recommended additional reference.”

As part of the capital planning and investment control processes described
in Chapter 10, the following procedure is used to identify requirements for
EA components and develop a business case to justify the investment of
enterprise resources to implement a solution:

1. Requirement Identification. A requirement for IT support is
identified in an enterprise line of business (LOB), which is brought to
the EA team for evaluation.

2. Existing Solution Check. The EA team determines that an existing
EA component cannot meet the requirement.

3. New_Solution Business Case Development. The sponsoring
LOB determines that the IT requirement is of sufficient importance to
merit the cost of developing a business case, and does so using the
following format:

a. Describe the requirement in terms of the gap in operational or
administrative performance it represents to the LOB and the
enterprise.

b. Describe the impact to the enterprise if the performance gap
created by the requirement is not resolved. Include the strategic,
business, and technology impact.

c. Alternatives Analysis: identify 3 or more viable alternative
solutions (if at least 3 exist).

32 This is a business case for an individual IT investment/project, not the overall EA program. The
value proposition for the EA program is covered in Chapter 3.

3 U.S. Office of Management and Budget. OMB Circular A-11; Exhibit 300: Planning, Budgeting,
Acquisition, and Management of Capital Assets; July 2012.
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d. Perform a Cost-Benefit Analysis for each alternative on a
lifecycle basis to identify and financially quantify all of the direct
and indirect costs and benefits, including qualitative items such as
improvements in communication, morale, and competitiveness.

e. Perform a Return on Investment calculation for each alternative.

f. Perform a Net Present Value adjustment for each ROI calculation
to account for anticipated cost increases over the investment’s
lifecycle due to inflation.

4. New Solution Business Case Evaluation. The business case’s
alternatives are evaluated by the Architecture Working Group (AWG)
for the correctness of the analysis, and alignment with the EA at each
level of the framework. The Capital Planning Working Group
(CPWG) then reviews the business case for the correctness of the
financial analysis. A coordinated recommendation is made to the
executive-level Capital Planning Board (CPB) as to whether the
business case should be approved or disapproved for funding and
implementation.

5. New Solution Business Case Approval. The CPB reviews the
business case in the context of the enterprise’s overall investment
portfolio using criteria that identify value from a strategic, business,
and technology perspective:

a. Strategic Value: Does the investment in the proposed new
solution align with and contribute to the enterprise’s strategic
goals and initiatives? Are the outcome measures of success
clearly identified?

b. Business Value: Does the solution effectively close the
operational or administrative gap in LOB performance? Does
the proposed investment generate a sufficient level of return
compared to other competing investment requests? If this is a
mandatory requirement (e.g., meets a regulatory requirement),
has the most cost efficient and operationally effective
approach been identified?

c. Technology Value: Does the solution provide an effective
technical solution? Is the solution aligned with EA standards,
and if not, has a waiver been recommended by the AWG?
Can the solution also support other LOB requirements in the
common operating environment?
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6. New_ Solution Implementation. If the business case is
“selected” (approved) for funding by the CPB, the proposed
solution becomes an implementation project that is managed by
the sponsoring LOB. The project is reviewed by the CPB at key
milestones and/or periodically as part of the capital planning
process’ “Control Phase” oversight of all projects. These CPB
Control Reviews focus on the proper management of cost,
schedule, and performance within the project (e.g., within ten
percent of baseline estimates). When the project is completed, the
CPB, AWG, and CPWG participate in a post-implementation
review to identify lessons-learned that can help in the operations
and maintenance of the EA component, and in maturing and
improving overall project management practices in the enterprise.
On a periodic basis throughout the EA component’s lifecycle, the
CPB reviews the value of providing ongoing funding for the
operation and maintenance of that EA component. In this way, the
entire business and technology operating environment is evaluated
for continuing value.
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Appendix B

Example Approach to Enterprise Architecture:
The U.S. Federal Government

Overview

While there are many examples of EA programs in the public, private,
non-profit, and academic sectors, perhaps the best known wide-scale
implementation of EA can be found in the U.S. Federal Government.
More information is available on EA in this sector because each Federal
Agency is required by law to develop and maintain an EA. Almost two
decades have passed since EAs became mandatory and a great deal of
guidance and best practice information has been written for Federal
Agencies to use.

EA Policy Background

In early 1996, the U.S. Congress passed a law that required Federal
Agencies to develop and maintain an IT architecture for their agency.
Known as the Clinger-Cohen Act,* this law was a reaction to the failure of
a number of large IT projects in various agencies, and the Act’s mandates
reflected the government’s observations of best practices in the private
sector.”> The Act also required Federal Agencies to improve IT leadership
and governance by placing the responsibility for IT resource governance
on the Agency Head; reformed IT procurement practices; and established
CIO positions in each Agency to develop and maintain and an integrated
set of IT management processes that would cumulatively result in effective
IT governance. Among these processes are performance-based
management, capital planning, architecture, strategic planning, security
planning, workforce planning, and agency-level IT contracting. In later
Federal guidance, IT architecture was referred to as enterprise architecture,
in recognition of the architecture being driven by mission requirements,
and having IT be viewed as a resource to meet those requirements.>

* The Clinger Cohen Act (Public Law 104-106) was originally called the Information Technology
Management Reform Act of 1996 (ITMRA).

33 One of the catalysts for IT reform and the development of the Clinger-Cohen Act, was a 1994 report
by the staff of Senator William Cohen entitled “Computer Chaos: Billions Wasted.” This report
detailed the failure of a number of large scale IT programs in several Federal Agencies.

36 Additional guidance on Federal Enterprise Architecture practices includes the Office of Management
and Budget Circulars A-11 and A-130, and the E-Government Act of 2002 (Public Law 107-347).
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Figure B-1 provides a policy view of the interrelationships of federal
guidance and agency governance processes and programs that implement
that guidance in an integrated manner. The “Policy Cycle” that is depicted
begins in the upper left quadrant with law and guidance; moves to the
upper right quadrant where high-level agency policy is represented; moves
down to the lower right and left quadrants where CIO-level
implementation programs are reflected at the Agency and sub-Agency
levels; and finishes in the center where program execution and governance
occur, and feedback to high-level Agency originates, completing the cycle.
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Figure B-1. Federal IT Policy and Governance Areas

The Federal EA Framework

A few months after the Clinger-Cohen Act was passed in early 1996, the
formation of a Federal CIO Council was authorized by an Executive Order
from President William J. Clinton.”” Following this, there were several
years of limited activity in Federal Agencies and the CIO Council due to a
lack of additional funding from Congress for the implementation of

37 Executive Order 13011 (July 1996) reinforced/explained mandates of the Clinger-Cohen Act.
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Clinger-Cohen Act mandates and a shift in focus to deal with the “Y2K”
software code problem that was approaching and could affect many federal
IT systems. In 1998, the Federal CIO Council pursued the development of
best practice recommendations to implementing EA in federal agencies.
The result was the publication of the Federal Enterprise Architecture
Framework ** in late 1999 that introduced the FEAF approach, which was
collaboratively developed by government officials and EA experts
including John Zachman and Steven Spewak, as is shown in Figure B-2.
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Figure B-2. Original Federal Enterprise Architecture Framework

To explain how to implement the FEAF and other frameworks, A Practical
Guide to Federal Enterprise Architecture was published by the Federal
CIO Council in early 2001 that was replaced in May 2012 by a OMB
policy document The Common Approach to Federal FEnterprise
Architecture (Common Approach). The Common Approach provides a
comprehensive description of why EA is important to mission
accomplishment, and how a Federal Agency EA projects should be
accomplished, using the Collaborative Planning Method. Figure B-3 on
the next page shows the meta-model for the Common Approach.

3 Federal CIO Council. Federal Enterprise Architecture Framework, Version 1.1. September 1999.
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Standardization in the Common Approach is based on the following items:
primary outcomes, levels of scope, basic elements, sub-architecture
domains, reference models, current and future views, transition plans, and
aroadmap. When implemented, this standardization promotes comparable
architectures across the Federal Government that will be more useful in
managing change and enabling mission success with a lower total cost of
ownership, faster time to market, and reduced duplication.

Evaluating Federal Agency EA Management Maturity

In 2001, the U.S. Government Accountability Office (GAQO) developed an
approach to evaluating the maturity of Federal Agency EA Programs,
which was updated in 2003 and 2010. Called the EA Management
Maturity Framework (EAMMEF) version 2.0, this EA evaluation approach
establishes seven stages of maturity and core elements at each stage, as

¥ OMB. The Common Approach to Federal Enterprise Architecture, May 2012.
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shown in Figure B-4.*° GAO has used the EAMMEF in 2001, 2003, 2005,
and 2011 to evaluate EA program management in federal agencies.
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Figure B-4. The EA Maturity Model Framework v2.0
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Figure B-5: FEA Consolidated Reference Model

4 U.S. Government Accountability Office. Information Technology: A Framework for Assessing and
Improving Enterprise Architecture Management (Version 2.0). GAO-10-846G, August 2010.
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Appendix C

Example Approach to Enterprise Architecture:
National Association of State C1Os

In 2004, the National Association of State Chief Information Officers
(NASCIO) published version 3.0 of their EA Development Toolkit* for
use by States and other government agencies in creating their own EA
frameworks, programs, and documentation. The NASCIO approach
promotes the integration of EA planning and governance across all levels
of government (Federal, State, and Local). The NASCIO EA Framework
is part of the toolkit and has four “allied” architectures: Business,
Information, Technology, and Solutions. The toolkit also provides
recommendations on EA governance and program management. The
NASCIO EA Framework v3.0 is shown in Figure C-1.
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Figure C-1: The NASCIO EA Framework v3.0

4! The NASCIO EA Toolkit can be downloaded at www.nascio.org.
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Appendix D

Example Approach to Enterprise Architecture:
Department of Defense Architecture Framework

The U.S. Department of Defense (DOD) first engaged in organization-
wide IT resource management when it promulgated the Technical
Architecture Framework for Information Management (TAFIM) initiative
in the late 1980’s. The follow-on program in DOD called for the
development of a Command, Control, Communications, Computer,
Intelligence, Surveillance, and Reconnaissance (C4ISR) Architecture.
This approach was renamed in 2002 to be the DOD Architecture
Framework (DODAF) and is the only currently authorized method for
DOD agencies and military units to model their technical, systems and
operating environment. The DODAF is intended to maintain a focus on
the warfighting mission while reducing IT functional duplication across
DOD and improving the interoperability of IT resources in DOD’s “Global
Information Grid.”
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Figure D-1: DODAF Concepts

DODAF v2.0 focuses on creating standardized architecture data rather than
on developing individual products, and provides a Data Capture Method
for each data group of the DM2 to guide architects in collecting and
organizing the necessary architectural data.

An Introduction to Enterprise Architecture — 3™ Edition 279






Appendix E

Example Approach to Enterprise Architecture:
The Open Group Architecture Framework

The Open Group Architecture Framework (TOGAF®) had its origins in the
DOD Technical Architecture Framework for Information Management
(TAFIM) initiative during the late-1980s to mid-1990°s. This evolved into
the TOGAF which has been popular in the private sector globally.

The TOGAF defines an enterprise as “any collection of organizations that
has a common set of goals” and the purpose of EA “to optimize across the
enterprise the often fragmented legacy of processes into an integrated
environment that is responsive to change and supportive of the delivery of
the business strategy.”** Figure E-1 shows the TOGAF v9.1approach.
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Figure E-1. TOGAF® Documentation Approach

“2 TOGAF version 9.1, available at www.opengroup.org.
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Appendix F

Enterprise Architecture Artifacts

The following is a list of the EA artifacts that are recommended for use
when documenting an enterprise using the EA’ Cube Framework.
Examples of each artifact are provided on following pages.

EA® Cube Artifact Artifact Name
Level/Thread ID # (* Composite Artifact)
. S-1 Strategic Plan*
Strategic s2 SWOT Analysis
Goals & - -
DADR S-3 Concept of Operations Scenario
Initiatives 54 Concept of Operations Di
pt of Operations Diagram
@ S-5 Balanced Scorecard™ *
B-1 Business Plan*
. B-2 Node Connectivity Diagram
P?(:lds:;::s& B-3 Swim Lane Process Diagram *
. B-4 Business Process/Service Model
Services B-5 Business Process/ Product Matrix *
®) B-6 Use Case Narrative & Diagram
B-7 Investment Business Case*
D-1 Knowledge Management Plan
D-2 Information Exchange Matrix*
D-3 Object State-Transition Diagram
Data & D-4 Object Event Sequence Diagam
Information D-5 Logical Data Model
D) D-6 Physical Data Model
D-7 Activity/Entity (CRUD) Matrix *
D-8 Data Dictionary / Object Library
SA-1 System Interface Diagram
SA-2 System Communication Description
SA-3 System Interface Matrix *
Systems & SA-4 System Data Flow Diagram
Applications SA-5 System/Operations Matrix *
(SA) SA-6 Systems Data Exchange Matrix *
SA-7 System Performance Matrix *
SA-8 System Evolution Diagram
SA-9 Web Application Diagram
NI-1 Network Connectivity Diagram
NI-2 Network Inventory
Networks & NI-3 Capital Equipment Inventory
Infrastructure NI-4 Building Blueprints *
(NI) NI-5 Network Center Diagram
NI-6 Cable Plant Diagram
NI-7 Rack Elevation Diagram
SP-1 Security and Privacy Plan*
Security SP-2 Security Solutions Description
SP-3 System Accreditation Document*
(SP) SP-4 Continuity Of Operations Plan*
SP-5 Disaster Recovery Procedures *
Standards ST-1 Technical Standards Profile
(ST) ST-2 Technology Forecast
Workforce Skills W1 Workforce Plan*
W-2 Organization Chart
W) W-3 Knowledge and Skills Profile
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EA® Framework Area | Artifact # and Name

Lines of Business

S-1: Strategic Plan

Goals &

L§ | 3 N\ nitiatives ;; A Strategic Plan is a high-level policy and planning
= g . .
2|9 Services | 1|9 document that an enterprise uses to document its

IR pop2tas d direction, competitive strategy, most important
° 2 nformation . .

E;‘;:Z Systoms & J goals, and the enabling programs and projects

| g1 g Applications (strategic initiatives). The Strategic Plan covers a
3 S Networks & .

8 | ®| Infrastructure future period, usually 3-5 years.

A Strategic Plan is a composite EA artifact that should guide the enterprise’s direction over a
3-5 year period in the future by providing the following items, each of which are primitive
(basic) EA artifacts. Full versions of abbreviated primitive artifacts are separate artifacts.

e Provide a Mission Statement and a Vision Statement that succinctly captures the
purpose and direction of the enterprise.

e Develop a Statement of Strategic Direction that fits the enterprise’s purpose, ensures
survivability, allows for flexibility, and promotes competitive success. This statement
is a detailed description of where the enterprise intends to go.

e  Summarize the results of a SWOT Analysis that is based on the statement of strategic
direction and which identifies the enterprise’s strengths, weaknesses, opportunities,
and threats. The full SWOT analysis is artifact S-2.

e  Summarize the situation and planning assumptions for several ‘Concept of
Operations’ CONOPS Scenarios that support the enterprise’s strategic direction. This
summary should include one current scenario that describes at a high-level the
coordination of ongoing activities in each line of business, as well as several future
scenarios that account for different combinations of internal and external drivers
identified through the SWOT Analysis. The complete scenarios are artifact S-3.

e Develop a CONOPS Diagram that in a single picture captures the essence of and
participants in the current operating scenario. This graphic is artifact S-4.

e Develop a General Competitive Strategy for the enterprise that incorporates the
current and future CONOPS scenarios and moves the enterprise in the intended
strategic direction in a way that and address internal/external drivers such as culture,
line of business requirements, market conditions, competitor strategies, and risk.

e  Identify Strategic Goals that will accomplish the competitive strategy, and specify the
executive sponsors who are responsible for achieving each goal.

e  Identify Strategic Initiatives and resource sponsors for the initiatives, which are the
ongoing programs or development projects that will accomplish each Strategic Goal.

e  Summarize Outcome Measures for each Strategic Goal and Initiative, using the
Balanced Scorecard™ or similar approach. The full scorecard is artifact S-5.
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EA® Framework Area Artifact # and Name

S-2: SWOT Analysis

Lines of Business

Goals &

g § Initiatives 3 .
FET & f The Strength, Weakness, Opportunity, and Threat
H | i . . .
Fi—3 Sel;\:tc:: = (SWOT) Analysis takes a holistic look at the
| £ & wformation| ;i3 enterprise by identifying internal and external
gﬁg Amyactione factors which when mapped can reveal areas for
g §| Networkss improvement and focus.
@ Infrastructure

One of the earliest activities the enterprise performs in developing a strategic plan is a ‘Strength,
Weakness, Opportunity, Threat’” (SWOT) Analysis. This analysis looks at internal and external
factors to determine areas that the enterprise should focus on to increase its survivability and
success, as well as areas that the enterprise should avoid, or decrease its exposure to. The results
of the SWOT Analysis should be summarized in the Strategic Plan along with the matrix table
illustrated below, and the full SWOT Analysis is archived in the EA Repository as a separate
primitive artifact (S-2). The following is an example of a way to summarize a SWOT Analysis.

External Factors Internal Strengths (S) Internal Weaknesses (W)

$1. User Community W1. Policy / Regulations
Internal Factors S2. Relationships W2. Governance Value

83. Involved Leadership W3. IT Skills — Systems
$4. In-house Technology W4. Enterprise Architecture
$5. Legacy Architecture WS5. IT Skills — Process
$6. Training Budget W6._Low Usability/Implementation
S§7. Culture

External Opportunities (O) SO wo

01. Contracting

02. Government .
IR TR $5/03: L Web Portal W4/04: EA Sh

03. New Technology S1/03: SZ?:?J?’(Iy ebronas anng

04, Partnerships '

External Threats (T) ST WT
T1. Funding
;25 w $1/T2: FED Requirements W4/T1: Funding Data
T4, Advented Technolo S6/T5: IT Training

- ancec. Beinciogy 1/T5: IT A
T5. IT Adoption Rate S1TS wareness

From the identification of Internal Strengths (S), Internal Weaknesses (W), External Opportunities
(0), and External Threats (T) for the enterprise, a matrix arrangement like the example above can
help to reveal internal and external areas to focus on. This SWOT Analysis is also used to help
enterprise architects and strategic planners to develop Concept of Operations (CONOPS)
scenarios that detail current and future operating environments.
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siness

R ( Goals &

g ) Initiatives
Lo g

<

5 § roducts &

H I Services
L@

8 2 Data &

3 3 Information
EE=—10

§ 3 Systems &

2| é Applications

§ § Networks &

~
@ Infrastructure

©4zWzovE00

Planning Assumptions
1. New Video
Teleconferencing capability.

2. Product roll-outs at
National conferences.

3. Need to hold detailed

product discussions on short
notice, globally.

4.24x7 work availability.

5. Increased suburban
commuting and
telecommuting.

6. Tracking of Govt. reports
to anticipate product needs.

7. Changing population
demographics, driving new
product development.

8. Increased cost benefit of
solar powered lighting.

9. Additional product
features to attract customers
10. Global use of PDAs for
employee communication.
11. Integration of sales,
marketing, and production
information.

12. Accurate customer
quotes on the fly.

S-3: CONOPS Scenario

A Concept of Operations Scenario is a narrative
document that describes how the enterprise
operates currently or will operate several years in
the future given certain stated internal and external
factors identified in the SWOT Analysis. The
scenario is footnoted with planning assumptions.

Jeff Linder, Vice President of Industrial Sales for Danforth Manufacturing Company
(DMC) had just finished a presentation at the 2008 National Highway Safety
Conference along with Richard Danforth, DMC’s CEO, who had teleconferenced in on
the big display screen behind the podium.' As Jeff was leaving the main conference
room, Andrea Newman, Director of Safety and Transportation for the State of
Tennessee, asked Jeff if they could talk about the new line of solar-powered highway
lights he had just given a presentation on. >

“Thanks for taking a minute to talk Jeff. T want to tell you about a situation we have in
Tennessee and see if your new product line can help” said Andrea as they found a table
in the refreshment area. “No problem, thanks for asking” Jeff said. Andrea pulled up a
document on her tablet computer and said “Jeff, here is a report that shows an
increasing number of serious accidents in rural areas of Tennessee involving passenger
cars and agricultural equipment or commercial trucks. We’ve attributed it to the growth
of suburban communities further out in the countryside that then depend on two-lane
country roads for commuting into the city.” When you put slow tractors and trucks
together with cars that are in a hurry at all hours to get somewhere, you have a recipe
for disaster.” “Isn’t this problem being seen in other places around the country?” asked
Jeff. “Yes, and one of the contributing factors that is consistently coming out of
investigations of the night-time accidents is the lack of good lighting on these country
roads.® I am thinking that your highway grade solar lighting can help us provide more
night visibility on high-risk rural roads without needing electrical infrastructure.” ™*

Jeff thought for a minute before responding. “You know, the new line of highway
lights has options to incorporate 911 emergency call boxes and Global Positioning
System (GPS) equipment that can connect to both State and local level first responders.’
This might be useful in also improving response times should an accident occur in spite
of the improved lighting.” Andrea nodded and said, “Yes, I doubt that better lighting
will solve the entire problem, but it will help people see each other better, and these
other options can improve accident response times. What is the pricing on these units?”

Jeff pulled his Personal Digital Assistant (PDA)' out of his pocket and connected to
DMC’s marketing and sales database at headquarters via a satellite Internet link.'
“Andrea, these units are $11,300 each, including the GPS and 911 features.” Andrea
took notes and responded, “If I can get permission to conduct a pilot test in a couple of
months can you provide the lights?” Jeff asked “How many miles of road?” “About
four miles in the particular area I’'m thinking of” said Andrea. “Ok, the suggested
density for the new unit is 18 per mile, so that would be 72 units total. I can give you
our 10 percent early-adopter discount, so the total would be $732,240. Let me check
what the shipping time would be.”

Jeff sent a high priority email to Bob Green, Vice President of Manufacturing. Bob was in the factory when he received Jeff’s
email on his PDA, and after checking the DMC Production Scheduling System, responded two minutes later that a special
order for 72 units could be completed and shipped 35 days from when the order is received. Jim relayed this information to
Andrea, who said, “Wow, that’s fast. I have all the information I need to propose the project, Ill get back to you next week” 1
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S-4: Concept of Operations Diagram

Goals &
g PP C| . . .

B EE A\ LI g A Concept of Operations (CONOPS) diagram is a
no. & S P . . . .

B Services ; high-level graphical depiction of the how the
Bl 5| o oasl enterprise functions, either overall, or in a
2| & formation s K R

(8T L] systemss particular area of interest.

z | § Applications
3| 3 Networks &
@ | = | Infrastructure

Example Diagram

This CONOPS Diagram shows at a high level how a fictitious system called the
‘Hurricane Warning System’ would conduct its primary mission of providing a
coordinated weather surveillance and reporting capability using land-based, sea-based,
airborne, and space-based resources.
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Area
- " ™
S-5: Balanced Scorecard
° Goals & 4
2 3 Initiatives .
Fe £+ v | The Balanced Scorecard™ goes beyond financial
S @ ) 0| . .
121, Sevices AT | measures of success for an enterprise and establishes
g8 | & Data & N . . .
5| & inomation ;7] | goals and measures in four key business views:
s gn A:p{isc‘;'?:n: Customer,, Financial; Internal Business Processes;
r ‘ =3 Networks & and Learning and Growth.
@ = Infrastructure
Description
“The Balanced Scorecard™ Financial
“To succeed
suggests that people should fmancily. how
view the enterprise from four el
perspectives, (not just a money
perspective) and should Customer Itornal
develop metrics, collect data, asomton ™ Visien Processes
and analyze the enterprise il Strategy g"l“%iﬁ
relative to each of these re el
perspectives, as is shown in the Learning and
figure to the right.” oot
vision, how will
i
. change and
“The Balanced Scorecard™ is improve?”
a management and
measurement  system  that T Sirtegte [ Siatoge | Sategte | St | Srarege
. . Initiative 1{ Initiative 2| Initiative 3| Initiative 4| Initiative 5|
enables enterprises to clarify %FinancialPersEsctive
their vision and strategy and e oo
. . Outcome Measure 2
translate them into action. The Output ez A
. Output Measure B|
scorecard provides feedback OuputHeasro _
R Internal Business Process Perspective
around both the internal ts"a‘egguiiij';mm
business processes and external Sutens Hesnre?__
outcomes in  order  to TS
continuously improve strategic e —
performance and results. When Cucomesmue?
Output Measure A
fully deployed, the balanced gmzmxeamg
scorecard transforms strategic fresming ang Grown Pérspecine
planning from an academic Do Horure |
exercise into the nerve center Dot Hesure
of an enterprise.”’ B
'Balanced Scorecard Institute
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B-1: Business Plan

] Products &
Services | 4

Information

The Business Plan provides a high-level

description of the key line of business
functions, and financial strategy that will

Appications accomplish the strategic goals and initiatives.

Networks &
Infrastructure

The following items are often found in a Business Plan:

mqﬁzoéﬂgon

Security / Standards /| Workforce
Technology - Business — Strategy

1. Business Overview
Executive Team Profile
Relationship of Business Activities to Strategic Goals
Organizational Structure

Market Outlook and Competitive Strategy

2

3

4

5

6. Business Cycles
7. Capitalization Summary

8. Financial Strategy

9. Current Financial Status Summary
1

0. Business Partnerships and Alliances
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B-2: Node Connectivity Diagram
g | 5 d The Node Connectivity Diagram shows the
(57 E | Productsa| N operational nodes, activities performed at each
H | ervices N . .
F3 81 S |2 node, node-to-node  relationships, and
:Ezg Information | 1" 3 information exchanges. The purpose of this
gﬁg A,,Sp‘ﬁc';‘ifni diagram is to show, at a high level, who are the
(g B Networss operating groups in the enterprise (lines of
business) and how they share information.
Example
Performs:
Activity A
Activity B
Needline 1
Information Type X |
From External
Source
(Supply Chain)
Per_fo_rms: Needline 2
Activity A Information Type Y
Activity C
Performs:
Activity C
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B-3: Swim Lane Process Diagram

| 3 202 s A Stakeholder Activity Diagram shows which
(£ &7 Productsa %E stakeholders (those with a vested interest in the
2 I Services N| . . . . .
r3T§7 2 b enterprise) are involved with line of business
| §| & Information | (5 processes, and the timing of that interaction. The
a Y Syst & . .
3| §|  avplications diagram uses the format of ‘swim lanes’ to arrange
§| 8| Neworksa stakeholders by row, and timeframes by column,
Infrastructure g R .
then overlaying activities with  flowchart
symbology.

1
Chief ' Review RO
|r‘|formati0n Disapproved : Value & EA Approved
1 Alignment
Officer !
: i
1
1 |
1
Capital Planning Schedule CPB : Review Assign
Board Review : Project Plan Funding
1
1 1
I i
. ]
Capital Planning peview : Include
. nvestmen
Working Group : Case H Portfolio
3 I : T
s . I !
Architecture 3 Review ' Put Prjec
. I in Sequencin
Working Group Alignment : g
]
1 ]
' !
1
Prog ram Initial Develop : Prepare for
Project —wm Project Project
Manager Proposal Plan : Implementation
1
1
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B-4: Business Process Diagram

A Business Process Diagram shows a detailed
breakdown of an activity, including how each step

Products &

©w42WzovE00

IR

5 I Services K L.
reT £7 e in the activity relates to the others. The B-4
3 BN "::S'Z:':: diagram follows the IDEF-0 modeling technique to
| 2| S| Aplications show what the inputs, controls, outputs, and

3 S Networks & : :

& | B st mechanisms are for each step in the process.

Description and Example

Inputs: Items that initiate/trigger the activity and
are transformed, consumed, or become part.
Controls: Guide or regulate the activity; usually
_Inputs | Activity |2, indicate when/ how a process will be performed.

Outputs: The results produced by the activity; the
reason for which the process was performed.
Mechanisms: Systems, people, and equipment
used to perform the activity.

Controls‘

“ICOM”

‘ Mochanisms

IDEF-0 activity modeling is suitable for business process documentation in that it
provides both high level context views, and more detailed views of each step in the
activity in a format that can be further decomposed and interrelated with other
processes to show linkages. This type of diagram is useful in showing linkages
between steps and internal/external influences, but may not indicate a time sequence.
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— B-5: Activity/Product Matrix

g | 5 ooas | Ll The Business Activity & Product Matrix maps
TETS Products TN f the lifecycle of revenue-producing products to
‘Z: i%} & various lines of business throughout the
| §1 &| information] ;2 enterprise. This matrix highlights who owns

21 B| apcnone business processes and products, as well as the
(3 E|  Netwona extent of supply chains.

@ Infrastructure

The Activity/Product Matrix maps the lifecycle of each revenue-producing product that
the enterprise produces to the line(s) of business that support one or more phases of the
product lifecycle. This matrix allows the enterprise to see where the vertical and
horizontal (cross-cutting) business product activities are located, as well as to help define
ownership of those processes. The B-5 Activity/Product Matrix can then be used with
various Data & Information level artifacts (e.g. D-7 Activity/Entity Matrix) to further
map the product lifecycle to requirements for data across the enterprise.

< m ®) @] 1N [T O
3 3 3 2 3 3 2
52 52 52l 52 52l 52| 52
vow|l 2@l oB| o] @@B| @ ¢o@
S3l &l S&l Sal S&| SE| SE| Remarks
Business Product
Product 1 R F L
Product 2 M i D S F L
Product 3 M W D S F L
Product 4 R F L
Product 5 M F L
Product 6 M W D S F
R = Research & Develop W = Warehouse S = Service L = Legal
IM = Manufacture D = Distribute F = Financials

The product lifecycle illustrated in this example has five sequential stages (research and
development, manufacturing, warehouse storage, sales/distribution, and servicing) and
two parallel administrative functions (financials and legal). Product lifecycles are

different within most enterprises, and adjustments to the B-5 matrix should be made
accordingly.
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B-6: Use Case Narrative & Diagram
HE s < g A Use Case narrative follows the Unified Modeling
E a( Productss ’/:: Language (UML) format for identifying business
rzT§ *ﬁ‘ K requirements, their context, stakeholders (actors),
L ; L t: "::s’:'e‘::':: : and business rules for their interaction with systems,
| 2 3| Applications services, and applications that are identified as
§| ¥ | Networkss technology solutions requiring development.

Use-Case Diagram Example
(University Registration System)

>0

Student pecial Class
Registration

Student
Billing

Bursar’'s Office Instructor
Extends = adds new behavior or actions.

Uses = one use case uses another one.

Prerequisites no
Completed

>0
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B-7: Investment Business Case

Lines of Business

Goals & An Investment Business Case uses a standard
format to describe the value, risk, and return on

Products &
\ Services

©4zZWzovEO0O

)

151 investments made in technology and other
| 3| information resources. The Business Case also contains an
KAl pSrstems & alternatives  analysis, program performance
2 S plications . . . . .

FST £ T Noworkes tracking metrics, architecture information, and
® ] 7| infrastructure security status information.

1. New Requirement. A new requirement for resource(s) or support is identified in a line
of business (LOB), which is brought to the EA and capital planning teams for evaluation.

2. Existing Solution Check. The EA and capital planning teams determine that an existing
EA component cannot meet the requirement.

3.  New Solution Business Case. The sponsoring LOB determines that the requirement is
of sufficient importance to merit the cost of developing a business case:

e Business Need. Describe the requirement in terms of the gap in operational or
administrative performance it represents to the LOB and the enterprise.

e  Impact if Not Resolved. Describe the impact to the enterprise if the performance
gap is not resolved, including strategic, business, and technology impact.

e  Alternatives Analysis. Identify 3 or more viable alternative solutions (if 3 exist).

e  Cost-Benefit Analysis. Quantify the direct and indirect costs and benefits for each
alternative on a lifecycle basis, including qualitative items.

e  Return on Investment. Do a ROI calculation for each alternative.

e  Net Present Value Adjustment. Do a NPV adjustment for each ROI calculation to
account for anticipated cost increases over the investment’s lifecycle.

4. Business Case Evaluation. The business case’s alternatives are evaluated by the
Architecture Working Group (AWG) for the correctness of the analysis, and alignment
with the EA at each level of the framework. The Capital Planning Working Group
(CPWG) then reviews the business case for the correctness of the financial analysis. A
coordinated recommendation is made to the executive-level Capital Planning Board
(CPB) as to whether the business case should be approved or disapproved.

5. Business Case Approval. The CPB reviews and approves/disapproves the business case
in the context of the enterprise’s overall investment portfolio using criteria that identify
value from a strategic, business, and technology perspective:

6. Implementation. If the business case is “selected” (approved) for funding by the CPB,
the proposed solution becomes an implementation project that is managed by the
sponsoring LOB. The project is reviewed by the CPB at key milestones and/or
periodically as part of the capital planning process’ oversight of all projects.
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D-1: Knowledge Management Plan
s | s s | e The Knowledge Management (KM) Plan provides
E;s‘ﬁéf Products & )E,' a detailed description of how knowledge,
rzT §] Data 8 N4 information, and data are shared across the
LE L "! Information g5 enterprise. The KM Plan includes descriptions and
:::;:g: Applications diagrams of information sharing between systems,
§ | Networks s applications, knowledge warehouses, and databases

Description and Example

KM Plan Contents

The approach to managing data, information, and knowledge across the enterprise

How data and information-sharing support the Business Plan

Data and information-sharing strategies and diagrams for each line of business

Data and information sharing strategies with external partners and customers

Which types of data in the enterprise require extra protection

The lifecycle for data and information that is key to the success of the enterprise
(data creation, sharing, updating, storage, retrieval, and deletion)

Example of a High Level KM Diagram

Aviation & Dey & Admin

{ Defense HCDmmBﬂ:iaq[ Research || Finance J

Contracts || Shipping &
Technolo En.f]l & Legal J[ Receiving

[ Space

| Knowledge

i Intelligent Searché Text Mining \ 5
é s Data VETEH :
[ stes Information WWarehouse ] Mining ale 1o g

o Enterprise
Organize

Ope na ems
= o) & 70 699
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oo D-2: Information Exchange Matrix
| 5| initaives 48 The Information Exchange Matrix describes
Eéﬁ;,f Products & ’E,f relevant attributes of data exchanges between
ERgr Data 8N4 systems. These attributes include size, logical
cf::“! information g 5 specification of the information i.e., media,
Eéi:.g‘ Applications timeliness required, and the security classification
§ & | etworks s and properties of the information.

Information exchanges express the relationships across four important aspects of the
architecture (information, activities, locations, and times) with a focus on the specific
aspects of the information flow. Information exchanges identify which business nodes
exchange what information during the performance of what activities and in response to
which events. Additional information on who is performing the activity can be added, if
needed for security analysis. The detailed information in the Information Exchange
Matrix may be hard to collect but it is necessary to fully understand the information flow
in the enterprise and its security aspects.

The matrix also identifies the event that triggers the information exchange (e.g., set
schedule or citizen request). The matrix keys the exchange to the producing and using
activities and nodes and to the needline (from the Node Connectivity Diagram) the
exchange satisfies. The Information Exchange Matrix partitions each high-level needline
into its component parts, i.e., into distinct information exchanges between business
nodes. An example format for this artifact is provided below. Additional characteristics
may be added to the D-1 matrix based on the purpose or goals of the enterprise.'

= 1
INFORMATION 8 2z INFORMATION
DESCRIPTION K = EXCHANGE
2 B« ATTRIBUTES
z E % ] z g HNJ g w g E LEO 2 z >0 'é E & E
SE|E22 £ u @ a8 a2 = =3 e ‘z)m'- x w >
aE | 230 | 2z = So [2E | @0 oE & Gzz 3 iE=
4E | 232 | 8 = w2 22| 8¢ 8z | 323 w 2J8
og " n < w [<im} » A
=2 | g8 = o E =g £33
Z LFT z g
z g :
VOICE, LIMITS
TEXT,
IMAGE,
o

'K. Sowell and A. Reedy
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D-3: Object State Transition Diagram

Lines of Business

and/or behavior(s) of the “On-Line Order”

Applications X .
Networks & object that are a result of internal or external

Infrastructure

¥

s | Coals & | i1 A State Transition Diagram uses the notation
o 3 nitiative: 0| . .

FETE Products & || A% from the Unified Modeling Language to show

L2 = F how the lifecycle of a specific data object. This
B £ ata & N . . .

| | 3\ rormation |3 diagram shows changes to attributes, links,

system events which trigger changes in state.

( Place E-Order\ Order ( Check Stock A Out of ( Cancelled W
ut o
On-li d try/ | checked
calculate line total, Check stock/ Enter/ | _Stock _J  Enry/adjust register
K calculate order total, Cancel do/display refund

do/display line total ) \_do/display order total }  order \_

On-Line Payment |(amount)

( Take E-Paymentw

Start E-payment entry/calculate Finish .>
Balance, do/display

balance, exit/pay balance

The L l‘fecy cle Of Pull Stock |(quantity)
The ‘On-Line Order P —\ " Delivered
Order” Object ( raer rrocessing elivere w
(Item#, Qty/ Do/prepare ltem(s) Entry/adjust register
Reset Register) ordered items for shipped do/display refund
shipment Y, \_
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— D-4: Object Event Trace Diagram

| Soals & The Event-Trace Diagram allows the tracing of
Products & actions in a set of scenarios or operational
Data&§ threads. Each model should focus on a critical
nformatio sequence of events and a description of this
Applications scenario should accompany the model.

Networks &
Infrastructure

With time proceeding from the top of the diagram to the bottom, a specific diagram lays
out the sequence of information exchanges that occur between business nodes for a given
scenario. These information exchanges are associated with events and actions (see
Information Exchange Matrix). The direction of the event arrows shows flow of control,
in terms of the business process, from node to no."

W:—s
EVENTS/TIME NODE 1 _NODE2 NODE 3

event 1 Message 1 E :I

©4zZWzovEO0O

Security / Standards / Workforce
Technology — Business — Strategy

at time 1

{formula relating
time 1 to time 2}

event 2 Message2  J[]| :I
| [
at time 2

event 3

at time 3 \%

{formula relating
time 3 to time 3'} —

H ' ——g— -
time 3 = Message 5 »

. <a— Message6 |
time 4 B
timen [J~a—Message?7 _ Message 8 .E :I

'K.Sowell and A. Reedy, 2001

An Introduction to Enterprise Architecture — 3™ Edition 299



EA® Framework Area ‘

Lines of Business

Goals &
Initiatives

Products &

¥

»-42WZz0vRO0O

8 >
s B
£ 8
o Lz
H |

L@
8 K Data &
3 K Information
2 _L

EE=—
21 8 o
2z | s Applications
g S Networks &
® | = | Infrastructure

Artifact # and Name
D-5: Logical Data Model

A semantic data model can be developed using
traditional structured methods and symbology
(Entity Relationship Diagram), or one can use the
object-oriented method and symbology of the
Unified Modeling Language (UML), which
produces a Class Diagram and/or Object Diagram.

Example

Entity-Relationship Diagram

The Entities identified in an ERD are used in the Entity-Activity Matrix

contains

(shows the static structure of a system)

Class Diagram

Dog Owner
Classes Name Name
golur Address
ex p
4 Phone
Barks
Eats Feeds

Link : :

Terrier

Poodle

Barks
Eats

Name Name -

Color Color Objects Keybd

Sex Sex (with inheritance o deereen
of attributes) xample of Aggregation,

Barks

which expresses a “Part-of”"
Eats

relationship between a

component object and an
aggregate object
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D-6: Physical Data Model

Lines of Business

Goals &
Initiatives

Ll

The Physical Data Model is used to describe
how the information represented in the Logical
Data Model 1is actually implemented in

Applications automated information systems.

Networks &
Infrastructure

There should be a mapping from
a given Logical Data Model to
the Physical Data Model (PDM). Message Format:
The PDM is a composite model
whose components can vary

Products &

Ll

Data &
Information

©w42Wzo 9500

Ll

Ll

Security / Standards / Workforce

Technology — Business — Strategy
m

Physical Data Model Provides

- Standards Reference

greatly, as shown in the template - Message T_ype(s) ) ]
below. For some purposes, an - Message Fields with Representation
entity-relationship style diagram - Map From the Logical Data Model to
of the physical database design the Message Fields

will suffice. The Data Definition
Language may also be used in File Structure:
the cases where shared databases CtarAa e D
are used to integrate systems.
References to message format

-Standards Reference
-Record and File Descriptions

standards (which  identify -Map from'LogicaI Interface Model to
message types and options to be Record Fields

used) may suffice for message-

oriented command and control Physical Schema:

subsystems. Descriptions of file - _pp| or ERA Notation with sufficient

formats may be used when file

passing is the mode used fto detail to generate the schema

-Map from the Logical Data Model to

exchange information. . .
Interoperating systems may use a the _PhyS|Ca| Data Model with
variety of techniques to exchange Rationale

data, and thus have several
distinct partitions in their PDM
with each partition using a
different form.

' K. Sowell and A. Reedy, 2001
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D-7: Activity/Entity Matrix

N | Gosta [ ifc An Activity/Entity Matrix is developed by mapping
‘%Z 5 oroaesl | LA which data entities are affected by related line of
L2y ' ¥ | business activities. Often called a ‘CRUD’ Matrix

3 K Data & N . . . .
| 5 | 3§ mrormation |17 because it identifies the basic types of

21 B aopieations transformations that are performed on data (Create,
T3 87 Networksa Read, Update, Delete) through a business process.

@ | " | Infrastructure

@ Activity Listing

I. Create an Activity List F rom the Boundary Diagram

Clothing Warehouse

Thisis 5 list of sctiities that
occurjust inside the system
boundsry. Mo ssquencs is
indicated.

Il. We are now ready to
create an Entity-Activity
Matrix (CRUD Matrix; that
shows how data is Created
Read, Updated, Deleted)
using the hierarchy and the
ERD previously done.

@ - - = -
Entity-Activity Matrix
Entity-Activity (CRUD) Matrix:
Entity Type
Stock . Invoice Monthly
ltem Invoice Line ltem Customer Statement Warehouse| Catalog
Stock ™\

1 | Receive new stock Control J\| _—+ & ciomer

2 | Receive customer order Services R ~

3| Issue customer with goods U C C U )

4 | Issue monthly statement [\_ R R c Y

5| Receive faulty goods R R

6 |Order new printed catalog

7 Order new stock R Catalog

8 | Mail catalog to customer U /ﬁ Production

Entity-Activity Matrix (CRUD): C=Create, R=Read, U=Update, D=Delete

Check matrix that: Matrix may be used to:

«Is every entity affected by at least one activity, *Define the scope of the problem

if not, it's “singular” and should be dropped? *Describe a “system map”

«Is there just one “Create” activity for each entity? «Partition the system (Cluster Analysis)
*Note that “Create” may be a boundary activity, *Determine “who owns the data and/or
that may have happened through internal processes. processes (activities)
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— D-8: Data Dictionary
o | | Soals & [ ifc The Data Dictionary provides a comprehensive
g 3 nitiatives 0| .. .
FET 5T Productsal | A% listing of the data entities that are collected and
. o] . . . . .
L2y = F maintained by the enterprise, including standards
8 H ata & N . . .
5 | 2\ Information| |1 for the attribute fields, keys, and relationships. The
= & == b b
21 B apications Data Dictionary may also include a ‘library’ of re-
£_1 8 .
37 5§17 nNetworkss useable Data Objects that use UML methods.
* = Infrastructure
Example
DATATYPE | FIELD KEY CAPTION DESCRIPTIO | SAMPLE
FIELD NAME LENGTH N
PRT_ID NUMBER 5 PK PROTOTYPE | A sequential 66352
ID ber that
uniquely
identifies
each record
in
tbiPrototype
PROP_ID NUMBER 5 FK PROPOSAL A sequential 37642
ID ber that
uniquely
identifies
each record
in
tbIProposal
PRT_PRDLIN TEXT 20 PROTOTYPE The target Consumer
E PRODCUT Solar Cell
LINE product line
PRT_VOLTA NUMBER 5 PROTOTYPE Electrical 3.5
GE VOLTAGE tput, i
volte
PRT_DESCRI | TEXT 100 PROTOTYPE | A brief
PTION DESCRIPTIO description
N of the
prototype
PRT_WIDTH NUMBER 20 PROTOTYPE | Width, in 2
WIDTH inches, of the
prototype
PRT_LENGT NUMBER 20 PROTOTYPE Length, in 4.25
H LENGTH inches, of the
prototype
PRT_THICKN | NUMBER 20 PROTOTYPE Thickness, in | .375
ESS THICKNESS inches, of the
prototype
PRT_WEIGH NUMBER 20 PROTOTYPE | Weight,in 10
T WEIGHT , of
the prototype
PRT_START DATE PROTOTYPE Date 11/29/2000
START DATE | development
of the
prototype
began
PRT_END DATE PROTOTYPE Date 5/17/2001
END DATE development
of the
prototype
was
completed
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SA-1: System Interface Diagram

Lines of Business

¥

Goals &
-] Initiatives g . .
FET 8T productsal || A The System Interface Diagram shows the logical
o Lz . [¢] . . .
L2 Se[')‘"t“s F and/or physical interfaces between the enterprise’s
k-] £ ata & N . . .
EAR3 jon | 1|3 systems for information, production, etc. where
a1 éi Systems & 1 1
? \! At information and/or other resources are exchanged.

Infrastructure

Examples

NODE-1

(Northeast Regional Office)

System A

System B

NODE-2

(Mid-West Regional Office)

External
Connection

A 4

»| System E

/

System F

NODE-3

(Headquarters Office)
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T SA-2: System Communication

| | coasal L Description
L5 L ¥ -

5[ 3] Produne )L:: The S-2 artifact compliments the S-1 System
g E Dataa | | i Interface Diagram by providing a description of
cgzzi: R enasd [’ | how data is communicated between systems
25::‘ Applications throughout the enterprise, and includes specifics

about links, paths, networks, and media.

Infrastructure

Example

NODE-1

(Northeast Regional Office)

System A | [System B

LAN i

A

NODE-2

(Mid-West Regional Office)

Dedicated
T-3 Data Line

System C

Internet

Dedicated
T-1 Data Line

A

t Commercial

y

Cellular Network

System E

System D

NODE-3

(Headquarters Office)
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SA-3: System Interface Matrix

° f;_oa_ls & 4
FE3 P'::::::: ki The System Interface Matrix shows the nature and
121 Services ; status of physical and logical interfaces between

8| £ Data & (1 . . .

i3 ion| |1 information systems throughout the enterprise.
L 5 == éi o s{_stetr_ns &

2| 3\ pplications

Infrastructure

1. Provides detail on the interface characteristics of the SA-1 artifact.

e Allows quick overview
e  Enables rapid assessment of potential re-use or redundancies

2. Useful tool for managing the evolution of systems, infrastructures, technology insertion,
functional upgrades.

3. Interface characteristics that could be captured include:
Status (existing, planned, potential, deactivated), purpose, classification level, key

interface(s)
System Interface Matrix
System 1 | System 2 | System 3 | System 4 | System 5 | System 6 | System 7 | System 8 | System 9
System 1 *
System 2 X *
System 3 X *
System 4 X *
System 5 X *
System 6 X X X P P *
System 7 X P *
System 8 R R *
System 9 X *
X = Existing Interface P = Planned Interface R = Retire Interface
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SA-4: System Data Flow Diagram

Lines of Business

s | . | Soals & [ ifc The System Data Flow Diagram is better known as
2 3 nitiative o] . ..

FET ET Productsa] | 08 a ‘Data Flow Diagram’ and is intended to show the
S N o| . .

L2y Services Al ¥ processes within a system that exchange data, and
8 H Data & N .

RN jon | 1712 how those exchanges occur. The SA-4 artifact
a1 éi Systems & 1 - 1 1
2 “ Appiieatione compliments the B-4 Business Process Diagram,

and can be decomposed to show additional detail.

Infrastructure

Captures and describes system functions and the data flows between them.
Documents system functional hierarchies.
Primary purpose is to:

e Develop a clear description of the necessary system data flows that are
input (consumed) and output (produced) by each system

e Ensure functional connectivity is complete
e  Support appropriate level of functional decomposition for additional detail

Is the systems counterpart to the B-4 Business Process Model (IDEF-0
diagram).

Job Request
Customer | D4

Laws/Standards li

Project Tracking| | D3

Resource Legal Requirements
Details

SR
1 -0 Job Request 3-0 Job Deleg_aiion 3-0

Details
Assess
Resources

Process
Request

Delegate
Resources

Applicable Standards

Labor Availability

Delegation Info.
Job Details

| D1 | Personnel Files

Project Information
Instructions

Resource

Project Update 40 |

Supervisor Special Request Repair
Highway

| D4 | Project Tracking [, Project Update

Parts Availability

| D2 | Parts/Equip Files
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SA-5: System/Operations Matrix

° Goals & 4

g s § Initiatives ol . i .
TET & Productsal | i The System/Operations Matrix relates operational

= | Services N e . P
R sl | L2 activities to system functions within and between
181 &) TWLE lines of business throughout the enterprise.

@ 3 Systems &

%:: E! Applications

Infrastructure

1. Relates operational activities to system functions

2. Identifies the transformation of an operational need into a purposeful action performed
by a system

3. Supports decision making as follows:
e Identify ‘stovepipe’ systems and opportunities for automation
e  Identify redundant systems and functions
e Analyze gaps in performance

e  Target investment opportunities

System / Operations Matrix

fo} ti 1 Activit Call for Sales Input Update Sales| Distribute Use
e EUEEL AEINTL Data Sales Data Data Sales Data Sales Data
System Function

Load Sales Data Input Template X

Display Sales Data Input Template X

Load New Sales Database X

Receive New Sales Data X
Load Historical Sales Database
Update New Sales Data Sub-Table
Update Historical Sales Database
Receive Sales Data Corrections X
Update Historical Sales Database X
Send New Sales Data

Send Updated Historical Sales Data
Receive New Sales Data Querry
Send New Sales Data X
Receive Historical Sales Data Querry
Send Updated Historical Sales Data X

XXX

x>

XXX [X
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— SA-6: System Data Exchange Matrix
Goals &
g & Initiatives g
‘?g:g Products & | | 1% The System Data Exchange Matrix uses a table
‘Z: se:;':: = format to show which systems exchange particular
2 ion ||| types of data within and between lines of business
I Ei: 5 Apractione throughout the enterprise.

Infrastructure

Description and Example

The System Data Exchange Matrix describes, in tabular format, data exchanges between
systems within a systems node and across systems nodes. The focus of the System Data
Exchange Matrix is on how the data exchanges actually are (or will be) implemented, in
system-specific details covering such characteristics as specific protocols and data or
media formats. These aspects of exchanges, while difficult to document, are critical to
understanding the potential for overhead and security constraints introduced by the
physical aspects of the implementation. The System Data Exchange Matrix relates to,
and grows out of, the Information Exchange Matrix. That is, the automated portion(s) of
each information exchange in the Information Exchange Matrix is associated with the
system interface that carries the corresponding system data in the System Interface
Description. The business characteristics for the information exchange are replaced with
the corresponding system data exchange characteristics. For example, performance
attributes for the business information exchanges are replaced by the actual system
performance attributes for the automated portion(s) of the information exchange.
Automation may introduce characteristics that are not intrinsic to the business
information exchange.'

Identification & Nature of Source & Destination Performance Security
Traceability Transaction Source Destination
Flalzle|8lelz|dlellelelelzs]z2 ¢f 3¢
=h =
2|l &l S| 5| 5| 8| 3|8 2le|laela| 8] 3| 3 a1l 3| 2
o o 3 3 @ @ @ @ @ e o <4 17 = =
= 3 m m o =1 3 3 3 3 @ 5 Qa = < ®
=] @ > =<4 5
@ =3 3 o) e 9] @ n 'n 3 > 3 8 @
= o =3 3 s c c < a =
@ ] ) @ ) m 5 5 < 3
= m 3 = 2 s Q s 3
gl 8] o | =z 2] 2 5 g
g g o =] =]
a @
@

K. Sowell and A. Reedy, 2001
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SA-7: System Performance Matrix
g 3 Intatives 5
(ET ET Productsal | i The System Performance Matrix lists the metrics
czzzg Se[')‘; '::: E that are important with regard to reliability,
L v 1 rn | ion |+( |5 availability, and maintainability.
R @

Infrastructure

1. Specifies the quantitative characteristics of system:

e  Hardware/software
e Interfaces
e Communication components
2. Identifies both current and future parameters.

3. Includes all relevant technical performance characteristics, for instance:

e Mean Time Between Failure

e Restart Rate

e System Initialization Time

e Data Transfer Rate

System Performance Measures
Type of Original | Current
L Measure Baseline Status Target

System Maintainability Percentage 0.45 0.52 0.6
System Availability Percentage 0.86 0.93 0.95
System Start-up (Initialization) Time Seconds 32 23 15
System Restart (Re-boot) Time Seconds 35 26 18
|Hosted Application Start-up Time (>100 MB) Seconds 28 26 25
|Hosted Application Start-up Time (<100 MB) Seconds 19 17 15
|Data Throughput Capacity (# of input types) Megabytes 100 250 500
|[Mean Time Between Hardware Failures Days 68 69 90
[Mean Time Between Software Failures Days 12 14 20
System Settings Back-up Time Minutes 22 21 18
System Data Back-up Time Minutes 146 137 120
Email Outbox Transfer Rate (<1MB) Seconds 12 11 10
Email Outbox Transfer Rate (<300KB) Seconds 5 4 2
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SA-8: System Evolution Diagram
Goals &

(§ g wwevesgfs | The System Evolution Diagram shows the

% g Products & P . . . . .

7 services | 17||9 evolution of a system including the relationship and

g Data & " timing of consolidations installations, upgrades,
il ;‘ Systems & and retirements, sometimes shown in the context of
LEL : N pplications changes to other systems, applications, websites,

and databases.

Infrastructure

Example

System A

System A-1

Intranet

System B System A-2

Website X
System C

System D . System D-1
SystemE
System D-2
Database
Q System D-3

System H

System F

System G-1

System G
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Lines of Business

w4z%zo0 0500

Data &

Systems &
Applications

L g

Security / Standards /| Workforce
Technology - Business - Strategy

Infrastructure

Artifact # and Name
SA-9: Web Application Diagram

1 initintives The web application diagram shows the logical
1 Products & relationships  between web-based information

services, in this case showing a detailed diagram of
services that interact via standard protocols and
interfaces that promote platform-independent data
interchanges.

Security Data E-Mail Search
Service Service Service Service
SOAP-XML SOAP-XML SOAP-XML SOAP-XML
Interface Interface Interface Interface
SOAP/XML Web uDDI
oveb Service Network Access Protocol (NAP) Web
ervice .
Request (WSDL) Web Service Bus Service
Message Descriptions < Registry
Web
Service
User
SOAP-XML SOAP-XML SOAP-XML SOAP-XML
Interface Interface Interface Interface
E-Biz ERP CRM Other Web
Service Service Service Services
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T NI-1: Network Connectivity Diagram
8| s itiaives | 175 The Network Connectivity Diagram shows the
EEWS Products & );:: physical connections between the enterprise’s
g Datas| | ik voice, data, and video network... including external
cgzz‘f ";:Z::’: y Wide Area Networks (WANs) and Local Area
1z £ lications Networks (LANSs)... also called ‘extranets’ and
R @& § ‘intranets.’

Field Operations

System A System B System
C

: /
Account W AN
Login/Authenticgfion ,

WEB
Primary User System D
Portal
[S—— i I

ABC *Suppliers
Database InzFustry
= «Citizens

Lobbyists

8?25,,1
gf:;pz
'.‘ B : — =

Financial & HR Web
Mainframe Server

St Al
Email & Desktop tr)\;:zveorl:%
Application Servers

8?55,,3
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NI-2: Network Inventory
° Goals & d
Q 3 Initiatives .
remi——— 1 I The Network Inventory lists all of the hardware and
=1 Services j, software on the enterprise’s voice, data, and video
8 2 Data & N . .
5| I|  infomation 48 networks throughout the enterprise. The list may
5| |  Systemss include bar code numbers or other unique
2z | g Applications . .
F3T 3 WV identifiers.
@ | FRlnfrastructure

DMC, Inc. Network Equipment Inventory

Description | Bar Code| Location| Vendor | Model #

Data Network

100-Port Stackable Switch #1 DMC-620| Bldg 1 SMV 73G20
100-Port Stackable Switch #1 DMC-621| Bldg 1 SMV 73G20
100-Port Stackable Switch #1 DMC-622 Bldg2 SMV 73G20
100-Port Stackable Switch #1 DMC-623| Bldg3 SMV 73G20
100-Port Stackable Switch #1 DMC-624| Bidg 3 SMV 73G20
100-Port Stackable Switch #1 DMC-625| Bldg 4 SMV 73G20
100-Port Stackable Switch #1 DMC-626| Bldg 4 SMV 73G20

50-Port ATM/Gigabyte Router | DMC-611] Bldg 1 Hamre H7500
50-Port ATM/Gigabyte Router | DMC-612| Bldg 2 Hamre H7500
50-Port ATM/Gigabyte Router | DMC-613| Bldg 3 Hamre H7500
50-Port ATM/Gigabyte Router | DMC-614| Bldg 4 Hamre H7500

Application Server #1 DMC-616| Bldg 1 Kayprime K455
Application Server #2 DMC-617| Bidg 1 Kayprime K455
Application Server #3 DMC-618| Bidg 1 Kayprime K455
Print Server #1 DMC-603| Bldg 1 Kayprime K430
Print Server #2 DMC-604| Bldg 3 Kayprime K430
Web Server #1 DMC-605| Bldg 1 Kayprime K502
\Web Server #2 DMC-606| Bidg 3 Kayprime K502
Internet Firewall DMC-610| Bldg 1 Gladiator 3000
Color Network Printer DMC-370| Bidg 1 HG 755
B/W Network Printer #1 DMC-375| Bldg 2 HG 380G
B/W Network Printer #2 DMC-375| Bldg 3 HG 380G
B/W Network Printer #3 DMC-375| Bldg 4 HG 380G
B/W Network Printer #4 DMC-375| Bldg 5 HG 380G
Telecommunications Network

Master PBX Switch DMC-801| Bidg 1 Westcom | W9000

PBX 100-Line Node Controller | DMC-802| Bldg 1 Westcom | W9002
PBX 100-Line Node Controller | DMC-803| Bldg 2 Westcom W9002
PBX 100-Line Node Controller | DMC-804| Bldg 3 Westcom W9002
PBX 100-Line Node Controller | DMC-805( Bldg 4 Westcom W9002
VOIP Interface Unit DMC-807| Bldg 1 Westcom W1380
GreenBerry Cell Phone Unit DMC-808| Blidg 1 | Greenberry [ KJ1700
Video Network
VTC Roll-Around Unit #1 DMC-960| Bidg 1 ClearTel CT1800
\VTC Network Interface Box DMC-961| Bldg 1 ClearTel CT739
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toes st NI-3: Capital Equipment Inventory
Goals &
zézg _naes ,E» The Capital Equipment Inventory lists all of the
L2 Services A4 non-information technology capital (depreciable)
£ 2| omatn4/l1 | equipment in each line of business throughout the
il s pmae & enterprise. The list may include bar code numbers
r3T :WV or other unique identifiers.
o | CQglnfrastructure

DMC, Inc. Capital Equipment Inventory

Description [Bar Code| Location| Vendor | Model #
Manufacturing Equipment
Robotic Welder #1 DMC-1501 Bldg 4 Daiwoo 4R35
Robotic Welder #2 DMC-1502| Bldg 4 Daiwoo 4R35
Robotic Welder #3 DMC-1503| Bldg 4 Daiwoo 4R35
Die Cast Extractor #1 DMC-1546( Bldg 4 Avex 500G
Die Cast Extractor #2 DMC-1547 Bldg 4 Avex 500G
Metal Press-Stamper DMC-1560{ Bldg 4 Avex | 360 Series
Final Assembly Unit DMC-1565| Bldg 4 Avex |200 Series
Quality Control Checker DMC-1607[ Bldg 4 [ Humbart H201G
Boxing Unit #1 DMC-1615| Bldg 3 Janro J-700
Boxing Unit #1 DMC-1616| Bldg 3 Janro J-700
Storage Shelving Unit #1 DMC-901| Bldg 2 SMG J3000
Storage Shelving Unit #2 DMC-902| Bldg 2 SMG J3000
Building Equipment
40-Ton Air Conditioner #1 DMC-465| Bldg 1 Liebert 400L
40-Ton Air Conditioner #1 DMC-466| Bldg 2 Liebert 400L
40-Ton Air Conditioner #1 DMC-467| Bldg3 Liebert 400L
40-Ton Air Conditioner #1 DMC-468| Bldg 4 Liebert 400L
Fire Sensing Control Box #1 DMC-763| Bldg 1 GE 1600
Fire Sensing Control Box #2 DMC-764 | Bldg 2 GE 1600
Fire Sensing Control Box #3 DMC-765( Bldg 3 GE 1600
Fire Sensing Control Box #4 DMC-766 [ Bldg 4 GE 1600
Diesel Back-up Generator #1 DMC-248 | Bldg 3 Honda 36H-750
Diesel Back-up Generator #2 DMC-249 | Bldg 4 Honda 36H-750
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NI-4: Building Blueprints

Goals &
Fi- i e s The NI-4 artifact is a full set of electronic
L2 Services } blueprints for all of the physical buildings and
j:?, information | 4|2 rooms throughout the enterprise. The blueprints
g B poyeemet aid in planning and decmon—makmg.regardlr'lg .the
Sh :wy placement of workspaces, production facilities,
@ nfrastructure

warehouses, networks and other business functions.

\(\; a\»

~

Electronic Blueprints
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G s NI-5: Network Center Diagram
Goals &
zgzg p:::::: )E', The NI-5 artifact is an overhead diagram of the
B services | i1'| & information technology network center.  This
g Informara & }g diagram can be part of the NI-4 set of blueprints,
E%Z"; Systems & and is maintained electronically to support the
FE- C’:e’ﬁ% numerous changes to network center(s) and server
3 | A(grstructure ) rooms that can be expected over a number of years.

Network
0 = Administration Desk
S X
S 5}
) ©
o @
< o
< X
[ [}
T @©
x 14
™ ©
< X~
Q [
© o] ]
- i Assembly/Repair
o~ N~ Bench
< X~
o [S)
© ©
x 14
- ©
< X~
[ [}
@ ©
o o Test Bench
Parts Storage | Parts Storage HVAC Unit
Unit 2 Unit 1
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NI-6: Cable Plant Diagram
8 s s | e The Cable Plant Diagram shows physical
HE Products & @ connectivity between voice/data/video networks
F3T 1 | g throughout the enterprise and to global suppliers.
| £ & information;flis The diagram should show the types of cable (fiber,
2| §|  Appheations CAT-6, etc.) and the bandwidth (T-1, OC-3, etc.)
Kl f@ﬁﬁy of each cable run between network centers, server

rooms, wiring closets, and external connections.

| Global Connectivity |

I

ASDN Local
Cable Service

Local

Telco

Internet Phone

Dedlicated Switch
T-3 | Data Line

/ T-1| Voice

and | Data Line

Firewal ] Building 1

1

1

]

|

: Wiring Wiring Wiring

I Closet 1 Closet 2 Closet 3

I

I

| OC-3 Voice

! Network & Data Line| PBX Telephone

i Center —| |— Switch

I I

I I

|

i VTC Center |

I I

| T-1 Voice T-1 Voice !

I & Data Line Fractional T-1 Back-up Line & Data Line 1

I |
[
! Wiring Wiring !
1 Closet 4 Closet 5 !
Building 2 Building 3 !

1
I

I . I

I Site A !
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—— NI-7: Rack Elevation Diagram
g | s nttotes | W8 This diagram provides a front and rear view of each
i : :;? Product & @ of the information technology equipment racks that
TR — 5 go into a network center, server room, and/or
:';::% Information | 7|5 wiring closet. This diagram supports the NI-5 and
21 3| nppicatons NI-6 diagrams and is maintained electronically to
Kl i€ 1y Networks & support the numerous changes that can be expected

over a number of years.

Overhead Fan

50-Port Switch #1

50-Port Switch #2

KVA Switch

Administrator’s
Laptop

File Servers
(Cluster A&B)

Surge Protector
and Battery Unit

Rack 1 - Front | Rack 1 - BACK
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SP-1: Security Plan
s s ot | W¢ The Security Plan provides both high-level and
i ] IR Products & @ Fletailed descriptions of the secur.ity program that is
r3T & ——| & in effect throughout the enterprise. This includes
é m '"sf°""a“°" : physical, data, personnel, and operational security
2 \E Appications elements and procedures. Chapter 11 provides
k’: i o Networks & additional detail on Security Plans.

Example Outline

1. Introduction

Purpose of the IT Security Program
Principles of IT Security

Critical Success Factors

Intended Outcomes

Performance Measures

2. Policy

Executive Guidance

Technical Guidance

Applicable Law and Regulations
Standards

3. Reporting Requirements

IT Security Program Roles and Responsibilities
IT Security Program Schedule and Milestones
IT Security Incident Reporting

4. Concept of Operations

IT Security Threat Summary

IT Security Risk Mitigation

Integration with Enterprise Architecture
Component/System Security Plans

5. Security Program Elements
Information Security

Personnel Security

Operational Security

Physical Security

6. Standard Operating Procedures
Test and Evaluation

Risk Assessment

Certification and Accreditation

Disaster Recovery/Continuity of Operations
Records Protection and Archiving

Data Privacy
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EA® Framework Area

SP-2: Security Solutions Descriptions
Goals &

1§13 Initiatives j The Security Solutions Description provides a
: P i | high-level view of how security is provided for
g o DRta ( selected resources throughout the enterprise. The

ﬁ\ LT sysomss / solutions cover four dimensions of security:
| £_) ¢ | Applications physical, data, personnel, and operations and may
3 S Networks & . . .

t” * | infrastructure include diagrams or matrices.

Example Outline

Operational Security

In the area of operational
security, the Security Program
should promote the
development of standard
operating procedures (SOPs)
for all EA components that
support line of business
operations. SOPs should also
be developed for recovery from
major outages or natural
disasters, and for enabling the
continuity of operations if all or
part of the enterprise becomes
disabled.

Data Security

In the area of information
security, the Security
Program should promote
security-conscious
designs, information
content assurance, source
authentication, and data
access control. The
assessment of types of
data being handled for
privacy protection
concerns should also be
done (e.g. customer credit
data or employee SSNs

Personnel Security

In the area of personnel
security, the Security
Program should promote
user authentication and IT
security awareness, and
new user/recurring training.
badges, biometrics, card
swipe units, cipher locks,
and other methods of
combining personnel and
physical security solutions
should be implemented.

Physical Security

The elements of physical
security that should be
captured in the EA include
protection for the facilities that
support IT processing, control
of access to IT equipment,
networks, and
telecommunications rooms,
as well as fire protection,
media storage, and disaster
recovery systems.
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SP-3: System Accreditation

] § Ini(t;i:tail\fez g Document
i g TE roducts )': . .

5"77% " gerviees A7 8 The System Accreditation Document uses a
R o ta & A standard format for evaluating the security status of
@ : Systems & information systems throughout the enterprise.
€)oo There are a number of parts to a system security
t“ " | infrastructure accreditation as are illustrated in the example.

Example Outline

1. System Security Plan. This opening section of the System Accreditation
Document provides an overview of the business context that the information system
operates in, states the current security status of the system (last accreditation), and
summarizes the contents and finding of the other accreditation documents.

2. System Risk Assessment. This section of the document uses a standardized format
for showing areas of risk to the information system in the four primary areas security
threat areas that are covered in artifact SP-2; physical, data, operational, and
personnel. Assigns a level of risk based on the business context for system
operations and the type of system data to be protected. Provides security risk
remediation strategies (how to avoid a security risk, or deal with it if a problem
occurs) for each area of risk that is identified.

3. System Test and Evaluation. Also called a system ‘penetration test.” The System
Test and Evaluation (ST&E) section of the document provides the results of a live
test that attempts to enter the system through other-than-normal log-in procedures, as
well as attempts to overwhelm the system (denial of service attack), or infect the
system with an active virus, worm, or other type of problematic element that reduces
or eliminates information system functionality.

4. Remediation Plan. This section of the document provides the status of corrective
actions taken to fix all of the security risks found during the risk assessment/ST&E.

5. Approval to Operate. This section of the document is the formal (signed)
approval to operate the information system that is provided by the designated person
in the enterprise (usually the Chief Information Officer or the IT Security Manager).
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e SP-4: Continuity of Operations Plan
3| 3| it s | The Continuity of Operations Plan (COOP) uses a
§| 4| (Produtss g standard format for describing where all or part of
R Dataa | | i the enterprise will relocate to if the normal
fﬁ 8| [Informadon At operating location cannot be occupied for an
» 3 Systems & .
[z ]| Applications extended period (more than a few days) due to a
\> /% | infrastructure natural or man-made event.

Infrastructure

Example Contents

The activation of the COOP relocation site may have to be accomplished in the midst
of a local or national disaster that makes clarity, brevity, completeness, and flexibility
(backups) key to success. The following are some of the recommended elements in a
COOP document:

1. COQP Activation. Conditions for Activating the COOP.

2. COOP Roles and Responsibilities. A matrix of the roles and responsibilities (by
position) of all personnel throughout the enterprise who are involved in activating the
COOP. Alternates are provided for each position.

3. COOP Checklist. A step-by-step checklist of actions for each person participating
in the COOP.

4. COOQOP Relocation Site Map and Directions. How to get to the COOP site from
various probable routes.

5. COOP Relocation Site Activation. The process for activating the COOP site,
establishing internal/external communications, and reconstituting key enterprise
functions at the COOP site.

6. COOQOP Relocation Site Inventory. An inventory of systems, equipment, and
supplies at the COOP relocation site, along with the person(s) responsible for
ensuring that the systems are operational and the equipment is present when needed.

7. COOP Relocation Site De-Activation. Procedures for de-activating the COOP
site and restoring it to a ‘ready status’ after a real relocation event or training
exercise.

Enterprise Functions Have to Relocate
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EA® Framework Area | Artifact # and Name

Infrastructure

S s SP-5: Disaster Recovery Plan
3l 3 itinives | 1715 The Disaster Recovery Plan is an assessment
HE Products & ):: matrix and set of procedures to handle outages in
g Datas| | various business and/or technology capabilities that
r;!\ H ":;’:::':: : do not require the enterprise to relocate its
[ 2 [} < | Applications operations. Outages can be caused by natural or
k, B Networks & man-made events (e.g. fire, flood, power outage).

Example Contents

The activation of the Disaster Recovery Plan may have to be accomplished in the
midst of a natural or man-made disaster that makes clarity, brevity, completeness,
and flexibility (backups) key to success. The following are some of the
recommended elements in a Disaster Recovery Plan:

1. Disaster Recovery Activation. Conditions for Activating the COOP.

2. Recovery Roles and Responsibilities. A matrix of the roles and responsibilities
(by position) of all personnel throughout the enterprise who are involved in activating
the COOP. Alternates are provided for each position.

3. Disaster Impact and Recovery Assessment. A standard matrix for assessing the
type and duration of the outage, as well as the systems and functions throughout the
enterprise that are affected. Depending on the type of outage and the projected
period of outage (minutes, hours, days), the recovery procedure may differ.

4. Recovery Procedures. The procedures that are used to restore the business and/or
system functions that have been disrupted. Examples include:

Electrical Outage

Air Conditioning/Heating Outage

Building Damage (Fire, Flood, Earthquake)

Room Damage (Fire, Flood, Earthquake)

Virus Infection of Information System(s)

Loss of Internal or External Data Communications

Loss of Internal or External Telephone Communications

Enterprise Functions Do Not Relocate
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EA° Framework Area Artifact # and Name

ST-1: Technology Standards Profile
5 itatives | 175 The Technology Standards Profile is a listing of
5 Products & );:: business services and associated technologies that
Datas| | ik are accepted by the enterprise as being a primary or
': "::s'::':: ’ secondary standard. Further detail can be added
| Applications regarding particular types of standards (e.g. data,
|| Notworks & telecommunications) and vendor products.

Technical Standards Profile

International | International National Local Standard Alternative
Item Description Standard 1 ard 2 jard dard Product Product
Information Systems Hardware
Network Router|  1SO 802.1 CEN 7102 NIST 400-1 Sasco 7300 IronBox 300H
Network Server| 1SO 802.1 CEN 7102 NIST 400-1 Gell 2000 CowBox 710
Network Printer| SO 802.1 CEN 7102 NIST 400-1 Micop 85 HV 550
Desktop PC| 1SO 802.1 CEN 7102 NIST 400-1 Gell 1650 CowBox 200
Information Systems Software
Server Operating System| 1SO 802.1 CEN 7102 NIST 400-1 MacroSwift OS BlueCap Linux
Desktop Operating System| 1SO 802.1 CEN 7102 NIST 400-1 MacroSwift OS Linux Desktop
Desktop Office Automation Suite| 1SO 802.1 CEN 7102 NIST 400-1 MacroSwift SuitePro| Kona Big Suite
Computer Aided Design| SO 802.1 CEN 7102 NIST 400-1 Grafex CAD MacroCAD
Telecommunications System Hardware
PBX Central Switch| 1SO 877.1F CEN 7306 IEEE T735 | Verizo 679 Westel 7200 BlamoTel 80X
PBX Central Switch| SO 877.1F CEN 7306 IEEE T735 | Verizo 679 Westel 7202 BlamoTel 838
Desk Telephone| 1SO 877.1F CEN 7306 IEEE T735 | Verizo 679 Westel 58J BlamoTel 10J

Telecommunications System Software

PBX Switching Controller] 1SO877.1F | CEN7306 | IEEET735 | Verizo 679 || Westel PBX Max_| _ Blamo PBX
VOIP Interface [ 1SO877.1F | CEN7306 | IEEET735 | Verizo 679 || Westel VOIP Max [ Blamo VOIP
Video Conferencing System Hardware
Roll-Around VTC Unit 1SO 478.3 |EEE A845 PhotoVox 1300 Humbel 850
Desktop VTC Unit| 1SO 478.3 |EEE A845 PhotoVox 350 PictureHi 75G
VTC Multiplexer & Control Box| SO 478.3 |EEE A845 PhotoVox M46
Video Conferencing System Software
Desktop Video Conferencing! 1SO 478.3 | | |EEE A845 | || MacroSwift Meet |
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EA® Framework Area \ Artifact # and Name

ST-2: Technology Forecast
5| mmames /|9 | The Technology Forecast supports and relates to
3 5 Products & ):’: the ST-1 Technology Standards Profile. The
f:\: Dataa | | i Technology Forecast documents expected changes
VE“: “: '"sf;'t";:':: y in any of the standards listed in the ST-1 artifact,
o . | Applications where future changes appear to be happening or
3 et about to happen.

»  Captures expected changes in technology related standards and conventions

* Identifies critical technology standards, their fragility, and impact of changes to
the architecture

»  Contains specific predictions about the availability of emerging standards, and
relates to specific System/Application (SA) framework elements

Technology Forecast
Short Term (Nexd| Mid-Term Long Term
Forecast Area 12 Months) (12-24 Months) (2-3 Years Away)

Linux is gaining in
capability and
reliability, should
Macrovox GT-2 will | consider migration|

be launched in early| to Linux in mid
2006 as an
alternative to
Macrovox GT
upgrade.

Macrovox GT basic
Operating System will

Operatlng SyStems be supported until late

Kona Big Suite Il is
due out in late 2006, | Kona Project X is

Kona Big Suite will provide xml data going to
Office Automation Suite upgrade finished in exhange between incorporate a
early 2005 applications and a database
bundled graphics application

and photo editor.

Conduct vendor fly]
off in early 2006
Gell 2000 units will | based on updated

remain application and
performance
requirements

Gell 2000 became

standard in 2004, is

Desktop PCs installed on 70% of

desktops; will be 100%|
in mid-2005.

Conduct vendor fly]

15" Color CRTSs being off in early 2006

replaced by 21" Color

. LCD units will based on desktop
Desktop Monitors LCDs as.Deslitops are, remain PC compatability
replaced; 100% in mid and user
2005

requirements

5 Gigabyte PCMCIA

Persistent Storage type 2 card available

10GB card expected 40+GB cards

Conduct vendor fly]
off in early 2006
based on updated
application and
performance
requirements

Office Directors also
Executive level only -

Personal Digital Assistants Greenberry X400 get ?:gg:erry
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EA® Framework Area Artifact # and Name

s s W-1: Workforce Plan

5 maaves 74 | The Workforce Plan provides a high-level

4| Productse A description of how human capital is managed
Dataa | | i throughout the enterprise. The Workforce Plan
g g [Informationlgfe includes strategies for hiring, retention, and
» 3 Systems & . .
2| §| Avplications professional development at the executive,
§ | B| | pethorkss management, and staff levels of the enterprise. .
Workforce Plan Outline

e Summary of Human Capital Management Strategy
e Line of Business Requirements
e Executive Level Competencies and Professional Development Plans

e Management Level Competencies and Professional Development Plans

Line of Business A
Line of Business B
Line of Business C
Line of Business D

O O O O

e Staff Level Competencies and Professional Development Plans

Line of Business A
Line of Business B
Line of Business C
Line of Business D

O O O O

e Performance Review Process
e Benefits Program

e Training and Tuition Assistance Program
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EA® Framework Area \ Artifact # and Name

W-2: Organization Chart

Goals &
Initiatives

The Organization Chart shows how positions and

| Workforce

Products &
Services

personnel are organized in hierarchical diagrams or

-

Ll

Data &
Information

matrix formats. Organization Charts help to show

©w42WzovE00

Ll

Systems &
Applications

lines of authority, working relationships, as well as
ownership of resources, products, and processes.

Technology - Business - Strategy

Security / Standar

Networks &
Infrastructure

Example

CEO

Administrative
Assistant
1

[ clo J { Chief Counsel } [ coo } CHCO CFO

VP Information
Management

|

[ VP Sales } [ VP Manufacturing } [ VP Administration J [ Director, Finance

1

Chief Architect/ CTO

Director,

Region 1 Director Accts Receivable

Director, R&D

Information

Security Manager

Director,
Accts Payable

Director, Production

e

Director,

Network Operations

-

Region 3 Director Director, Distribution

Region 4 Director Director, Service

| |
| |
| |

i I I R
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Framework Area Artifact # and Name

.
T W-3: Knowledge & Skills Profile
Goals & 1 4
5 initiadves |21 The Knowledge and Skills Profile provides a
5] Productsal | ¥ detailed inventory of what a person should know
| Services N . . . . .
T —| Iz and be able to do in a particular position within the
5 b N T . . .
E__ 4 [Information] s enterprise. The example provided is a
a 2 Systems & 3 . IR SRT .
3| €| applications Knowledge, Skills, and Abilities” List for
= <
H . . .
g | 3| Networksa Enterprise Architects developed by Carnegie
@ Infrastructure . . . .
Mellon University in 2004 and updated in 2012.
Example
. . . I Institute for Software Research Internationall
Carnegie Mellon University Enterprise Architcture Education Standards - Copyright CMUISRI - 2004 Developed by Dr.
Scott A. Bernard
. . . Junior Mid-Level Senior
Enterprise Architecture Education Standards © Architect Architect Architect Notes
Knowledge and Skill Areas (KSAs) Eg_’;”sz}?‘;;e E/?;_ (;U;ne?r:)a" (E;i AYA:::Z;
1.0 EA Practice and Theory
1.1 _|Governance: Planning and Decsion-Making X
1.2 |Organizational Theory: Culture and Communication X X
1.3 |The Information Age: Driver of Architectures X X X
1.4 |Enterprise Architecture Frameworks X X X
1.5 |Architectue Imp 1tation Methodolog X X X
1.6 |Enterprise Architecture Critical Success Factors X X X
1.7__|Architecture Use in Planning/Decision-Making X X X
1.8 |Architecture Maturity Evaluation X
2.0 EA Documentation
2.1 [Strategic Goals, Initiatives, and Plans X X X
2.2 |Business Sub-Architecture X X X
2.3 _|Information and Data Sub-Architecture X X X
2.4 _|Service Sub-Architecture X X X
2.5 [Systems Sub-Architecture X X X
2.6 |Techology Sub-Architecture X X X
2.7 __[Security Sub-Architecture X X X
2.8 |Architecture Standards and Artifact Types X X X
3.0 EA Implementation
.1__|EA Program and Project Establist X X
.2 __|EA Requirements and Scope X X
.3 __|EA Framework and Methodology Selecti X X
.4 _|EA Tool and Repository Selection X X
3.5 |Documenting the Current Architecture X X
3.6 |Documenting the Future Architecture X X
3.7 |Architecture Transition Management X X
3.8 |Architecture Configuration Management X X
4.0 EA Project & Program Management
4.1 |EA Project and Program Management Basics X
4.2 |Requir Determination X
4.3 |Project and Program Schedules X
4.4 [Project and Program Budgets X
4.5 |Alternatives Analysis X
4.6 |[Managing Risk X
4.7 _|Earned Value M. X
4.8 |EA Team Development X
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Glossary of Terms

Enterprise Architecture Terms

Actionable. EA documentation and data that is useful to executives,
managers, and support staff for resource planning and decision-making.

Architecture. A systematic approach that organizes and guides design,
analysis, planning, and documentation activities.

Architecture Segment. A part of the overall EA that documents one or
more lines of business, including all levels and threads.

Artifact. An EA artifact is a documentation product, such as a text
document, diagram, spreadsheet, briefing slides, or video clip. EA
artifacts document EA components.

Business Case. A collection of descriptive and analytic information about
an investment in resource(s) and/or capabilities.

Capital Planning. @ The management and decision-making process
associated with the planning, selection, control, and evaluation of
investments in resources, including EA components such as systems,
networks, knowledge warehouses, and support services for the enterprise.

Change Management. The process of setting expectations and involving
stakeholders in how a process or activity will be changed, so that the
stakeholders have some control over the change and therefore may be
more accepting of the change.

Component. EA components are those plug-and-play resources that
provide capabilities at each level of the framework. Examples include
strategic goals and measures; business services; information flows and data
objects; information systems, web services, and software applications;
voice/data/video networks, and associated cable plants.

Composite. An EA artifact that uses several documentation modeling
techniques and/or represents several types of EA components.

Configuration Management. The process of managing updates to EA
components and artifacts, ensuring that standards are being followed.

Crosscutting Component. An EA component that serves several lines of
business. Examples include email systems that serve the whole enterprise,
and financial systems that serve several lines of business.
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Culture. The beliefs, customs, values, structure, normative rules, and
material traits of a social organization. Culture is evident in many aspects
of how an organization functions.

Current View. An EA artifact that represents an EA component or process
that currently exists in the enterprise.

Data. Data items refer to an elementary description of things, events,
activities, and transactions that are recorded, classified, and stored, but not
organized to convey any specific meaning. Data items can be numeric,
alphabetic, figures, sounds, or images. A database consists of stored data
items organized for retrieval.

Enterprise. An organization or sub-activity whose boundary is defined by
commonly-held goals, processes, and resources. This includes whole
organizations in the public, private, or non-profit sectors, part(s) of an
organization such as business units, programs, and systems, or part(s) of
multiple organizations such as consortia and supply chains.

Enterprise Architecture. The analysis and documentation of an enterprise
in its current and future states from an integrated strategy, business, and
technology perspective.

Executive Sponsor. The executive who has decision-making authority
over the EA program and who provides resources and senior leadership for
the program.

Framework. The EA framework is a structure for organizing information
that defines the scope of the architecture - what the EA program will
document and the relationship of various areas of the architecture.

Future View. An EA artifact that represents an EA component or process
that does not yet exist in the enterprise.

Governance. A group of policies, decision-making procedures, and
management processes that work together to enable the effective planning
and oversight of activities and resources.

Horizontal Component. A horizontal (or crosscutting) component is a
changeable goal, process, program, or resource that serves several lines of
business. Examples include email and administrative support systems that
serve the whole enterprise.

Information. Information is data that have been organized so that they
have meaning and value to the recipient. The recipient interprets the
meaning and draws conclusions and implications.
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Information Technology. A type of resource that supports the creation,
analysis, sharing, archiving, and/or deletion of data and information
throughout an enterprise.

Knowledge. Knowledge consists of data or information that have been
organized and processed to convey understanding, experience,
accumulated learning, and expertise as they apply to a current problem or
activity. Data that are processed to extract critical implications and to
reflect past experience and expertise provide the recipient with
organizational knowledge, which has a very high potential value.

Knowledge Warehouse. A knowledge warehouse is the component of an
enterprise's knowledge management system where knowledge is
developed, stored, organized, processed, and disseminated.

Line of Business. A distinct area of activity within the enterprise. It may
involve the manufacture of certain products, the provision of services, or
internal administrative functions.

Methodology. The EA methodology defines how EA documentation will
be developed, archived, and used; including the selection of a framework,
modeling tools, and on-line repository.

Mission Statement: A succinct description of why the enterprise exists.

Performance Gap. An identified activity or capability that is lacking
within the enterprise, which causes the enterprise to perform below desired
levels or not achieve strategic or tactical goals.

Program. An ongoing endeavor that manages existing processes/resources,
or oversees development of new processes/resources via projects.

Project. A temporary endeavor undertaken to create a unique product,
service, or result.

Stakeholder. Everyone who is or will be affected by a program, activity,
or resource. Stakeholders for the EA program include sponsors, architects,
program managers, users, and support staff.

System. A type of EA component that is comprised of hardware, and
software, and activities that has inputs and outputs.

Vertical Component. An EA component that is contained within one line
of business. Examples include a system, application, database, network, or
website that serves one line of business.

Vision Statement. Succinctly describes the competitive strategy of the
enterprise
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